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Chapter 1 Introduction

The M2M RTU Center provided by ICP DAS is an M2M (Machine to Machine) management
software that has strong core technology for handling data and lets the user save the
trouble of dealing with large 10 data. The RTU Center supports the G-4514 RTU,
GTP-541M, and other RTU products in ICP DAS that allow users to manage these RTU
devices remotely. It can monitor the local 10 data, local GPS data, and 10 data of Modbus
RTU modules. With M2M RTU Center software, users can establish the remote system by
the OPC Client of the user's SCADA software with our NAPOPC DA Server or EZ Data
logger software of ICP DAS. That provides an easy way to complete a user’s project.
NAPOPC.M2M OPC Server is a free OPC DA Server (The "OPC" stands for "OLE for
Process Control" and the "DA" stands for " Data Access") provided by ICP DAS. EZ Data
Logger is small data logger software. It can be applied to a small remote I/O system. With
its user-friendly interface, users can quickly and easily build a data logger software without
any programming skills.

The M2M RTU Center with G-4514 RTU or GTP-541M applications can be divided into 2
parts: One part is the fixed intelligent remote management equipment such as water
monitor system, vending machine system, remote machine monitor, home security, POS
system, power measurement system, etc. Another kind of application is movement
management equipment such as vehicle management system, maritime system, taxi
dispatch system, etc. Anyway, the M2M RTU Center can save the cost and development
time for users.

Features:

® RTU series Management tool

® Up to 10 M2M RTU devices can be managed in one RTU Center software in the free
version.

® Up to 1024 M2M RTU devices can be managed in one RTU Center software in the official
version.

® Help users to connect to any Modbus device to GPRS/Ethernet by M2M RTU devices

® Easy and quick to build a Remote monitor system

® \Windows-based software

® Support NAPOPC.M2M server, EzDatalog, and M2M API tool of ICP DAS

RUN-TIME LICENSE
Free \Version Up to 10 M2M RTU devices can be managed in one RTU Center software.
Official version | Up to 1024 M2M RTU devices can be managed in one RTU Center software.

To order an M2M RTU Center license, please contact your distributor.
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Chapter 2 Hardware Requirement

2.1 Software architecture

When users want to use the following software or others to their system with
RTU products of ICP DAS, M2M RTU Center must be executed at the same
time.

Device Description

NAPOPC.M2M OPC server

EZ Data Logger software | Version 4.24 or higher

.NET Framework software | Version 4.8 or higher

VB, VC, Modbus Restful API :
.NET... Server Service QG Gl EZ Data
Logger
M2M RTU API

M2M RTU Center
TCP/IP Socket

2G/3G/4G/Ethernet

G-4514-4GAU GTP-541M
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2.2 Application architecture

RTU Devices

5B

RTU-140  GTP-541M G-4514

RS-485 | Modbus RTU

fee-

Modbus Devices
Max. 16 AI/AO, 32 DI/DO For Each Device

2.3 System requirement

® Software requirement:

&

PC With Fixed IP Database
(Support MySQL, MS SQL)

Operating system Version Support
Windows 7 v
Windows 10 v
Windows 11 v

® Hardware requirement:

Hardware ltems

Requirement

CPU

1.0 GHz or higher

Memory

512 MB or higher

Hardware space

100 MB or higher

Other

CD-ROM or DVD-ROM
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Support Hardware

Product Type Description
G-4514 Series RTU Intelligent GPRS Remote Terminal Unit
GT-540 Smart GPRS Remote Terminal Unit
GRP-540 Ethernet/Serial/CAN to 4G Gateway
GTP-541M 4G Multi Function Controller with GPS
RTU-140 4G Remote Terminal Unit with GPS

Flowchart for using RTU devices

Select G-4500) series
according to your need

l

Upload G-4500 RTU firmware
to G-4500 Hardware

¢

»| Install GPRS RTU Utility
and Test in Your LAB

i

Design and build up your
applications

:

Install M2M software

A

Programmable with M2M Install NAPOPC.M2M DA
API tools Server

' '

Set and configure your GPRS RTU

Y
Deploy to field sites
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Chapter 3 Installing Required Components

To execute M2M RTU Center, the following runtime components must be installed:
® .Net Framework 4.8 or above
® Microsoft Visual C++ 2015-2022 Redisrtibutable
If both components are already present on the PC,you may skip Chapter 3

€ Microsoft .Net Framework Version 4.8:

https://dotnet.microsoft.com/en-us/download/dotnet-framework/net48
The install figure is as follows:
€ Press “Next” to the next step.

W5 Microsoft .NET Framework 2.0 Setup

Welcome to Microsoft .NET Framework 2.0
Setup

This wizard will guide you through the installation process.

€ Select the “| accept the terms of the License Agreement” and “Install” to the
next step.

ii5 Microsoft .NET Framework 2.0 Setup

End-User License Agreement

End-User License Agreement ~

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS
MICROSOFT .NET FRAMEWORK 2.0

Microsoft Corporation {or based on where you live, one of its affiliates) licenses this
supplement to you. If you are licensed to use Microsoft Windows operating system
software (the “software™), you may use this supplement. You may not use it if you do
not have a license for the software. You may use a copy of this supplement with each
validly licensed copy of the software.

v

By clicking "I accept the terms of the License Agreement" and proceeding to use the
product, Iindicate that I have read, understood, and agreed to the terms of the End-User
License Agreement,

I accept the terms of the License Agreement

[ < Back ][ Install > ][ Cancel ]
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€ The installation process would be going

& Microsoft .NET Framework 2.0 Setup

Installing components

The items you selected are being installed.

Installation Progress:

Generating script operations for action:

Updating component registration

Cancel

€ After finishing the installation, press “Finish” to exit the program.

i Microsoft .NET Framework 2.0 Setup

Setup Complete

Microsoft .NET Framework 2.0 has been successfully installed.

1t is highly recommended that you download and install the latest service packs and
security updates for this product.

For more information, visit the following Web site:

Product Support Center
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€ Microsoft C++ 2015-2022 Redistributable:
The installation file can be found in the following path:
RTU_Center_v1.xx/driver/VC_redist.x64.exe

The install figure is as follows:
€ During installation ,check “I agree” to accept the licens terms, then click "Install” to
proceed to the next step.

ﬁ Microsoft Visual C++ 2015-2022 Redistributable (x64) - 1... - X

Microsoft Visual C++ 2015-2022
Redistributable (x64) - 14.34.31938

~

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT VISUAL C++ 2015 - 2022 RUNTIME
These license terms are an agreement between Microsoft Corporation (or

based on where you live, one of its affiliates) and you. They apply to the

enfhuara namad ahnve Tha tarme alen annlv ta anv Mirrnenft candicac ar

[[]1 agree to the license terms and conditions

G nstall Close

€ The installation process would be going.
¥

Microsoft Visual C++ 2015-2022
Redistributable (x64) - 14.34.31938

Setup Progress

Processing: Microsoft Visual C++ 2022 X64 Minimum Runtime - 14.34.31938

Cancel

€ After finishing the installation, press “Close” to exit the program.
¥

Microsoft Visual C++ 2015-2022
Redistributable (x64) - 14.34.31938

Setup Successful
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Chapter 4 RTU Center Operation

OPC Server: Launch M2M RTU Center from the Start menu "Start—> All
Programs—>ICPDAS-> ICP DAS OPC Suite> NAPOPC.M2M-> M2M_RTU_Center”.

4.1 Main menu

Tool Menu
Function ltems <« 4 &9 @Az

Station Information <«—

A

Detail Information

0241227 094704 BE2 Add anew device “GTP541M" (Statian ID=1)
0241227 M ATOT BB Server Started (Local . 172.17.12.139, Local POAT: 10000)

Connection Information «—

Status Line <«—

»The main menu of RTU Center includes the following sections:
€ Tool menu:
B File: Save or open station information of the user.
B Settings: Modify the local IP or local port.
B Help: Describe the version of RTU Center and other information.
€ Function items:
B Open file: Open the station information of the user.
B Save file: Save the station information of the user.
B New Device: Add a new device.
M Delete Device: Delete the assigned device.
® Modify IP: Modify the local IP
B Modify port: Modify the local port
B About: The version of RTU Center and other information.
M EXit: Exit the RTU Center.
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» Station Information:
€ Manage total stations interface. It will turn green light from a red light when the
station connects to RTU Center successfully.

GTP541M
1

Only GPRS.

PRS
202412727 09.09.03
17247.12.139

56381

0

Before Connection After Connection, It Shows Information Of The Station

» Detailed Information:
@ It shows detailed information when you select one module

[ M2M RTU Center

File Seftings Help

=)

=69 GTP-541M Parameter Status
Modbus Module Name Local IO
- Modbus Slave ID 255
Date&Time 2024/12/27 09:10:04
Select One Module Bl Covet :
DO Count 3
Al Count 8
AO Count 0
Counts 0
Data Valid 1
DIO 1
DI 1
DI2 1
D00 0
DO1 0
D02 0
Al0 10h
Al 20h
Al2 30h
Al3 40h
Al4 50h

Detailed Information

» Connection Information:
€ Total stations connect to RTU Center information.
» Status Line:
€ Show the related information during the operation procedure including:
M The status of the Server of the PC
B The local IP of the PC
B The local port of the PC
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4.2 NEW Device

>t adds a new device. The description is below:

€ Choose Function Item > New Device.
[J4 M2M RTU Center

File Settings Help

PER IO

@ Device Properties

Device Properties %]

Device Name ||

(Type:Unicode, Max. size: 20)

Module Setting

Station 1D 1 =| (1-~65535)

-

Describe

M Device Name: Input your Device name
B Module: Select your connection module like G-4514 or GTP-541M...etc.
M Station ID: Input the station ID. It can’t repeat the same station ID in the RTU
Center. The station ID must match your connection module.
(Range: 1 ~ 65535)
B Describe: It shows in the field of “Detailed Information”
M Operation:
® OK: Exit the window and add a new device
® Cancel: Exit the window and don’t add
® [t will add to “Station Information” after press the “OK” button
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4.3 Delete Device

> It deletes a device. The description is below:
@ Select the device that you want to delete.
Y M2M RTU Center

File  Settings Help

EEEE XY
‘ ' \_,/// > \ REST
@

oGl | Parameter Status

4

Device Name GTP-541M
Station ID 1
Describe

€ Choose Function Item > Delete Device.

4 M2M RTU Center
: A VB PN
‘ - SERVICES
—) = REST

Local IP B

File Settings Help

4.4 Modify IP

Local IP: 1721712139

Modify IP: ||

» Local IP: Show your old IP address

» Modify IP: Show your new IP address

» Operation:
¢ Modify: Exit the Modify IP window and modify the IP address
@ Cancel: Exit the Modify IP window and don’t save
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4.5 Modify Port

Local Port B

Local Port: 10000

Madify Port: | 10000 -

»Local port: Show your old port address.

»Modify port: Show your new port address.

» Operation:
H Modify: Exit the Modify port window and modify the port address.
B Cancel: Exit the Modify port window and don’t save.
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4.6 Configuration file backup

Provide a configuration file backup mechanism for users, which can prevent users from
having to reconfigure the related settings.

L34 M2M RTU Center

Backup/restore settings from remote [X]

File Seftings Help

Open I Remote Access By jigouey |

— @&
Backupirestore settings from remote —) FTP Server

Paramete — P 192.168.0.1
F el

User Name | Name

Password | #RRKKRRE

» Remote Access: There are three backup options available to choose from.
B FTP Server:
The user must set up their own FTP server and enter the IP, username, and
password.
B Google Drive:
The user need to download Google Drive from the official Google website and

follow the specified steps for setup, and it can be used after installation is
complete.

B Dropbox:

The user need to download the application from the Dropbox website , and it can
be used after installation is complete.
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4.7 Database and backup database settings

Provide a database for users to store data, and implement a backup database mechanism to prevent
data loss caused by database corruption, ensuring data security. Additionally, a backup database
option is provided for users to use.

Database Type “——H cuow owsso s eiiys |

Configuration of SQL Database +«—H

[BACKUP |

Configuration of Backup SQL Database +—

» The database property settings include the following sections:
B Database Type: Provide MS SQL and MySQL options for users to choose from.
<> For setting up the database server, please refer to the “DB Server Setup Manual”.

B SQL Database Configuration:
€ Database Name: Database name, the user must manually create the database.
€ |P Address: The default IP address of the database server is 127.0.0.1.
€ User Name: Username with database access and permissions.
€ Password: The password for connecting to the database, if configured.
€ Size Limit: Database write threshold
@ Verify DB: For testing database connection.
€ Dashboard: Open the phpMyAdmin database management interface.
€ Port Number: MySQL defaults to 3306 and MS SQL defaults to 1433.

B Configuration of the backup SQL Database:
€ Database Name: Database name, the user must manually create the database.
€ P Address: The IP address of the database server.
€ User Name: Username with database access and permissions.
€ Password: The password for connecting to the database, if configured.

@ Port Number: MySQL defaults to 3306 and MS SQL defaults to 1433.
16 Publication June, 2025 Ver. 1.21
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> PhpMyAdmin login interface, the default username and password (root /0000)

phpMuyAdmin
Welcome to phpMyAdmin

English w
1 Login @
Username: | ‘
Password: | ‘

» User interface after a successful login
phpMyAdmin

SElel @

Recent  Favorites

Fe
[8 New
-3 Information_schema
\I: s mysql
‘J « performance_schema
#- . phpmyadmin

4 Databases L/ sQL 4 Status =

Useraccounts &3 Export [} Import ' Settings | Replication ©
General settings

& Change password

B Server connection collation: &  utfBmb4_unicode_ci

# More settings

&’ Language @& English v

4 Theme pmahomme v | View all

Variables B Charsets & Engines # Plugins

Database server

« Server 127.0.0.1 via TCPIP

« Server type: MariaDB

« Server connection: SSL is not being used g

« Server version: 10.4.32-MariaDB - mariadb.org binary distribution
+ Protocol version: 10

« User. root@localhost

« Server charset: UTF-8 Unicode (utf8mbd)

+ Apache

+ Database client version: libmysql - mysqind 8.2.12
« PHP extension: mysqli g curl g mbstring
« PHP version 8212

« Version information: 5.2.1, latest stable version: 52.2
« Documentation

« Official Homepage

+ Contribute

« Get support

« Listof changes

« License

The followin

[ Anewer version of phpMyAdmin is available and you should consider upgrading. The newest version is 522, 1 1
e

ol

1. PhpMyAdmin Official Website

2. TutorialsPoints

g are tutorial articles related to phpMyAdmin for your reference.
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4.8 Control module I/O

® |t controls an 10 of the module. The description is below:
€ Double-click the module that you want to control, like Local IO or M-7000 module.

LJu m2m RTU Center

File Settings Help

. =6 GTP-541M Parameter Status
DOUble CIICK The MOdUIe +—— Modbus Module Name Local 10

= Modbus Slave ID 255
Date&Time 2024/12/27 09:10:04
DI Count 3
DO Count 3
Al Count 8
AQO Count 0
Counts 0
Data Valid 1
Dio 1
on 1
DI2 1
D00 0
DO1 0
Do2 0
AlD 10h
Al 20h
A2 30h
Al3 40h
Ald 50h
mE &ni

€ Operation
Write Output - Local 10 B

Write Digital Output (Red Led: ON, Gray Led: OFF)

Control DO «— N - Exit

Write Analog Output

Control AO

Control Counter «——

S

Read back Output value

L]

Read back Output value

il

Read back [%Iue

Read back Output value

Read back Output value
Read back Output value

Read back Output value

Read back Output value

Read back Output value

il

Read back Output value

1

Read back Output value

I

Read back Ou(?ul value

Read back Output value
Read back Output value
Read back Output value

Read back Output value

L]

et Counter

Counter 0: [o]0o]fofoo]/ofoo]o
Counter 2 [0][0]o][ofoo]/ofoo]/o
Counter 4: [o][0o]fofoo]/ofoo]fo
Counter6: [0]0]o][of[oo][ofoo]/o

Set Zero

Set Zero

Set Zero

Set Zero

Counter 1: [o]0o]fo]oo]fofoo]o]
Counter 3 [o][0o][ofoo][ofoo]o
Counter: [o]0o]fofoo]/ofoo]o
Counter 7 [0]/0]o]/o][oo][o]oo]o

Set Zero

Set Zero

Set Zero

Set Zero

H Control DO: If your module had to DO counts, you can control them.
® DOO0~DO15:
O Red: the voltage logic is high
O Gray: the voltage logic is low
O Disable: your module does not have this DO count.
® Operation
O DOO ~ DO15 Gray: Set the DO output on
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O DOO ~ DO15 Red: Set the DO output off
H Control AO: If your module had AO counts, you can control them.
®AO0 ~ AO15
O Read back: Get the AO value.
O Output Value: Want to set the AO value.
® Operation
O AOO ~ AO15 : Set the AO value
Hm Control Counter: If your module had Counter counts, you can control them.
® CounterO ~ Counter?7
O Get the Counter value.
® Operation
O Set Zero CoutnerO ~ Set Zero Counter 7 : Set the counter value to
zero
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4.9 Modify the module parameters

® |t modifies the module parameter. The description is below:

€ Right-click the module that you want to modify and select the “Parameters” item.

4 M2M RTU Center

File Seftings Help

ERC] GTP-54 11 Parameter Status
-Local I Device Name GTP-541M
Right Click The Module «— me_33[l8 i s .
SR Describe

Connected Priority Only GPRS
Connected Method GPRS
Date&Time 2024/12/27 09:21:50
Remote Client IP 172.17.12.139
Remote Client PORT 55443
Send once time (unit: sec) 10
Heartbeat time (unit: sec) 0
Modbus module number 1

€ Main Parameter

Parameter- GTP-541M

W ETREEIEGEEE Device Time

Save to Device

Station ID: |1 1 =
(1 ~ 65535 DEC)

r'

Modify Station ID

Update Interval: 10 10 %

i 0 ~ 99999999 DEC, Unit: S
Modify Update Interval ( nit: Sec)

And Heartbeat Time

Save to Device

Heartbeat Time: |0 0 =

(0 ~ 99999999 DEC, Unit: Sec.)

B Modify Station ID: Modify the station ID of the module.
®Old Station ID: the old station ID of the module.
®New Station ID: the new station ID of the module.
M Operation
® Save to Device: Set the new Station ID to the assigned module.
® Modify Update Interval: Modify the Update Interval of the module. Set
module report time interval. The module calculates time intervals
according to report base time. (Unit: sec)

O Old Update Interval: the old Update Interval of the module.
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O New Update Interval: the New Update Interval of the module.
O Old Heartbeat Time: the old Heartbeat Time of module.
O New Heartbeat Time: the newHeartbeat Time of the module.

® Save to Device: Set the new Update Interval to the assigned module.

@ Device Time

Parameter- GTP-541M B

Main Parameter §REAUT=-R iG] “

Device Time Command

Device Time:

2024/12/27 09:23:28

W Device time: show the time of the module. Users also can change the time in
this field to key in the specific time.
B Operation
®“Set as Now”: Set the PC time to module. After setting the time
successfully, the information of module time.
® Set: Set the module time according to the “Device Time” field. After
setting the time successfully, the information of module time would be
updated.

4.10 Close the connection

® |t closes the connection. The description is below:

€ Right-click the module that you want to modify and select the “Close the
connection” item.
€ Close the assigned connection.

21 Publication June, 2025 Ver. 1.21



M2M RTU Center User Manual

4.11 Upload SD File

® |t Uploads SD Files. The description is below:
€ Right-click the module that you want to modify and select the “Upload SD File”
item.
€ Upload SD File

Upload SD File

8 GT-541M_1_20241120_140804.csv Ee) PP Description Refresh File Name

GT-541M_1_20241126_133544 cy | | T 1'e Size (Unit: byte) - 134
GT-541M_1_20241126_133747.csv
GT-541M_1_20241127_111131 csv
GT-541M_1_20241127_111225.csv
GT-541M_1_20241127_112640.csv
. GTP-541M_1_20241205_132307.csv = Dot Filo
GTP-541M_1_20241205_132607.csv
GTP-541M_1_20241205_151656.csv
GTP-541M_1_20241205_151956 csv
- ict < GTP-541M_1_20241205_152256 csv
File Name List < GTP-541M_1_20241206_165846.csv
GTP-641M_1_20241206_170227 csv
GTP-541M_1_20241206_170527 csv
. GTP-641M_1_20241206_170827.csv
GTP-541M_1_20241210_102316.csv
GTP-541M_1_20241210_110333.csv
GTP-541M_1_20241218_131012.csv
GTP-541M_1_20241219_165055.csv
GTP-541M_1_20241219_165717 csv
. GTP-541M_1_20241219_170017.csv
GTP-541M_1_20241220_094318.csv
. GTP-541M_1_20241220_094618.csv
GIDAAANM 4 20241220 095234 coy

Save File

HIIIB

v Total Files:41/41

File Parameter <«

B File name list: List all the file names.

M File parameter: List this file parameter. Like: Filename and File size.

Hm Operation
® Refresh File Name: Refresh the File name list from the remote module.
® Save File: Upload and Save the assigned File from the remote module.
® Del File: Delete the assigned SD File on the remote module.
@ Exit: Exit upload SD file program.
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Chapter 5 Restful APl And Modbus Server

Restful APl and Modbus Server architecture

Application Communicate With RTU Center
Through Restful APl Or Modbus TCP Server

_'A yeazg
| SE——
' Restful API / Modbus TCP Server

RTU-140

3G/4G Ethernet

RTU Center

RTU Center Control 10 RTU Devices Report 10 Status >
—
RS485
G-4514-4GAU =5
‘i PC With Fixed IP

GTP-541M

RTU Devices

Qa8

Modbus Devices
(Max. 32 DI/DO For Each Device)
(Max. 16 DI/DO For Each Device)

5.1 Set Restful APl and Modbus Server

® |t set Restful API and Modbus server. The description is below:

€ Choose function item > MB Restful Service Setting
[J¥ M2M RTU Center

File  Settings Help

€ Modify system parameter: information of server IP and port

MB

SERVICES
REST

¥ MB Restful Service Setting %]
Modbus Parameter Aftributes
Modify Modbus Server Slave ID ) StationID: 1 s Status : sTOP
and Modbus TCP Port .
Modbus Port : 502 3 Host IP:
Service Port :
System Parameter
Version : 1.06 Web Port :
Host IP: 1721712439 = Station ID:
Modify Restful API Server IP Port Web Service Pors+ 7788 . Modbus Port :
the Web Service Key and Port
Generate a self-signed network certificate Web Fage Port : 443 s WeblkeybnabicEpgERARH
Web Service Key : Web Page : -
o I O EEEEE
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EmHost IP

BWeb Service Port: from 0 ~ 65535

EWeb Page Port: from 0 ~ 65535

BWeb Service Key: Secure key of Restful Service

B Self-Signed Cert: Generate a self-signed network certificate

Attention: for security reasons, it is recommended to operate only on the local side,

like "Host IP = 127.0.0.1".

€ Modify Modbus Parameter: information of Modbus server

EModbus server Slave ID
B Modbus server port: from 0 ~ 65535

€ Path of log files:

H Automatically output in the current directory:
“/IMB_Restful_Servicelyyyy-mm-dd.txt”

5.2 Modbus Server Memory Planning

Addr.

NOTE

Modbus Memory Pool RTU Modbus server include

==

3. Device x 1024

0 1. System module x1
2. Group module x16
IS S Es————. (one group has 64 devices)
999
RTU RTU RTU RTU

46055

device1 device1 device1 device1 B system module
RTU RTU RTU RTU Group module
device2 device2 device2 device2 )
Device module
RTU RTU RTU RTU
device64 device64 device64 device64
AO Al DO DI

1. Device Description
B RTU Center has 16 groups (Group 0 ~ 15)
B Each group has 64 RTU devices (RTU device 1 ~ 64)
B Each RTU device has 11 modules (1 *Local device + 10 *Modbus device)

2.10 Number
B Max.32 DI for each device.
B Max.32 DO for each device.
B Max.16 Al for each device.
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H Max.16 AO for each device.
B Max.16 Counters for each device.

3.10 Description

Item Description
Discrete Input | 0 means OFF and 1 means ON.
Coil

Input Register Al (first half)
From 0 to 65535 (Uint16) for unipolar
input ranges. Like 0 ~5V, 0 ~ 10V.
From -32768 to 32767 (Int16) for bipolar
input ranges. Like 5V, 10V
Holding Register | From O to 65535 (UINT16).
From -32768 to 32767 (INT16).
4. Read RTU device status
Stepl. Calculate RTU device in which group: (Station ID — 1) / 64
Step2. Write group which is calculated in the previous step to Modbus address”0”
Note. The default [current control group] is O. If the Station ID is during 1~64, then the
stepl and step2 can be ignored.
Step3. Checkonline status oflocal RTU device through Modbus address “000~ 00063”
Step4. Check online status of slave RTU device through Modbus address “100~ 00739”

Description Function Address

Counter (second half)
From 0 to 65535 (Uint16)

Select current control group

Input Register

Check current control group

Holding Register

00000

Local device online / offline

Discrete Input

00000 ~ 00063

00064 ~ 00099

Modbus Device Of RTU device 1 online / offline

Modbus Device Of RTU device 2 online / offline

Modbus Device Of RTU device 3 online / offline

Modbus Device Of RTU device 4 online / offline

Modbus Device Of RTU device 5 online / offline

Modbus Device Of RTU device 6 online / offline

Modbus Device Of RTU device 7 online / offline

Modbus Device Of RTU device 8 online / offline

Modbus Device Of RTU device 9 online / offline

Modbus Device Of RTU device 10 online / offline

Modbus Device Of RTU device 11 online / offline

Discrete Input

00100 ~ 00109

00110 ~ 00119

00120 ~ 00129

00130 ~ 00139

00140 ~ 00149

00150 ~ 00159

00160 ~ 00169

00170 ~ 00179

00180 ~ 00189

00190 ~ 00199

00200 ~ 00209
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Modbus Device Of RTU device 12 online / offline

Modbus Device Of RTU device 13 online / offline

00210 ~ 00219

Modbus Device Of RTU device 14 online / offline

00220 ~ 00229

Modbus Device Of RTU device 15 online / offline

00230 ~ 00239

Modbus Device Of RTU device 16 online / offline

00240 ~ 00249

Modbus Device Of RTU device 17 online / offline

00250 ~ 00259

Modbus Device Of RTU device 18 online / offline

00260 ~ 00269

Modbus Device Of RTU device 19 online / offline

00270 ~ 00279

Modbus Device Of RTU device 20 online / offline

00280 ~ 00289

Modbus Device Of RTU device 21 online / offline

00290 ~ 00299

Modbus Device Of RTU device 22 online / offline

00300 ~ 00309

Modbus Device Of RTU device 23 online / offline

00310 ~ 00319

Modbus Device Of RTU device 24 online / offline

00320 ~ 00329

Modbus Device Of RTU device 25 online / offline

00330 ~ 00339

Modbus Device Of RTU device 26 online / offline

00340 ~ 00349

Modbus Device Of RTU device 27 online / offline

00350 ~ 00359

Modbus Device Of RTU device 28 online / offline

00360 ~ 00369

Modbus Device Of RTU device 29 online / offline

00370 ~ 00379

Modbus Device Of RTU device 30 online / offline

00380 ~ 00389

Modbus Device Of RTU device 31 online / offline

00390 ~ 00399

Modbus Device Of RTU device 32 online / offline

00400 ~ 00409

Modbus Device Of RTU device 33 online / offline

00410 ~ 00419

Modbus Device Of RTU device 34 online / offline

00420 ~ 00429

Modbus Device Of RTU device 35 online / offline

00430 ~ 00439

Modbus Device Of RTU device 36 online / offline

00440 ~ 00449

Modbus Device Of RTU device 37 online / offline

00450 ~ 00459

Modbus Device Of RTU device 38 online / offline

00460 ~ 00469

Modbus Device Of RTU device 39 online / offline

00470 ~ 00479

Modbus Device Of RTU device 40 online / offline

00480 ~ 00489

Modbus Device Of RTU device 41 online / offline

00490 ~ 00499

Modbus Device Of RTU device 42 online / offline

00500 ~ 00509

Modbus Device Of RTU device 43 online / offline

00510 ~ 00519

Modbus Device Of RTU device 44 online / offline

00520 ~ 00529

Modbus Device Of RTU device 45 online / offline

00530 ~ 00539

Modbus Device Of RTU device 46 online / offline

00540 ~ 00549

Modbus Device Of RTU device 47 online / offline

00550 ~ 00559

Modbus Device Of RTU device 48 online / offline

00560 ~ 00569

Modbus Device Of RTU device 49 online / offline

00570 ~ 00579

00580 ~ 00589
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Modbus Device Of RTU device 50 online / offline

Modbus Device Of RTU device 51 online / offline

Modbus Device Of RTU device 52 online / offline

Modbus Device Of RTU device 53 online / offline

Modbus Device Of RTU device 54 online / offline

Modbus Device Of RTU device 55 online / offline

Modbus Device Of RTU device 56 online / offline

Modbus Device Of RTU device 57 online / offline

Modbus Device Of RTU device 58 online / offline

Modbus Device Of RTU device 59 online / offline

Modbus Device Of RTU device 60 online / offline

Modbus Device Of RTU device 61 online / offline

Modbus Device Of RTU device 62 online / offline

Modbus Device Of RTU device 63 online / offline

Modbus Device Of RTU device 64 online / offline

00590 ~ 00599

00600 ~ 00609

00610 ~ 00619

00620 ~ 00629

00630 ~ 00639

00640 ~ 00649

00650 ~ 00659

00660 ~ 00669

00670 ~ 00679

00680 ~ 00689

00690 ~ 00699

00700 ~ 00709

00710 ~ 00719

00720 ~ 00729

00730 ~ 00739

Note. RTU device 1 means Station ID 1, 65, 129, ... and 960,
RTU device 2 means Station ID 2, 66, 130, ... and 961,
RTU device 3 means Station ID 3, 67, 131, ... and 962,
RTU device 4 means Station ID 4, 68, 132, ... and 963,
and so on.
5.Read / Write RTU devices:
Stepl. Calculate RTU device in which group: (StationID - 1) / 64
Step2. Write group which is calculated in the previous step to Modbus address”0”
Note. The default [current control group] is O. If the Station ID is during 1~64, then the
stepl and step2 can be ignored.
Step3. Calculate Modbus address
(1) Calculate RTU device in which group = DID = (StationID — 1) / 64
(2) Calculate index of RTU device in group = MID = 0 [Local device]
= MID 1 [Slave devicel]

= MID 10 [Slave devicel0]
(3) Calculate Modbus address = ADDR= 1000 + MIDx 64 + DID x 704
Step4. Read / Write Modbus address which is calculated in previous step
Attention: Station ID must between 1 and 1024.
DI Address

Description Address

RTU Device 1 (Station ID 1, 65, 129, ..., 960)
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Local Device

01000 ~ 01031

Slave Device 1 01064 ~ 01095
Slave Device 2 01128 ~ 01159
Slave Device 3 01192 ~ 01223
Slave Device 4 01256 ~ 01287
Slave Device 5 01320 ~ 01351
Slave Device 6 01384 ~ 01415
Slave Device 7 01448 ~ 01479
Slave Device 8 01512 ~ 01543
Slave Device 9 01576 ~ 01607

Slave Device 10

01640 ~ 01671

RTU Device 2 (Station ID 2, 66, 130, ..., 961)

Local Device 01704 ~ 01735
Slave Device 1 01768 ~ 01799
Slave Device 2 01832 ~ 01863
Slave Device 3 01896 ~ 01927
Slave Device 4 01960 ~ 01991
Slave Device 5 02024 ~ 02055
Slave Device 6 02088 ~ 02119
Slave Device 7 02152 ~ 02183
Slave Device 8 02216 ~ 02247
Slave Device 9 02280 ~ 02311
Slave Device 10 02344 ~ 02375

RTU Device 3 (Station ID 3, 67, 131, ..., 962)

Local Device 02408 ~ 02439
Slave Device 1 02472 ~ 02503
Slave Device 2 02536 ~ 02567
Slave Device 3 02600 ~ 02631
Slave Device 4 02664 ~ 02695
Slave Device 5 02728 ~ 02759
Slave Device 6 02792 ~ 02823
Slave Device 7 02856 ~ 02887
Slave Device 8 02920 ~ 02951
Slave Device 9 02984 ~ 03015

Slave Device 10

03048 ~ 03079

RTU Device 4 (Station

ID 4, 68, 132, ..

., 963)

Local Device

03112 ~ 03143

Slave Device 1

03176 ~ 03207
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Slave Device 2 03240 ~ 03271
Slave Device 3 03304 ~ 03335
Slave Device 4 03368 ~ 03399
Slave Device 5 03432 ~ 03463
Slave Device 6 03496 ~ 03527
Slave Device 7 03560 ~ 03591
Slave Device 8 03624 ~ 03655
Slave Device 9 03688 ~ 03719

Slave Device 10

03752 ~ 03783

RTU Device 64 (Station ID 64, 128, 192, ..., 1024)

Local Device 45352 ~ 45383
Slave Device 1 45416 ~ 45447
Slave Device 2 45480 ~ 45511
Slave Device 3 45544 ~ 45575
Slave Device 4 45608 ~ 45639
Slave Device 5 45672 ~ 45703
Slave Device 6 45736 ~ 45767
Slave Device 7 45800 ~ 45831
Slave Device 8 45864 ~ 45895
Slave Device 9 45928 ~ 45959

Slave Device 10

45992 ~ 46023

Description

DO Address

Address

RTU Device 1 (Station ID 1, 65, 129, ..., 960)

Local Device

01000 ~ 01031

Slave Device 1 01064 ~ 01095
Slave Device 2 01128 ~ 01159
Slave Device 3 01192 ~ 01223
Slave Device 4 01256 ~ 01287
Slave Device 5 01320 ~ 01351
Slave Device 6 01384 ~ 01415
Slave Device 7 01448 ~ 01479
Slave Device 8 01512 ~ 01543
Slave Device 9 01576 ~ 01607

Slave Device 10

01640 ~ 01671
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RTU Device 2 (Station ID 2, 66, 130, ..., 961)

Local Device

01704 ~ 01735

Slave Device 1 01768 ~ 01799
Slave Device 2 01832 ~ 01863
Slave Device 3 01896 ~ 01927
Slave Device 4 01960 ~ 01991
Slave Device 5 02024 ~ 02055
Slave Device 6 02088 ~ 02119
Slave Device 7 02152 ~ 02183
Slave Device 8 02216 ~ 02247
Slave Device 9 02280 ~ 02311

Slave Device 10

02344 ~ 02375

RTU Device 3 (Station

ID 3, 67,131, ..

., 962)

Local Device

02408 ~ 02439

Slave Device 1 02472 ~ 02503
Slave Device 2 02536 ~ 02567
Slave Device 3 02600 ~ 02631
Slave Device 4 02664 ~ 02695
Slave Device 5 02728 ~ 02759
Slave Device 6 02792 ~ 02823
Slave Device 7 02856 ~ 02887
Slave Device 8 02920 ~ 02951
Slave Device 9 02984 ~ 03015

Slave Device 10

03048 ~ 03079

RTU Device 4 (Station

ID 4, 68, 132, ..

., 963)

Local Device

03112 ~ 03143

Slave Device 1 03176 ~ 03207
Slave Device 2 03240 ~ 03271
Slave Device 3 03304 ~ 03335
Slave Device 4 03368 ~ 03399
Slave Device 5 03432 ~ 03463
Slave Device 6 03496 ~ 03527
Slave Device 7 03560 ~ 03591
Slave Device 8 03624 ~ 03655
Slave Device 9 03688 ~ 03719

Slave Device 10

03752 ~ 03783

RTU Device 64 (Station ID 64, 128, 192, ..., 1024)
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Description

Type

Local Device 45352 ~ 45383
Slave Device 1 45416 ~ 45447
Slave Device 2 45480 ~ 45511
Slave Device 3 45544 ~ 45575
Slave Device 4 45608 ~ 45639
Slave Device 5 45672 ~ 45703
Slave Device 6 45736 ~ 45767
Slave Device 7 45800 ~ 45831
Slave Device 8 45864 ~ 45895
Slave Device 9 45928 ~ 45959
Slave Device 10 45992 ~ 46023

Al Address

Address

RTU Device 1 (Station ID 1, 65, 129, ..., 960)

Local Device

Al

Counter

01000 ~ 01015

01032 ~ 01063

Slave Device 1

Al

Counter

01064 ~ 01079

01096 ~ 01127

Slave Device 2

Al

Counter

01128 ~ 01143

01160 ~ 01191

Slave Device 3

Al

Counter

01192 ~ 01207

01224 ~ 01255

Slave Device 4

Al

Counter

01256 ~ 01271

01288 ~ 01319

Slave Device 5

Al

Counter

01320 ~ 01335

01352 ~ 01383

Slave Device 6

Al

Counter

01384 ~ 01399

01416 ~ 01447

Slave Device 7

Al

01448 ~ 01463
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Counter 01480 ~ 01511

Slave Device 8 Al 01512 ~ 01527
Counter 01544 ~ 01575

Slave Device 9 Al 01576 ~ 01591
Counter 01608 ~ 01639

Slave Device 10 Al 01640 ~ 01655
Counter 01672 ~ 01703

RTU Device 2 (Station ID 2, 66, 130, ..., 961)

Local Device Al 01704 ~ 01719
Counter 01736 ~ 01767

Slave Device 1 Al 01768 ~ 01783
Counter 01800 ~ 01831

Slave Device 2 Al 01832 ~ 01847
Counter 01864 ~ 01895

Slave Device 3 Al 01896 ~ 01911
Counter 01928 ~ 01959

Slave Device 4 Al 01960 ~ 01975
Counter 01992 ~ 02023

Slave Device 5 Al 02024 ~ 02039
Counter 02056 ~ 02087

Slave Device 6 Al 02088 ~ 02103
Counter 02120 ~ 02151

Slave Device 7 Al 02152 ~ 02167
Counter 02184 ~ 02215

Slave Device 8 Al 02216 ~ 02231
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Counter 02248 ~ 02279

Slave Device 9 Al 02280 ~ 02295
Counter 02312 ~ 02343

Slave Device 10 Al 02344 ~ 02359
Counter 02376 ~ 02407

RTU Device 3 (Station ID 3, 67, 131, ..., 962)

Local Device Al 02408 ~ 02423
Counter 02440 ~ 02471

Slave Device 1 Al 02472 ~ 02487
Counter 02504 ~ 02535

Slave Device 2 Al 02536 ~ 02551
Counter 02568 ~ 02599

Slave Device 3 Al 02600 ~ 02615
Counter 02632 ~ 02663

Slave Device 4 Al 02664 ~ 02679
Counter 02696 ~ 02727

Slave Device 5 Al 02728 ~ 02743
Counter 02760 ~ 02791

Slave Device 6 Al 02792 ~ 02807
Counter 02824 ~ 02855

Slave Device 7 Al 02856 ~ 02871
Counter 02888 ~ 02919

Slave Device 8 Al 02920 ~ 02935
Counter 02952 ~ 02983

Slave Device 9 Al 02984 ~ 02999

Counter 03016 ~ 03047
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Slave Device 10 Al 03048 ~ 03063
Counter 03080 ~ 03111
RTU Device 4 (Station ID 4, 68, 132, ..., 963)

Local Device Al 03112 ~ 03127
Counter 03144 ~ 03175

Slave Device 1 Al 03176 ~ 03191
Counter 03208 ~ 03239

Slave Device 2 Al 03240 ~ 03255
Counter 03272 ~ 03303

Slave Device 3 Al 03304 ~ 03319
Counter 03336 ~ 03367

Slave Device 4 Al 03368 ~ 03383
Counter 03400 ~ 03431

Slave Device 5 Al 03432 ~ 03447
Counter 03464 ~ 03495

Slave Device 6 Al 03496 ~ 03511
Counter 03528 ~ 03559

Slave Device 7 Al 03560 ~ 03575
Counter 03592 ~ 03623

Slave Device 8 Al 03624 ~ 03639
Counter 03656 ~ 03687

Slave Device 9 Al 03688 ~ 03703
Counter 03720 ~ 03751

Slave Device 10 Al 03752 ~ 03767

Counter 03784 ~ 03815
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RTU Device 64 (Station ID 64, 128, 192, ..., 1024)

Local Device Al 45352 ~ 45367
Counter 45384 ~ 45415

Slave Device 1 Al 45416 ~ 45431
Counter 45448 ~ 45479

Slave Device 2 Al 45480 ~ 45495
Counter 45512 ~ 45543

Slave Device 3 Al 45544 ~ 45559
Counter 45576 ~ 45607

Slave Device 4 Al 45608 ~ 45623
Counter 45640 ~ 45671

Slave Device 5 Al 45672 ~ 45687
Counter 45704 ~ 45735

Slave Device 6 Al 45736 ~ 45751
Counter 45768 ~ 45799

Slave Device 7 Al 45800 ~ 45815
Counter 45832 ~ 45863

Slave Device 8 Al 45864 ~ 45879
Counter 45896 ~ 45927

Slave Device 9 Al 45928 ~ 45943
Counter 45960 ~ 45991

Slave Device 10 Al 45992 ~ 46007

Counter 46024 ~ 46055

Description Address
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RTU Device 1 (Station ID 1, 65, 129, ..., 960)

Local Device

01000 ~ 01031

Slave Device 1 01064 ~ 01095
Slave Device 2 01128 ~ 01159
Slave Device 3 01192 ~ 01223
Slave Device 4 01256 ~ 01287
Slave Device 5 01320 ~ 01351
Slave Device 6 01384 ~ 01415
Slave Device 7 01448 ~ 01479
Slave Device 8 01512 ~ 01543
Slave Device 9 01576 ~ 01607

Slave Device 10

01640 ~ 01671

Reserve

01672~ 01703

RTU Device 2 (Station

ID 2, 66, 130, ..., 961)

Local Device

01704 ~ 01735

Slave Device 1 01768 ~ 01799
Slave Device 2 01832 ~ 01863
Slave Device 3 01896 ~ 01927
Slave Device 4 01960 ~ 01991
Slave Device 5 02024 ~ 02055
Slave Device 6 02088 ~ 02119
Slave Device 7 02152 ~ 02183
Slave Device 8 02216 ~ 02247
Slave Device 9 02280 ~ 02311

Slave Device 10

02344 ~ 02375

Reserve

02376 ~ 02407

RTU Device 3 (Station

ID 3, 67,131, ..., 962)

Local Device

02408 ~ 02439

Slave Device 1 02472 ~ 02503
Slave Device 2 02536 ~ 02567
Slave Device 3 02600 ~ 02631
Slave Device 4 02664 ~ 02695
Slave Device 5 02728 ~ 02759
Slave Device 6 02792 ~ 02823
Slave Device 7 02856 ~ 02887
Slave Device 8 02920 ~ 02951
Slave Device 9 02984 ~ 03015

Slave Device 10

03048 ~ 03079
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Reserve

03080 ~ 03111

RTU Device 4 (Station

ID 4, 68, 132, ..., 963)

Local Device

03112 ~ 03143

Slave Device 1 03176 ~ 03207
Slave Device 2 03240 ~ 03271
Slave Device 3 03304 ~ 03335
Slave Device 4 03368 ~ 03399
Slave Device 5 03432 ~ 03463
Slave Device 6 03496 ~ 03527
Slave Device 7 03560 ~ 03591
Slave Device 8 03624 ~ 03655
Slave Device 9 03688 ~ 03719

Slave Device 10

03752 ~ 03783

Reserve

03784 ~ 03815

RTU Device 64 (Station ID 64, 128, 192, ..., 1024)

Local Device

45352 ~ 45383

Slave Device 1 45416 ~ 45447
Slave Device 2 45480 ~ 45511
Slave Device 3 45544 ~ 45575
Slave Device 4 45608 ~ 45639
Slave Device 5 45672 ~ 45703
Slave Device 6 45736 ~ 45767
Slave Device 7 45800 ~ 45831
Slave Device 8 45864 ~ 45895
Slave Device 9 45928 ~ 45959

Slave Device 10

45992 ~ 46023

Reserve

46024 ~ 46055
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5.2 How Restful APl Get & Post
/DevicelnfoQuery/DeviceNum

1

Responses:
Media type: application/json
Example Value:
{"DeviceNum":"5","ModbusName":["Local IO,MB_33","Local |I0,MB_33","Local
IO,MB_33","Local 10,MB_33","Local
I0,MB_33"],"ModbusNum™:[2,2,2,2,2],"ModuleName™:["aa_0001","aa_0002","aa_0003"

Value Parsed:

"DeviceMum™: 5",
"ModbusName™: [

“"Local IO,MB_33"
“"Local IO,ME_33"
"Local IO,MB_33"
"Local IO,MB_33"
"Local IO,ME_33"

1.
"ModbusMum": [

2,

X
L

2
2,
2
2

1.

"ModuleMame™: [

a1}
=1}
&
&
=

1]
[+1]
&=

[T}
1]
[xx]
o o 0 o o
]
Lad
[

]
%)

[+1]
(1]
=

[a1]
[+1]
=]

1.

“"ModuleNameLength™ :

7,
L
L
-

7
7
7
7

1.

,"aa_0004","aa_0005"],"ModuleNamelLength":[7,7,7,7,7],"SlavelD":["255,33","255,33","
255,33","255,33","255,33"],"StationID":[1,2,3,4,5],"Status":["online","online","online","onl
ine","offline"]}

- - [ [

[
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v "slaveID": [
"355, 33",
"255,33",
"255,33",
"355,33",
"355, 33"
1.
v "StationID": [
1,

P

P

X

1.
o "Status": [

"online",

"online",
"online",
"online",
"offline"
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/DevicelnfoQuery/{Station 1D, Slave 1D}
Responses:

Media type: application/json

Example Value:
{"Status":"online","DI":"1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0","D
0":"0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0","Al":"16,32,48,64,80,

{

96,112,128,16,32,48,64,80,96,112,128","A0":"1,2,3,4,5,6,7,8,1,2,3,4,5,6,7,8","Counter"
"1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16","GPS":"null","ModbusName":"MB_33","DateTi
me":"2022\/5\/26 16:14:46"}

Value Parsed:

"Status": "online",

"p1*: "1,e8,8,8,06,0,8,0,8,8,8,0,8,8,0,8,8,0,08,8,0,0,8,0,0,8,8,8,8,8,8,8",
"po*: "e,8,8,8,0,0,8,0,8,8,8,0,8,8,0,8,98,0,0,8,0,0,0,0,0,8,8,8,8,8,8,8",
"aIl": "16,32,48,64,808,95,112,128,16,32,48,64,80,95,112,128",

"A0": "1,2,3,4,5,6,7,8,1,2,3,4,5,6,7,8",

"Counter”: “1,2,3,4,5,6,7,8,59,18,11,12,13,14,15,1&8",

"GPS": "null™,

"ModbusMName™: “MB_33",

"DateTime": "2822/5/26 16:14:48"
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Zeknr | /DevicelnfoQuery/Setinfo

SID Il Integer

MID /Il Integer

Type // String

Offset // Integer

Value // String
PHP Example:

$dataArr = array("SID"=>(int)$ POST[ 'pSid'],"MID"=>(int)$ POST[ "pMid'],
“Type"=>%_ POST[ 'pType'], " "Offset"=>(int)$ POST['pOffset'],"Value"=>% POST['pVal'l]);

$returnVal = CallAPI("POST",$ POST[ 'postUrl’'],json_encode($dataArr));

function CallAPI($method, $url, $data
{

$curl = curl_init();

switch ($method)
{
case "POST":
curl_setopt($curl, CURLOPT_POST, 1);

if (¢data)
curl setopt($curl, CURLOPT_ POSTFIELDS, $data);
break;
case "PUT":
curl_setopt{($curl, CURLOPT_PUT, 1);
break;
default:
if (¢data)
$url = sprintf("%s?%s", $url, http build query($data));

curl_setopt($curl, CURLOPT_HTTPAUTH, CURLAUTH_BASIC);
curl_setopt($curl, CURLOPT_USERPWD, “"username:password");

curl_setopt($curl, CURLOPT_URL, $url);
curl_setopt($curl, CURLOPT_HTTPHEADER, array(
"Content-Type: application/json',
))s
curl_setopt($curl, CURLOPT_RETURNTRANSFER, 1);
$result = curl_exec($curl);

curl close($curl);

return $result;
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Responses:
{“Status”:"ok/failed”}

HTTP Methods : Post (By curl)

Query=>

curl -X POST -H "Content-Type: application/json" -d ‘{"SID": {Station |D},
"MID": {Slave ID}, "Type": “{DO/DOCH/AOCH}", "Offset": {Value},
"Value": “{Value}"} http:/K1IP}:{Port}/DevicelnfoQuery/Setinfo

EX:

curl -X POST -H "Content-Type: application/json" -d "{\"SID\": 1, \"MID\":
255, \"Type\": \"DO\", \"Offset\": 0, \"Value\": \"0,0,0,0\"}"
http://127.0.0.1:7788/DevicelnfoQuery/Setinfo

curl -X POST -H "Content-Type: application/json" -d "{\"SID\": 1, \"MID\":
255, \"Type\": \"AOCH\", \"Offset\": 0, \"Value\": \“1234\"}"
http://127.0.0.1:7788/DevicelnfoQuery/Setinfo

Response<=
{*Status”: “ok/failed”}

= C:\Windows - | W S

D:\curl-?7.65.3-win64-mningw\bin>curl —X POST -H “"Content-Type: application/json"
—d “{NUSIDANY: 1, N\"MID\": 255, \"Type\": \"DO\", \"Offset\": @B, \'"Ualue\": \"0.8
L8,.8\'">"Y http://127.0.08.1:7788/DevicelnfoQuery/Setinfo

{"Status":"ok"'>
D:Ncurl-7.65.3-winb64-mingw\bin>

Note: curl is used in command lines or scripts to transfer data. Users can down from
the following URL: https://curl.se/

Parameters
Parameter Description
Station 1D RTU Device ID (1~65535)
Slave ID Modbus Device ID (Local: 255, Slave:0~254)
Value DI:0Or1
DO:00r1
Al: 0 ~ 65535
AO: 0 ~ 65535
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Chapter 6 Windows Defender Firewall Setting

Sinc the system includes a built-in Apache Web Server, enabling it will by default open port

443 for external connections. To reduce the risk of unauthorized access, it is strongly

recommended to implement one of the following security measures:

® Install a hardware firewall to control the source of incoming connections or

® Configure a whitelist in the operating system's firewall to allow access only from specified
IP addresses

The following section demonstrates how to configure a firewall whitelist using Windows

Firewall:

€ Open Advanced Settings in Windows Defender Firewall

’1535 Windows Defender Firawall

€ > v 4 'ﬁ:r:x Control Panel\System and Security\Windows Defender Firewall

Help protect your PC with Windows Defender Firewall
Control Panel

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Fi ] -
rewa l o Private networks Not connected
%, Change notification settings
% Turn Windows Defender l ° Guest or public networks Connected ~
Firewall on or off
%) Restore defaults Networks in public places such as airports or coffee shops
% Advanced settings . .
¥ A ing Windows Defender Firewall state: On
Troubleshoot twork . . . .
roubleshoct my neswor Incoming connections: Block all connections te apps that are not on the list

of allowed apps

Active public networks: Network
Notification state: Notify me when Windows Defender Firewall blocks a
new app
See also
Security and Maintenance
Network and Sharing Center

€ In the left pane, select Inbound Rules and locate the rule associated with httpd.exe
using TCP protocol. Double-click the rule to open its properties.

# Windows Defender Firewall with Advanced Security = o X
File Action View Help
e=|am = Bm@
I Inkotnd Rules Name Group : Profile  Enabled  Action  Overide  Program  Local Address  Remote Address  Protocol Inbound Rules -
B3 Outbound Rules
B4 Connection Security Rules || & iAo Ci\users & NewRule..
> % Monitoring @ httpd.exe Public  Yes Allow  No Ci\users\.. Any Any uoP T Filter by Profile »
© mysqldexe Public  Ves Allow  No Chusers\... Any Any P
@ mysqld.exe Public  Yes Alow  No Chusers\... Any Any uop Y Fitterby State »
© rtu_center.exe Public  Ves Allow No Ciusers\... Any Any TcP W Filter by Group »
@ rtu_center.exe Public  Yes Allow No Ci\users\.. Any Any uoP View N
Overlay_2.624... 0.. Al Yes Allow  No Any Any Any Any
q Refresh
9 LKG. h_1000.2... LKG. Domai... Yes Allow No Any Any Any Any o
@ Microsoft Teams {78E1CDB8-49E3-476E-BI26-... All Yes Allow No C:\Progr...  Any Any TP Export List..
@ Microsoft Teams {78E1CDE3-49E3-476E-B926-... All Yes Allow  No C\Progr...  Any Any upp H Hep
© Allloyn Router (TCP-In) Allloyn Router Domai... Ves Allow  No %System... Any Any P
© Allloyn Router (UDP-In) Allfoyn Router Domai.. Yes Allow  No %System... Any Any uop fitipdce a
@ App Installer App Installer Domai.. Ves Allow  No Any Any Any Any @ Disable Rule
@ Cast to Device functionality (qWave-TCP... Castto Device functionality  Private... Ves Allow  No %System... Any PlayTo Renderers ~ TCP &£ cut
@ Castto Device UDP... Castto Device Private... Ves Allow  No %System... Any PlayTo Renderers  UDP Y
€ Castto Device SSOP Discovery (UDP-In)  Cast to Device functionality  Public ~ Yes Allow  No SeSystem... Any Any uop & Copy
@ Cast to Device streaming server (HTTP-St... Castto Device functionality ~ Domain  Yes Allow  No System Any Any TP K Delete
€ Castto Device streaming server (HTTP-St... Castto Devicefunctionality  Public  Yes Allow  No System  Any PlayTo Renderers  TCP | Properties
© Castto Device streaming server (HTTP-St... Castto Device functionality  Private  Ves Allow  No System  Any Local subnet P B Hep
€ Cast to Device streaming server (RTCP-St... Castto Device functionality  Public  Yes Allow  No %System... Any PlayTo Renderers  UDP
© Cast to Device streaming server (RTCP-St... Castto Device functionality ~ Domain  Yes Allow  No %System... Any Any uop
@ Castto Device streaming server (RTCP-St... Castto Device functionality  Private  Yes Allow  No %System... Any Local subnet upp
@ Cast to Device streaming server (RTSP-Str... Castto Device functionality ~ Public  Yes Allow  No %System... Any PlayTo Renderers  TCP
© Cast to Device streaming server (RTSP-Str... Castto Device functionality ~ Domain  Yes Allow  No %System... Any Any P
© Cast to Device streaming server (RTSP-Str... Castto Device functionality  Private  Ves Allow  No %System... Any Local subnet P
€ Cast to Device UPnP Events (TCP-In) Castto Device functionality  Public  Yes Allow  No System Ay PlayTo Renderers  TCP
@ Connected Devices Platform - Wi-Fi Dire... Connected Devices Platform ~ Public ~ Yes Allow  No %System... Any Any TP
© Connected Devices Platform (TCP-In) Connected Devices Platform ~ Domai... Ves Allow  No %System... Any Any TP
© Connected Devices Platform (UDP-In)  Connected Devices Platform  Domai... Yes Allow  No %System... Any Any uop
© Core Networking - Destination Unreacha... Core Networking Al Yes Allow  No System Ay Any ICMPvG
9 Core Networking - Destination Unreacha... Core Networking Al Yes Allow  No System Any Any ICMPv4.
© Core Networking - Dynamic Host Config... Core Networking All Yes Allow  No %System... Any Any uop
I
- L
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€ In Protocols and Ports tab, change Local prot to Specific Ports, then enter the port

number what you setting in Web Page Port
httpd.exe Properties > ]

General Programs and Services Remote Computers
Frotocols and Ports ~ Scope  Advanced  Local Prncipals  Remote Users

Protocols and ports
= Protocol type: CP i

Protacol number: [}

Local port: Specific Ports ~
443
Example: 80, 443, 5000-5010

Femote port: Al Ports ~
Example: 80, 443, 5000-5010

Internet Control Memage Protocol

(ICMP) sethings:

€ In Scope tab. Under the Remote IP address section, click Add and enter the IP address

you want to allow

httpd.exe Properties >

General Programs and Services Remote Computers
Protocols and Ports Scope  Advanced  Local Principals  Remote Users

Local IP address

B © LoyIPaddres
| i .
B () These TP addresses:

Remote IF address
B O Ay IP address
LB
- © Thes IF addresses

Add..
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@ In the Advanced tab, under the Profiles section, check both Private and Public, Then set

Edge traversal to Block edge traversal, and click Apply to save the settings

httpd.exe Properties s

General Programs and Services Remote Computers

Protocols and Pots ~ Scope  Advanced  |ocal Principals  Remate Users

Profiles
Specify profiles to which this rule applies.

= -

" [ Domain
B Frivate
® Fublic

Interface types

n.' Specify the interface types to which this e | =y opimize
|| applies.

Edge traversl

. Edge traversal allows the computer to accept wisalicited
inbound packets that have passed throvgh an edgze dewvice
auch az a Network Address Translation (MAT) rouwter or
firewsall.

Block ed ge traversl

Caren | [_sowy
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Chapter 7 RTU Web Operation

7.1 Preparation

Before using RTU Web, you must first install the ODBC Driver. The installation file can be

found in the following path:RTU_Center_v1.xx/driver/accessdatabaseengine_X64.exe
@ Click “Next” to the next step

M Microsoft Access database engine 2016 (English) Setup XK

] Office

Welcome to the Microsoft Access database engine 2016 (English) Installation
Wizard

Microsoft Access database engine 2016 (English)

The Setup Wizard will install Microsoft Access database engine 2016 (English) on your
computer. Click Mext to continue or Cancel to exit the Setup Wizard.

€ Check “l agree” to accept the license terms. Then click “Install” to the next step.

"8 Microsoft Access database engine 2016 (English) Setup *

] Office

To continue with Microseft Access database engine 2016 (English) installation, you must

accept the terms of the End-User License Agreement. To accept the agreement, dick the
check box below.

Microsoft Access database engine 2016 (English)

End-User License Agreement

HICROSOFT SOFTWAEE LICENSE TERMS

MICROSOFT OFFICE 2013 SYSTEM DRIVER DATA:
DATEA CONNECTIVITY COMPCNENTS

These license terms are an agreement betwsen
Microsoft Corporation (or bassd on wheres you
live, one of its affiliates) and you. Please
read them. They apply to the software named
above, which includes the media on which you

received 1t, 1f any. The terms alsc apply to
any Microsoft

+ updates,
* supplemsnts,

B 1 accept the terms in the License Agreement
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€ Select the installation path. It is recommended to use the default installation path.
X

"H Microsoft Access database engine 2016 (English) Setup

Microsoft Access database engine 2016 (English) u Oﬁ.ce
|

Choose where to install Microsoft Access database engine 2016 (English)

Install Microsoft Access database engine 2016 (English) to:

icrosoft Office

Browse...

:\Program Files

< Back Install Cancel

€ Wait for the installation process to complete.

" Microsoft Access database engine 2016 (English) Setup

Microsoft Access database engine 2016 (English) n Off.

X

Installation Progress:
Current Action:
Copying new files

Copying file: MSORES.DLL

Cancel
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€ Once the installation is finsihed, click “OK” to close the installation window.

A Microsoft Access database engine 2016 (English) Setup

Microsoft Access database engine 2016 (English) Setup has

completed successfully,

7.2 Access the Web Interface

¥ MB Restful Service Setting

Modbus Parameter

Station ID :

Modbus Port :
System Parameter

Version :

Host IP:

Web Service Port :

Web Page Port :

Web Service Key :

172.17.12.139

7788

443

oo

Self-Signed Cert:

r

v

-

a
v

Aftributes
Status : STOP
Host IP:
Service Port :
Web Port :

Station ID :

Modbus Port :

Web Key Enable : ENABLE

E EIE

Generate a self-signed network certificate

Control panel that

" includes Apache Server and MySQL Server

B Create: a certificate will be generated and automatically registered to the Trusted Root
Certification Authorities on the local machine. On remote computers, the
certificate must be manually added to the Trusted Root Certification
Authorities.

B Connect: When the server is started, this button will be enabled and you can connect to

RTU Web
B Start: launch the server, that can access the web login interface via Host

https://IP/rtu_web/.

» Upon first access, a message such as "Your connection isn't private" may appear due
to the certificate. You will be able to download the certificate after logging in
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Your connection isn't private

Attackers might be trying to steal your information from 127.0.0.1 (for example, passwords,

Hide advanced Go back

This server couldn't prove that it's 127.0.0.1; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

» Click "Continue to IP Address (unsafe)" to proceed to the login page. The default
username and password (admin / 0000)

l‘ﬂl Login

RTU Web
-

Copyright © ICP DAS Co., Ltd. All Rights Reserved © 2018

49 Publication June, 2025 Ver. 1.21



M2M RTU Center User Manual
> After successful login, a Get Cert button will appear at the bottom left. Click it to

download the ssl.cer certificate file

(%gg wesseAov RTU WEB UTILITY ®
| € Monitoring Device List [ oo Jf onieeo Jf omeco |

& Get Cert

7.3 Importing the ssl.cer Certificate into the Computer

This section demonstrates how to manually add the downloaded ssl.cer file to the
Trusted Root Certification Authorities using popular web browsers such as Microsoft
Edge and Google Chrome.

® Microsoft Edge :
Open the settings and navigate to Privacy, search, and services.

Settings Privacy, search, and services

1i] Clear browsing data *%* Typo protection Té Clear browsing data on close % Tracking prevention

@ Profiles
. X . %) Tracking prev
-) Privacy, search, and services
&3 Appearance
Copilot and sidebar

Start, home, and new tab page

®

Share, copy, and paste

Cookies and site permissions

@&
i)

Default browser

=

Languages Search and connected experiences

Downloads

b

Accessibility

D

System and performance

o
o
So

) @ &

Family safety

Printers

Phone and other devices

O ¢

Reset settings

Click on Security, then select Manage certificates.
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Certificate Manager

Local certificates

00 Local certificates

= Your certificates Local certificates that have been added by your operating system or your administrator.

Microsoft Trusted Root

Certificate Program Store Windows

d local certificates from your operating system

View imported certificates from Windows

Manage imported certificates from Windows

Click Manage imported certificates from Windows, choose Trusted Root Certification
Authorities, then click the Import button to import the previously downloaded certificate

Certificates *

Intended purpose: <All= ~

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ *  *

Issued To Izsued By Expiratio...  Friendly Mame
_PJCIass 3 Public Prima... Class 3 Public Primary ... 8/2/2028 VeriSign Class 3 ...
_PJCDpyright (c) 1997 ... Copyright (c) 1997 Mi... 12{31/1993 Microsoft Timest. ..
_PJDigiCErt Assured ID... DigiCert Assured IDR... 11f10/2031 DigiCert
__qJDigilCert Global Roo... DigiCert Global Root CA 11/10/2031  DigiCert
__qJDigiCErt Global Roo... DigiCert Global Root G2 1/15/2038  DigiCert Global R...
__s;JDigiCErt Global Roo... DigiCert Global Root G3 1/15/2038  DigiCert Global R...
(IDigiCert Trusted Ro... DigiCert Trusted Root...  1f15/2038  DigiCert Trusted ...
) Globalsign Globalsign 12/10/2034  Globalsign Root ...
S IMicrosoft Authentic... Microsoft Authenticod...  1/1/2000 Microsoft Authe...
Impaort... Expart... Remove Advanced

Certificate intended purposes

h

Close
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® Google Chrome :
Open the settings and navigate to Privacy and security.

Settings Q, Search settings

You and Google

Autofill and passwords
Take the Privacy Guide

y pri ind security controls in Chrome

Privacy and security
Performance
Appearance

Search engine

Default browser Safety Check

On startup
Go to Safety Check

Languages
Downloads Privacy and security

Accessibility Delete browsing data

Delete history, , cache, and more
System

Reset settings
pri security controls

Extensions [/} Third-party cookies
are blocked in Incognito mode

About Chrome

the info used b

Site setting

ow (location, ca pop-ups, and more)

Click on Security, then select Manage certificates.

Certificate Manager

Local certificates Local certificates

Your certificates Local certificates that have been added by your operating system or your administrater.

Chrome Root Store Windows

imported local certificates from your operating system
erti

View imported certificates from Windows

Manage imported certificates from Windows

Custom

n Installed by you
No ificates

Click Manage imported certificates from Windows, choose Trusted Root Certification
Authorities, then click the Import button to import the previously downloaded certificate.
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Certificates

Intended purpose:

Intermediate Certification Authorities

<All=

Trusted Root Certification Authorities

Trusted Publ *

*

R

Issued To Izsued By Expiratio...  Friendly Mame
_PJCIass 3 Public Prima... Class 3 Public Primary ... 8/2/2028 VeriSign Class 3 ...
_PJCDpyright (c) 1997 ... Copyright (c) 1997 Mi... 12{31/1993 Microsoft Timest. ..
_PJDigiCErt Assured ID... DigiCert Assured IDR... 11f10/2031 DigiCert
__qJDigilCert Global Roo... DigiCert Global Root CA 11/10/2031  DigiCert
__qJDigiCErt Global Roo... DigiCert Global Root G2 1/15/2038  DigiCert Global R...
__s;JDigiCErt Global Roo... DigiCert Global Root G3 1/15/2038  DigiCert Global R...
(IDigiCert Trusted Ro... DigiCert Trusted Root...  1f15/2038  DigiCert Trusted ...
) Globalsign Globalsign 12/10/2034  Globalsign Root ...
S IMicrosoft Authentic... Microsoft Authenticod...  1/1/2000 Microsoft Authe...
Impaort... Expart.. Remove Advanced

Certificate intended purposes

Close

7.4 Devices Management Interface

-

(.‘,S'; o RTU WEB UTILITY

User Drop-down Menu

£ =) E=

| € Monitoring Device List

Station ID: 1
Modbus Qty: 2

Station 1D:2

Madbus Qty: 0 —

Devices List

Client01 ‘

Client02 |

|:|—> Custom Sort

B User Drop-down Menu: Functions include changing the password, accessing the admin

& GetCert

account interface, switching languages, and logging out.
B Devices List: Displays RTU devices that are either online or offline. A green border will

appear when a successful connection to an RTU device is established.
B Custom Sort: Allows customization of the display order of RTU devices, including an
option to restore the default order.

7.5 Station Information
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Device Monitoring - Client01

X
MB_33 ( —> Module Options
10 Status Other Information
DI (3items) v GPS: .
DO Bitems) A CNTs: 0
Type D Vit Control Time: 2025/06/02 13:49:43
DO DOO 0 m Format: © DEC  HEX
Device Location:
DO DO1 0 [ on | ot IR
 +] g’ L E y P :
DO po2 0 [ on | R pEa\ B\ % oa¢ o — Detailed Information
§ — 3 Vit ® b
et o B7 e B =
Al @items) v P b g @
s 3 AR t T8 \8 8 8 _g1o®
b s 'y E n)ae 2%
e Y 38
) ? et -] : 8 g 8
~ g LB 8 A %
ﬂ‘u : e ) g C;’n I gt
' X (4 2o o % >
k' R e o = ; " s 3
> 1) oo T aSBR 87 Leatet| Osm

B Module Options: Select the module in the station
B Detailed Information: It shows detailed information when you select oen module

7.6 Accounts Management Interface

[Bég weseaDy RTU WEB UTILITY ®
€ Monitoring Account Management
Search Username All ~
D UserName Manager Write permissions CreatAt Actions
1 admin 2025-04-01 m
ESEVESE

B Search Username: Enter a keyword to search for accounts.
B Edit: Edit the management and read/write permissions of a specific account.

B Add Acount: Add a new user and assign permissions during account creation.
B Delete Account: Delete a user.
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Version Record

Version By Date Description
1.00 Yide 2010/02/12
1.01 Yide 2010/03/28
1.02 Yide 2010/06/02
1.03 Bird 2011/11/02
1.11 Selby 2021/04/23 New features:

1.Modbus Server
2.Restful API support

1.12 Ferris 2022/10/31

1.13 Jackie 2024/12/25 Added “Configuration File
Backup” and “Database
Settings” instructions

1.21 Jackie 2025/06/03 Added
1.driver installation
2 firewall settings
3.RTUWEB
4.phpMyAdmin
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