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@ User's Guide

The User's Guide (local wersion, f installed)

4 Start

Choose one or mave interfaces to

Restart
Security

Work with Wireshark as securely as passible
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2 Refresh Interfaces
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Y

Start a capture with detailed optio

Capture Help
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Step by step o 3 successul capture sehup
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o Specific information For capturing on:
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HRR 4: KBk WireShark: Capture Options 7% - EBE “Start” IZEHKIT TCP/IP WA

BIRER -
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Capture
Caphore Intexface Link-laver header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter
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Il |
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[] Use multiple files Tlze peap-ng format st ety somll st e Gering
et file every | 1 ‘megahybe(s) |
+| Hide capture info disla
Wext file evers | 1 ‘mi.nute(s) | g 8
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BEY

Capturing from EiZ#E (host 10
Fle Edit Wew Go Capture Analyze  Statistics

eAmd EBXS Qe+ TLIEEQRQARN #DH % B

Filter:

| L3
B35

836
837
838
830
840
841
842
843
844
845
848
847
848
840
850
851
852
853
854
855
856
857

Il - EEE—EHREEFTEVEIRY TCP/IP 3

11} [Wireshark 5 (SYN Rey 54262 from /trunk-

Telephony  Tools  Intermals  Help

‘ | Bonsion.. Cler Apply.

Time Source Deshnamn Protocol  Length  Info
27.060370010.0.8.101 008 20 TCP a0 nomp > 4748 |PSH,
27.060421010.0.8.20 10.0.8.11 TP 61 4748 > ndmp [PSH,
27.061876010.0.8.11 10.0.8.20 TCP 60 nodmp > 4748 [PsH,
27.061%70010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH,
27.063400010.0.8.11 10.0.8.20 TR G0 ndmp > 4748 [P3H,
27. 0634780 10.0.8.20 10.0.8.11 TCRP 58 4748 > ndmp [PSH,
27.064306010.0.8.11 10.0.8.20 TCP 61 nomp > 4748 [PsH,
27.065023010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH,
27. 0664010 10.0.8.11 10.0.8.20 TCRP G0 nomp > 4748 [PSH,
27.066490010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PsH,
27.067874010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH,
27.155861010.0.8.20 10.0.8.11 TCP 54 profilemac > docum
27.167991010.0.8. 20 10.0.8.11 TCP 1078 profilemac = docum
27.218573010.0.8.11 10.0.8.20 TCP 60 documentum-s > pro
27.266443010.0.8.20 10.0.8.11 TR 54 4748 > ndmp [ack]
27.706304010.0.8.11 10.0.8.20 TCR 1078 emcrmirccd > ssad
27.707156010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH,
27.708622010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH,
27.708735010.0.8.20 10.0.8.11 TP G0 4748 > ndmp [PSH,
27.710095010.0.8.11 10.0.8.20 TCP 60 nodmp > 4748 [PsH,
27.810590010.0.8.20 10.0.8.11 TCR 1078 ssad > emcrmirccd
27.862104010.0.8.11 10.0.8.20 TCR 60 emcrmirced > ssad
27. 8695200 10.0.8.20 10.0.8.11 TCRP 54 4748 = ndmp [ack]

Have

Seq=11%&
Seg=2070
Seq=119%
Seq=2077
Seq=1202
SeE=2083
Seq=1206
Seq=2087
seg=1213
Seg=2003
Seg=121&
entum-s [ACK]

Ack=2070
Ack=1199
ack=2077
Ack=1202
ack=2083
Ack=1208
Ack=2087
Ack=1213
ack=2093

Win=65506 Len=
win=5840 Len=3
Win=65503 Len=
Win=5840 Len=4
win=65499 Len=
Win=53840 Len=7
Win=65452 Len=
Win=5840 Len=3
ack=1216 win=635485 Len=
Ack=2095 win=3840 Len=3
Seq=20481 Ack=21505 win
entum-s [PSH, ACK] Seq=20481 ack=2150
filemac [AcCK] Seq=21505 Ack=21505 wWin
Seq=2098 Ack=1219 win=55486 Len=0

[PSH, ACK] seq=21505 Ack=21505 win=38
ACK] Seg=2098 Ack=1218% Win=65486 Len=
ACK] Seq=121% Ack=2105 win=5840 Len=3
ACK] Seq=2105 Aack=1222 win=63483 Len=
ACK] seq=1222 ack=2111 win=5840 Len=3
[PSH, ACK] Seq=21505 Ack=22529 Win=65
[Ack] Seq=22529 Ack=22529 wWin=5840 Le
seq=2111 Ack=1225 win=55480 Len=0

~
Win=3840 Len=3

® Frame 1: 1078 hytes on wire (8624 hits)
Ethernet II,
Internet Protocol version 4,
Transmission Control Protocol,

1078 bytes captured (8624 bits) on interface
e0:50:08:ch), Dst: Asustekc_ca:28:c9 (74:do:
11 (10.0.8.11), Dst: 10.0.8.20 (10.0.8.20)

emcrmirecd (100040, Dst Port: ssad (47500, S

Sre: Icpdas_50:08:c6 (00:0d:
Src: 10.0.8.

SrC POrT:

(9]
2h:ica:28:c9)

eg: 1, ack: 1, Len: 1024

® Data (1024 hytes)

0000 74 d0 2b ca 28 <9 00 Od el 50 08 <5 08 00 45 00 T+, (

0010 04 28 4e cf Q0 00 40 06 03 23 Qa 00 08 Ob Ca 00 SN

0020 08 14 27 14 12 8e 00 76 &7 e5 de 2 45 03 50 18 b
0030 16 do be 35 00 00 30 30 30 30 30 35 35 39 3a 00

0040 0a Ob 0c 0d 0e Of 10 11 12z 13 14 15 16 17 18 19  ........ ceuunnn.

0050 1la 1b 1< 1d 1e 1f 20 21 22 23 24 25 26 27 2B 29 "#5%&' ()

0060 2a 2b 2c¢ 2d 2e 2f 30 31 32 33 34 35 38 37 38 39 23456789

0070 3a 3b 3c 3d 3e 3f 40 41 42 43 44 45 48 47 48 49 BCDEFGHI

0080 da 4b 4< 4d 4e 4f 50 51 52 53 54 55 5§ 57 58 59 JKLMNOPQ RSTLVWXY

AAGA_Sa Gh G- S Ga §F AN A1 A? AT A AR AR AT AR AD 7IY1A "a hedafohi L)
@] M (BB <live capture in progress:> File: CY ‘Packets: 857 ' Displayed: 857 (100.0%) Profile: Default

% Captoning from EIEMER (host 10.0.8.11)

L

“Stop”

[Wireshark 1.10.5 {S¥YN Rey 54262 from /irunk-1_10}]

%R 1= 1E WireShark FOREENENTE - (3¢

=T

£E 1Y Capture

Fle Edit \iew Go Capture @nalyze Statistics Telsphony Took  Internals  Heln
@ Em 4 BREXE AesnTL|EE QR @#EDM% B
Filer V| Bpresion.. Cle Apply Save
19a. Tk Deshnamn Protocal  Length  Info

835 2 o L0.8.20 TCR 80 ndmp > 4748 [PSH, ACK] win=3840 Len=3
836 2 o 3 -.»/; 10.0.8.11 TCP 61 4748 > ndmp [PSH, ACK] wi 5506 Len=
837 2 be g 10.0.8.20 TCP 60 ndmp > 4748 [PSH, AcK] win=5840 Len=3
838 27. a‘)\ 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACK] Win=65503 Len=
839 27.063400010° 1 10.0.8.20 TCP 60 ndmp > 4748 [PSH, AcCK] wi 840 Len=4
B840 27.063478010.0.8.20 10.0.8.11 TCP 58 4748 > ndmp [PSH, ACK] Seg=2083 Win=65499 Len=
841 27.064006010.0.8.11 10.0.8.20 TCP 61 ndmp > 4748 [PSH, Seq=1206 win=5840 Len=7
842 27.065033010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, wi 53492 Len=
843 27.066401010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, Ack] sSeq=1213 ack=2093 win=5840 Len=3
844 27.068490010.0.8. 20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACK] Seq=2093 Win=6548% Len=
845 27.067874010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, AcK] sSeq=1216 win=5840 Len=3
846 27.165861010.0.8. 20 10.0.8.11 TCP 54 profilemac > documentum-s [ACK] Seq=20481 Ack=21505 win
847 27.167991010.0.8.20 10.0.8.11 TCP 1078 profilemac > documentum-s [PsH, ACK] Seq=20481 ack=2150
848 27.218573010.0.8.11 10.0.8.20 TCP 60 documentum-s > profilemac [ACk] Seq=21505 Ack=21505 win
B49 27.266443010.0.8. 20 10.0.8.11 TCP 54 4748 > ndmp [ACK] Seq=2098 Ack=1219 Win=55486 Len=0

850 27.706304010.0.8.11 10.0.8.20 TCR 1078 emcrmirccd > ssad [PSH, ACK] Seq=21505 Ack=21505 win=58
831 27.707156010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACK] Seq=2009 Ack=1215 wWin=65486 Len=
852 27.708622010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, AcK] Seq=1219 Ack=2105 win=5840 Len=3
833 27.70B735010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACK] Seq=2105 Ack=1222 wWin=65483 Len=
854 27.710095010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1222 ack=2111 win=5340 Len=3
855 27.810590010.0.8.20 10.0.8.11 TCP 1078 ssad > emcrmirccd [PSH, ACK] Seq=21505 Ack=22325 win=65
856 27.862104010.0.8.11 10.0.8.20 TCR 60 emcrmirccd > ssad [Ack] Seg=22520 Ack=2252% win=5840 Le .
837 27.869920010.0.8.20 10.0.8.11 TCP 54 4748 > ndmp [ACK] Seq=2111 Ack=1225 Win=§5480 Len=0

@ Frame 1: 1078 bytes on wire (8624 hits)

1078 bytes captured (8624 hits) on interfa;

ce 0

Ethernet II, Src: Icpdas _50:08:c6 (00:0d:e0:50:08:€8), Dst: AsustekC ca:28:c8 (74:d0:2b:ca:28:c9)
Internet Protocol version 4, src: 10.0.8.11 (10.0.8.11), pst: 10.0.8.20 ¢10.0.8.20)
Transmission Control Protocol, Src Port: emcrmirccd (100040, Dst Port: ssad (47503, Seqg: 1, Ack: 1, Len: 1024
pata (1024 bytes)
0000 74 d0 2b ca 28 <% 00 0d e0 50 08 c6 08 00 45 00
0010 04 28 4e cf 00 00 40 06 03 e3 0a 00 08 Ob Oa 00
0020 08 14 27 14 12 8= 00 76 67 a5 de 2 45 03 50 18 b
0030 16 d0 be 35 00 00 30 30 30 30 30 35 35 39 3a 00
0040 0a 0Ob 0c O0d Ce Of 10 11 12 13 14 15 16 17 18 19
0050 la 1b 1< 1d 1e 1f 20 21 22 23 24 25 26 27 28 29
0060 2a 2zh 2c 2d ze 2f 30 31 32 33 34 35 36 37 38 39
0070 3a 3b 3¢ 3d 3e 3T 40 41 42 43 44 45 46 47 48 49 { 784 BCDEFGHI
0080 4a 4b 4< 4d 4e 4f 50 51 52 53 54 55 56 57 58 59 JKLMNOPQ RSTUWwiY
ANGA 53 Sh S~ Sd Sa 5F AN AT AY A2 Ad AR AR AT AR AR a_hrrafohi v
(@] @ =4 <live capture in progress= File: C |Packets: 857 ' Displayed: 857 (1DD.D%) ‘Prnﬁle: Default
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TCP
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Merge...
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Irnport from Hex Durnp...
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0 TCP
1 TCR
0 TCP
1 TCP
0 TCP
1 TCR
0

1

0

1

0

1

0

1

0

1
Ctrl+0 h
3

TCP
TCP
TCP
TCR
TCP
TCP
TCP

Crrl+y

TCR
TCP

2

Filz Set

3.11 TCP
.11 TCP
.20 TCP

20 TCP

| Expression. Clear

Erotocol  Length _ Tnfo
TCP.

Save

58 dhct-status > ndmp [PSH,
61 ndnp > dhct-status [PSH,
63 dhct-status > ndmp [PSH,
60 ndnp > dhct-status [PH,
60 dhect-status > ndmp [PsH,
60 ndnp > dhct-status [PSH,
60 dhet-status > ndmp [PSH,
60 ndnp > dhct-status [PH,
&1 dhct-status > ndmp [PSH,
60 ndnp > dhct-status [PSH,
60 dhet-status > ndmp [PSH,
60 ndnp > dhct-status [PH,
58 dhet-status > ndmp [FSH,
61 ndnp > dhct-status [PSH,
60 dhct-status > ndmp [PSH,
60 ndnp > dhct-status [PH,
60 dhct-status > ndmp [PSH,
60 ndnp > dhct-status [PSH,

1078 dhct-alerts > documentum-s [PSH, ACK] Seq=625665 Ack=62
54 dhct-status > ndmp [ACK] Seq=61137 Ack=354%1 win=64732
60 documentum—s > dhct-alerts [ACK] Seq=62668% Ack=626689
1078 emcrmirccd » hcs [PSH, ACK] Seq=625665 Ack=625665 win=5

ACK]
ACK]
ACK]
ACK]
AcK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]

Sen=G1083 ACK=35455 Winze
Seq=35455 Ack=61087 Win=5
Seg=61087 Ack=35462 Win=6
Seg=35462 Ack=61036 win=5
Seg=6l096 Ack=35465 win=6
Seq=35465 Ack=61102 Win=5
Seg=61102 Ack=35468 Win=6
Seg=35468 Ack=61108 win=5
Seq=61108 Ack=35471 win=6
Seq=35471 Ack=61115 Win=5
Seg=6l115 Ack=35474 Win=6
Seg=35474 Ack=61121 win=5
seg=61121 Ack=35478 win=6
Seq=35478 Ack=61125 Win=5
Seq=61125 Ack=35485 Win=6
Seg=35485 Ack=61131 win=5
Seq=6l131 Ack=35488 win=6
Seq=35488 Ack=61137 Win=5

60 bytes captured (480 bits) on interface 0

Export Objects

Export Specified Packets..,
Export Packet Dissections
Export Selected Packet Bytes...
Export S50 Session keys...

123 00 26 42 42
W e8 8L 30 00 00
w0 0c 00 00 14 00

3
Ctr+H

rackets: 27773 * Displayed: 27773 (100.0%) - Dropped: O (0.0%)

Profile: Default

= Frint...

Ctrl+P

d Quit

Cte+0)

B 8: 7t Wireshark: Save file as @ Z ¥ 1ED - BEEFERFEEFOME -
HER 9: 7 File Name: U - M ARTFHIERZME (847 pds-782_log) °
LBk 10: 7E Files of type: FHITNEEE
B 11: B "Save” REh -

Wireshark: Save file as

- E4E WireShark FEsAE B  pcap HIEEBI -

Save in: | () Desktop

My Recent
Docurments

=

Desktop

My Documents

M Carmputer

=

by Metworl

(52H)

[ JRECYCLER

[E:]temp

2.

15yskem Yolume Information

3.

pds-782 log

File name: S

]

Files of type: |Wiresha.rk}‘b:pdump."... - peap (¥ poap; ¥ poap.gz v |

Save

Cancel

Vi

P

] Compress with gzip

A
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