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Support for remote debugging

Applies to: No. L6-001
Platform OS version SDK version Classification
) ) ) LP-8x4x: V1.12 or later ) o
LinPAC series All version ) Linux Applications
Others: All version

Remote debugging is the process of debugging a program running on a different system (called target) from
a different system (called host as local PC).

A debugger can pause your program and you can watch the values of the variables that you have defined.
To perform remote debugging, the following utilities are needed:

= gdbserver — Run this on your target system- LinPAC controller for example.

= gdb — Execute this on your host system to connect to your target system-local PC for example.

Model Name GDB Command
PXA270 Series: LinCon/LP-51xx/8x3x/8x4x arm-linux-gdb.exe
AM335x Series: LP-52xx/8x2x/9x2x arm-linux-gnueabihf-gdb.exe
X86 Series: LP-8x8x/8x8x-Atom/LX-8000/9000 gdb.exe

This tutorial gives you easy-to-follow instructions works on two different interface.

Section 1: Working with the Command line interface

The following example is based on an LP-8x4x controller.

The LP-8x4x SDK is based on the Cygwin interface and provides a Linux-like environment for Microsoft
Windows systems, which can be executed within the LinPAC-8000 Build Environment in order to connect
to the target system.

Step 1: Compile the getlist.c file to getlist.exe
As illustrated in the Fig. 1, the option -g must be added to the command line instruction in order to compile
a .c file to an executable.

LinPAC-8x4x Build Environment - O X

C:\cvewint\LinCon8k-CMD.EXE /k c:l\cyewin\LinCon8k\setenv.bat

—————————————— LinPAC-8x4x SDE Enviromment Configure --------oooo--

Target C1CPDAS LinPAC-8x4x (Arm baged)

Wark Directory :C:\CygwindLinCon3k

- \cvewiniLinCon8k»cd C:l\cygwiniLinCon8kiexamples

C:\cygwinilinCon8k\examples=arm-linug-gec -g -1, -1../include  -c -0 common/getlist.o common/getlist.c

T \cygwintlinCon8k\examples=arm-linux-gec -g -1, -1../include -lm -o ./common/getlist ./common/getlist.o ../1ib/1ibi8k.a

C:\cvegwiniLinCon8khexampless>rm -T ./common/getlist.o

C\cygwinilinCon®k\exampless

Fig. 1

LinPAC FAQ document Copyright © 2016 ICP DAS Co., Ltd. All Rights Reserved. Page: 1



=y
ICP
DAS

Step 2: Upload the “getlist.exe” file to the LP-8x4x controller

In your FTP program, FileZilla is used in this example, locate the getlist.exe file in the LP-8x4x and then right
click the file icon to open the context menu.

Select the Permissions option. In the Permissions dialog box, type “777” into the Numeric value textbox,
and then click the OK button, as illustrated in the Fig. 2.

File Edit View Transfer Server Bookmarks Help
Host: | 10.1.06 Username: Password: @00 ® | Port: | | | Quickconnect ||
Status: Logged in ~
Status: Retrieving directory listing...
Status: Directory listing of "/root” successful v
Local site: |CAWindows\, ~ | Remote site: | /root W
. @ Windows AR/
4w D: (Data) " - root

< >
Filename Filesize Filetype ~ Change file attributes X

;ddins File folder Please select the new attributes for the file

"getlist.exe”.

appcompat File folder %wner ermissions

AppPatch File folder .

AppReadin.. File folder G P - Read Write Execute

b File fold Filename  Filesize Filetype Lastm

assembly lle Tolaer Group permissions

bcastdvr File folder . .

BitLockerDi File folder dfmd.. File fold.. 12/19 Read [v] Write Execute

8 File fold 5 dfmext File fold.. 12/19 . L.

Bootd- F!Ie folder A icewm File fold.. 12/19 Public permissions

C:‘q ng Ffle fo|der ] .ash_h.. 239 ASH HL. 1/1/19¢ MRead  [Write Execute

CSSC €mp Ffle fo|der 1 dfmi... 183 DFMINF.. 1/1/2¢ .

tefoler | 7 profile 77 PROFILE.. 11719 o c /aUe
gutrlsors E:e :O:ger | Xaut.. 105 XAUTH.. 1/1/2( You can use an x at any position to keep
dfe ug ; F!Ie 1:older y @A getlist.. 99,898 Applicat.. 1/1/1¢ the permission the original files have.
iagnostics ile folder
< > OK Cancel
31 files and 77 directories. Total size: 9,939, |Selected 1 file. Total size: 99,898 bytes
3@ Queue: 110.5 KiB °

Fig. 2

Step 3: Running gdbserver on the LP-8x4x controller.

To use the server, log on to the target system, and run the gdbserver program.

When gdbserver is executed on the LP-8x4x, it passively waits for the host gdb to communicate with it, as
illustrated in the Fig. 3. The usual syntax is:

Command: gdbserver 10.1.0.61:2345 getlist.exe

2@ 10.1.0.6 - PuTTY - O X

Fig. 3
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Step 4: Remotely connecting to LP-8x4x Debugging using gdbserver

To perform remote debugging, start gdb and connect to the gdbserver.

The figures below illustrate the commands and processes used for debugging with gdb (Refer to Figs. 4 and
5 for more details).

Command: arm-linux-gdb getlist.exe

BN LinPAC-8x4x Build Environment - arm-linux-gdb getlistexe — | X

|.html>

(gdb) target remote 10.1.0.6:2345

To open a remote debug connection, debug using a TCP connection to a port on the IP address.

EA LinPAC-8x4x Build Environment - arm-linux-gdb getlist.exe — O X

Breakpoints “b 30” and “b 6“ have been included in the program (refer to Figs. 6 to Fig. 9), if we continue to
execute the program, the output will be displayed on the target machine (refer to Fig. 10). To exit the gdb,

type "q" (Quit).
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(gdb) list

The “list” command allows you to display the demo code. By default, GDB prints ten source lines with any

of these forms of the list command.

B LinPAC-8x4x Build Environment - arm-linux-gdb getlist.exe — O X

) list
#include "msw.h

char

(gdb)b 66
This command is used to set a breakpoint at line 66. To set a breakpoint on a different line, change the

value “66” to the desired line number.

BN LinPAC-8x4x Build Environment - arm-linux-gdb getlistexe — O X

file co tligt.c, line

file common/getlist.c, line 66.

Fig. 7
(gdb) info break

This command is used to retrieve the status of user-defined breakpoints contained in the code and the

breakpoint number.
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(gdb) c

This command is used to continue debugging the program after a signal or breakpoint has been reached.

EX LinPAC-8x4x Build Environment - O x

dhy ¢

inuing.

oint 2, main |

Fig. 9

Once the end of the program is reached, the output will be displayed on the target machine.

10.1.0.6 - PuTTY - O X

Fig. 10
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Section 2: Working with the Code::Blocks IDE interface

At the first time, user needs to make sure the LinPAC controller have gdbserver tool. In the LP-8x2x, user
can type command 'apt-get update' and 'apt-get install gdbserver' for install gdbserver tool, as illustrated
in Fig. 11 and 12 below.

= root@LP-8000: ~

rootElE - 500

romt@LP-SUﬁ'apt-get update'
Get:] http:/ Tporte.ubunti.com precize Release ope [198 B

1
Get:2 http://portz.ubuntu.com precize-updates Releaze.gpe [198 E]
Fet:3 http:/fportz.ubuntu.com precizse-gecurity Feleage ope [198 B
Get:4 http:fports.ubuntu.com precize Feleaze [49.6 kE]
Get:5 http:/fportz.ubuntu.comn precize-updates Eeleaze [55.4 EKE]
Get:6 http:/fportz.ubuntu.com precize-gecurity Feleaze [55.5 kE]
Get:7 http://portz.ubuntu.comn precizefmain Souvrcez [934 kE]
Fet:8 http:/fportz.ubuntu.comn precizefrestricted Sources [5470 E]

100% [Vaiting for headers]

Fig. 11

r

& root@LP-8000: ~

root@LP-30
root@LP-8
root@F -l apt-zet  install szdbserver|

Feading package Tl8is... Dole
Euilding dependency tree
Eeading ztate information... Done
The following NEW packages will be installed:
sdbzerver
0 upzraded, | newly ingtalled, 0 fo remowve and 132 not upgraded.
Heed to get 93,4 kE of archives.
After thiz operation, 278 kB of additional disk space will be umed.
ret:] http://ports.obuntu. confubuntu-porta/ precize-updates/universe gdbaerver
armhf 7.4-20 12.04-OwbuntuZ.1 [93.4 kE]
Fetched 23,4 kB in lz (65.1 kEf2)
melecting previounzly ungelected package gdbzerver.
(Reading databaze ... 336Y3 filez and directories currently inzgtalled.)
Onpacking gdbzerver (from .../ gdbzerver 7. 4-2012.04-OvbuntuZ. ] _armhf.deb) ...
setting up gdbzerver (7.4-2012_.04-OnbuntuZ. 1y ...
rootBLE-8000 : ~

Fig. 12

The following C program example will be used to demonstrate the remote debugging on the LP-8x2x with

Code::Blocks IDE platform (http://www.codeblocks.org/home).

Step 1: To create a new project for remote debugging.
Click on the File pull-down menu, open New and then Project, and it will bring up the New from template

window, as illustrated in Fig. 13 below.
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¥ Code:Blocks 13.12 - 0O %
File Edit View Search Project Build Debug wxSmith Tools Plugins Settings Help
New 3 Empty file Ctrl-Shift-N = B2 %2 &2 6 11 [&]
(= Open.. Ctrl-O Class...
Project...
Recent projects b Build target..
Recent files > File..
. , Custom...
Import project From template..

Fig. 13

Opening (clicking on) Console Application will then allow you to write a program on the console. The next
window allows you to choose the language that you will use. Select the language as C, then press Finish, as

illustrated in Fig. 14 below.

| File Edit View Search Project Build Debug wxSmith Tools Plugins Settings Help
CeEH@ ¢ vhE QARiIcrIOD |20 426290 4 G2 Y]
:mahagé-m‘j Console application -

< Proje

O Workd E Console

Please select the folder where you want the new project
to be created as wel as its tide.

Project title:
| read_sn |

Folder to create project in:
| C:\cygwin\CodeBlock\, |

Project flename:
| read_sn.chp |

Resulting flename:
| C:\cygwin\CodeBlock\read_sn\read_sn.chp |

< Back Cancel

Fig. 14

Step 2: Setup a custom makefile.

To copy and modify 'Makefile’ file from C:\cygwin\LP-8x2x_SDK\ folder to debugger project
(C:\cygwin\CodeBlock\read_sn) folder. Compile the C program with debugging option -g, as illustrated in
Fig. 15 below.
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M8 *Makefile - Code:Blocks 13.12 - O %
File Edit View Search Project Build Debug wxSmith Tools Plugins Settings Help
*Makefile x
1 #SHELL = /bin/sh A
2
3 LIBS = C:\cygwin\LP-8x2x SDK\1lib\libiBk.a
4 CFLAGS = -g -I. -I C:\cygwin\LP-8x2x SDK\include
5 LDOFLAGS = -1m
]
7 #GTKCFLAGS = -I. -I../include "“PKG CONFIG PATH=/opt/lib/pkgconfig pkg-c
8 CROSS COMPILE = arm-linux-gnueabihf-
9
10 Bs = $(CROSS COMPILE)as
11 LD = $(CROSS COMPILE)1ld
12 cc = $(CROSS_COMPILE)gCC
13 CPP = 5(CC) -E
14 AR = 5 (CROSS COMPILE)ar
15 NM = $(CROSS:COMPILE)nm
16 STRIP = S[CROSS_COMPILE)Strip
17 OBJCOPY = 5(CROSS COMPILE)objcopy
18 OBJDUMP = 5(CROSS_COMPILE)obdjdump
19
20 Debug: read sn
21 B
22 read_sn: ./read_sn.o
23 $(CC) $(CFLAGS) $(LDFLAGS) -o ./bin/Debug/$@.exe ./read sn.o $(LIBS)
24 rm -f ./read _sn.o v
< >
Fig. 15

Open 'Project--> Properties' to access the main properties of the active project. And user will see a tick box

for 'this is a custom makefile'.

Tick this box, make sure the name just above it is the one you want for your makefile, and change the

current working directory, as illustrated in Fig. 16 below.

Project/targets options | pas
Project settings  Build targets Build scripts Notes C/C++ parser options Debugger
Title: ‘ read_sn ‘
Platforms: ‘ Al ‘

Filename: C:hﬁgtvin§CodeBlock§read sn}read sn,cbg
Makefile: Makefile

[“] This is a custom Makefie

The fle must exist, no Makefile wil be auto-generated!

If yvou make changes here, the special settings in the projects buid
options wil only be enabled (or disabled), if the project is saved.

Execution directory:| C:\cygwin\CodeBlock\read_sn\,
Precompied headers: Strateoy

Generate PCH in a directory alongside original header

Generate PCH in the object output dir

Generate PCH alongside original header (default)

If you change the strategy used for PCH generation,
please delete the old PCH file (or directory) manually to avoid conflicts...

Object names generation: ] Generate extended object names (i.e. "foo.cpp.o” instead of "foo.0")
(this setting is mosthy useful for large projects containing similarly named fies
differing on extension only)

Project's dependencies... Project's build options...

oK Cancel

Fig. 16
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In addition to customize your IDE, user also double click the default debug project file - read_sn, as
illustrated in Fig. 17 below.

M = | read_sn — 0O X
« = v 4 (C) » cygwin > CodeBlock > read_sn « ) »p
bin 2017/3/29 T 0..
obj 2017/3/29 0.
[ ] Makefile 2017/3/20 T 0.. file 11 KB
€ read_sn 2017/3/30 T 0.. Csource 1KB
] read_sn 2017/3/30 4 0.. projectfile 1 KB
[] read_sn.depend 2017/3/29 T4 0.. DEPEND file 1KB
|j read_sn.layout 2017/3/320 T4 0.. LAYOUT file 1 KB

Fig. 17

Step 3: Click 'Settings->Debugger' to make sure the executable path of default debugger is set to
arm-linux-gnueabihf-gdb.exe (as illustrated in Fig. 18).

R ead_sn.c - Code:Blocks 13.12 — [} b

File Edit View Search Project E‘-uiic‘i Debug wxSmith Tools Plugins [ Settings | Help Settings

' F B X G &l 1t 4= G2 :

ad 5 e E_ i@—l = c3.| '}"ﬁ % &lQ | er %o “ Debug | &n._ Environment.
| Management x|

Editor...

-

M_ak_eﬁle X_' re.a(-i__sn.c X ﬁ

d_.' Projects | Symbols » | I ST Compiler...
© Workspace g int rs = 0: Debugger...
=% read_sn 10 char sn[16]; Global variables...

&

|+ Common
=-GDB/CDB debugger

‘- Default Arguments:

B Select executable file X
T « Linaro_GCC_4.7 » bin v o

arm-linux-gnueabihf-g++
5] arm-linux-gnueabihf-gcov

I [ arm-linwe-gnueabihf-gdb

arm-linux-gnueabihf-gfortran
[ arm-linux-gnueabihf-gprof
arm-linux-gnueabihf-ld bfd

arm-linux-gnueabihf-Id v
< >
(N): [arm-linux-gnueabinf-gdb | |Allfiles () v
Windows (CR+LF)  WINEowo—ooe—omeroroommm— - reSEET VYT
Fig. 18
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Step 4: As your programs become more complicated, there will be a need to trace the program execution

step by step or place break points where you wish the program to pause, as illustrated in Fig. 19 below.

W read_sn.c - CodenBlocks 13.12 — [ P4
File Edit View Search Project Build | Debug wxSmith Tools Plugins Settings Help |
FeE8 % Y | & B¢  Active debuggers b
z B Start / Continue F8
M t
dnagemen x Mal{eﬁle %
1| Projects | Symbols b | /———— _
= (o] | ., J
@ Worcnee = “=Run to cursor F4
=8 read_sn 10
285 Sources {3
w1 main.c 12 —
7
13 - Step into
14 '
15
16
17
8
;g Toggle breakpoint F5
21 Remove all breakpoints

Fig. 19

Step 5: Make sure the remote debugger is running on the target machine.
To start remote debugging, a debugger running on host machine (local PC) connects to a program which is
running on the target (LinPAC controller) via network (as illustrated in Fig. 20 and 21), that can be traced
“line by line” while watching what happens as each line of code is executed(as illustrated in Fig. 22), type
the command as follows:

= On target system (LP-8x2x): gdbserver 10.1.0.37:1234 read_sn.exe

= On host system (local PC): target remote 10.1.0.109:1234

&P root@LP-8000; ~ [56x16] - o X

Proce read_sn.
Listening on port

ni p

Remote debugging from host 10.1.8.73

Fig. 21
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¥ read_sn.c - Code:Blocks 13.12 — O X
File Edit View Search Project Build Debug wxSmith Tools Plugins Settings Help
FBE& LI LhAQAR > ¢ o o Hbia Hip sterslle s @@
P X | Mokefle x| read_sm.c x
;lEEE___l:L ] int rs = 0; ~
QWorkspace 10 char sn[1¢&];
% read_sn 11
[jE}Soumes 12 rs = read sn(sn);
i 1 main 13
14 if(rs)
15 printf ("read sn fail!\n");
16 else
17 printf ("LP-8x2x SN : %s\n", sn);
145
lég Bl printf ("Hello read sn!\n"); |
[4]
21 return NCERRCR; v
< >

Logs & others

i._?]EU{ﬁ:::BJucks % | () Search results X|QBuid]og % | # Buld messages XIQDehugger x|

Num Type Disp Enb Address What ~
1 breakpoint keep ¥ 0x0000B€b2 in main at read sn.c:12
2 breakpoint keep v 0x000086d2 in main at read sn.c:17
3 breakpoint keep ¥ 0x000086=24 in main at read_sn.c:19|

C 0T
Continuing.

Breakpoint 1, main (argec=1l, argv=0xbefffdl4) at read sn.c:12
C:\cygwin\CodeBlock\read sn\read sn.c:12:150:beg:0x86b2

At C:\cygwin\CodeBlock\read sn\read sn.c:12

> ¢ N N

Continuing.

Breakpoint 2, main (argc=1l, argv=0xbefffdl4) at read sn.c:17
C:\cygwin\CodeBlock\read sn\read sn.c:17:218:beg:0x86d2

At C:\cygwin\CodeBlock\read sn\read sn.c:17

= o - -

Continuing.

Breakpoint 3, main (argc=1l, argv=0xbefffdl4) at read sn.c:19
C:\cygwin\CodeBlock\read sn\read sn.c:19:256:beg:0xB6ec4

At C:\cygwin\CodeBlock\read sn\read sn.c:19

< > Cmnmmﬁﬂ:l V“Eﬁﬁ%@ﬂ

Fig. 22
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