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Warning
The information furnished by | CP DAS Co.

and reliable to I CP DASG6s best knowl edge.

content of this manual at any time without notice.

Through the communication mechanisms provided by 4enty companies (such as
LINE, WeChat, Amazon Web ServicesMicrosoft Azure, IBM Bluemix), this
controller can send the notification messages and information regarding this controller
to the related personal account or the tpadty platform (function). However, this
function may not be available due to the thpaity companies close or terminate the

communication mechanisms of their systems.

ICP DAS cannot guarantee that this controller is free of any actual or legal defects
(including but not limited to stability, reliability, accuracy, completeness, validity,
suitability for a specific purpose, security related defects, errors or bugsgerfrent

of rights etc.) ICP DAS shall not be responsible for any damages inflicted upon users

in relation to the use of the controller.

Copyright and Trademark Information
© Copyrigh023 by ICPDAS Inc., LTD. All rights reservedvorldwide

Trademark of Other Companies

The names used for identification only maybe registered trademarks of their

respective companies.

License

The user can use, modify and backup this software on a single machine. The user may

not reproduce, transfer or distribute thaftware, or any copy, in whole or in part.
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Figure 16-2db"Export Settings" and "Export Certificates” message windows
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1 Introduction

WISE-2841M Advanced versiorlloT Edge Controller is anintelligent Web-based
Multi-functionsPAC controllerdesigned by ICP DAS that functions as control units
for use in remote logic control and monitoring in various industrial applications.
WISE offers a usefriendly and intuitive HMI interface that allows you to implement
control logic on controllers just a few clicks away; no programming is required. With
this powerful and easto-use software, it will minimize the learning curve, shorten
time to market and dramatically reduce the labor and cost spent on system
development.

WISE-2841Mis equipped with iMX8cpu module, whichcanmeet the requirements
of low power consumption and high performamoenputing power for thembedded
system, and are competent tbe complex operations of edge computiagd data
logging. WISE-2841Malsocan store a large amountlofj data and image dateith
theeMMC memory and MicroSD expansion slot that can be expanded to 2TB.

Through Web browseyou can access Web Server\WHSE to perform tasks such as
logic rule edition and downloadWISE equips an IFTHEN-ELSE rule engine that

will check whether the rules are valid or not and determine the execution of actions
under specific conditions, for examples: setting up I/O channel values, perform
scheduled and Timer tasks, sending Email under a specific condriaddition,
through the Modbus TCP/RTrotocol and SNMP protocolit enables SCADA
software or SNMP Management software to control and monitor 1/O channel or
system status on controllers in real time.

In order to meet theequiremenbf high level information security protection of the
loT(Internet of Things system WISE2841M provides a variety of encrypted
communication protocolsas below. With the HTTPS protocol supported by
WISE-2841M, users can securely access the WISE paglewithout worrying about
the setting being stolen. Through the SNMP v3 protoc/|SE-2841M can be
perfectly integrated with the 1&nd Network managemesystem Users can securely
download data log files storétbbm WISE through SFTP and FTPS protocdls each
communication protocoWISE supports users can setip the relevant protection
password or encryption certificate respectivéfy addition, WISE2841M supports
the firewall setting, which allows users to filter armock the specific domains.
WISE-2841Malso supporthedynamic blacklist functiomo automatically addhe IPs
which try to login WISE and gefailure many timesto the blacklist to preventthe
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controller from the attack of password crackingwith the equipped/PN function
WISE-2841M can connect todevices in a specifisecure network domairo
completdy isolatedfrom thethreatsof information securityutside.

WISE-2841M provides supports in I/O functions. #upports XV-board; allows
connections td-7000 I/O modulesModbus RTU Slave modulesnd Modbus TCP
Slave modules together. The wide range of selection options emlabdEsxibility in

I/lO module integration to meet the requirements from various applications.
WISE-2841M provides Data Logger function to record the 1/O channel data by
periodic cycle or event trigger. And it allows to send the data files byoFBemailto
thecontrol center.

In addition to inherit the features from the original WISE series controllers,
WISE-2841M Advanced versionloT EdgeControlleralso providesnanyadvanced

functions. About the Internal Register WISE-2841M still supportthe 32-bit data

format andthe editing of mathematicdbrmula but add the newlata formats such as

64-bit long, Double andtring, andall InternalRegistersupportthdi Ret ai n Var i abl
mechanismFor thefloating-point sensor datavhich WISE get from sensousercan

setup itsdecimal point to 17 digits for the SCADA software interface® provide

theflexibility for the appearancand accuracyf the sensodata.

In the integrationwith network devices, WISR2841M provides CGI command
sending and receiving functiomsr the two-way interactionwith IP Camera or other
programs; WISE2841M also supports MQTT protodaol connectwith MQTT Broker
for message publsandsubscrite operatiors. In addition, WISE2841M supports the
communicatioroperationwith the nstantMessagingsending 8ftwaresuchasLINE,
Telegramand WeChat, which can semtite messages tthe chat roomand WeChat
accountsiser assign

In the integration with Cloud |Btform, WISE2841M can connect to the I0T services
of Amazon Web Services, Microsoft Azure and IBM Bluemix cloud platfotireso
canintegrate with the loTsta€Cloud Managemensoftwareprovidedby ICP DAS.
Based on the powerfuhtegrationcapabilitieswith IT/IoT network environmentit
make WISE284x series moduleasthe bestloT Edge controllein the 10TAge.
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Figure 1 -1do WISE-2841M System Architecture

WISE-2841Msystem features:

E IF-THEN-ELSE logic rules execution ability
WISE-2841M equips with anlF-THEN-ELSE logic Rule Engine; it offers
IF-THEN-ELSE rules for you to set upe logic content. After completing rule
edition and downloading rules to the WISE controller, the Rule Engine will loop
execute the rules in order under specific conditions.

E  No programming is required to implement logic content on controllers
WISE-2841M provides usefriendly Web Ul pages for editing control logic on
the controllers. It enables to implemdogic edition by a few clicks on the
mouse to set up and deploy logic rulgthout writing a single line of code.

E No extra software tool is required; all operations can be done through the
Web browsers
Provides Wekbased HMI interface runs on regular Web browsers. To edit
control logic, it only requires a browser to connect to the Web server on
WISE-2841M No extra software tool installation is needed on the target PC.

E  Support various /0O Modules
WISE-2841Mallows to connect with a wide range of i@ DAS I/O modules
http://wise.icpdas.com 18
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as XV-Board

[-7000 modules,

M7000 modules, (P)EF7000 modules,

WISE-7100 modules WF-2000modules and tMZL/DL/LC/IR/iISN/DLW series
modules In addition tothese ICP DAS module$VISE-2841M also allows to

connect with devices that support Modbus RTU/TCP Slave protocol for I/O

monitoring. The ability to connect with variotigpesof I/O modules enables
flexibility and scalability for systemmmplementatiorand allows to meet various

requirements from the clienthat enableto find best solutions to meet the

requirements. Please refer to the following table for I/O modiupport list of

WISE-2841M
I/O Module Support List Description Amount
Local /10 ]
Local Bus ICP DAS XV-Boardseries module 1
Module
DCON )
ICP DAS1-7000DL series module
by RS-485
ICP DAS Uptol6
M-7000tM/CL/DL/LC/IR/iSN/DLW series | modulesEach
Modbus RTU
module. COM Por)
by RS-485 .
Remote 1/0 Othersdb The modules which supportthe
Module Modbus RTUSIlaveProtocol
ICP DASth WISE-7100(P)ET-7000
WF-20001R/CL/DL/DLW//iSN series
Modbus TCP Uptol6
module
by Ethernet . modules
Othersdb The module which supportthe
Modbus TCRSlaveProtocol.
HTTP iICAM-ZMR8422X, iCAM-MR6422X Uptol2
IP Camera
by Ethernet iICAM-MR6322 camera

Figure 1 -2db 10 module support list

E  Connection with IP Camera
WISE-2841M allows connections to ICP DAS iCAM IP Camera serldsers
can trigger the connected IP camera to perform snapshotewr redording with

IF-THEN-ELSE logic rules. WISER841M provides the IP Camera Status
webpage to display the event list ordered by time, and you can just click and play

the images or videos on the browser. In additional, \AA8%&1M provides

remote backup mechanism to upload images and videos to the remote FTP server

automatically.
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E Data Logger function
With the microSD card WISE-22841M provides Data Logger function to
reattime record the 1/0O data of the controller. The Data Log files can be sent to
the FTP serveor the Email addresir users, or user can actively download
them from the FTP client utility or Web page for further administration
management or data analysis.

E Internal Register (Perform Math formula, Retain Variable, String
processing)
WISE-2841M provides Internal Registergunction; it can be used to hold
temporary variablesand perform math operationAbout the math formula
performing it supports to insert I/O channels to be the variables, and use the
operators such -0as tpilmessii+*00,, ndiinvuisdie i/ o0, S
parenthesi$i ( 06 and right parenthesisfi)do to comg
can edit different formula in each Internal RegisteenWISE will calculate the
results of all formulas repeatedly, and save the results into the corresponding
Internal Registers for HFHEN-ELSE rule checking or data loggintnternal
Registeralsoprovides'Retain Variablé mechanismlt means the data inside the
Internal Registercan be retained even the WISE is in Power Off statos
addition, thelnternal Register alsosuppors the Sring editing operation The
result of the string editing of thaternalRegistercan be useds the content for
theWISE's Email andinstantMessagesendingfunctions

E Provide Timer and Schedule operation
WISE-2841M features two kinds of timing function§imer and Schedule. It
allows you to perform specific tasks such as time delay, or schedule specific date
or time for control logic execution. To ensure the accuracy of the WISE
controller clock, it alsdias the ability to sync the clock to SNTP time server
for time synchronization through the network.

E  Provide Email Alarm message sending function
WISE-2841M supports Email alarm message sending function. Email is the
important function for reaime message communication. The sending action can
be added to the logic edition as part of logic control to providetirmalmessage
transmission in response to specific eveftsee SSL authentication is provided
by WISE-2841M
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E Provide CGI Command Sending and Receiving functions
CGIl command functionis an important function for redaime message
communicationin network environmentWISE-2841M supports fully CGl
command operations as CGI command sending and CGIl command receiving.
The CGI command sending action can be added to the logic edition as part of
logic control in response to specific evenfthe CGlI command receiving
function let WISE-2841M can receive the CGl command from otheetwork
devices.The content of CGI command receiving can be used in IF condition
statements to trigger the THEN/ELSE actions.

E Reaktime monitoring system status of controllers
WISE-2841M supports Modbus TCP/RTU Protocol for you to perform-teaé
monitoring and control of the controllers. WISE also provides an-teaggw
HMI web interface for realime monitoring. It allows you to get important real
time system information even without SCADA software. Besides Modbus
TCP/RTU Protocol WISE-2841M supports SNMP V2and V3 protocok, and
provides the IFTHEN-ELSE rule setting to trigger the SNMP Trap sending. It
makesthe integration between the Network Management soft(arddevice)
andWISE-2841Mto beeasier

E Password protection for access control
WISE HMI web page offers password protection. After getting in the webpage,
you will be required to input the password before editing logic rules. In addition,
WISE-2841M provides monitoring web pages specifically designed for cell
phone. The access control restricts the access to the webpage to prevent
unauthorized modification; it allows to set up password@fiministrator User
and Guest only the authorized users will be allowed review the setting,
change the setting onodify the channel data.

E HTTPS, SFTP, FTPS encrypted communication protocolsupport
WISE-2841M supportshe encrypted communication protocols such as HTTPS,
SFTP, FTPS, e&. It allow users toset up thesecurecommunicatoinchannel
for the data transmissionof web pagescontent, sensor data and system
information withWISE-2841M.

E VPN function support
WISE-2841M supports 4 VPN protocowich asPPTP, L2TP, OpenVPN and
SoftEther.By using the functuion,sers can saip WISE-2841M to operate in a
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secureclosure network domain toprotect WISE-2841M andthe sensorst
connectrom theintrusionof theexternal threats

E Active I/O Sending function
In addition to theModbus TCP/RTU Slave functiothat enablesSCADA
software(or HMI deviceg to poll the 1/0O channelgalue ofthe WISEcontroller,
now WISE-2841M provide the functiorfiActive I/O Sending for uses. Based
on thefActive 1/0 Sending function, WISE-2841M can send th&O channed
value of the controller actively t8§CADA software(or HMI deviceg by event
trigger (/0O channel value changed) periodic cycle. This function will improve
the efficient of the data communication betweAiSE-2841M and SCADA
software(andHMI device). Please note: Th8CADA software(or HMI device
must equip the Mdbus TCP Slave function to receive the I/0O channels data sent
by WISE-2841M

E MQTT Messagélublish/Subscribe operation
WISE-2841Msupports the MQTT protocol. It can publish the 1/0O data of the I/O
module which connect tWISE-2841M to the MQTT broker, andeceive the
message content of tif&ibscrbe MQTT Topics which is published by others
MQTT devicefor the data Igging operation or using in the IFTHEN-ELSE
logic rule.

E  Connection with 10T Cloud Platform
WISE-2841M support the connéon ability with the 10T Cloud Platformas
Amazon Web Services, Microsoft AzurtBM Bluemix, etc It work as the
concentrator in the 10T application to conngth Sensors and 1/0O modules,
collect and transfer the 1/0 chardatato the Cloud platform for future data
analysisWISE-2841Malso can receive thmeessagevhich is pwlished from the
Cloud platform for theorrespondingctiors at the field side.

E  Connectwith loTstar Cloud M anagementSoftware
WISE-2841M supportghe connection withoTstarCloud Managemensoftware
developed byiICP DAS Through the function of loTstar, theensordata and
image files uploadedrom WISE-2841M can be automaticallynported and
integrated, antheremote monitoringlashboaratan beeasilycreated to perform
theremote monitoring and maintenarageration
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E  Mobile network connection
WISE-284IM-4GE/AGC/5GE/5GGupportMobile Networkcommunication.
With the4G/5G SIM card,it can send the data logger files and Email alarm
messageback to the control centera Mobile Network.

E Provides SMS command receiving function and alarm notification function
WISE-284IM-4GE/AGC/5GE/5G@quipSMS commandeceiving and alarm
message notification functienit allows to include SMS alarm sending action
into logic rules to send a pset SMS message to related personnel when an
event occurs. In additiothe controllerallow to receive the SMS commands
send by specific phones numbers to perform tasks such d@smwealhannel
monitoring, channel data modification and logic rules execution (triggered by
SMS), etc.

E Provide Telegram message sending function
WISE-2841M supports to send Telegram messages to the Telegram personal
accountor group chat room. The Telegram message sending function can be
triggered by IFTHEN-ELSE rules. The Telegram message content could be a
preset string with realtime I/O channel data, or a snapshot via the connected IP
camera.

E  Supports iISN-81x-MTCP Series IR Temperature Sensing Modules
WISE-2841M supports connecting up to 16 iBUx-MTCP series IR
temperature sensing modules via the Modbus TCP interface. Users can monitor
the thermal images collected by each IR temperature sensing module in real time
through the WISE web interface and freely select specific areas of the thermal
images for focused monitoring. WISE automatically compiles the temperatures
of the monitored areas and records all temperature data in a CSV log file. The
saved thermal images can be sent to administrators via instant messaging
applications such as Telegram or WeChat or transmitted to loTstar for event
logging and storage.

E Support remote database storage
WISE-2841M supports writing data to remote databases for users to perform
data collection and analysis. Currently, it supports MSSQL, MySQL, Qracle
MariaDB and PostgreSQdatabases, and provides an automatic reconnection
and data recovery feature in case of disconnection.
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This documentis intended to ige you a fullrange instruction toNISE-2841M
controllers. You will beable to learn how to edit logic of the rules and how to
download the rules to the controllers for conditional executionthe following
document, we uséiWISEO to represent WISE-2841M series modules.
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2 Before Installation

When WISE is powered on, pleassait aboutone minute to complete the staup
procedureWhenthe i R U NLBD starts flashingit represents the boot is complete,
the connection can be started.

Modify WISEs network settings to fit current network environment settings, and the
default network settings &/ISE s as follow:
LAN1cdb DHCP
LAN2db
A 1P 192.168.255.1
A Subnet masi 255.255.0.0
A Gateway addregs192.168.0.1
A DNS Server addreds8.8.8.8 (default: Google DNS Server)

Users can connect to the WISE controller through LAN1 or LAN2. The procedures
are as followng:

Stepsfor LAN1]

(1) Connect WISE's LAN1 to the network environment with DHCP server.

(2) Search the WISE controller and obtain its assigned tiPugh the
WISE-284x Utility.

(3) Open the browser and enter the IP of the searched WISE in the address bar.

(4) Successfully connect to the WISE vgé@bto start the operation.

Stepsfor LAN2|
(1) Modify the network settings of the PC or Notebook to be the same network
segment a8VISE. For example:
E IPdb192.168.255.10
E  Subnet masik 255.255.0.0
E Gateway addregs192.168.0.1

(2) Connect WISE LAN to PC by network cable.WISE is capable of
auto-crossover)

(3) Start the browser and inplttp://192.168.255.1 in the address bar.

(4) Successfully connedb the WISEwelsiteto start the operation.

(5) After login in WISE web page, go téSystem Settingy Network Setting,
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modify the network setting to fit current network environment. More detailed
setting information pleagefersto 5.2 Network Setting.
(6) Save the settings and conn@diSE to the network.
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3 System Login

When connect toNISE webpage server via Web browsgE 11 / Firefox 53 /
Chrome 58version or above are recommenyjeitt order to get a better agion
experience, 1280x1024 resolution is recommend&ten connectto the WISE
website for the first timeit will be required to setip the passwordor the system
administrator. The settingterfaceis asbelow.

When using WISE for the first time, please set up a new password
for the administrator:

New Password | -------- ‘

- Length must be between 8 and 20
(ICP Web Inside, Smart Engine EEEREE
DAS X Atleast 1 uppercase letter (A-Z)
Retype New Password | ‘
Language: | English v‘

| Change password |

Figure 3 -1db The password setting page for first time login WISE

After compleethe password settingystem will showthe WISE loginpageas below:

Nickname: WISE-2841M

Password: | | |

ICP Web Inside, Smart Engine

Language: | English v
DAS ‘ ‘

[JRemember me

‘ Login ‘

Figure 3 -2do WISE Login page

By inputtingdifferentpasswordsthreelevelsof authorityaregrantedas follow:

E Administrator
Login as an admistrator allows performing settings and reviewing of system
informationand 1/0O modules information, it also allows performing Logic rule
edition. In addition, the administratocan reviewthe realtime 1/0 channeldata
through theChannel Statugage, and can change thalue for the DO/AO
channelPlease Note Only one administrator iallowedto login into the system
at the same time.
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E User(Passwordis defined by Administrator)
WISE provides5 User account$o login. EachUser can access to perform the
modification or review of theWISE settings (based on the authority the
administrator pressigned), however, tHdéserdoesnot have the right to add or
delete the settings WISE. As for the logic rulesthe Usercan only be allowed
to view the logic rules if the administrator assigns the authority to them; they do
not have the right to modify/delete/add logicesul TheUser can view the
reaktime I/0O channel information.

E Guest(Passwordis defined by Administrator)
Guestis allowed to view I/Ochannelinformation only; they are not allowed to
perform any settings. It allows maximub Guess to login and get into the
system at the same time.

The list for thredevelsof authoritydb

Function | System Setting 1/0O Module
settingy Data Logger Setting/ Logic RulesEdition Channel Status

Login Type Advanced Setting

- ) , i Can reviewmodify
Administrator Can add/delete/modify/revie®LL setting
Channel Status

Can reviewChannel
C a ndiddeletémodify

. Ca ndaid/deleteALL setting. | _ Status
setting.
, Can modify/review setting by ) ) , Can modify Channel
User _ . Canreview setting byhreed
need the authority from Statusby need the
the authority from
administrator. authority from

administrator.

administrator.

. . ) Canreview Channel
Guest C a ndaud/delete/modify/revieiLL setting. S
tatus

Select your preferred | anguage from the
Web page user interface (English, Traditional Chinasd,SimplifiedChinese). After

login into the system, if the user want to change the language again, logout and
re-select the language on the Login page.

Please note:
Before starting the systemplease make sure browser you are using already
enableJavaScripsupport, otherwise the system will not function properly.
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. After 3 consecutive failed login attempts, the login page will prompt the user to
enter a captcha code for verification. In addition to entering the password, the

user must enter the correctlgit captcha code displayed on the screen to
successfully login.

Password: ‘

Language: | English hd

Captcha: ‘ 6/8 4 |

. After 10 consecutive failed login attempts, the user's computer IP will be
automatically added to the blacklist, preventing further login attempts. To
remove the IP from the blacklist, the user must log in from a different computer
and delete the I P from the fAFirewall

set
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4 WISE Web Page Overview

Uses can login WISE by using Administrator, User or Guest accounts. Different
WISE default home page will be display®ased on the different login account. If
Administrator logininto the systemthe WISE default home page will be digpyledas
below and will automatically read settings of MW4SE to the webpage.

BOK @ 121iMB [ Instant Message

ﬁgp-‘ Web Inside, Smart Engine A
DAS

System Setting Module Setting Logger Setting  |oT Platform Setting Advanced Setting Rule Setting Channel Status  |P Camera Status

System Setting

Time Setting System Setting Page C
Netwark Saing

Date 2024/05/08 Function Status | Disable

Account Setting B

Time 17:01:26
Security Setting
Time Synchronization Enable DDNS Setting
SNMP Setting T
Time Zone UTC+08:00 .
Functien Stafus | Disable
VPN Setting Daylight Saving Time = Disable

DDNS Setting

Others Setting

]

Decimal Place

COM Port Interface Setting LAN1 I ——
P 192.168.100.135
Mask 255.255.255.0
Goteuay 192160100 754
Primary DNS 168.95.1.1 COom2
Secondary DNS ~ 168.95.192.1 Function Modbus RTU Slave
MAC 00:0D:E0:19:04:20 Baudrate 9600 bps
LAN2 Parity None
Status Not in use Stop bits 1
Mobile Network Com3
Cennection Status  Connected Function  DCON Master
Signal Strength g/ 69 dBm Baudrate 9600 bps
P 10.22.207.104 Panty None
Service Operator  Chunghwa Telecom Stop bits 1
Network Priority Timeout 1000 millisecond(s)
Checksum 0

Priority Order LAN1 = LAN2 > Mobile Network

com4

Account Sefting Function Modbus RTU Master

Baudrate 9600 bps

Idle Time 60 minute(s)

Parity None

Stop bits 1

Silent Interval 200 millisecond(s)

Web Server

Mode HTTP Firmware Update

System Information

Local SFTP Server Serial Number  01-22-E4-23-1C-00-00-29
Server Status  Enable OS Version 1.0.0
Port 22 Firmware Information
Loeal AP SaEr Model Name  WISE-28411-4GE

Server Status  Enable Current Version 101

TLS Encryption  Disable Available Version

Port 21
Firmware Update
Local Modbus Server

Server Status  Disable Fifmovare | Browse)
CGI Query Authentication
Authentication = Disable
Function Status Enable 1' Export Settings
Ping Echo Disable Export the settings of this controller to a file.
Protection Type Black List 1' Import Settings
List 0 set(s) Import the settings from a specified file to this controller

SNMP Setting

Function Status  Disable

Figure 4-1doWISE home page (login as a n Administrator)
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WISE main page could be divided into 3 areas:
A. System function area
B. Subfunction area
C. Data review/System settingea
More detailed information for each area will be given in the following section.

4.1 System function area

System function area provides immediately access to the main functidiSEf
such as: system settings, system -tima¢ information display, rule files
management, etc, shown as below:

msz2ei Test| B A £
(IEI: Web Inside, Smart Engine Al mse-2841 Test | [2] 2 l‘f_—) £
DAS A3 I § oK @ 264MB(Approx 110 Days
I System Sefting Module Setting  Logger Seiting 10T Platform Sefting  Advanced Setting Rule Seing  Channel Status  |P Camera Status I A2

Figure 4 -2cb System Function Area (login as a n Administrator)

System function area includes the following areas:
Al. Rules management toolbar
A2. Realtime information area
A3. System function toolbar
Each function in system function area is as the flowing:

4.1.1 Rules management toolbar
Rules management toolbar allows user to perform different functions.
When login into the system as Administrator, th&Rules management
toolbar will be shown as below:

Bda <

Figure 4 -3db Rules management toolbar (login as a n Administ rator)

When login into the system as User the Rules management toolbar
will be shown as below:

Figure 4 -4db Rules management toolbar (login as a n User)

When login into the system asGuest the Rules management toolbar
will be shown as below:
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%]

Figure 4-5cb Rules management toolbar (login asa Guest)

The functions of the Rules management toolbar are as follow:

E

VISE-2841_Test

z

E

On the left side of the Rules management toolbar, the user could
move the mouse to the nicknarield to give a nickname for this
WISE in the nckname field for easy recognition.

= éd Q]IZD Nickname (WISE-2841_Tes{ ok} & éd :d

Figure 4 -6cb WISE Nickname setting

(%
%lﬁNeWO button allows resetting th

andRuIes.CIickorEl button and click on fAOKO
WISE webpage on the browser will be cleared. If therusould
like to clear the setting oWISE, then continue to click on

A .
=fsSaved button to save the new set
WISE.

Please note: once the settings are cleared and savevtbSEethe
settings will be cleared permanently.

A Are you sure you want to reset all settings?

| oK ][ Cancel ]

Figure 4 -7db Confirm to clear settings

2

= fALoadodo button allows to | oad all

=2
settings orWISE. Click on & button and clickiOKo to load all
parametersettingsand rules settings froWwISE to the web page
for further edition.

Are you sure you want to load the setting file? All
unsaved settings will he lost after you load the file.

| oK ][ Cancel ]

Figure 4 -8cb Confirm to load settings

s
el o~ N
E fiSaved button allows to save all

= :
settings toWISE. Clickon &= butt on and cl i ck fAOKDO?
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parameter settings and Rule settings from the web pa@#SE to
theWISE.

A Are you sure you want to save the setting file?

| oK ][ Cancel ]

Figure 4 -9 Confirm to save sett ings

EﬂﬁLogout(‘) button all ows t'rﬂ l og ou:

t
buttonandhenc | i ck A OKO to | ogout the sys:
A Are you sure you want to logout?
| ok || cancel |

Figure 4 -10db Confirm to logout (The settings are saved)

If the settings are not saved to IBSE before performing logout,
a warming messagwill appear as below:

A Da you want to save the settings before logout?

[ Save and Logout ][ Logaout ]

Figure 4 -11db Confirm to logout (The settings are not saved)

Please note
1. All the edited settings on the webpage have to be savald3&
to make all settings take effect; before click = button the
settings will only be saveoh the Web page site, not in thAdSE.
2. Please DO NOT close the web page during the process of the
edition, otherwise allunsavedsettings on the page will be
disappeared.

4.1.2 Real-time information area
Realtime information area allows display of current free space of the
microSD card of theWISE and the reatime system information,
shown as below:
B OK %2729 1MB(Approx 7047 Days) nstant Message
Figure 4 -12db Real-time information area
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E 2% Allows display of the currenstatusof the batteryin WISE.
Please change the battery when it runs. @iherwise, WISE
would not keep the system timdnenit is powered off

2723 IME(Approx 7047 Days) Allows  display of the current free
space of the mroSD card inWISE. Based on the current settings
of the data logger, an estimate of the remaining days to log with
this microSD is providedPlease Note : Ae information of
"estimate of the remaining days to log with this micro$$for
sensor data only, natclude the image/video fileso if there are
the IP camerasconnet to WISE, the information will be
inaccurate.

E nsiantMessace Allows display of reatime system information,
click on Al ntotopen tup theelstsod gedinde
information, maximum l@hformation will be kept on the list.

& 3311MB (Approx.157.5 Days) nlnstant Message

13:29:55 nLDgin successfully.
Figure 4 -13db Real-time information list

4.1.3 System function toolbar
According to the level of login permission, the System function toolbar
will be different. If login as addministrator, all parameter settings and
data review function will be enabled; more detailed information of the
functions will be give in the following sections.

The System function toolbar includes the following function options:
E Chapter5: System Setting

Chapter6: Module Setting

Chapter7: Logger Setting

Chapter8: 0T PlatformSetting

Chapter9: Advanced Setting

ChapterlO: Rule Setting

Chapterl3: Channel Status

Chapter14: IP Camera Status

m\ m\ m\ m\ m\ m\ m\

If login as aUser, WISE will enable the related function items to let
User perform the modification or review of théISE settings (based
on the authority theAdministrator preassigned) User account is
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allowed to viewChannel Statupage

If login as aGuest they are allowed to vie@hannel Statupageonly.

They do not have permission to edit the settings of the parameters and
the rules.

4.2 Sub-function area

Subfunction area will display detailed functions under the selected System
function. The user could edit or review detailed function options in the
Subfunction area. On the upper Stunction area, the path of current function
will be displayed to show the current function path.

System Setting [Module Settin

System Setting

System Setting Module Setting  Logger Setting  loT Platform Settijg  Advanced Setting
——

Time Setting

Advanced Setling

Internal Register Setting Advanced Setting Page

Network Setting

Timer Setting The Internal Registers can be ust

Account Settlng via Modbus command. The data
after performing a THEN/ELSE A

minus, multiply and divide.

Schedule Setting Internal Register Setting

SEHIETSE ] Email Setting

SNMP Setting
VPN Setting
DDNS Setting

Others Setting

COM Port Interface Setting

SNMP Trap Setting
CGI Command Setting
LINE Notify Setting
Active /O Setting
Channel Status Setting

Ping Setting

e

Timer Setting

Schedule Setting

Email Setting

Figure 4 -14db Current function path

Timer function provides Timeout
the users are able to edit logic th:
started, paused and resumed in r

Schedule function supports the s
can be more efficient and flexible

The Email function allows sendin
conditions. The /O channel inforr

http://wise.icpdas.com
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4.3 Data review/System setting area

Data review/System setting area allows to set system parameters and data review
of WISE, the content of this area will be varied according to sk&cted
subfunction. When tk user login into th@pageas an Administrator the Data
review/System settingrea of the Main Page will bilne SystemSetting page, it

will display all systemsettinginformation of theNVISE as below:

AE; Web Inside, Smart Engine
DAS

System Setting Module Setting Logger Setting  loT Platform Setting

System Setling

System Setting Page

E

Date

Time Setting
Network Setting
2024/05/08
17:01:26

Account Setting

T
Security Setting ime
Time Synchronization Enable

SNMP Setting

Time Zone UTC+08:00

VPN Setting Daylight Saving Time | Disable

DDNS Setting

Others Setting

COM Port Interface Setting LAN1
P 192.168.100.135
Mask 255255 255.0
Gateway 192 168.100.254
Primary DNS 168.95.1.1
Secondary DNS  168.95.192.1
MAC 00:0D:E0:19:04:20
LAN2
Status Notin use
Mabile Network
Connection Status  Connected
Signal Strength g | -69 dBm
P 10.22.207.104

Service Operator Chunghwa Telecom
Network Priority

Priority Order LAN1 > LAN2 > Iviobile Network

Account Setting

Idle Time 60 minute(s)

Web Server

Local SFTP Server
Server Status  Enable
Port 22
Local FTP Server
Server Status  Enable
TLS Encryption Disable
Port 21
Local Modbus Server
Server Status  Disable
CGI Query Authentication
Authentication = Disable
Firewall
Function Status Enable
Ping Echo Disable
Protection Type Black List

List 0 set(s)

Advanced Setting Rule Setting

WISE-2841M-4GE | B é r“x < ‘

BOK @ 1211MB  [E) Instant Message

Channel Status  IP Camera Status.

VPN Setting

Function Status | Disable

DDNS Setting

Function Status | Disable

Decimal Place

Decimal Place Number 3

COM Port Interface Setting

Ccom2
Function Modbus RTU Slave
Baudrate 9600 bps
Parity None
Stop bits 1
COM3
Function DCON Master
Baudrate 9600 bps
Parity None
Stop bits 1
Timeout 1000 millisecond(s)
Checksum 0
COm4
Function Modbus RTU Master
Baudrate 9600 bps
Parity None
Stop bits. 1
Silent Interval 200 millisecond(s)

ware Update Setting

System Infermation

Serial Number  01-22-E4-23-1C-00-00-29

OS Version 1.0.0
Firmware Information
Model Name ~ WISE-2841M-4GE
Current Version  1.0.1

Available Version

Firmware Update

Firmware ‘ Browse.

Export/ Import Settings

Export Settings
Export the settings of this controller to a file.

Import Settings
Import the settings from a specified file to this controller.

SNMP Setting

Function Status | Disable

Figure 4 -15cb Data review/System setting area

(login as a n Administrator)
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When the user login into ¢hpageas User or Guesthe Data review/System
setting Area of the Main Page will ltee Channel status pagg will display all
I/O channelinformation of the 1/O moduleghat are connected to th&ISE,
shown as below:

o WISE-2841 Test|
ﬁCP Web Inside, Smart Engine - _’R:J

DAS OK @ 554MB(Approx.94 Days) Instant Message
Channel Status
hannel Status ~ Xv116
XV-Board DI
Ix\;ﬂe cho ch1 Cch2 ch3 cha
COM3 ) ) ) ) )
M-7019R(1) I OFF I OFF 1 OFF 1 OFF 1 OFF
Counter: 0 Counter. 0 Counter: 0 Counter: 0 Counter: 0
M-7084(2)
iSN-101(97) DO
M 1 Cho Ch1 Ch2 Ch3 Ch4 Chb
M ) ) ) ) ) )
I OFF I OFF I O©OFF I OFF I OFF I OFF
M-7024(8)
Other

Internal Register

Figure 4 -16cb Data review/System setting area  (login as User or Guest )
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4.4 System and logic rule setting procedure
Whenthe Administrator logirlWISE, The System function toolbar includes the
following 6 function options:

E System Setting

E Module Setting

E Logger Setting

E loT Platform Setting

E Advanced Setting

E Rule Setting
The generaWISE system and logic rule setting Web Ul operating procedures
will be displayed as follow. Please follow the steps to complete the setting.

System Setting

A 4
Module Setting

\ 4

Logger Setting

loT PlatformSetting

Advanced Setting

\ 4

Rule Setting

\4
Save Rule

\ 4

Rule Execution

Figure 4 -17d System and logic rule s etting procedure

Please note: DO NOT refresh or close the web page when you are editing the

rules, otherwise the contents of all previous settings will be gone. And please
remember all settings will take effect only when they haeen downloaded to

WISE, i f you cl ose the Saesh, palgle etftoirreg sf i
disappeared as well.
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5 System Setting

System Setting include® options: Time Setting, Network Settingccount Setting,
Security Setting SNMP Setting,VPN Setting, DDNS Setting, Others Settiagd

COM PortInterface Setting. When you get into the System Setting page, the system

settings information of thig/ISE will be displayed, as shown below

n YL _L = — 0
IE; Web Inside, Smart Engine LSz ‘ |_£| é é ﬂ ‘

DAS

BOK @ 121IMB [ Instant Message

System Setting Module Setting Logger Setting |oT Platform Setting Advanced Setting Rule Setting Channel Status  IP Camera Status

System Setting

Time Setting System Setting Page

Account Setting Date 2024/05/08 Function Status  Disable

Security Setting Time 17:01:26

Time Synchronization Enable DDNS Setting
SNMP Setting T r r rrr FTFvFFF

Time Zone UTG+08:00

Function Status | Disable

VPN Setting Daylight Saving Time | Disable

DDNS Setting

Others Setting
Decimal Place

Others Setting

COM Port Interface Setting LAN1 B
Decimal Place Number 3
P 192.168.100.135
Mask 255.2556.255.0

Primary DNS 168.95.1.1 COmM2
Secondary DNS 16895192 1 Function Modbus RTU Slave
MAC 00:0D:E0:19:04:20 Baudrate 9600 bps
LAN2 Parity None
Status Not in use Stop bits 1
Mobile Network CcomM3
Connection Status  Connected Function  DCON Master
Signal Strength  _,q]/| -69 dBm Baudrate 9600 bps
P 10.22.207.104 Parity None
Service Operator  Chunghwa Telecom Stopbits 1
Network Priority Timeout 1000 millisecond(s)
Priority Order  LAN1 > LAN2 > Mobile Network BT ©

COMm4

YD — Function Modbus RTU Master

Baudrate 9600 bps

Idle Time | 60 minute(s)

Parity None

Stop bits 1

Silent Interval 200 millisecond(s)

COM Port Interface
Gateway 192.168.100.254 R

Web Server
Mode HTTP
Port 80

System Information

o=z AP ST Serial Number | 01-22-E4-23-1C-00-00-29

Server Status  Enable OS Version 100
Fort 22 Firmware Information
Leel [P S e Model Name  WISE-2841M-4GE
Server Status ~ Enable Current Version  1.0.1

TLS Encryption Disable Available Version
Port 21 -
Firmware Update

Local Modbus Server

rmware Update Si

Firmware | Browse...

Server Status  Disable

CGI Query Authentication

Authentication = Disable

Function Status Enable 1' Export Settings
Ping Echo Disable Export the settings of this controller to a file.
Protection Type Black List 1" Import Settings
List 0 set(s) Import the settings from a specified file to this controller.

Fireval

SNMP Setting

Function Status | Disable

Figure 5 -1cb System Setting Overview Page
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5.1 Time Setting
On the Time Setting page, it allows to set the tim&/t8E and Time
Synchronization function. The setting interface is as below:

Time Setting Page

< 2022/6
Sun Mon Tue Wed Thu Fr Sat
1 2 3 4

Date 5 6 7 8 9 10 1
12 13 14 15 16 17 18
19 20 21 (22| 23 24 25
286 27 28 29 30

Time

Time Duplication | Load ‘w'LGad current time of this computer.)

Time Synchronization Setting

Function Status  [(JEnable

Time Zone Setting

Time Zone |(UTC+DS:UD) Taiwan v

\ Save |

Figure 5 -2db Time Setting Page

When get into this page, the systemlwebd and display current time of the
WISE. To modify the system time &VISE, set up the date and time on the
Time SettingPage and ©Gahweend ctla ckonipl et e t he

could click on @Load dfieldtmsyrchromize ih€ i me
system time of the computer where the browser located and the system time
of theWISE.

The WISE also provides SNTP Time Server function that allows to set up
Time Synchronization to sync the clock through network. The following
figure illustrates theset up interface:

Time Synchronization Setting

Function Status ~ EdEnable

pool.ntp.org
*SNTP Time Server -

\ Use Default SNTP Time Servers \

Port 123

Time Zone Setting

Time Zone [ (UTC+02:00) Taiwan hd

\ Save \

Figure 5 -3cb Time Synchronization Setting

http://wise.icpdas.com 40

S e
Du



ICP DAS WISE User Manual

5.2

Follow the steps below to set up Time Synchronization Setting:

i | n t he AFunct iliokni ESitadiel emgde thETime | d , C

Synchronizatiorfunction.
iln the ASNTP Ti me¢he I address or dombin rarned |, [
of the SNTP Time Server. There are default SNTP Témrgers, the

user could modify the address to use other serverC|l i ck fAUse Def
SNTP Time Serverso to restore the def
i The defaul't Port number setting is i
be modified.

iv User canselect the time zone of th&/ISEOG s | ocation from
dropdownlistin t he A Ti me Zoneo field

v After al | settings are completed, c
changes.

Please NoteAfter enable theTime Synchronization function, user cannot
manually setip the current time of WISE.

Network Setting

Network Setting allows making a changeltAN network configuration
SIM card settings, mobile netwodonfigurationand the priority order of
the network interfaceon the WISE. The following figure illustrates the
configuration interface:
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Network Setting(LAN1)

@0Obtain an IP address automatically(DHCP)

G tion Mod
onnection iode (O3Specify an IP address

P 192 168 100 135
“Mask 255 |.| 255 255 || 0
*Gateway 192 168 100 254
Primary DNS 168 . 95 1 || 1
Secondary DNS 168 95 192 1

Network Setting(LAN2)

(O Obtain an IP address automatically(DHCP)
@®Specify an IP address

(o2 ) (7ea ] (28 ) 7]

Connection Mode

#

P

*Mask

*Gateway

Primary DNS

A
o1
]

Secondary DNS I: E \:I I:

SIM Card Setting

SIM Card Status  Ready

|
PIN Code Testing

Please use the PIN code testing feature with caution, as consecutive incorrect attempts may cause the SIM card to be locked

Network Setting(Mobile Network)

Function Status ~ EEnable

Connection

Parameter @ Automatic Detection

OManual Setting

Automatically
connect after Power
Cn

Connection Testing

EEnable

Network Priority Setting

Priority Order Network Interface

® 1 Mobile Network
2 LAN1
3 LAN2

b 2

Figure 5 -4cb Network Setting Page

Network Setting LAN)

Each time when the user enters this page, it will read and display current
network configuration (LAN) and port settings from tMéISE. In the

S)e éettionruger carLsalétt the comtien mode as

42

NfNet wor k
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fiObtain an IP address automatically (DHEB) fiSpecify an IP addre@sn
fiConnection mode field, then modify IP/Mask/Gateway/DNS Server IP
configuration.

Please notelf the connection mode &Specify an IP addredsthenyou
make modification to théP addressthe system will logout automatically
and reconnect to the web page automatically based on the new sditting.
the connection mode @Obtain an IP address automatically (DHGRhe
systemmay fail tore-connect to the web padeecause the IP address is
changedPlease us®ISE-284x Utility to search th&VISE, get the new IP
addresf WISE, and therlaunch browser to connet the WISE with the
new IP address.

SIM CardSetting

This section is for ussrto setthe PIN code for the SIM caraf
WISE-2841M-4GE/4GC/5GE/5GC. User careck therealtime status of

the SIM cardn thefiSIM Card Status f. if thé SIM card is protected by

a PIN codeypsershave toinput the PIN codeo allow WISE to unlock the
SIM card and use ofMobile Network and SMSunctions automatically
Usescan cl ick t hein thelfBIN Code gestinglfieldttd o n
verify if the PIN code is corredr not

Please notePlease use th@PIN Code Testing function carefullybecause
consecutivefailed attempts may cause the SIM cdodbe locked.In this
case, you wuld need tounlock the SIM cardvith the PUK code on your
mobile device.

Network SettingMobile Network

This section isfor user tocomplete the setting dWobile Network of
WISE-2841M-4GE/4AGC/5GE/5GC.The user only needs to enabillee

function and selecfiAutomatic Detectioa in the fiConnectionParameted

field to connect and use normallif the user selestt he @A Aut omati c
Connection Wh e n Power Oono opti on,
WISE-2841M4GE/AGC/5GE/5GCto complete the Mobile Network
connection automatically when power on WISE controller. User can click

t he nATestinthghoC omuntetca n diald tolteststhe Mobieo

Network connection statusetween theWISE controllerand the Mobile

Network
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If manual setting of connection parameteiis required,select fiManual
Setting in the fiConnectionParameted  f a@nd inplt the values into the
AAPNO and fAAut b dortonnedidniparametersetiingsl d
please refer to the docemt provided onthe WISE Web pager inquire
with the TelecommunicationServiceProvider.

Connection

Parameter O Automatic Detection @ Manual Setting

APN internet

Username |guest |

L Password | eesss
Authentication | |

Type |No Authentication v |

Please refer to this document to configure the setting.

Figure 5-5dbManual Setting of Connection Parameter s for Mobile Network

After compleing the Mobile Network Setting, the connection status
between WISE and Mobilbletwork can be shown on th8ystem Setting
Page and the connection status (Connect or Disconnest)be changed
manually. This section alsdisplays the strengthlevel of the Mobile
Network Signalthe IP addresand the name oktecommunicationservice
operatorthat WISE occupies through Mobile Network.

Mobile Network
Connection Status Connected |m
Signal Strength Il -51 dBm
IP 10.42.231.205

Service Operator Chunghwa Telecom

Figure 5-6cbSignal Str ength Level and IP Address for Mobile Network

Network Priority Setting

This section is provid&letowrk Priority Setting to set the priority order of
network interfaceLAN Port and Mobile Network)Allowing users to
selectspecific network interfaces for prioritized connections.

After all settings are complet,ed, cl i c

andpresst he @ASaveo button iofthd bage tawpper r
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downloadthe settingo WISE to perform the setting.

5.3 Account Setting

WISE provides three levels of authordgcountas1l Administratoraccount

5 Useraccountsand1 Guest account.he administratoaccounineed toset
upits password whethe administratodfogin WISE for the first time About
the Wserand Guesaccouns, they mustbe enabled by the administrator and
needthe administratorto assigrtheirlogin password All login accounts of
WISE can modify its p a s s wo r dAccoumt Setting pagé and the
password length is limited t® to 20character@andmust contain at leadt
uppercase letteAbout thefildle Timeo setting, d login accountsof WISE
can set up the fildle Timed independently It mean the
administratofUser/Guestaccountlogin the WISE pageand the idle time
exceeds the prget time interval, théogin accountwill be automatically
logged outAfterall settings are completed,
changes.Following is the interface for theetting of the Administrator
account

Account Setting Page Admin User Guest

CEE L |
Password
Idle Time Setting

Idle Time |10 minute(s) ¥

Administrator Profile Setting

Email Address |adwa0428@gmai\.com

OWhen the microSD card is abnormal

Gl [JWhen there are too many abnormal login attempts

‘ Save |

Figure 5 -7db Account Setting Page for Administrator

Administratorcan set up the Email addressthe fAdministrator Profile
Setting section After complete the settin§VISE will sendthe alarm email
to administratorwhen it is in abnormal statusOnce the passwords
forgotten or lost,WISE could also send an email with the passwsrd
(Administratoraccount,User accountGuestaccount,Local FTPlogin and
CGI Query Authenticationto administrator for more detailed information,
please refer tBppendix Il.

WISE provides 5User account€Only Administrator carenable/disable the
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User account, and assign the passwafrdUser. Each User can access to
perform the modification or review of thé&/ISE settings (based on the
authority theAdministrator preassigned), however, tHgsers do not hee
the right to add or delete the settingdMifSE. Following is the setting page
for the User account.

Account Setting Page

User

Status

*Mew Password

ElEnsble

L 1

Admin User Guest

e
Passwond

Idle Time Setting

dle Time 10 minuteds) W

Permission Setting

Useri User? User? Userd Users
System Setting
Time Setting
Metwork Setting
=
SNMP Setting
WPN Setting
DDNS Setting
Others Satting
Firmware Update Setting
Export / Import Seftings
Logger Setting
loT Platform Setting
Advanced Setting
ntemsl Register Setting
Timer Seiting
Schedule Setting
Email Setting
SNMP Trap Setting
Gl Command Setting
LINE Muotify Setting
Active D Setting
Channel Status Setting
Ping Setting
Rule Setting
Channel Status
IF Camera Status

Figure 5 -8dbAccount Setting Page for User

The settings steps are as below:
.l n t he A, sletr tibe usér iwhieh dwill be enabled WISE
provides 5 User accousat
i.l n the fAStlaitcuks 0t hfei ei@Bnabl eo 1t ems
account then thePassword setting field and tiRermissiorsetting field
will be enablel.
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lii. Completethe password settinfgr the User.

iv. Identify the permissionauthority which the User can own to
modify/review the WISE setting (System SettingLogger Setting Advanced
Settingand Logic Rule Reviejv

v. Repeat steps i+ to complete settings of dllseraccounts

vi. After all s&¢ t i ngs are completed, click
changes.

The login password setting interfaceCGaiestaccounts as follows:

Account Setting Page Admin User Guest

Status Enable

e |
Password
Idle Time Setting
Idle Time |10 minute(s) M

\ Save \

Figure 5 -9db Account setting Page for Guest

Administrator carnalso enable or disable Guest accousgt up the login
passwerd andfldle Timeo for the Guest accounfter completethe setting,
click thefiSave button to save the setting.

5.4 Security Setting
Security Setting allows ugs to change thenode of the Web Servethe
Local SFTP Server settinghe Local FTP Server settinthe LocalModbus
Server settingthe CGI Query Authentication setting artde Firewall
setting. The Security Setting page is as follow:
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Web Server Setting
@HTTP  Port

OHTTPS Port 443

Mode

Local SFTP Server Setting

Server Status  CJEnable

Local FTP Server Setting

Server Status  [JEnable

Local Modbus Server Setting

Server Status  [JEnable

CGI Query Authentication Setting

Authentication  CJEnable

Firewall Setting

Function Status Enable
Ping Echo  CJEnable
Protection Type @ Black List O'White List

List Add

Figure 5-10cb Security Setting Page

E Web Server Setting
The WISE'sweb server uses the unencrypted HTTP protocol by default.
User can replacé to the encrypted HTTPS protocol to protect the
contentof the data transmission. Th®ort of the webserver is also
changeale. The settingnterfaceis shownasbelow:
Web Server Setting
Ep—

Mode
@HTTPS Port| 443

*Domain Name |

@Automatically apply for Let's Encrypt cerfificate
(Use it means you agree the subscriber agreement of the ACME server.)
*Email Address ‘

SSL Certificate  Olmport the certificate manually
*Certificate
*Private Key
Certificate Chain Bundle

Option of

Information Security [JRedirect HTTP connection to HTTPS

HTTPS Enabled
Status

Figure 5 -11cb Web Server Setting page

Whenuser selects thBHTTPS) mode, the following parameters need to
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ICP DAS WISE User Manual

be set:

Domain Name: To enable HTTPS mode, user must apply a
domain name for the WISE controller in athce.

SSL Certificate To enable HTTPS mode, an SSL certificate is
required fordataencryption. User can manually import the files
related to the SSL certificatee purchas, or directly apply for a
certificate from fiLet's Encrypd directly through the WISE
controller fiLet's Encrypd credentials will automatically apply for
new credentialdefore thecredentialis expiring so there will be

no issues with expired credentials. To applyl@t's Encrypd
certificate, user mugtrovidehis email address for authentication.
Option of Information SecurityBy checkingfiRedirect HTTP to
HTTPS connectiop) the HTTPport will be closedand force to

use the HTTPS protocébr the connedbn with WISE controller

to ensurdahe securityof connection Beforeenable this settingt

is recommendetb enabé HTTPS mode and confirthe HTTPS
connection issuccessfully, otherwise user may not be able to
connectto WISE welsite

HTTPS Enabled Statu$his field will show whether th&VISE 's
web server successfully enalhe HTTPS modeor not

5

E Local SFTPServer Setting
User can enable or disableetfunctionof WISE'SSFTP serveifter
enable this functoirysercanconnect toNVISE'sSFTPServer viaSFTP
software to remotely retrieve event log or datafiles from WISE. To
enable this functiorpleasec heck AEnabl ed in the
and complete theseting of fiPord. The settingnterfaceis shownas
below Please noteThe SFTP server provided by WISE cannot support
thefile uploadingoperation

Local SFTP Server Setting

Server Status  EdEnable

Port

Username admin

Password Same as the admin login password.

Figure 5-12cbLocal SFTP Server Setting Page
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E Local FTP Server Setting
User can enable or disableet functionof WISE's FTP server After
enable this functoin, hean connect toWISE FTP Server via FTP
software to remotely retrieve event log or datg files fromWISE. To
enable this functionpleasec heck FfAEnabl ed i n the
and complete theseting of ATLS Encryptiom, fiusernamé and
fiPassword. In the ATLS encryptioo field, users can disable TLS
encryption of the server, or enable TLS encrption vixplicitd or
Almplicitd methods.If TLS encryptionfunction is enabled, usersust
use the software witkrTPS protocolfor the connetcion with WISE's
FTP server. The settingterafceis as shown below

Local FTP Server Setting
Server Status @ Enable
@Disable  Port

TLS Encryption O Explicit  Port 21
O lmplicit ~ Port 990

*Username | |

*Password | |

Figure 5-13dbLocal FTP Server Setting Page

E LocalModbusServer Setting
User can enable or disablestfunctionof WISE's ModbuserverTo
enable this functiorpleasec heck AEnabl ed in the
and complete theseting of fiPord andfiNetIDo. The seting interafceis
as shown below

Local Modbus Server Setting

Server Status  EEnable

Port 502

Figure 5 -14cbLocal Modbus Server Setting Page

E CGI Query AuthenticatioiBetting
WISE supports fully CGlI command operations as CGI command
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sending and CGIl command receivirig. the CGI command receiving
function, administrator can set a set of account and password NGk
Query AuthenticationSettingd sectionto protect the operation of the
WISE, then WISE will only receivethe CGlI commands with this
account and passwordnformation perform the corresponding
operations, andgnore other CGl commands that do nwith this
account and password informatiomhe CGIl Query Authentication
Settingpage is as follow:
CGI Query Authentication Setting

Authentication EdEnable

*Username |admin |

"Password  [sesseee |

Figure 5-15cb CGI Query Authentication Setting Page

E Firewall Setting
WISE provideghefirewall mechanism to prevetheintrusionfrom the
unknowndevices on the networkAdministratorcanset WISE to
response the ping command or not, asd theBlacklist function o
prohibitthe connection between WISE and tievices fronthe specific
IP or domain; or use th&hitelist function to allowthe devicesfrom the
specific domain to conneutith WISE. The setting page is as shown
below:

Firewall Setting
Function Status Enable
Ping Echo [JEnable
Protection Type @ Black List OWhite List

List | Add |

Figure 5 -16cbBlacklist and Whiteli st Setting Page

The default setting of the firewall functionfisE n a &nt iewduld not

reply to the PingequestIf you want to use the Ping command to check

thestatus of WISEpleasec h e ¢ k 7 E n aPing Ecloo i fniloet |hde i

enable this functiompleasec h e c k @ E n aFbricters t iat utstoe fhi el d
and selectfiBlack Listoor fiWhite Liso i nTygedfied. Aiter press
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thefiAddo button in thelList field, WISE provides three ways to sgt
thecontent of the Backlistand Whitelistaccording to th@etwork
environmentsfiSingle IPAddress, fiSubned andfilP AddressRange.
Please refefollowing.

Add IP Address Add IP Address Add IP Address

Add Type Add Type Add Type
*IP Address E \:I E \:I *IP Address E l: E l:l *IP Address Range

S ssugnetmaseny [ ) From N A ¥

| ok ] [ cancel | = E

- - o

| OK‘ ‘ Cancel ‘
| oK | | cancel |

Figure 5-17dIP address Setting Page in Blacklist/Whitelist

In addition, when the WISE controller encounteranylogin failures
from theunknowndevice,It will automatically add the I1Bf the
unknowndeviceto theBlacklist,andprohibitthe IPto try to log in
WISE continually

After completeall the security settings, press th8ave button at the
bottom, and then press tliSaveé button at the top right of the page
downloadthe security setting® WISE, then WISE wilktart toperform the
setting

WISE-2841_Test | B 1. ']l

B OK @ 961MB(Approx.92 Days) £} Instant Message

ﬁg ‘Web Inside, Smart Engine
DAS

System Setting Module Setting Logger Setting  loT Platform Setting Advanced Setting Rule Setting Channel Status  IP Camera Status

System Setting Security Setting

Time Setting Web Server Setting

Network Setting @HTTe Pot| 80 |
Account Setting Ved OHTTPS Port 443

ISe:thy Setting
Local SFTP Server Setting

SNMP Setting

Server Status  (JEnable
VPN Setting
DDNS Setting Local FTP Server Setting
Others Setting Server Status  (JEnable

COM Port Interface Setting

Local Modbus Server Setting

Server Status  CJEnable

CGI Query Authentication Setting

Authentication  CJEnable

Black List/White List Setting

Function Status ~ CJEnable

| save |

Figure 5 -18db Save and Download the S ecurity Setting

5.5 SNMP Setting
The WISE providesSNMP (Simple Network Management Protocol) V2c
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and V3 to work with the SNMP Network Management software for
monitoring the system datnd I/O module data. THeNMP Setting page
allows you to enable or modify the settings of the SNMP function on the

WISE. The following figure illustrates the set up interface:
SNMP Setting Page

Function Status Enable
Port 161

Version @&@V2c OV3

*Read Community |pub|ic |

*Write Community |private |

| save |

Figure 5-19cdb SNMP Setting Page

Please follow the steps below for the SNE&Rings
i. | n FumationBtatus f chedkfEnabkoto enable SNMP server.

i.ln the #AVersiono field, select the
CurrentlyWISE supports SNMP V2c¢ and3/frotocos,

iii. If the user selestiV2co in the fAVersioni field, he mustsetup the
string in thefiRead Community and fiWrite Community fields. The
defaultsetting offiRead Community and iWrite Community field is
fipublicd andfiprivated.

iv. If the user selest V30 in the fVersiord field, he mustset up the
SNMPuser list. The setting interface is as follows

SNMP Setting Page

Function Status Enable
Port 161
Version OV2c @V3
SNMP User List

Action Authentication Encryption

User Name Permission Protocol Protocol

+ Add new user

\ Save \

Figure 5 -20cb SNMP V3 Setting Page

v. Pressthe f+Add new wsel0 buttonto enter the SNMRJserSetting page.
The setting interface is as follows:
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SNMP User(user1) Setting

*User Name |user1

Action Permission @read-only Cread-write

Security Level  @noAuthNoPriv. O authMoPriv (O authPriv

| OK | | Cancel |

Figure 5-21db SNMP V3 User Setting Page

vi. Key inthe username in tH#&Jse Named field.
Vil.
Selectfireadonlyo or fireadwrited in the fiAction Permissioafield.
viii. There are three levels of security optiagmghe fiSecurity Leveb field,
please refer to following.
noAuthNoPriv.  Communication without authentication and
encryption.
authNoPriv. Communication shall be authenticated but not
encrypted. The authentication protocalist befiSHAG or iMD50,
and set the authentication password.
authPriv. Communication shall be authenticated and encrypted.
The settingsof authenticatiorprotocolmust befiSHAG or fiMD50.
The settingof encryptionmud be AAESO or ADESS, and set the
password for eacheld. Please refer to following.

5

SNMP User(user1) Setting

*User Name |user1

Action Permission  @read-only Cread-write
Security Level  CnoAuthNoPriv  CauthMNoPriv @® authPriv

Authentication

Protocol @SHA COMD5

*Authentication
Password

Encryption Protocol @®AES ODES

*Encryption
Password

| OK | | Cancel |

Figure 5 -22co SNMP V3 User Authentication & Encryption Setting Page

ix. After complee SNMP V3user settings, click thdOKo button to return
to the SNMP settings page.
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X. After complete the setting fall SNMP V3 user, cliciSave buttonto
complete the SNMP settings.

Please Note: The official website of WISE provides the W2BE1M MIB
file. User can download from the WISE official website.

5.6 VPN Setting

WISE providesthe VPN (Virtual Private Nnetwork) service to protect
WISE to avoid themalicious accessed by external devices and ensure the
security of the devices installed in the VPN environment. WISE provides
following 4 VPN services:

PPTP

L2TP/IPSec

OpenVPN

SoftEther

The setting interface is as below.
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VPN Setting Page

Function Status  EEnable

Server Setting

Connection Type @PPTP OL2TP/IPSec (O OpenVPN (O SoftEther

*Server Address |

*Username | |

*Password | |

TCP/IP Setting

@ |P address assigned by the server
p OSpecify an IP address
0 || 0 | 0 || O

@®@DNS address assigned by the server
DNSs OSpecify a DNS address
0 || 0 | 0 || O

Connection Setting

Automatically
connect after Power EEnable
Cn

Connection Testing | Testing |

| Save |

Figure 5-23db VPN Setting Page

Please follow the steps below for MEN settings

In the AFunction Statu® field, check fiEnabl® to enable the VPN
function.

. In thefiServer Settingssection, select the VPN servigserwant to use

from the 4 connection typeshen complete thesetting for the
connection and TCP/IP required by the service.

In the AConnection Setting section, check fiEnabl® in the
fAutomatically connectfter power oo field to automatically connect
to the VPN after the WISE controller is powered on.

. Usercan click thefiTesingo button in thefiConnection Tegtgo field to

confirm whether the VPN connection settisgorrect or not

. After completing the settings, click thé&Save button to save the

settirgs
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5.7 DDNS Setting
WISE provides the Dynamic DNS service. The following figure illustrates
the configuration interface:

Dynamic DNS Setting Page

Function Status  EJEnable

DDNS Setting(Service 1)
Service Provider hitps:/iwww.noip.com

*Username | |

*Password | |

*Domain Name |

Last Update Status -
Status
Last Update Time -

DDNS Setting(Service 2)
Service Provider

| save |

Figure 5 -24do DDNS Setting Page

Follow the steps below to set up Dynamic DNS service:

i In the fiFunction Statu® field, checkfiEnabl® to enable theDDNS
function.

il WISE provides two DDNS servicefor user Underthe normal status
user can activate one DDNS service, but if usettirasequiremenfior
RedundantDDNS service, he can activate two DDNS services
simultaneously.

i IntheiSer vi ce Providero field, select t
service from the dropdown list. Currently system progigleptionsfor
selection as fiNo-l PofiCh an g e iiFR 0e,e D RDSyon, 0
ADNS-O-Maticoa n disaflev

vlif user -IskRdecfi GhdmMgpel P-O-MafiDgnp pleabdt
enter theinformation for the Usernaméassword and Domain Name

fleldst o | ogin the service. I f user sel e
Token to login the service.

v Af ter al | settings are completed, c
changes
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5.8 Others Setting
In Others Setting page, usercan setup the decimal place number for the
floating-point valuedisplayed by WISE. The setting interface is as follows:

Decimal Place Setting

Decimal Place -
3w

Number -

3

Figure 5 -25 Decimal Place Number Setting Page

| Save |

User can seup the decimal place numbeto 1~7. After the setting is
completed, click thé@Save button to save the setting.

5.9 COM Port Interface Setting
COM Port Interfacesetting allows to setup the function setsrgnCOM2,
COMS3 or COM4. The setting interface is shown as below:

COM Port Interface Setting Page COM2 COM3 com4

Function Disable w

Figure 5-26db COM Port Interface Setting Page

The COM Port interface oWISE includes:

E COM2(RS-232)
It is reserved specifically for Modbus RTU Slave for connections to
HMI or SCADA.

E COM3/COM4 (RS-485)
It is reserved for DCON Master to connect ICP DAS DCON modules,
Modbus RTU Master to connect Modbus RTU slave devices or for
Modbus RTU Slave to connect HMI or SCADA.

The following section will introduce how to set COM Port interface for
different functions:
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Modbus RTU Slave (Connect to HMI or SCADA )
COM Port Interface Setting Page comz COM3 Ccom4

5

Function  |Modbus RTU Slave +
Baudrate  |9600 |»|bps
Parity @ Mone © QOdd O Even

Stopbits ®1 O2

Figure 5-27do COM Port Interface Setting for Modbus RTU Slave

The settings steps are as below:

i Il n the nAnBaudrateo field, sel ect t he
the Baudrate ofNISE and HMI or SCADA have to be set the
same.

iln the #AParityo aetruptheiParityoapd Skopt s o f i
bits. The Parity and Stop bits WISE and HMI or SCADA have
to be set the same.

i After all settings are completed,
changes.

DCON Master (Connect to DCON modules)

COM Port Interface Setting Page COM2 COM3 COM4

Function |DCON Master v
Baudrate [96800 |~ bps

Parity  ® None © Qdd O Even
Stopbits ®1 O2
Timeout  |300 millisecond(s)

Checksum & Disable O Enable

Figure 5 -28cb COM Port Interface Se tting for DCON Master

The settings steps are as below:

i Il n the ABaudrateo field, select the
the Baudrate oWWISE andDCON modulehave to be set the same.

iln the AParityo and AStop bitso fi
bits. The Parity and Stop bits WISE andDCON modulehave to
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be set the same.

il n the ATiinpatthe tineinténialdor WISE to send
command to the DCON module and wait for the response, the unit
will be millisecond (ms)

vin the fAChecksumo field, speci fy t
communicabn betweenWISE and DCONmoduleto be enabled
or disabled.

v After al/l settings are completed,
changes.

PleaseNote: Use theDCON Utility to complete the setting @ach
DCON modules which will connect with th@/ISE first. These
setting also mudiethe sare with the setting oWISE.

Modbus RTU Master (Connect to Modbus RTU slave devices)

COM Port Interface Setting Page COM2 COM3 COoM4

Function  |Modbus RTU Master v
Baudrate 9600 |»|bps

Parity @ None © Odd O Even
Stopbits ®&1 O2

Silent Interval | 200 millisecond(s)

Figure 5-29db COM Port Interface Setting for Modbus RTU Master

The settings steps are as below:

i Il n the ABaudrateo field, select the
the Baudrate o¥WISE and Modbus RTU slavenodulehave to be
set the same.

iln the AParigsgyof iamldd si,Stoet bup t he
bits. The Parity and Stop bits ®¥ISE and Modbus RTU slave
modulehave to be set the same.

il n t he ASil ent | ntime nntexdl betwden e | d [
successive sending ebmmands from th&VISE to the Modbus
RTU slavemodule the unit will be millisecond (ms).

vAfter all settings are completed,
changes.
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Pl ease Not e: After the ABaudrateo
automatically generate a proper val
For each Modbus RTU Slavenodule has different Modbus

command process capability, the response time for sending result

from Modbus RTU Slavenoduleto WISE might be different. The

user can adjust this value to most appropriate time interval, such as:

extend this value to make sure every Modbus RTU Sthawdule

connected to th&VISE has enough time to process the Modbus
command, or shorten this value to improve the efficiency of the

polling mechanism between Modbus RTU SlaveduleandWISE.
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6 Module Setting

Module settingpage allows to perform settings of the I/O Modudesl IP Cameras
that are connected to tNEISE. After getting into the setting page, the overview page
will display current setting of the I/O Modulesid IP Camerathat are connected to
theWISE, shown as below:

(IE'I; Web Inside, Smart Engine WISEQEM_TESJ E‘ Ej é ﬂ |
DAS

B oK @ 732MB(Approx.92 Days) [ Instant Message

System Setting Module Setting Logger Setting loT Platform Setting  Advanced Setting Rule Sefting  Channel Status  IP Camera Status

Module Setting

Xv-Board Setting Module Setting Page

Remote 0 Module Settng
1P Camera Setting Module Name / Nickname DI DO Al AOD

XV116 5 6 0 0

| COM3 | Modbus RTU Master |

No. IModule Name / Nickname Address Polling Timeout(ms)
1 @ M7019R 1 1000

2 @ w7084 2 1000

3 B isNm 97 1000

4 B w7080 4 1000

5 B w7088 5 1000

6 B mT024 1 1000

COMM4 | Disable
LAN | Modbus TCP Master

Module Name / Nickname IP and Port
1 ICAM-MR6322(Cameral1) 192.168.100.133:80
pd ICAM-MRE322(Cameralz) 192.168.100.77:80
3 ICAM-MRE322(Camera03) 192.168.100.142:80
4 ICAM-MR6322(Cameral4) 192.166.100.96:80
5 ICAM-MRE422X(Camera03) 192.168.100.85:80

Figure 6 -1do Module Setting Page

Module Setting includes the followir)setting options:
XV-Board Setting
Remotel/O Module Setting
. IP Camerébetting
More detailed information for each function setting will be given in the following
sections

5

5

6.1 XV-Board Setting
XV-Board Settingpage allows the user to set up the configuration of the
XV-Board thatis connected to th&VISE. The XV-Board Setting page is
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shown as follow:
Please note: Each tim&/ISE is allowed to connect to one\XBoard
module only.

XV-Board Setting Page
Module [XV107 v

Figure 6 -2db XV-Board Setting Page

Select the X/-Board that are connected to tWdSE from the drop down

I i st and click ASettingo, a window f
XV-Board and its 1/0O channel will appear. The setting for the module is

shown adelow (Figure6-3):

Nickname: For user to define a nickname for the module, this

ni ckname wil |l b eChahnels $tdtua y @ad d o i Ru lhe
Settingodo pages.

Description: The Description field provides a space for the user to

make a brief description of this\xBoard.

5

The digital 1/0 channet of XV308 areprogrammableEach digitall/O
channel of XV308&an be used as DI or D@.the user selectthe XV308
from thedrop down list the setting interface for the attribute of each digital
I/O channel will be shown as belowlease identify them depend on the
application

Ch.0 ] Do
Ch.1 ] Do
Ch.2 D Do
Ch.3 D Do
Ch.4 D Do

Digital Channel

Ch.h ] Do
Che ] Do
Ch.7 D Do

The following section will introduce the DI, DO, Al and AO channel
settings of the X-Bo ar d. After al |l setSau®ngs ar e
button to save the changes.
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6.1.1 XV-Board DI Channel Settings
The XV-Board DI Channel Setting page is shown as follow (using

XV107 as an example):
Module XV107 Setting

Nickname
Description

DI Attribute DO Attribute

Channel Name Counter Name Counter Type

Cch.0 Falling v
Cch.1 Falling ¥
Ch.2 Falling ¥
Ch.3 Falling ¥
Ch.4 Falling ¥
Chb Falling ¥
Ch6 Falling ¥

Ch.7 Falling ¥

OK | | Cancel

Figure 6 -3db XV-Board DI Channel Setting Page

The settings are as follow:

ChannelNickname For user to define nicknames for each 1/O
channel, tbse nickname wi | | be di s gChaangled on
Statu® and ARule Settingod pages.
CounterNickname For user todefine nicknames for eachl

counter thesenicknamesw i | | be di sLpgHeadedd on t h
and ARule Settingod pages.

Counter Type Speci fy t he counter type
(ON-toOFF) or fnRt-GN)ngo ( OFF

After the DI channel settings are completed, continue to perform
settings of other channel s,OKkafter al
button to return to X-Board Setting page.

6.1.2 XV-Board DO Channel Settings
The XV-Board DO Channel Setting page is shown as follow (using
XV107 as an example):
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DI Att

Channel

Ch.0

Chi

Ch2

Ch.3

Ch.4

Chb

Ché

Ch.7

ribute DO Attribute

Nickname Power On Value Advanced Function

OFF |+ Disable v
OFF v Disable v
OFF v Disable v
OFF |+ Disable A
OFF v Disable v
OFF v Disable e
OFF |» Disable v

OFF |+ Disable v

Figure 6-4db XV-Board D O Channel Setting Page

The settings are as follow:

5

Nickname For user to define nicknames for each I/O channel,

thesenicknams wi | | be di sGhénagiSw® oand he 0

ARul e Settingo pages.

PowerOn Value: Specify the initial statu t o be AONO
AOFFO WIBE power on. Select the value from the
dropdown | iGhtwabbedPbwelkd. The
AOFFO.

WISE provides 3 advanced functions, select the function from
the dropdown list:

A Pulse Output: If the Pulse Output is selected, it will allow
this DO channel to perform pulse output and form a periodic
pulse cycle. In Pulse Output mode, the selected DO channel
will generate a square wave according to specified
parameters (Pulse High and Pulse Low). Pulse High

or 1

def

i ndi cates t he AnONO ti me dur ati or

the AOFFO time duration in a per
100ms.

AAuto OFF: When fiAuto OFFO0 is sel
channel to enable Auto OFF function. It is required to set up
a time interval, when this DO ch
the duration of the ON status reaches thesptdimeinterval,
the DO will automatically be set to OFF. The unit is second.

ADI Status Mapping: When fADI Stat

the status of the DI channel with the same channel number
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on the X/-Board will be copied to the DO channel. For
exampl e, when the ADI Status Map
when the DIO status is ON, DOO will set to be ON, and when

the DIO status is OFF, DOO will set to be OFF as well.

After all settings of the channel s a
return to X/-Board Setting page.

6.1.3 XV-Board Al Channel Settings
The XV-Board Al Channel Setting page is shown as follow (using
XV310 as an example):

DI Attribute DO Attribute Al Attribute AO Attribute

Channel Nickname Type Scale

=]

Minimum
Ch.0 1oV -~10V A

=]

Waximum

=]

Minimum
Ch.1 -0V ~10V v

=]

Iaximum

=]

Minimum
Ch2 oV -10V ~

=]

Waximum

=]

Minimum
Ch.3 -0V ~10V v

=]

Iaximum

Figure 6 -5cb XV-Board Al Channel Setting Page

The settings are as follow:

Nickname For user to define nicknames for each I/O channel,
thesenicknams wi | | be di sGhanaefSwt® oamand he 0
ARul e Settingod pages.

Type: Select the input signal type tife Al channel from the

dropdown list.

5

., Scal e: In the AScaleo field, Al c
operate wi t h i near inimumoo p@mtdi on [
i Mximunmd val ues. The I F Condi tion

alreadyadjusted value in the evaluation operation, and the Al

val ue r et r iGChanmedStafus opma gteh eori Mod b us
via WISE would be the adjusted value. The default value for
Maximum and Mnimum is O, it means the Scale function is

disabled.
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After all settings of the channels are completedkclich OKo0 butt on t
return to X/-Board Setting page.

6.1.4 XV-Board AO Channel Settings
The XV-Board AO Channel Setting page is shown as follow (using
XV310as an example):
DI Attribute DO Attribute Al Attribute W‘
Channel Nickname Type Power On Value
Ch.o 0vV-10V  » 0

Ch1 ov~-10v 0

Figure 6 -6db XV-Board A O Channel Setting Page

The settings are as follow:

Nickname For u®r to define nicknames for each I/O channel,
thesenicknams wi | | be di sGhénagiSw® oand he 0
ARul e Settingo pages.

Type: Select the output signal type of the AO channel from the
dropdown list.

PowerOn Value: You can set the initial value of the AO channel

in theOnWBobwen field. The default i

5

After all settings of the channel s a
return to X/-Board Setting page.

6.2 Remote I-7000/DL DCON Module Setting
WISE allows connections to ICP DAS7/000/DL DCON modules. The I/O
Module Setting page allows usdo add|-7000/DL DCONmodules that
are connected to th&ISEto the list. After the module is added, it allows to
set up the configuration of the 1/0O module. The setting page is shown as
below:
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DCON Module List COM3 Ccom4 LAN

Q. No  Address *Module Dl DO Al AO Nickname
@ 1 > 1 1+ [Search

~
Q Mo module exists, press this button to create one.

Figure 6 -7db Remote 1-7000/DL Module Setting Page

The following section will give more information how to add and complete
settings of 47000/DL DCON modules. After all settings are completed,
click ASaved button to save the change.
Pleasenote
1. The COM3 (R$485) and COM4 (R$485) interfaces olVISE allows
connections to-F000/DL DCON modulesr Modbus RTUmodules
2. A single GOM Port interface (COM3 or COM4) allows connections to

at most 16 devices -{I000/DL DCON modules or Modbus RTU
modules).

6.2.1 Scan to Add ICP DAS |-7000/DL DCON Modules
The user could uséhe Scan function to add ICP DAS7000/DL
DCON modules to th&VISE, the steps are as below:

i. Click on Q\ button to scan the7000/DL DCONmodulesthat are
connected to th&/ISE.

DCON Module List COM3 COM4 LAN
C)‘ No. Address *Module DI DO Al AO Nickname
@ 1 v 1 v [Search

1

Q Mo module exists, press this button to create one.

Figure 6-8c0The fAScand but k7600/Dlt Modutes ar c h

ii. When the Scan page appears, input the starting address and the
ending address of tH2CON address that are going to perform scan.
Click on AScano, the -HOQOOLRABONwWI | | st
modules that match the settings previously set, to cancel the scan,
andclickon A Cancel 0.

http://wise.icpdas.com 68



ICP DAS WISE User Manual

C)\ Set up the address range to scan:

Scan address from 1 to 16 | This process

will take several seconds, it depends on the address
range that you set.

COM Port COM3 Parity  MNone
Baudrate 9600bps Stop bits 1

Checksum Disable

Figure 6 -9cb Set up the Scanning Range for the  1-7000/DL module s

iii. When the system is performing the scan, the address that are
performing scan will be dynamically shawon the upper left side,
please wait till the scan operation is completed. To stop the scan

operation, click on fACancel o0 to ter
._a Set up the address range to scan:
) Scan address from to . This process

will take several seconds, it depends on the address
range that you set.

COM Port COM3 Parity  Mone
Baudrate 9600bps Stop bits 1
Checksum Disable

Cancel | £

Figure 6 -10db Scanning the 1-7000/DL module s

iv. After the Scan operation is completed,|af000/DL DCON module
list will appear. If the newlyscannedmnodul e doesnot ma t
module previousl set on the same address, a window will appear
(Figure 6-12), please select the actual device that are connected to
WISE. After d | settings are completed, cl
the changes.

DCON Module List COM3 COom4 LAN

O\ Mo Address  "Madule DI DO Al AC Mickname
@ [6 v [5 ] [search ?
® 0 1 1 I-7060 4 4 0 0

g =2 2 1-7005 0B 8 O

g8 3 3 I-7080 2 2 0 0

g 4 4 17021 0o o1

8 s 8 OL-100 0o 3 0

Setting | | Move Up | | Move Down | | Copy | | Remave

Save

Figure 6 -11cb I-7000/DL module List after Scan operation
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C)\ Conflicts in some module settings.

Pleaze zelect the module that you want to use for each
address.
Address  Previous-set Module Scanned Module

4 I-7005 *|-7021

K | | Cancel

Figure 6 -12db Select the actual | -7000/DL modules connected

6.2.2 Add I-7000/DL DCON Module manually

In addition to perform Scan operation to automatically ad@00/DL
DCON modules to the list, the useoutd also add the-T000/DL
DCON module manually one by one, the steps are as below:

No: The number will be the order that the I/O channel data of the
[-7000/DL DCON module being stored in tAdSE Modbus Table.
The range is 1~16.

ii. Address: The address will be the DCON address of tA300/DL

DCON module, please make sure the address is the same as the
settings of the module, if the setting is not accurate, the connection
for WISE to the +}7000/DL DCON module will be failed.

DCON Module List COM3 | COM4  LAN

O\ MNo. Address *Module DI DO Al AC Nickname

\-B 1~ 1 | [Isearch

No module exists, press this button to create one.

Figure 6 -13db Set up the No . and Address of the 1-7000/DL modules

Select the module name: For ICP DAS000/DL DCONmodules,
the user could select the default model name from the dropdown list
for further modification.

DCON Module List COM3 CcOom4 LAN

O\ Mo Address *Module DI DO Al AD Mickname
@ 1~ [~ 0 0 3 0
17000 Series ~
Mo module exists, pt |_7g05 ne.
I-7011
I-7011D @
-7T011P
®ICP DAS Ll701Pn. .. ¥led

Figure 6 -14cb Select the model of the | -7000/DL modules
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iv. Input theNickname forthe |-7000/DL DCONmodules.

v. Click @ to add thel-7000/DL DCONmoduleto the list. After
adding thel-7000/DL DCONmodulec | i ck ASaveo button
the changes.

DCON Module List COM3 COmM4 LAN

O\ No. Address *Module DI DO Al AO Nickname

;_B 1 > 1 ¥ |Search

No module exists, press this button to create one.

Figure 6 -15cb Add the | -7000/DL Module manually

6.3 1-7000/DL DCON Module List Operation Interface
After the F7000/DL DCON moduls are added to the I/O Module list via
auto scan or manual work, th& ?000/DL DCON modules will be listed as

below:
DCON Module List COM3 CcOoM4 LAN
O\ MNo Address *Module DI DO Al ADC MNickname
@ 5~ [ ~ 4 8 0 0
o8 1 1 I-7005 0 6 8 0
o@ =2 2 I-7015 0 0 6 0
oB s 3 1-7024 0 0 0 4
oB 4 4 I-7067 0 7 0 0
® 0 =6 6 I-7044 4 8 0 O
[ Setting ] [ IMove Up ] [ Move Down ] [ Copy ] [ Remove

Figure 6 -16ab1-7000/DL Module List Operation Interface

The following functions allow to perform settings or rearrange order of the
[-7000/DL DCON modules. Please select #®00/DL DCON module and
click on the function button to perform the operations:
Setting: Click the radio button in front of the7000/DL DCON
modul e and click on ASettingod to (e
[-7000/DL DCON module. The settings for eaci000/DL DCON
module will be given in the following section.
. Move Up: Click the radio button in front of the7000/DL DCON
modul e and click on +{00@DLeDCQ@QN O t o m
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module to upper ordedécreaséheindex number (N9).

Move Down: Click the radio button in front of the/000/DL DCON
modul e and <click on ANOODEDAdWNO t o
module to lower ordetlirffcrease thendex number (N9)

Copy: To copy the settings of a pget F7000/DL DCON module to
the new 47000/DL DCON module, please click the radio button in
front of the preset F7000/DL DCON module and then click on
ACopy 0,-7080/Dh BGON module (in sequence) will be added
to the list and the settings of the oldd00/DL DCON module will be
copied to this newly added7000/DL DCON module.

Remove: Click the radio button in front of the/000/DL DCON

modul e and click on ARemWIOHDLH to rer
DCON module.
After all settings are completed, clic
Following will describe the setting of the 1/0 channel -Gil000/DL DCON
modules

6.3.1 The DI channel setting for I-7000/DL DCON module
The F7000/DL DCON module DI channegting interface is shown as
below (using 17060 as an example)
Module I-7060 Setting

Nickname

Description

Address 1 v

ScanRate |5 second(s)

Retry Interval |5 second(s)

DI Attribute DO Attribute

Channel Name Counter Name

Ch.0

Ch.1

OK | | Cancel

Figure 6 -17cb-7000/DL Module DI Channel Setting page
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The settings are as below:
, Nickname For user to define nickname ftitre module and thO
channed, these nickname will be displayedon t he
Statuso and ARul e Settingo

make a brief description of thmodule

AChanne
pages.

Description: The Description field provides a space for the user to

Address: The address will be the DCON address of tA@)0/DL

DCON module, please make sure the address is the same
settings of the module, if the setting is not accurate, the conn
for WISEto the F7000/DL DCON module will be failed.

as the
ection

Scan Rate: Input the time interval M SE to periodically retrieve

the 1/0 channel data of this7D00/DL DCON module, the setting

range will be 0~ 65535 seconds.
Retry Interval: The time interval to wait fMWISE to repeated|
send command again wheWISE sends command to t

y
he

[-7000/DL DCON module and get no response. The unit will be

second. The setting range will be-$5535 seconds.

After all settings of the DI channels are completed, continue the

configuration of other chanrgland after all channel settings
compl eted, click AOKO button
|-7000/DL DCONModule List.

Please Note: For7000/DL DCON modules, the counting mode of
DI channel counter is Fallingtou can changéhe counting modeby
DCON Utility

6.3.2 The DO channel setting for I-7000/DL DCON module

are
to say

the

The F7000/DL DCON module D channel setting interface is shown

as below (using-¥060 as an example)
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Maodule I-7060 Setting

Nickname
Description
Address |7 v
ScanRate |0 second(s)
Retry Interval |5 second(s)

DI Attribute DO Attribute

Channel Nickname Advanced Function

Ch.0 Disable -
Ch.1 Disable v
Ch.2 Disable A

Ch3 Disable v

Figure 6 -18db1-7000/DL Module DO Channel Setting page

The settings are as below:
. Nickname For user to define nickname ftitre module and thO

channes, these nickname wi | | be displayed on t
Statuso and ARule Settingodo pages.
For -7000/DL DCON DO chargls, WISEpr ovi des t he AA
OFF0 and AaDI Status Mappingo advat
function from the dropdown list:
AAuto OFF: When fAAuto OFFO0 is sel
channel to enable Auto OFF function. It is required to set up a
time interval, when this DO chann
duration of the ON status reaches the-ggttimeinterval,the
DO channelwill automatically be set to OFF. The unit is
second.
DI Status Mapping: When ADI St at
the status of the DI channel with the same channel number on
the [-7000/DL DCON module will be copied to the DO
channel . For exampl e, when t he
enabled on DOO, when the DIO status is ON, DOO will set to
be ON, and when the DIO status is OFF, DOO will set to be
OFF as well.

>

After all settings of the D channels are completed, continue the
configuration of other chanrgland after all channel settings are
compl et ed, click AOKO button to sav
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|-7000/DL DCONModule List.

Please Note:
1. To set up the Power On value of the DO channels-6000/DL
DCON modules, please use DCON Utility to set the value.
2. The DO channels or1000/DL DCON modules do not offer Pulse
Output function.

6.3.3 The Al channel setting for I-7000/DL DCON module
The F7000/DL DCON modul@l channel setting interface is shown as

below (using 47012 as an example)
Module I-7012 Setting

Nickname
Description
Address |8 |»
ScanRate |0 second(s)
Retry Interval |5 second(s)
DI Attribute DO Attribute W
Channel Nickname Type Scale

Minimum: [0
Ch.0 -150 my ~ 150 mV v
Maximum: |0

Figure 6 -19cb1-7000/DL Module Al Channel Setting page

The settings are as below:

Nickname For user to define nickname ftire module and thiO

channes, these nickname wi | | be displayed on
Statuso and ARule Settingodo pages.
Temperature Unit: Specifthe temperature measurement unit for

the modules that allows for temperature measurement, such as
[-7005, +7011, +7013, +7015, 7018 and 47019, the temperature

units can be set as degree Celsius or degree Fahrenheit.

Temperature Unit @ Celsius(*C) ' Fahrenheit("F)

Type: Select thanput signal type of the Achannel from the
dropdown list.

., Scal e: In the #AScaleo field, Al
oper ate wi t h l i near inippum@ p oarntdi o0 n
A Mximunmd val ues. The I F Condi ti
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alreadyadjusted value in the evaluation operation, and the Al

val ue r et r i GaneellStates opnageheorm Modbus
via WISE would be the adjusted value. The default value for
Maximum and Mnimum is O, it means the Scale function is
disabled.

After all settings of theAl channels are completed, continue the
configuration of other chanrgland after all channel settings are
compl eted, click AOKO button to s
|-7000/DL DCONModule List.

6.3.4 The AO channel setting for I-7000/DL DCON module
The F7000/DL DCON moduléAO channel setting interface is shown

as below (using-¥024 as an example)
Module [-7024 Setting

Nickname
Description
Address |3~
Scan Rate |0 second(s)
Retry Interval |5 second(s)

AO Attribute

Channel Nickname Type

Cho 0vV~sv v
Ch 0V-~5V v
Ch2 oOv-8v v
Ch3 A v

Figure 6 -20db1-7000/DL Module AO Channel Setting page

The settings are as below:

Nickname For user to define nickname ftire module and thiO

channed, these nickname will be d spl ayed on the
Statuso and ARule Settingo pages.
Type: Select the output signal type of the AO channel from the
dropdown list.

After all settings of theAO channels are completed, continue the
configuration of other chanrgland after all channel settings are
compl et ed, click AOKO button to s
|-7000/DL DCONModule List.
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Please note: To set up the Power On value of the AO channels on
[-7000/DL DCON modules, please use DCON Utility to set the value.

6.4 Remote Modbus RTU Module Setting
WISE allows connections to ICP DAS-7000tM/CL/DL/LC/IR/ISN/DLW
modulesandgeneralModbus RTU Module The I/O Module Setting page
allows uses to addModbus RTU Modulghat are connected to tNEISE to
the list. After the module is added, it allows to set up the configuration of
the I/O module. The setting page is shown as below:

Modbus RTU Module List COM3 COM4 LAN
q MNo. Address *Nickname / Module Name Polling Timeout(ms) Retry Interval(secs)
@ [~ [1 ¥ [search 300 g

E No module exists, press this button to create one.

Figure 6 -21do Remote Modbus RTU Module Setting page

The following section will give more information how to add and complete
settings of Modbus RTU modules. After all settings are completed, click
ASaveo button to save the changes.

Please note

1. The COM3 (R&485) andCOM4 (RS485) interfaces ohVISE allows
connections to-¥000/DL DCON modulesr Modbus RTUmodules.

2. Asingle GOM Port interface (COM3 or COM4) allows connections to

at most 16 devices -{000/DL DCON modules or Modbus RTU
modules).

6.4.1 Scan to Add ICP DAS Modules

The user could uséhe San function to add ICP DA34-7000
[tM/CL/DL/LC/iSN/DLW modules to theWISE, the steps are as
below:

Please NoteThe ICP DAS IR modules doesot supportthe scan
function,please add manually)

i. Click on Q\ button to scanthe ICP DAS modules that are
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connected to the/ISE.

Modbus RTU Module List COM3 COM4 LAN
O\ No. Address *Nickname / Module Name Polling Timeout(ms) Retry Interval(secs)
:\:i-/\, 1 » 1 ~ 300 5

No module exists, press this button to create one.

Figure 6-220The fAScanod but iICBDAStmoduls ear ch

ii. When the Scan page appears, input the starting address and the
ending address of thklodbus address that are going to perform
scan. Clnok ohmefiSgatem I€CPDAS st art
modulesthat match the settings previously set, to cancel the scan,
andclickon fACancel 0.

Q Set up the address range to scan:

Scan address from 1 to| 16 | This process

will take several seconds, it depends on the address
range that you set.

COM Port COM4 Parity  MNone
Baudrate 9600bps | Stop bits 1

Figure 6 -23db Set up the Scanning Range for the ICP DAS module

iii. When the system is performing the scan, the addredsatiea
performing scan will be dynamically shown on the upper left side,
please wait till the scan operation is completed. To stop the scan

operation, click on fACancel 0 to ter
@ Set up the address range to scan:
Scan address from to . This process

will take several seconds, it depends on the address
range that you set.

COM Port COM4 Parity  MNone

Baudrate 9600bps Stop bits 1

Figure 6 -24d Scanning the ICP DAS module

iv. After the Scan operation is completed, lR7000tM/CL/DL/LC
NISN/DLW module list will appear. If the newlgcannedmodule
doesnot match the modank addrgss,@avi ous |
window will appear (Figure -@6), please select the actual device
that are connected M/ISE. After all settings areompleted, click
ARSaveo button to save the changes.
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Modbus RTU Module List COM3 COM4 LAN
O\ Ma. Address  *MNickname / Module Name Polling Timeout{ms) Retry Interval{secs)
@ [3 v [68 +| [search ? 300 5

© @ 1 1 M-7055 300 5
g =2 2 M-7084 300 5
g 3 3 M-7017Z 300 5
8 4 4 -7080 300 5
B - 5 M-7088 300 5
@ & 8 M-7024 300 5
g - 13 DL-302 300 5
B s 14 mM-7022 300 5

Setting | | Move Up | | Move Down Remove

Save

Figure 6 -25cb The ICP DAS module List after Scan operation

C)\ Conflicts in some module settings.

Flease select the module that you want to use for each
address.

Address  Previous-set Maodule Scanned Module

5 - 7002 * h-TO58
QK| | Cancel

Figure 6 -26cb Select the actual ICP DAS module s

6.4.2 Add ICP DAS module or Modbus RTU Module manually
In addition to perform Scan operation to automatically BE@000/
tM/CL/DL/LC/iISN/DLW modules to th list, the user could also add
the ICP DAS M-7000tM/CL/DL/LC/IR/iISN/DLW modules or
Modbus RTU modulemanually one by one, the steps are as below:

i. No: The number will be the order that the 1/0O channel data of the
Modbus RTUmodule being stored in th&ISE Modbus Table. The
range is 1~16.

il. Address: The address will be the Modbus address of this Modbus
RTU module, please make sure the address is the same as the
settings of the module, if the setting is not accurate, the connection
for WISE to the Modbus RTUnodule will be failed.
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Modbus RTU Module List COM3 COM4 LAN
O\ MNo. Address *Nickname / Module Name Polling Timeout(ms) Retry Interval{secs)
@~ [~ 300 5

Mo module exists, press this button to create one.

Figure 6 -27d Set up the No . and Address of the Modbus RTU modules

iii. Select the module name: For ICP DAS modules, the user could
select the default model name from the dropdown list. Please input
the nickname for other Modbus RTlbdules manually.

Modbus RTU Module List COM3 COM4 LAN
O\ Mo. Address “Nickname / Module Mame Palling Timeout{ms) Retry Interval(secs)
I\i-; 1 |» 1 - 300 ]

M-7000 Series o
MNo module exists, pi 14-7002 ne.
11-7005
14-7011 @
11-7015
®ICPDAS LM-TO15P  _ _ ¥led

Figure 6 -28cdb Select the model of the Modbus RTU Module

iv. Polling Timeout: The time interval fONISE to send command to
the Modbus RTU module and wait for the response, the unit will be
ms. The setting range will be-10000 ms.

v. Retry Interval: The time interval to wait foWISE to repeatedly
send command again wh&ISE sends command to the Modbus
RTU module and get no response. The unit will be secdhd.
setting range will be 3 65535 seconds.

vi. Click @ to add theModbus RTU moduléo the list After adding
theModbus RTUmodulec | i ck fHSaved button to s

ot}

Modbus RTU Module List COM3 COM4 LAN
O\ No Address *Nickname / Module Name Polling Timeout(ms) Retry Interval{secs)
@ |0~ [~ [u7002 300 5

No module exists, press this button to create one.

Figure 6 -29db Add the Modbus RTU Module manually

6.5 Modbus RTU Module List Operation Interface
After the Modbus RTU modussare added to the ModulRTU modulelist
via auto scan or manual work, the Modbus RTU moduldisbe listed as
below:
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Modbus RTU Module List COMS3 COM4 LAN
O\ Mo. Address *Nickname / Module Name Polling Timeout{ms) Retry Interval{secs)
@ v 5 ~ 300 5
oB 1 1 M-7002 300 5
oB 2 2 M-7016 300 5
o8 3 3 M-7024 300 5
©0 4 4 W-7055 300 5

[ Setting ] [ Move Up ] [ Move Down ] [ Copy ] [ Remove

Figure 6 -30cb Modbus RTU mod ule List Operation Interface

Through the operations @Settingd, iMove Upo, iMove Dowrp, iCopyo

and ARemove functions, user can setup the parameters or adjust the
arrangement order for each Modbus RTU module in the list. Please refer to
the description offi6.3 F7000/DL DCON Module List Operation Interfate

for detail After all settings are coml et e d, click ASaveodo bu
changesFollowing will describe the setting of tHal/DO/AI/AO channel
of ICP DAS M-7000/tM/CL/DL/LC/IR/iISN/DLW series modules anthe
setting of theCoil Output/Discrete Input/Input Registelidlding Register of
Modbus RTUmodules.

6.5.1 The DI channel setting for ICP DAS module
The ICP DAS Modbus RTUmodule DI channel setting interface is
shown as below (using M060 as an example)
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Module M-7060 Setting

Nickname
Description
Address |§ ~
ScanRate |0 second(s)
Polling Timeout 300 millisecond(s)

Retry Interval |5 second(s)

DI Attribute DO Attribute

Channel Nickname

Ch.0
Ch1
Chz2

Ch3

Figure 6 -31db ICP DAS Modbus RTU module DI Channel Setting page

The settings are as below:

Nickname For user to define nickname fdre module and the

I/O channed, thesenicknameswi | | be displayed on
Statuso and ARule Settingodo pages.
Description: The Bscription field provides a space for the user

to make a brief description of thisodule

Address: The address will be theodbusaddress of this module,

please make sure the address is the same as the settings of the
module, if the setting is not accurate, the connectioNASE to

theModbus RTUmodule will be failed.

Scan Rate: Input the time interval fOVISE to periodically

retrieve the 1/0 channel data of this module, the setting range will

be 0~ 65535 seconds.

Polling Timeout: The time interval fWISE to send command to

the module and wait for the response, the unit will be ms. The
setting range will be-10000 ms.

Retry Interval: The time interval to wait f&WISE to repeatedly

send command again wh8SE sends command to the module

and get no response. The unit will be second. The setting range

will be 3~ 65535 seconds.

5
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After all settings of the DI channels are completed, continue the
configuration of other chanreland after all channel settings are

compl et ed, click AOKO button to sav
Modbus RTU Module List.

Please Note: FoM-7000 modules, the counting mode of the DI
channel counter is Fallingrou can changdhe counting modeby
DCON Utility

6.5.2 The DO channel setting for ICP DAS module
The ICP DAS Modbus RTUmodule BD channel setting interface is
shown as below (using M060 as an example)

Maodule M-7060 Setting

Nickname
Description
Address |5 v
Scan Rate |0 second(s)
Polling Timeout {300 millisecond(s)
Retry Interval |5 second(s)

DI Attribute DO Attribute

Channel Nickname Advanced Function

Chao Disable -~
Ch.1 Disable v
Ch2 Disable v

Ch3 Disable v

Figure 6 -32cdb ICP DAS Modbus RTU module DO Channel Setting page

The settings are as below:

Nickname For user to define nickname for the module and the

I/O channed, theseni c k name wi | | be displ ayed
Statuso and ARule Settingo pages.
For DO channelsNISEpr ovi des t he fAAuto OFFO
Mappingo advanced f u@3x2tTheoOOs , pl ea:
channel setting for7000/DL DCON module s ecti on f or de

5

After all settings of the D channels are completed, continue the

http://wise.icpdas.com 83



ICP DAS WISE User Manual

configuration of other chanreland after all channel settings are
compl et ed, click AOKO button to sav
Modbus RTU Module List.

Please Note:

1. To set up the Power On value of the DO channels on
M-7000tM/CL/DL/LC/IR/iISN/DLW modules, please use DCON
Utility to set the value.

2. The DO channels onM-7000fM/CL/DL/LC/IR/ISN/DLW
modules do not offethe Pulse Output function.

6.5.3 The Al channel setting for ICP DAS module
The ICP DAS Modbus RTUmodule Al channel setting interface is
shown as below (using M002 as an example)

Module M-7002 Setting

Nickname
Description
Address |1 %
ScanRate |0 second(s)
Polling Timeout {300 millisecond(s)

Retry Interval |5 second(s)

DI Attribute DO Attribute Al Attribute

Channel Nickname Type Scale

=}

Iinimurm

Cho -150 mV ~ 150 mV

WMaximum: |0

Minimum: |0
Ch1 -150 mV ~ 150 mV

Maximum: |0

Idinimum: |0
Ch2 -150 mY ~ 150 mV

WMaximum: |0

Minimum: |0
Ch3 -150 mV ~ 150 mV

WMaximum: |0

Figure 6 -33cb ICP DAS Modbus RTU module Al Channel Setting page

The settings are as below:

Nickname For user to define nickname for the module and the

I/O channed, thesenicknameswi | | be displayed on
Statuso and ARule Settingo pages.
Temperature Unit:Specify temperature measurement unit for

5

5

modules that allows for temperature measuremente

http://wise.icpdas.com 84



ICP DAS WISE User Manual

temperature units can be set as degree Celsius or degree
Fahrenheit.

Temperature Unit @ Celsius(*C) ' Fahrenheit{*F)

Type: Select thenput signal type of the Achannel from the

dropdown list.

Scal e: Pl 6.3a3XTreeAlrckahrelrsettingforFD00/DL

DCONmodul® section for detail

After all settings of theAl channels are completed, continue the
configuration of other chanrgland after all channel settings are

complé e d , click AOKO button to save
Modbus RTU Module List.

6.5.4 The AO channel setting for ICP DAS module
The ICP DAS Modbus RTUmodule AO channel setting interface is
shown as below (using M024 as an example)
Module M-7024 Setting
e
Bem
address 3
ScanRate |0 second(s)
Poling Timeaut [300 ] milisecond(s)
Retry ntervel |5 i

AO Attribute

Channel Nickname Type
Cho ovV~5V ~
Ch.1 ov~av v
Ch2 av-av v

Ch3 avV-~5V v

Figure 6 -34cb ICP DAS Modbus RTU module AO Channel Setting page

The settings are as below:

Nickname For user to define nickname for the module and the

I/O channed, thesenicknameswi | | be displayed on
Statuso and ARule Settingo pages.
Type: Select theutputsignal type of the ® channel from the

dropdown list.

5

5
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After all settings of theAO channels are completed, continue the
configuration of other chanreland after all channel settings are

compl eted, click AOKO button to sav
Modbus RTU Module List.

Please note: To set up the Power On value of the AO channels on
M-7000fM modules, please use DCON Ultility to set the value.

6.5.5 The Coil Output Setting of Modbus RTU Module
The Modbus RTU Module Coil Output Setting page is shown as

follow:
Module UPS Setting

*Nickname  |UPS
Description
Address |6 v
ScanRate |0 second(s)
Polling Timeout 300 millisecond(s)

Retry Interval |5 second(s)

Modbus Mapping Table Setting

Data Model | Coil Qutput (0x) v
Start Address |0
Data Number 1

Add

Figure 6 -35cdb Modbus RTU module Coil Output Setting page

The settings are as follow:

Nickname For user to define nickname for the module, this
ni ckname wil | be displayed on the
Settingo pages.

Description: The Description field provides pase for the user to
make a brief description of thisodule

Address: The address will be the Modbus address of this Modbus
RTU module, please make sure the address is the same as the
settings of the module, if the setting is not accurate, the connection
for WISE to the ModbudkTU module will be failed.

Scan Rate: Input the time interval MfISE to periodically retrieve

5

http://wise.icpdas.com 86



ICP DAS WISE User Manual

the 1/0 channel data of this ModbR3 U module, the setting range
will be 0~ 65535 seconds.

Polling Timeout: The time interval foWISE to send command to
the ModbusRTU module and wait for the response, the unit will be
ms. The setting range will beIDO00 ms.

Retry Interval: The time interval to wait foNISE to repeatedly
send command again wh&ISE sends command to the Modbus
RTU module and get no response. The unit will be second. The
setting range will be 3 65535 seconds.

Data Model: WISE offers 4 Data Model selections to match the
Modbus RTU module configuration. The Data Model list is as
follow. In this case, pleaselectiiCoil Output 0 x ) 0 .

The Modbus Address of
Data Model
Modbus RTU Modules
Coil Output OXXXXX
Discrete Input IXXXXX
Input Register 3XXXXX
Holding Register AXXXXX

Start Address: Allows setting up the starting address of Coil Output
(Ox) on the Modbus RTU module you would like to retrieve.
Data Number: After finishing the Start Address setting, specify the
Data Number, it is the number of Coil Output data you would like to
retrieve from the Start Addres§he maximum address number of
each data type 800
L, After finishing the AStart Addresso
on AAddo button. A new Coi l Out put
the Modbus address mapping table. All added address blocks will be
located in sequences staring from the Starfwdgress ofthe Coil
Qut put (The address number on the
A d d r endicatesthe local Modbus address WfISE to keep the
Coil Output data.).
Figure 636 is an example about Coil Output setting for a Modbus
RTU module. The starting Modbus address of the Coil Output block
is 0005000000+ 50), it requires to set 4 continuous Coil Output
data in the setting. So that tiéISE can access th@0050,00051,
00052 and00053 Coil Output address of the module, and these
retrieved Coil Output data will be kept WISE Modbus Address

045007 04501y 04502 and)4503.
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Modbus Mapping Table Setting

Data Model | Cail Qutput (0x) b
Start Address 50

Data Number |4

Modbus Mapping Table Address Setting Nickname Setting
Local Coil Qutput Discrete Input Input Register Holding Register
Address (0x) (1x) (3x) (4x)
4500 Data Address 50
4501 Data Number 4
4502
4503
Remove All Setting Expand All || Callapse All

Figure 6 -36cb Coil Output Setting Example for Modbus RTU module

To modify thesetting of starting addressjuantity or Read/Write
authority please click on the setting block and input the setting.
Click nOKo forl mokli iReanbvem® oo
setting.The Read/Write authoritys for userto enable or disable the
ReadWrite capabilityfor theaddress blockf the module.

OK || Remove
Data Address 50
Data Number 4
Read / Write Setting
Readable v
Writable ’

If the user wants to assign a Nickname for the address blocks, the

user can click on t he iAiNi ckname

Nickname for each address block. The Nickname will be shown in

cC

en

Se

t h €harinelStatu® and ANRul e Settingo pages.

Modbus Mapping Table Address Setting Nickname Setting
Local Goil Output Discrete Input Input Register Holding Register
Address (0x) (1) (3x) (4%)
Data Address 0050
4500
Nickname
Data Address 0051
4501
HNickname
Data Address 0052
4502
Nickname
Data Address 0053
4503
Nickname

After all settings of the Coil Output of the Modbus RTU module are
completed, continue the configuration of other channel, and after all
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channel settings are completed, <clic
and return to Modbus RTU Module List.

6.5.6 The Discrete Input Setting of Modbus RTU Module
The Modbus RTU Module Discrete Input Setting page is shown as

follow:
Module UPS Setting

*Nickname  |UPS
Description
Address |6 v
ScanRate |0 second(s)
Polling Timeout 300 millisecond(s)

Retry Interval |5 second(s)

Modbus Mapping Table Setting

Data Model |Discrete Input (1x)  +
Start Address (50
Data Number |4

Add

Figure 6 -37db Modbus RTU module Discrete Input Setting page

The settings are as follow:
, Data Model: WISE offers 4 Data Model selections to matdiet
Modbus RTU module configuration. Please refer to the section
fi6.5.5 The Coil Output Settip of Modbus RTU Moduleé f or
detailed nformation. In this case please sedefiDiscrete Input
1x)o0.
Start Address: Allows setting up the starting address of Discrete
Input (1x) on the Modbus RTU module you would like to retrieve.
Data Number: After finishing the Start Address setting, specify the
Data Number, it is the number Discrete Inputlata you would like
to retrieve from the Start Addresihe maximum address number of
each data type 800.
After finishing the AStart Addresso
on AAddo button. A new Discrete I np
to the Modbus address mapping table. All added address blocks will
be located in sequences staring from the Starfidgress The
address number on the f i mdicitescol umn
the local Modbus address WASE to keep the Discrete Input data.).
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Figure 638 shows an example about Discrete Input setting for a
Modbus RTU module. The starting Modbus address of the Discrete
Input block is 1002a(0000+ 20), it requires to set 6 continuous
Discrete Input data in the setting. So that WHESE can access the
10020, 10021, 10022, 10023, 10024, and10025 Discrete Input
address of the module, and these retrieved Discrete Input data will

be kept INWISE Modbus Addres§450F 14501 1450% 14503
14504 andl4505.

Modbus Mapping Table Setting

Data Model Discrete Input (1x) |+~
Start Address |20
Data Number |8

Add ]

Modbus Mapping Table Address Setting Nickname Setting
Local Coil Output Discrete Input Input Register Holding Register
Address (0x) (1x) (3x) (4%)
4500 Data Address 20
4501 Data Number 8
4502
4503
4504
4505
Remove All Setting Expand All Collapse All

Figure 6 -38db Discrete Input Setting Example for Modbus RTU module

To modify the starting address or quantity setting, please click on
the setting block and input the set
or cl i cekdo fitRe moevmove the setting.

Remove

Data Address [20]

Data Number 5}

If the user wants to assign a Nickname for the address blocks, the
user can <c¢click on the ANickname Se
Nickname for each address block. The Nickname will be shown in

t h €harinel Statucs and ANRul e Settingo pages.
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Medbus Mapping Table Address Setting Nickname Setting
Local Coil Qutput Discrete Input Input Register Holding Register
Address (0x) (1) (3x) (4x)
Data Address 0020
4500
Nickname
Data Address 0021
4501
Nickname
Data Address 0022
4502
Nickname
Data Address 0023
4503
Nickname
Data Address 0024
4504
Nickname
Data Address 0025
4505
Nickname

After all settings of the Discrete Input of the Modbus RTU module are
completed, continue the configuration of other channel, and after all
channel settings are compl eted, clic
and return to Modbus RTU Mot&List.

6.5.7 The Input Register Setting of Modbus RTU Module
The Modbus RTU Module Input Register Setting page is shown as

follow:
Module UPS Setting

*Nickname |UPS
Description

Address |6 v

ScanRate |0 second(s)
Polling Timeout {300 millisecond(s)
Retry Interval |5 second(s)

Madbus Mapping Table Setting

Data Model  |Input Register (3x) '+
Start Address |20
Data Number |6
Type | 16-bit Signed Integer  +

Add

Figure 6 -39db Modbus RTU module Input Register Setting page

The settings are as follow:
Data Model: WISE offers 4 Data Model $ections to match the
Modbus RTU module configuration. Please refer to the section

f6.5.5 The Coil Output Setting of Modbus RTU Modale f or
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detailed information. In this ca please seledt nput Regi ster (
Start Address: Allows setting up the starting address of Input

Register (3x) on the Modbus RTU module you would like to

retrieve.

Data Number: After finishing the Start Address setting, specify the

Data Number, it is the number of Input Register data you would like

to retrieve from the Start Addresghe maximum address number of

each data type 800,

Type: The system support 6 kinds of data type setting for Input

Register of Modbus RTU module. The 6 Data Type options are

A1-Bi t Signed-bl bt &Jgesri @,n e bl & n tHexeTr, 0,
A3Rit Signediltomwgpd, gfm22-bitlFloatiiggdo, and
Pointo. -blift tHEeXOA bti on i s selected,
the corresponding scale parameters for linear transformation from

HEX value to real value. TH&ISE will retrieve the HEX value and

transfer it to real value in floating point formakhis real value

could be included in the $fHEN-ELSE rule for edition.

Modbus Mapping Table Setting

Data Model  |Input Register (3x)
Start Address |20
Data Mumber |8
Type 16-bit HEX v

HEX Minimum: {0000 ~ Maximum: 0000
HEX Type
Real Minimum: |0 ~ Maximum: |0

Add

If users selecfi 3-8t Signed Lo g 0 ,-b iit32Unsi gored Long
i3t F 1 o a,tthenoptionFlioverse (Big Endiand will

appear. Enabldinverse(Big Endiand to receive the data iBig

Endian format correctly.

Type | 32-bit Floating Foint M Inverse(Big Endian)

,After finishing the #AStart Addr ess
setting,clickson A Addo button. A new I nput
will be added to the Modbus address mapping table (shown as
below). All added address blocks will be located in sequences
staring from the Starting Address (The address number on the first
column of t he indicatesthealdcal Mablous ®ddrass
of WISEto keep the Input Register data.).
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Figure 640 shows an example about Input Register setting for a

Modbus RTU module. The starting Modbus address of the Input

Register block is 300180000+ 10), it requires to set 3 continuous

Input Register data in he setti ng, andbitt he dat
FI oat i n$o thBtdhBMSEgan access the001Q 30012 and

30014 Input Registeraddress of the module, and these retrieved

Input Registedata will be kept inNVISE Modbus Addres84500y

34502 and34504

Modbus Mapping Table Address Setting Nickname Setting
Local Coil Qutput Discrete Input Input Register Holding Register
Address (Ox) (1x) (3x) (4x)
4500 Data Address 10
4501 Data Number 3
4502
4503
4504
4505
Remove All Setting Expand All || Collapse All

Figure 6-40cb Input Register Setting Example for Modbus RTU module

To modify the starting address or quantity setting, please click on
the setting block to perform the modification. The user could also
modify Type, Scale Ratio and Offset on this interfacee Btale
Ratio setting and Offset setting allows to transform the Input
Register value in this block by linear transformation. The formula is
as follow:

Transformedvalue = Scale Ratio x Input Register value + Offset

After the linear transformation, the Transformédue will be saved

in floating point format on th&VISE (no matter what format the raw
Input Register value was in the device). The default Scale Ratio will
be 1 and the default Offset is 0, indicating not using linear
transformation.
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OK || Remove

Data Address 10

Data Number 3

Type
32-bit Floating Point
Inverse(Big Endian)

Data Adjustment

Scale Ratio 1

Offset 0

, If the user wants to assign a Nickname for the address blocks, the
user can <c¢lick on the ANickname Se
Nickname for each address block. The Nickname will be shown in
t h €harinelStat's and ARul e Settingod pages.

Modbus Mapping Table Address Setting Nickname Setting
Local Coil Qutput Discrete Input Input Register Holding Register
Address (0x) (1x) (3x) (4x)
4500 Data Address 0010
Nickname
4501 Unit
4502 Data Address 0012
Nickname
4503 Unit
4504 Data Address 0014
Nickname
4505 Unit

After all settings of the Input Register of the Modbus RTU module are
completed, continue the configuration of other channel, and after all
channel settings are compl eted, clic
and return to Modbus RTU Module List.

6.5.8 The Holding Register Setting of Modbus RTU Module
The Modbus RTU Module Holding Register Setting page is shown as
follow:
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Module UPS Setting

*Nickname |UPS
Description
Address 6 ~
ScanRate 0 second(s)
Polling Timeout 300 millisecond(s)

Retry Interval |5 second(s)

Modbus Mapping Table Setting

Data Model Holding Register (4x) v
Start Address |10
Data Number |3
Type | 32-bit Floating Point M Inverse(Big Endian)
Add

Figure 6 -41dbModbus RTU module Holding Register Setting page

The settings are as follow:
, Data Model: WISE offers 4 Data Model selections to matdie t
Modbus RTU module configuration. Please refer to the section
fi6.5.5 The Coil Output Setting of Modbus RTU Modale f or
detailed information. In this case please sefétblding Register
(4x) o .
Start Address: Allows setting up the starting address of Holding
Register 4x) on the Modbus RTU module you would like to
retrieve.
Data Number: After finishing the Start Address setting, specify the
Data Number, it is the number of Holding Register data you would
like to retrieve from the Start Addres$he maximum address
number of each data type560.
Type: The system support 6 kinds of data type setting for Holding
Register of Modbus RTU module. The 6 Data Type options are
n1-ei t Signed-bi nt &Jgvesn @g,n e bl & n tHegxeTr, 0,
N3R2it Signedhiltomwgd, gime& 2-bittFloatingd, and
Pointo. -blift tHEeXONn bpti on i s selected,
the corresponding scale parameters for linear transformation from
HEX value to real value. TH&ISE will retrieve the HEX value and
transfer it to real value in floating point format, this real value could
be included in the HHEN-ELSE rule for edition.
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Modbus Mapping Table Setting

Data Model  |Holding Register (4x)
Start Address |10
Data Number |3
Type | 16-bit HEX v

HEX Minimum: {0000 | ~ Maximum: 0000
HEX Type
Real Minimum: |0 ~ WMaximum: |0

Add

If users selecfi 3-8t Signed Lo g 0 ,-b iit32Unsi gored Long
N3t F 1 o a,tthenoptionFlioverse (Big Endiand will

appear. Enabléinverse(Big Endianp to receive the data iBig

Endian format correctly.

Type | 32-bit Floating Foint M Inverse(Big Endian)

,After finishing the HAStart Addr ess
setting; click on AAddoOo button. A
block will be added to the Modbus address mapping table. All added
address blocks will be located in sequences staring from the Starting
Address (The address number on the
A d d r endicatesthe local Modbus address WfISE to keep the
Holding Register data.).

Figure 642 shows an example about Holding Register setting for a
Modbus RTU module. The starting Modbus address of the Holding
Register block is 400600000+ 60), it requires to set 2 continuous
Holding Register data in the setting, and the datp@ & i-b# 0 3 2
FIl oati ng PoiWSEcan acgess théd0é0tandt0062
Holding Register address of the module, and these retrieved Holding
Register data will be kept iWVISE Modbus Addressi4500 and

Modbus Mapping Table Address Setting Nickname Setting

Local Coil Output Discrete Input Input Register Holding Register

Address (0x) (1x) (3x) (4x)
4500 Data Address 80
4501 Data Number 2
4502
4503

Remove All Setting Expand All Collapse All

Figure 6 -42cb Holding Register Setting Ex ample for Modbus RTU module
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To modify the setting of the starting addressquantity or
Read/Write authorityplease click on the setting block to perform
the modification. The user could also modify Type, Scale Ratio
Offset and Read/Writawuthority on this interface. The Scale Ratio
setting and Offset setting allows to transform the Holding Register
value in this block by linear transformation. The formula is as
follow:

Transformedvalue = Scale Ratio x Input Register value + Offset

After the linear transformation, the Transformédue will be saved

in floating point format on th&/ISE (no matter what format the raw
Holding Register value was in the device). The default Scale Ratio
will be 1 and the default Offset is O, indicating not using linear
transformation.The Read/Write authority is for user to enable or
disable the Read/Write capabilitipr the address blockof the
module.

OK | Remove

Data Address 60

Data Number 2
Type

32-bit Floating Point
Inverse(Big Endian)

Data Adjustment
Scale Ratio 1
Offset 0
Read / Write Setting
Readable
Writable

If the user wants to assign a Nickname for the address blocks, the
user can <c¢lick on the ANickname Se
Nickname for each address block. The Nickname will be shown in

t h €harinel Statucs and ARul e Settingo pages.

Modbus Mapping Table Address Setting Nickname Setting
Local Coil Output Discrete Input Input Register Holding Register
Address (0x) (1x) (3x) (4x)

4500 Data Address 0060
Nickname

4501 Unit

4502 Data Address 0082
Nickname

4503 Unit
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After all settings of the Holding Register of the Modbus RTU module

are completed, continue the configuration of other channel, and after

al |l channel settings are compl eted,
changes and return to Modbus RTU Module List.

Please noteThe number of Modbus address setting blocks will affect the
data update rate for the Modbus RTGP module. Please minimize the
number of Modbus address setting blocks; merge the conjunctive setting
blocks to speed up the data update rate for the communication between
WISE and Modbus RTUrCPmodule.
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6.6 Remote Modbus TCP Module Setting
WISE allows connections to ICP DAS (P)&0D00/WISE7100/WF2000
/IR/CL/DL/DLW/iSN modules andieneraModbus TCP Module Through
Modbus TCPprotocol, it enables to read or write 4 types of Modbus data
(Coll Output, Discrete Input, Input Register and Holding Registen the
Modbus TCHnodules. And byWISE IF-THEN-ELSE rule engine, it allows
to perform automation control operation on the modules. And with SCADA
software, it also allows monitoring and control of the Modbus W©Hules
which connect with th&/ISE. The Modbus TCP Slave Module setting page
is shown as follow:

Modbus TCP Module List COom3 COoM4 LAN
Mo. P Port NetlD *Mickname / Module Name
@ [~ ] 502 1
Mo module exists, press this button to create one.

Figure 6 -43cdoRemote Modbus TCP 1/0 Module Setting page

Please Note: The LAMterface onWISE allows connections to at most 16
devices ((P)EA7000/WISE7100/WF2000IR/CL/DL/DLW/ISN modules
or Modbus TCP modules).

6.6.1 Add ICP DAS module or Modbus TCP Module manually
The user could add the (P)E/DOO/WISE7100/WF20001R/CL/DL/
DLW/iSN module or Modbus TCP modgenanually one by one, the
steps are as below:

i. No: The number will be the order that the 1/0O channel data of the
Modbus TCPmodule being stored in th&ISE Modbus Table. The
range is 1~16.

ii. IP: Allows modification of the IP addres®ort and NetlDof this
Modbus TCP module, make sure the P@rt and NetlDsettingare
the same as the settings of the module. If the setting is not accurate,
the connection foWISE to the module will be failed.

iii. Select the module name: For ICP DAB)ET-7000/WISE7100/
WF-2000/IR/CL/DL/DLW/iSN modules, the user could select the
default model name from the dropdown list. Please input the
nickname for other ModbuBCP modules manually.
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Modbus TCP Module List COM3 COM4 LAN
No. IP Port NetlD *Nickname / Module Name
@ [~ ] 502 1 |
4 ET/PET Series
I No module exists, press this button to create one (P)ET-7002
(P)ET-7005
(P)ET-7015
(P)ET-7016
@ ICP DAS Co., Ltd. All Rights Reserved (PIET-7017 b

Figure 6 -44db Set up the Model/Name of the Modbus TCP Module

iv. Click €y to add theModbus TCP moduleto the list After adding
theModbusTCPmodulec | i ck fASaved button

Modbus TCP Module List COM3 COoM4 LAN
Mo. *IP Port NetlD *Mickname / Module Name
k-i-; 2 > 192 || 168 || 100 || 100 502 1 (PJET-7002
® 1 182.168.100.54 502 1 (PIET-7005

I\\:> [ Setting ] I IMove Up ] I Move Down l [ Copy ] [ Remove ]

Figure 6 -45db Add the Modbus TCP Module manually

6.7 Modbus TCP Module List Operation Interface
After the (P)EFT7000/WISE7100/WF2000IR/CL/DL/DLW/iSN modules
or Modbus TCP moduseare added to the 1/0O Module list visanual work,
the ModbusTCPmoduleswill be listed as below:

Modbus TCP Module List COM3 COM4 LAN
Mo. *IP Port MNetlD *Nickname / Module Name
@ [+~ ] 502 1
@] 1 192.168.100.54 502 1 (P)ET-7005
@] 2 192.168.100.100 502 1 (P)ET-7002
® 3 182.168.100.22 502 1 ups-ethernet

'\\\D [ Setting ] [ IMove Up ] [ IMove Down ] I Copy ] [ Remaove

Figure 6 -46dbModbus TCP I/O module List Operation Interfa ce

Through the operations @Settingd, iMove Upo, iMove Dowrp, iCopyo
and ARemove& functions, user can setup the parameters or adjust the
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6.8

arrangement order for each ModBLGSP module in the list. Please refer to
the description offi6.3 F7000/DL DCON Module List Operation Interfaze
for detail

After all settings are completed,

About the setting of the I/O channell@P DAS (P)ET-7000/WISE-7100/
WF-20001R/CL/DL/DLW/iSN modules andModbus TCP moduk please
input the value for the IFPortandNetlD parameters for the Modbus TCP
protocol first.Because thers parameter are the saasthe Modbus RTU
device setting, solgase refer t@6.5.1 The DI channel setting fdCP DAS
moduled ~ 6.5.8 The Holding Register Setting of Modbus RTU Module
sectiondor detail

WISE does not provide the signal type setting interface for AHAO
channet of (P)EF7000/WISE7100/WF2000/IRCL/DL/DLW modules.
Please use thgroprietary interfacef (P)ET7000/WISE7100/WF2000/IR
/CL/DL/DLW modules for the setting.

Infrared Temperature Sensing Module (iISN-81x-MTCP) Operation
Interface

WISE supports the ICP DAS iS8Lx-MTCP infrared temperature sensing
modules. In the Remote I/O Modul8etting page, users can add it to the
Modbus TCP module list and configure thermal imaging settings. When
used together, WISE and the infrared temperature sensing module provide
the following functionalities:

Users can freely select monitoring areas; WISE will automatically
calculate the maximum, minimum, and average temperatures for the
selected areas.

Measured temperatures can be utilized HTHEN-ELSE logic
judgments and stored in log files.

Thermal images can be saved and sent immediately to administrators
via Telegram or WeChat.

The setting interface is shown below (using i{8N-MTCP as an
example):
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Module iSN-813-MTCP Setting

Nickname
Description

P

Port

NetlD

Scan Rate
Polling Timeout

Retry Interval

Modbus Connection
Testing

Heatmap Setting

Field Image

[electric box C

[192 | [ 168 ][ 100 |.[ 99 |

second(s)
millisecond(s)
second(s)

ECE#.png

| Browse.... || Remove |

Please crop, resize, and rotate the field image as needed before uploading. (Recommended size: 480 x 360 pixels)

Temperature Range

@ Dynamic Value
OCustom Value  Minimum

°C  Maximum 300 °C

C

>

Heatmap
19°C 59°C
_— | —
Entire Area [electric box C High | [electric box C Low | [electric box C avg |
Monitoring Area 1 [Area1 High | [Areat _Low | [Area1_Average | [Remove |
2 [Area2_High | [Area2_Low | [Area2_Average | [Remove |
Data Update [ Update |

Figure 6 -47: Infrared Temperature Sensing Module (iSN  -81x-MTCP) Setting Page

Parameter descriptions:

Nickname: Allows users to define the module name, which will
appear on the redime information display and logic setting
pages.
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Description: Allows users to record notes or remarks.

IP: Input the IP address of this module for connection.

Port: Input the Modbus TCP port of this module for connection.
NetID: Input the NetID of this module for connection.

Scan Rate: Defines the frequency at which WISE periodically
reads modulelatg configurable range is O 856535 seconds.

Polling Timeout: The duration WISE waits for a module response
after sending a command, measured in millisecomads;
configurable range is 1 ttD000 ms.

Retry Interval: The interval at which WISE resends commands
when no response is received, measured in seconds (S);
configurable range is 3 85535 seconds.

Field Image: Allows users to upload their own captured field
image. After uploading, only minor adjustments (up, down, left,
right) can be made, so it is recommended to crop, resize, and
rotate the image before uploading. Recommended image
dimensions are 480x360 pixels. For better visualization of thermal
imaging colors, images will be displayed in grayscale.
Temperature Range: Provides "Dynamic Value" and "Custom
Value" options for setting the legend temperature range. When set
to "Dynamic Value," the range dynamically uses the measured
maximum and minimum temperatures (Figuré8j. When set to
"Custom Value," users can manually set fixed maximum and
minimum temperatures (Figured®). Both methods affect the
color distribution of maximum and minimum temperatures, and
users can adjust according to their needs.
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@Dynamic Value

EmpeRE Bof ) comValue.  Moimum L 400 ¢ Maemum |l 3600 ] ¢

C )

Heatmap

12°C 32°C

Figure 6 -48: Thermal Imaging Legend Temperature Range Set to Dynamic Value.

(ODynamic Value

@ Custom Value Minimum E °C  Maximum °C

C L) D

Temperature Range

Heatmap

0°C 100°C
E— &= 3 E—

Figure 6 -49: Thermal Imag ing Legend Temperature Range Set to Custom Value

Heatmap: Provides a static thermal image and legend. Users can
drag with the mouse to define monitoring areas on the thermal
image . WISE will calculate the maximum, minimum, and average
temperatures within each monitoring aréa field image is
uploaded, sliders will appear on the top and left sides tetdine
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the image position vertically and horizontally. When entering the

setting page, the heatmap and temperature data will be

automatically updated and displayed.

Monitoring Area: Allows users to defirenameor each

monitoringaredés hi ghest t d¢empeeaturaéndr e, | owe
average temperatur€he defined names will be displayed on the

reattime information displaylogic setting pagesnd the chart of

loTstar Once a monitoring area is created on the thermal image,

its corresponding number will appear in the list. Clicking the
ARemoveo button will delete the mol
thermal image and the list.

Data Update: Clicking "Update" refreshes thermal imaging data

and the field image.

Additionally, the iISN81x-MTCP modules are classified into those with

built-in cameras (e.g., iISR11GMTCP) and those without (e.qg.,
iISN-812-MTCP). Modules without cameras allow usgroaded field

images, while modules with cameras automatically capture and store current
field images upon entering the settings page. Clicking "Update” refreshes
only thermal imaging data for modules without cameras, whereas modules
with cameras refresh both thermal imaging data and field images.

Upon completion, click the "OK" button to return to the Modbus TCP
module list. On the list, click "Save" to complete the module configuration.

6.9 IP Camera Setting
WISE allows connections to ICP DAS iCAM IP Camera series. The IP
Camera Setting page allows users to add IP Cameras that are connected to
the WISE to the list. After the module is addetthe user carset up the
configuration of the IP Camer&he list of supported iCAM IP cameras and
the detail functions are as below:
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ICAM-ZMR8422X

Cameraviodel ICAM-MR6422X
iICAM-MR6322
Default login _
admin / pass
account/passwort
Record video _
10~60seconds (configurable)
length
I/O channel No

OSD message
setting function
Supported Event Motion Detection

Type Tampering Detection

English, Chinese

The setting page is shown as below:

IP Camera Setting Page

Connection Network

(e @LAN1T OLAN2

) ) Disable
Video Function ~ ~
Before using this function, please enable the local FTP Server in 'System Setting' -> 'Security Setting' webpage

IP Camera List

No *IP Port *Module Name
® C 0 ] [sean 7

No camera exists, press this button to create one

| save |

Figure 6 -50cb IP Camera Setting Page

Please NotbOneWISE-2841M controllerallows connections to at mak?
I[P Cameras

6.9.1 Set Connection Network Interface and Video Function

i. Select LAN 1 or LAN2 to be the connection network interface to
connect with IP Cameras. The teggs of the selected LAN port
have to be in the same netowrk area with IP cameras.

ii. To enable the video recording functiohlP Camerausers have to
enable the locdFTP server setting and disable TLS Encryption, and
then IP cameras can upload the videos to WISE. Please refer to
Sectionfs.4 Security Setting

6.9.2 Add iCAM IP Camera
The user could add the ICP DAS ICAM IP Cameras manually one by
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one, the steps are as below:

I. No.: The number will be the order of the IP Cameras. Bnge is 1

to 12
ii. AlPO& A P o:inpubthe IP

IP Camera Setting Page

addresandPort of this IP Camera

Port *Module Name

|
< L B | N
E No camera exists, press this button to create one,

Figure 6 -51db Set up the No, IP address and Port of the IP Cameras

iii. Select the IP Camésamodulename For ICP DAS IP Camermthe
user could select the model name fromdhgpdown list.

IP Camera Setting Page

Port *Module Name

ICAM-MR6322
ICAM-MR6422X
ICAM-ZMR8422X

Figure 6 -52db Set up the Model Name of the IP Cameras

V. Click@' to add thelP Camerato the list After adding thelP

Camera cl i ck i

Saveo button

t o sayve
IP Camera Setting Page
No. P Port *Module Name
[192[ 168 100 133] 80 | iCAM-MRS322 [2] :

No camera exists, press this button fo create one

Figure 6 -53 Add the IP Cameras

6.10 IP Camera List Operation Interface
After the ICP DAS iCAM IP Cameraare added to th#> Camerdist via

manual work, th&éP Camerawill be

IP Camera Setting Page

listed as below:

Port *Maodule Name
@ry LIy o | [ o ;
1 192.168.100.133 80 ICAM-MR6E322(Cameral1)
2 192.168.100.77 80 iCAM-MR6E322(Camera02)
(O] 3 192.168.100.142 80 ICAM-MR6322(Camera03)

\\»I‘ Setling ‘ ‘ Move Up | | Move Down | ‘ Remove | I

Figure 6 -54cdbIP Came

ra List Operation Interface
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The following functions allow to perform settings or rearratigeorders of
thelP Camera Please select tHe Camerand click on the function button

to perform the operations:

Setting: Click the radio button in front of the IP Camera and click on

5

ASettingodo to get I nt o IPtChneerasTeg t i ng p
settings for each iCAM IP Camera will be given in the following
section.
. Move Up: Click the radio button in front of the iCAN Camera and
click on AMove Upo to move the i CANMN

(decrease the index number (No

Move Down: Click the radio button in front of the ICAN Camera

and click on AMove Downo to move th
order (increase the index number (Nlo

Copy: To copy the settings of a et iCAM IP Camera to the new

ICAM [P Camera, please click the radio button in front of thespte

iICAMI P Camera and then cliP€C&meran A Copy
(in sequence) will be added to the list and the settings of the old

iICAM IP Camera will be copied to this newly added iCAM

Camera.

., Remove: Click the radio button in front of the ICAI® Camera and

click on ARemoveo tolPCamerave the sele
Af ter all settings are completed, clic

The fllowing will describe the setting 6€CP DASICAM IP Camera

6.10.1  The Setting of ICAM IP Camera(WISE)
The ICP DASICAM IP Camerasetting interface is shown as below
(usingiCAM-MR6322as an example):
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IP Camera iCAM-MR6322 Setting

Nickname  iCAM-MRE322
Description
IP 192 |.| 168 | 100 |. 123
Port |80

*ID admin
Authentication
*Password  |sser

Time

Synchronization Enable

File Transfer Do not upload to any FTP server -

Connection Testing Testing

OSD Message Setting

Nickname Content Duration

+ Add new OSD Message

OK | | Cancel

Figure 6 -550iCAM IP Camera Setting page

The settings are as below:

Nickname For user to define nickname for the IP Camera, the

ni ckname wi || be displayed on the
Settingd pages.

Description The Description field provides a space for tieer to

make a brief description of this IP Camera.

IP: Enterthe IP address of the IP Camera for the connection.

Port Enterthe Port number of the IP Camera for the connection.
Authentication Because IP Camera requires account and password
validation, please enter the login Hhd Password of th& Camera

i n the @AAut hAbodtcontentof toénfOu tfheedtdi.cat i or
field, WISE will pre-input the IP Camer& default login 1D and

Passwordif user has changed thegin ID and Password, please
alsoremember to change them in the page.

Time Synchronizationi f user <click W@AEnabl eodo toc
Synchronization functionThe WISE will actively connect with IP

Camera to syriwonizethe clockof IP Camera through network.

user does not <cl i ck 0 Enhobitedaso , t hen
clock by its original setting.

File Transfer The Image files and Video files captured by

Cameracan be uploaeldto remote FTP server of the manage center

via FTP protocol.User can directly select the pdefined FTP

serverfrom theFTP servetistord i ck on fAAdd new FTP

5
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add a new FTP Servey set up parameters for FTP Upload

Connection TestingThe user could test if the IP Camera setting is
correct or not. Aft erWISElwileekfy ng fATes
the connection status with thié Camerand reply the result.

5

ICAM-ZMR8422X, iICAM-MR6422X and iICAMMR6322 support to
set OSD messagessplayedon the camerastream.The user can edit
the OSD messageto be displayed on the Camesreamwhen a
special event occurs, and the conteh©OSD messageaninclude the
reattime 1/0 channetlata User can set the color tdie OSDmessage
and thelength of the display time, and can set th@rent messag®

be cleared or display anotheressageafter the length of the display
time is exceeded.he settings are as below:

Click on Obb dessagee W o a d@SD aessagew
setting Af t er cl i cki O3D nmedsage, i Aad ds entetwi ng p
will appearas below:

5

OSD Message OSD Message 1 Setting

“Nickname | OSD Message 1

Description

Display Setting

Color  [White v

Duration Setting

Time |10 seconds

Timeout Action

OK | | Cancel

Figure 6 -56cbiCAM IP Camera OSD Message Setting page

Input a name in the ANicknuatheeo f i el ¢
description of thiOSD messagen t he fADescriptiono f
Enter the content of th@SD messagm the iiContend field. WISE

providestheil R etamle v a r i a ol usersdodaddtcornen 1/0

channel valug or Internal Register valgeinto the content of the

message
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In the ACdloro field, select the color of th©SD messagelhere are

six options: white, black, red, green, blue and yellow.

In the fiDuration Setting section, st the duration of theéDSD
messagén thefiTimeo field. The range isrom 0 to 65535 seconds.

In AiTimeoutActiono field, uses can sefiClear the contentto clear

the OSD messagehen theength of the display timef the current
messages exceeed the setting of'Duration”; or setiiChange the
contend to change the content and the color of the OSD message
with the settings belowThe changed OSD message would be
displayed until next OSD message is triggered to display.

After al | setting@GKoabat tcompl ot esda,v e
settingof OSD message, and return to tRe&Cameraettingpage.

Please NoteThe OSD messag@enly can beenteredn one ling and be
displayedat the left-top corner of the camera streamFollowing is
example for reference.

The Eemperabure 1s 18.3 degree.

The number of characters that can be displagedepenéd on the
resolutionsetting of the IP Cameralf the OSD messagecannot be
displayed completelyplease reduce thecharacternumber of the
message

After all settings of the IP Camera are completed,i c k A OKO butto
save the changes and returdiRaCamerd.ist.

6.10.2  The Setting of ICAM IP Camera(iCAM)
ICP DAS iCAM IP Cameraprovides Motion Detection, Tampering
Detection,Snapshotand Video recording function# the user wants to
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add thelCAM IP Camer& event into th&VISEs IFTHEN-ESLE rule
as the IF Condition or THEN/ELSE action, or requires itb&M [P
Camerato report the status of Motion detem to WISE, please
remember to complete the Event setting IGAM IP Camerain
advance. About the Event settingiGAM IP Cameraplease refer to
theiCAM IP CamerdJser Manual for detalil.

In additional, after completg the setting of 6.9.1 sectionWWISE will
automaticallyre-write the FTP related settingto theiCAM IP Camera
the user does not need to assign the settingiPoCameras FTP file
sending operation by Event triggexgain.

Please Not

If the user ward to enable the IP CameraimageVideo capture

operation please remember to complete thiisgs as below.

1.Snapshot for periodic RecordinBlease complete the iCAM IP
Camera's Snapshot event setting first, enableNleE's Timer
seting later, then conlpte the WISEs IFTHEN-ELSE rule
setting with Timer and Snapshot event for periodic recording.

2.Snapshot forMotion Detection:Please complete the ICAM IP
Camera’'s Snapshot setting firshe trigger source is Motion
Detection. Complete th&/ISEs IFTHEN-ELSE rule settindoy
the THEN/ELSE action setting with Motion Detection

When the micro SD cardoandiGBee spac

WISE will only keep the image/video files sent @AM IP

Cameradoday, and automatically delete all others old image/video

files. WISE is equippedwith one built-in 4 GB microSD cardfor

the image/video capturing application, we suggestsusse the

micro card with larger size WISE suppors up to 32 GB micro

SDHC cardor 2TB micro SDXC card

Please connect to iCAM IP cameras with LAN1.

5
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6.10.3 The Path of the files sent back by IP Camera
After compleing the setting of WISE and iCAM IP Camera, the
Image/Video files captured biCAM IP Camera will be sent backnd
stored iInWISE. If the user enabkethe i Fi | e Tluneionsag er 0
described in sectiof.9.1, the Image files and Video files will albe
uploackd to remote FTP server of the manage cenfthe fllowing
sectionwill explain what are¢he paths of the Image/Video filesaved
in WISE andremote FTP serveuser can refeto theinformation to
accesshesefiles directly.

The path of the files iWVISE: Micro_SD (FTP root) IPCamera IP

Camera A 201708\ 20170810

5

Thepath formatre as below

E fAlPCamerais a fixed string.

E fP Camera A is themodule name of the IP Camera. If the
module name of the IP Camera is iICAM1F, and its IP
address i911 9 2 . 1 6 8,.therDtBefiR2 Aa@éra A string
will be AICAM-721F 100.21&

E Thei 2 0 1\?20081 7 0 @rihirdicates the path of the files
sorted by year, month and d&yISE will automatically create
the path string for the files received from IP Cameras.

The path of the files in remote FTP serw®iSE Nicknama
IPCamera IP Camera A 201708\ 20170810

5

Thepath formatare as below

E AWI SE Ni stingistheenickname of th&/ISE.

E AP Camerais a fixed string.

E fP Camera & is the module name of the IP Camera. If the
module name of the IP Camera is iICAM1F, and its IP
address i911 9 2. 1 6 8,.thkrDthefiiR2 Cadréra A string
will be AICAM-721F 100.218

E Thei 2 0 1\720081 7 0 @rihirdicates the path of the files
sorted by year, month and day. The FTP server will
automatically create the path string for the files received from
WISE controllers.
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7 Logger Setting

The Logger Setting function of th&ISE provides recording of the 1/0O channel data
from 1/0O modules. It include$/O Module Data Loggemand UseiDefined Data
Logger. Thel/O Module Data Loggeprovides users to quickly record the data of all
I/O modulesand Internal Registerof WISE. Unlike the I/O module data logger
function, the UserDefined Data Loggeis a data logger allows users to freely select
channels from I/O modulesr Internal Registers for data record, and provides
multiple independent settings to help users manage dataTlbgsdata log files of
these twoData Logges are both in CSV formatand the data log fileswill be
automatically sent to backend F&érves or predefined Email addresseghen the
log files are closedt enables easyintegrationwith the backend database systém.
addition, WISE also providsthe MQTT Data Logger and Event Logger. The MQTT
Data Logger is using to record theessage contemf the Subscrbe MQTT Topics.
The Event Loggers using to record th&V/ISE® system event. Thdata log filesof

the two type loggerall will be automatically sent to backend F3dtves.

The Logger Setting pageincludes following setting options More detailed
information of these options will be given in the following section.

I/O Module Data Logge$etting

UserDefined Data Logge®etting

MQTT Data LoggeiSetting

Event Logger Setting

FTPServerSetting

Database Setting

5

5

Please note:

1. The data logger files inside the micro SD card will be stored by month. When the
mi cro SD car dos fl0%eWISEswvpl sene aniersail to acsice t h an
the administrator that WISE witlelete the old log files, and only keeps the data
logger files of the lasmonth24 hours later

2. WISE provides data recovery mechanism so that when experiences network
disconnection, the data log files wile kept inWISE, andbe recovered after the
network is resumed.

3. WISE provides alarm notificationmechanismso that whenmicroSD card is
damagedthe data log file wilbe stored in WIS& Flash memory tensure zero
data los®f the data logger.

http://wise.icpdas.com 114



ICP DAS WISE User Manual

7.1 1/0 Module Data Logger Setting

Thel/O Module Data Loggeprovides users to quickly record the data of all
I/O modulesand Internal Registerof WISE. On the /O Module Data
LoggerSetting page, the user could enable the Data Laggeguired. The
setting page is shown as betow

I/0 Module Data Logger Setting Page

Function Status ¥ Enable

*Folder Name

Log Interval

*Time Format ¥/

File Length

CSV Header

UTF-8 BOM

ALLDATA
10 seconds ¥

yyyy/MM/dd,HH:mm:ss

1hour v

None

Enable

Enabled the support of multi-languages.
Log File Sending Setting
FTP Server Do not upload to any FTP server hd

Email | Do not send via Email -

Figure 7-1db1/O Module Data Logger Setting Page

Follow the steps below:

. Check #AEnabl
Data Loggefunction.

ii. In the AFolder N a mdiadd, input the name of the file folder for the
data logger files.

iii. SelectfiLog Intervalb to enable period recording function in WISE.
When the time reaches the period time interadll,|/O data will be
recorded once. The data recording will keep ggagodically There
are ten optionss secs10 secs, 30 secs, 1 min, 2 mins, 3 mins, 5 mins,
10 min, 20 min, 30 miand1 hour.

TimesFormad f dedifettigtime format of the content dhe

log file from the dropdown listflyyyyo indicates western yeaiMM 0
indicates month,iddo indicates date,fihho indicates hour, fimmo
indicatesminute andis® indicatessecondUser can insertomma(gd
flexibly in the fiTime Formad field to define the time formabf the
datalog file, and let itbe suitablefor your database system

v. The Data Log file is in CSV formain the data log file, errentdate,

time and data log type (Period recording or Event trigger recording)
will alsobe automaticallypaged b each data log item. The final data

ed0 i n the nFUOModiuleon St at t

iv. I n
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log content format will be like this:

2013/06/0 1, 1 2 , XRIXXK, ¢, e, é,
Time information The record for all 1/0O Specify the data log is
based on the setting of channel data and Period recording ( Period)
fiTime Format o field. Internal Register. or Event trigger recording
(Event).

Figure 7-2db The format of record data

vi. In the fiFile Lengthd field, select the time interval to close a data log
file. There arel2 options:5 mins, 10 mins, 15 mins, 30 mirishour, 2
hours, 3 hours, 4 hours, 6 hours, 8 hours, 12 rema24 hours.

For examplejf the fiFile Lengtld time interval is set as 3 hours, and
fiLog Intervabis set as 5 mins, it meakglSE will record data every 5
mins. And the log file is created at @lwck, 3 dclock, 6 axlock, 9
otlock, 12 dclock, 15 dclock, 18 d@clock, and 21 &lock. When the
system time reached these specified time, the Data Log file will be
closed automatically (the time interval of this first file will be shorter
than 3 hours) and create a new data log file to record another 3 hours
and so on.

vii. In  t @S¥ H @ a dfield, there ardour options:fiNoned, iChanned,
fiNickname and fiChannel + Nicknant The module name, channel
address and nickname (if any) of each field will be added t&€ 8
Headerof the data logger file if the useelectfiChannel + Nicknante .
SelectfiNickname to add theCSV Heademwith channel nickname only.
SelectfiChanneb to add theCSV Headerwith the module namend
channel addressnly. SelectiiNoned to disable thefiCSV Headeo
function.

vii. Check AENnabIF@BOMO nf t @k d i thifitenytleu enabl
UTF-8 BOM (Byte Order Mark) will be added at the beginning of the
log file for the support of mukianguages

ix. In the AFTP Servep field, please specify the FTP Servevkich will
receive the data logger fil&8ISE send WISE can send the data logger
files to multtFTP Serves simultaneouslyUsess can directly click on
the rectangle area at the right sidefiBTP Served field to configure
the FTP Server.
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FTP Server | Do not upload to any FTF server -
Email
©ICP DAS CI © Add New FTP Serverl % Select All Unselect All

.
.t

.

2%

*Nickname
*Server Address
Server Port
*User ID
User Password

Upload Path

Connection Testing

Add New FTP Server

FTP Server 1

21

Figure 7-3dbFTP server selecting and setting page

Please refer tdi7.5 FTP Server Settidgectionfor detail.If you select

fiDo notupload to any FTP ServgWISE will not sendthe data logger

file to any FTP Server.

X. In the AEmaild field, please specify th&mail addresswhich will
receive the data logger file®ISE send. The log files will be
attache(@Filename:fiFoldeName MMdd_HH.cs\) in the emailand
sent to the receiver. Usecan directly click on the rectangle area at the
right side offi E m afieldl to configure th&emalil setting

http://wise.icpdas.com

117



ICP DAS WISE User Manual

Email Do not send via Email

Don

®ICPDASC

ot send via Email

© Add New Email

.
.t
.
2%

*Nickname

*SMTP Server

Port

Authentication

*Sender Name

*Sender Email
Address

*Receiver Email
Address

Email Setting Test | Send |

Add New Email

Email 1
SMTP Server Setting

® |Specify an address of SMTP server

Google Gmail - smtp.gmail.com v
25
Enable

Email Address Setting

| Remove |
| Add |

| Next || Cancel |

Figure 7-4cdbEmail selecting and setting page

Pl ease 9ddimmal Settihgo sfhect i on

for Doet ai

not send via Email WISE will not send the data logger file to any

Email address

xi. After all settings are completed,clk f Saveo

7.2 User-Defined Data Logger
The UseiDefined Data Loggeallows users to freely select channels from
I/O modulesor Internal Registers for data record, and provides multiple

independent settings to he

Follow the steps below:
i Click on

Ip users manage data logs.

nA-df innrcend UBaetra

UserDefined Data Loggesetting

b usettingn t o

Loggero
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User-Defined Data Logger Setting Page

Nickname Folder Name Log Interval

+ Add new User-Defined data logger

Figure 7 -5cb User-Define Data Logger List Interface

i After clicking -Dehfei nfeAld dD art ew LWgegrer o,
pageof UserDefined Data Loggewill appear
User-Defined Data Logger User-Defined Data Logger 1 Setting

*Nickname |User-Defined Data Log
Description
Data Logger Setting
*Folder Name
Log Interval 1 minute v

yyyy/MM/dd HH:mm:ss

*Time Format /Y \T'Eal'l:fD_LII' digits.j- HH HournjElEl_t_o 23) .
MM Month(01 to 12) mm Minute(00 to 59)
dd  The day of the month(01 to 31) ss Second(00 to 59)

File Length Thour ¥

CSV Header None v

Enable
Enabled the support of multi-languages.

UTF-8 BOM

Log File Sending Setting

FTP Server | Do not upload to any FTP server =

Email Do not send via Email v

Data Format Setting

View Edit

*Data Format

OK | | Cancel

Figure 7 -6cdb User-Define Data Logger Setting Page
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i Inputaname i Mcknemeo Aifi el d asodhputytkeu coul d
description of thisUserDefined Data Loggei n t he #fADescript
field.

iv About the setting ofi Fo | d e r, iLdgdntervab, i Ti me For mat 0O
AFi | e ,lNeCrSgvt hbefa W BEF OBQMOAFTP Server o
A E mafieldsp please refeffi7z.1 1/0 Module Data LoggeSettingd
section for detalil.

v Set up the data format i nDefinede fnADat a
Data Logger provides encoded strings for user to addtineal /O
channel dataor Internal Register datato the DataFormat content.
User can select the AEdito tab or cl
Formato field,-tamd vaenabhe dé&d®Rieadr o

as bebw.
Data Format Setting

View Edit
$C4M2ro0,

*Data Format

Interface | CON4 v
Module  |M-7024(2) =
Channel |AQ v| Ch.|0 »

Figure 7 -7db The setting interface of Real -time Variable Editor

Sel ecinterfad®en Modul ed6 and @AChannel 0 fro

I i st and c laddcckannellvalue emcoded string into the

AData Formato content. The ssptstem wi |

in the Data Format, and will save the real data values in the data log

file. When editing the content, the user can sdalebte i teb, aadv 0

then thechannel encoded stringill be displayed in the real index

format of the channel for user to check the settings in an easy way.

The figure above shovwan example of the encoded strings, the variable

$C4M20 indicates theAO channel0 value ofM-7024 on the module

2 connected to COMI When user seledt he @A Vi e whannela b, t he
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value encoded string willedisplayed avelowfor user to check if the
setting is appropriate (please refer to the figure as below).
Data Format Setting

View Edit

M-7024 AQO

*Data Format

Figure 7 -8 The view interface of Real -time Variable Editor

vi After all settingdkKo abet tetammtp thet e d c |
UserDefined Data Loggédist page
vii Repeat steps v to complete settings of dllserDefined Data Logger.
viii To modify the settings of ar@set UseiDefined Data Loggerplease
click on the radio button in front of the Udeefined Data Logger, and
then click on ASettingo to modify thi
ix To copy the settings of a pset UseiDefined Data Logger to the new
UserDefined Data Logger, please click the radio button in front of the
preset UseDef i ned Data Logger and then
UserDefined Data Logger (in sequence) will be added to the list and
the settings of the old Us@&refined Data Logger will be copied to this
newly added Usebefined Data Logger.
x To remove a prsetUserDefined Data Logger, please click the radio
button in front of the preset UseiDefined Data Logger and then click
ARemoveo.
xi After all UserDefined Data Logger settings are completed, click
ARSaveo button to save the changes.

7.3 MQTT Data Logger Setting
TheMQTT DatalLogger allows to recorthe messageontent of thelopics
which WISE subscribe from the MQTT brokerthe setting page is shown as
below:
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MQTT Data Logger Setting Page

Function Status ¥ Enable

*Time Format

File Length 1hour v

Enable
Enabled the support of multi-languages

UTF-8 BOM

Log File Sending Setting

FTP Server | Do not upload to any FTP server =

Email Do not send via Email -

Save

Figure 7-9cdoMQTT Data Logger Setting page

Follow the steps below:
i I'n the AFunctlicloinE nSat tmkerakie th&@TT BPdtad , ¢

Loggert],

i About the setting ofi Ti me [ firiterhangtd, AUTF-8 BOMO,
AFTP Serveba n d N Hiehds,i please refefi7.1 1/0 Module Data
LoggerSetting section for detail.

iii After the MQTT DataL ogger settings are compl e
button to save theetting

7.4 Event Logger Setting
The Event Logger allows to record system event ofMH8E, the setting

page is shown as below:
Event Logger Setting Page

Upload Frequency  |Disable v

Figure 7 -10cbEvent Data Logger Setting page

Follow the steps below:
i Selet AUploadFrequency to endle perioduploadsfunction inWISE.

When the time reaches the period time interval,ebhent logger file
will be sentto the FTP ServeiTheupload of the event lagpr file will
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keep goingperiodically There arefive options: fiDisable, filOnce an
hour, fiOnce adayo, A0nce aveekd andAOnce amontio.

i If user select8Once a dag, iOnce a weekor iONce a montd, please
selectthefiUpload Timingo for theEvent Logger

il In the AFTP Served field, please specify the FTP Servevkich will
receive theEvent Loggerfiles WISE send.WISE can send thé&vent
Logger files to multtFTP Serves simultaneously.User can directly
click on the rectangle area at the right sidefieTP Serveb field to
configure the FTP ServerPlease refer tai7.5 FTP Server Settidg
sectionfor detail. If you selectfiDo not upload to any FTP Servgr
WISE will not sendthe Event Loggefile to any FTP Server.

vAfter all settings are comgetngted, cl i

7.5 FTP Server Setting
I/lO Module Data Loggefiles, UserDefined Data logger files and Event
logger files all can be upload to remote FTP server of the manage center via
FTP protocal o r upl oad them to the remote ma
server via the SSH protocdlhe FTP Server Setting page allows to set up
parameters foconnectionthe setting page is shown as below:

Follow the steps below:
i Click onFIPSehdd nteow a HTP Servem e w

FTP Server Setting Page

Nickname Address And Port

+ Add new FTP server

Figure 7 -11cb FTP/SFTP Server List page

i After <cl i ckiHIBSetvlbe faA &ckdfFldPBeyverp age
will appear
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FTP Server(FTP Server 1) Setting

*Nickname |FTP Server 1 |

Description | |

Server Type @FTP OSFTP

*Server Address |
Server Port
“UserID | |

User Password | |

UJEnable

TLS Encryption o ]
Currently only supports Explicit TLS encryption.

Upload Path |

Connection Testing | Testing |

| OK || cancel |

Figure 7 -12db FTP/SFTP Server Setting page

i Inputaname i Mcknameo Aifield and you coul d
description of thi$sTP Serveinth e fiDescri ptiono fi el d
iv | n SdrverTyfeo field, select whether the remote server is an FTP
or SFTP server.
v | n Sdrver AddressandiiServer Poii field, inputthe IPAddress
(or domain nameandPortnumber of the remoteTP Server.
vi | n tserdDo andiiUserPassword field, inputthelogin ID andthe
login passwordf the remotd=TP Serverlf an SFTP server is selected,
you can log in using a password or upload an SSH key file to
authenticate using keyased login.

@ Password ‘

“User Authentication - ssH Key

To avoid duplicate SSH key filenames during upload, the server address and port will be added in front of the original filename.

vii In the ATLS Encryptiom field, check iEnabl® to enable theTLS
Encryptionfunction.

viii In the Ujbload pati field, inputthe path which will be used by the
remoteFTP Serveto store the logger files

ix The user could test if the FT®erversettingis corrector not After
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7.6

c | i c Kesimggbutfon the system will create a folder on the remote
FTP server and wikenda tesing file to theremote FTP server

x After all settingdkKo abet tetmmmtp thet e d

remoteFTP Servelist page

xi Repeat steps wii to complete settings of akmoteFTP Serves.

xii  To modify the settings of a pietremoteFTP Serverplease click on
the radio button in front of theemoteFTP Serverand then click on

ASettingd to modify the settings.

xiii To copy the settings of a psetremoteFTP Server to the nevemote
FTP Server, please click the radio button in front of thespteemote

FTP Server and t he mematelFTPcServei @o py O,

sequence) will beddled to the list and the settings of the mdote
FTP Servewill be copied to this newly addedmoteFTP Server
xiv. To remove a prsetremoteFTP Serverplease click the radio button in

front of the presetremoteFTP Serveand t hen c¢l i ck ARemov
xv After all remote FTP Servers et t i ngs are compl eted,

button to save the changes.

Database Setting
The DatabaseSetting functionallows users to set up data writing from the
WISE to remote databaseUsers can customize the target table name,

columnnames, and data conténtbe inserted. Users can set the data to be

insertel periodically or when specific conditions are mé&his enables
effective data collection and analysis.

Follow the steps below:

i Click on AAdd new databaseo to add

Database Setting Page

Nickname Database Source Database Type

+ Add new database

| Save ‘

Figure 7 -13db Database List page

i After clicking stelbe fiAdkd sreew i dhagt plaag e

appear.
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Database(Database 1) Setting

*Nickname ‘Databaseﬂ |

Description ‘ |

Database Attribute Setting
Database Type

*Database Host ‘

®pon

Olnstance Name

*Connection Identifier

*Database Name

TLS Encryption  [JEnable

d
Periodical Insert Interval second(s)

nput 0 represent disable periodical insert
Connection Testing \ Testing |

Table Setting

Table Name Table Column Column Amount
+ Add new table
\ OK | \ Cancel |

Figure 7 -14db Database Setting page

il nput a name in the ANicknameo fi el
description of this database in the T
vin the fADatabase At t settibguptoeidefiZeet t i ngo
types of databases (MSSQL, MySQL, OraclMariaDB and

PostgreSQ). Users can select the database type according to their

needs and input the connection informatibni k e AHost O, NP c
AfAccount O, APasswor do, and so on
vin t he AnPeriodical |l nsert I nterval o

configured tables will perform periodical data insert according to this
interval. If the value is set to 0, periodical insert will be disabled. The
unit of the value is second.

viAfter compl ete database settings, c |
AConnection Testingo f i ethedremdted i mmed
database to check whether the connection setting is correot

viln the fATable Settingd section. Clicl

tabl e. After c | i c Kkbuttorg thet shtteng gagedbtl new t
databas¢able will appear.
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Table Setting

*Table Name ‘ |
If the table’s schema is not your account's default schema, please use the full table name (including the schema), for example: dbo.test.

Description ‘ |

Table Column Setting Single Setting Batch Setting

*Column Name ‘

View Edit

*Insert Data

| Add |

Table Column List

*Column Name Insert Data

No column exists.

Table Column Testing

Insert Testing | Testing \
| OK| |Cance\ |

Figure 7 -15db Table Setting page

viil nput the name of the table to inser
and you could also input the description of this table in the
ADescriptiono field.

Xl n the ATable Column Settingd sectio
upper r g ht corner to switch between nAS
Settingdo to add table columns. After
the AAddoOo button to add the col umn ¢
Listo bel ow.

I n the ASingle Settingo tab, i nput
data into in the AColumn Nameo fi e
Al nsert Datao fieldéd.i MWl SYETrprabvied eed
to add current I/O channel data or Internal Register data into the

field.
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Table Column Setting Single Setting Batch Setting

*Column Name ‘dalelime

View Edit
$STy-$STM-$STd $STh:$STm:35Ts

*Insert Data
Interface | System Information v
Item | Full Date and Time v
[Add |

Figure 7 -16db Table Column - Single Setting page

In the ABatch Settingd tab, select
user can choose the AAIl 0 option ir

5

channels of the modul e. WI SE wi | |
Col umn L idsfauld colunsninanges, and the user can edit
the column names in the ATabl e Col u

Table Column Setting Single Setting Batch Setting

Interface
Module
Ghannel ch

| Add |

Figure 7 -17d Table Column - Batch Setting page

Xl n the fATable Column Listo section, t
the added columns and edit the column name.

Table Column List

*Column Name Insert Data

System Information Date(Year) - System Information Date(Month)|-| System Information Date(Day)

datetime
‘ | System Information Time(Hour) :| System Information Time(Minute) ;| System Information Time(Second)
HIGH: iSN-813-MTCP Entire Area Maximum Temperature(Full_Area_High) LOW:
‘temperalure | - —
iSN-813-MTCP Entire Area Minimum Temperature(Full_Area_Low)
[xv-DIo | XV310 DIO
[xvDin | XV310 DI
[xvDI2 | XV310 DI2
® [xvDI3 | XV310 DI3

% \ Remove \

Figure 7 -18cb Table Column List page
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xitAfter complete the above table settin
Alnsert Testingo field to i mmediatel)
whether the table setting is correct.

xii After complete table settings)] d ck t he AOKO button t
setting, and return to the Database Setting page.

xiii If the user want to configure multiple tables, repeat step vii ~ xii to
complete settings of all tables.

xvAf ter complete database and tabl e se
confirm the all setting, and return to the Database List page.

xvAfter finish all the database settin

settings.

7.7 The Path of Data Log File
The data logger files oVISE will all be saved in the microSD card. The
following section will explain the path of the data logger files saved in the
microSD card:
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microSD
ZLog
Z Folder Name (Define inl/O Module Data Logger ddserDefined Data
| logge)
Z 201502 a Data files be soetlby year andnonth
Z Up | o addpataffilethat arecomplete with upload
| operationwill be movel into the section
Z 0208 & Data files besortedby day
| Z 0208_00.csv
| Z 0208 _01.csv
| e
| Z 0208 _23.csv
Z 0209
Z 0209 _00.csv
Z 0209 01.csv
e
Z 0209 _09.csv

z 0209 _10.csv a The data file which i usingcurrently

oris waiting for theuploadoperation.

y MQTTLog (The folder forMQTT DataLogger file)

| Z Broker Name (Define inBroker Settingrageof MQTT Setting)

| Z 201502 & Data files be soedlby year andnonth

| Z Up | o addpatatiilethat are completed with upload
| | | operation willoe movel into the section

| | Z 0208 & Data files Ie sortedby day.

| | Z 0208_00.csv

| | Z 0208 _01.csv

| Z 0209_10.csv & The data file which ign using

| currentlyor is waiting for the

| upload operation.

Z EventLog (The folder forEvent Logger file)
Z 201502 & Data files be soetlby year andmonth
Z Up | o add md filethat arecompletel with upload
| | operatiorwill be movel into the section
| Z 0207.csv
| Z 0208.csv
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Z 0209.csv & The data file whih isin usingcurrently or

is waiting for theupload operation.

WISE will upload the data logger fiseand event logger fiketo the remote
FTP server based on tfalowing file architecture

Upload Path
Z WISE module nickname
Z Folder Name (Define inl/O Module Data Logger or Usd@efined Data

logge))
Z 2 0 1 53 2ata files be soedby year andnonth

20208 _00.csvV

20208 _01.csvV

é

20208 _23.csvV

Z0209 00.csvVv

Z0209 01.csv

é

Z0209 _09.csv
y MQTTLog (Thefolder forMQTT DataLogger file)
| Z Broker Name (Define inBroker Settingrageof MQTT Setting)
| Z 201502 & Data files be soedlby year andnonth
| Z 0208_00.csv
| Z 0208_01.csv
| é
| Z 0208_23.csv
| Z 0209 _00.csv
| Z 0209 _01l.csv
| é
| Z 0209_09.csv

Z Ev e n t thefder fr Event Logger file
Z 2 0 1 53 2ata files be soelby year andmonth
Z0207.csv
Z0208.csv
Z0209.csv
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Please notdf the remote FTP server receives log files from more than one
WISE controller, please set different nickname to eqUltSE. If all WISE
controllerswere named the same, the log files from ev&WSE will be
uploaded to the same folder, and ttiba log files might beoverwritten
Please refer té4.1.1 Rules management toolldeto set the nickname of
WISE.
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8 loT Platform Setting

The IoT Platform Settingfunction of the WISE allows to build a connectionto

Amazon Web Servicedficrosoft Azureor IBM Bluemix directly. It can alsoconnect
to MQTT Brokess. Basal on theloT Platform Settingunction, WISE canpublish the
I/O channel data of the Sensors and I/O modtiasare connected tWISE to the
loT Cloud Platformfor future data analysigndreceive the commanghessagdérom

loT Cloud Platformto trigger thecorrespondingactions of WISE at the field side.
With the IoT Platform Settingfunction the WISE provides, it help uses to

implementanloT system in a easy way

In additional, WISE supports to connect to the IoT cloud management software:
loTstar designed by ICP DASThe supported functions for loTstar includes
Connection SettingReatTime Data Sending Setting, Historical Data Sending Setting,
Video Data Sending Settinghd BotServiceSettingcan also be set in this page.

The loT Platform Settingpageincludesthe following setting optionsMore detailed
information of these options will be given in the following section.

E Amazon Web ServiceRlatform Setting

E Microsoft AzurePlatformSetting

E IBM Bluemix PlatformSetting

E MQTT Setting

loTstar relativefunctiors:

E Connection Setting

E RealTime Data Sending Setting
E Historical Data Sending Setting
E Video Data Sending Setting

E Bot ServiceMessageSetting

E Alarm Setting
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8.1 AWS Platform Setting
WISE provides the ability to connect to Amazon Web Services IoT Cloud
platform. Because the setting of AWS platform is more complicated, this
chapter only describe the setting that need to be set on WISE controller. For
the complete connection setting between WISE and AWS platform, please
to refer to the user manual i@peration manual for WISE to connect with
AWS(Amazon Web Service) cloud platform . jedfo.

Amazon Web Services Setting Page

Function Status Enable

*Device Daia
Endpoint

“Device Certificate | | Browse . |

*Private Key | [ Browse... |

“Root GA erlifcate | [ Browse |

8 bit key: Amazon Root CA 1 cerlificate

“Thing ARN | |

*Client ID

Periodical Publish
Interval

‘WISE-Oﬂ D4A5111D000029

second(s)

nput 0 represent disable periodical publish

Topic Prefix

Export Policy File

Connection Testing

Publish Subscribe

Message

Publish & Subscribe Setting

Nickname Topic

+Add new Publish Message

Figure 8-1doAmazon Web Services Setting page

Follow the steps below:

i CheckfiEnabl® in the fiFunction Statusfield to enable the connection
to Amazon Web ServiceSloud 10T platform.

i InthefDeviceDataEndpoind field, enter thenformation of AWSIoT
Core endpoinset by AWS platform. The DevideataEndpoint can be
obtained from thesetting page oAWS loT Core,please refer tahe
following:
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AWS loT

Monitor

Connect
Connect one device

» Connect many devices

Test
» Device Advisor

MQTT test client

Manage

» All devices

P Greengrass devices

» LPWAN devices

P Remote actions

» Message Routing
Retained messages

» Security

» Fleet Hub

Device Software

Billing groups

Settings

Learn

Figure 8-2db"Device Data Endpoint " Setting page of Amazon Web Services

AWS loT Settings

Settings

Device data endpoint info Cc

Your devices can use your account's device data endpoint to connect to AWS.

Each of your things has a REST APl available at this endpoint. MQTT clients and AWS loT Device SDKs [ also use this
endpoint.

Endpoint

v 3 om

Domain configurations

simplify ta as migrating devices to AWS IoT Core, migrating application infrastructure to

Core and maintaining brand identity.
Create domain configuration

Name Domain name Status Service type Date updated

No domain configurations

You don't have any domain configurations.

Create domain configuration

Logs nfo Manage logs

You can manage AWS loT logging to log helpful information to CloudWatch Logs.

As messages from your devices pass through the message broker and the rules engine, AWS 10T logs process events
which can be helpful in troubleshooting

i In the ADevice Certificated, fiPrivate Key and fiRoot CA Certificated
fields, import thecertificate and kegenerated from the AWS platform.
Following is thepage forthe downloadof the certificate and keywISE
need fromAWS platform:
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iv

Download certificates and keys X

Download certificates and keys

Download and install the certificate and key files to your device so that it can connect securely to AWS
IoT. You can download the certificate now, or later, but the key files can only be downloaded now.

Device certificate M Download

fd4d384bb65...te.pem.crt

Key files Device Certificate

The key files are unique to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

A\ This is the only time you can download the key files for this certificate.

Public key file [ Download

fd4d384bb65dfb66974341f..91272a7-public.pem.key

Private key file [ Download

fd4d384bb65dth66974341f..1272a7-private.pem.key

Root CA certificates Prlvate Key

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint [ Download

RSA 2048 bit key: Amazon Root CA 1

Amazon trust services EndpointRoot CA Ce rtiflcat

ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available from our

developer guides.

Figure 8-3dbCertificate and Key Download page of Amazon Web Services

In thefiThing ARNO field, enter thenformation offiThing ARNO set by
AWS platform Following is thepage forthe iThing ARNO WISE need
from AWS platform:
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AWS loT X AWS loT Manage Things WISETest2

Wl SETEStz Info

Monitor

Thing details

Connect

Connect one device
Name

WISETest2

P Connect many devices

ARN
Test
armn:awsiiotius-west-2:968695211508:thing/WISETest2

B Device Advisor

MQTT test client

Attributes Certificates Thing groups Device Shadows
Manage
¥ All devices .
Attributes (0) info
Attributes are key-value pairs that can be searchable or non-searchable. Searchable attrit

used to filter lists of things without using fleet indexing. Non-searchable attributes can b
find things, but only when fleet indexing is turned on.

Thing groups
Thing types
Fleet metrics Key v
P Greengrass devices
P LPWAN devices

» Remote actions

P Message Routing

Figure 8-4db"Thing ARN " page of Amazon Web Services

v In the iiClient 1DO field, WISE will provide a default stringwith the
formatof AWISE-serial numbad) asthe unique client IDor the WISE
and user can change this string accordingdaequirementThe client
ID must be uniquelf two WISEs use¢he sametlient ID to connect to
AWS platform, one of them will fail to connect.

Please Notelf uses use thaWVISE's rulefile export/importfunctionto
copy therule file to othersWISE, theinformationof client ID will be
the sameso userneed to manually modify the client ID after the
importoperation's completed.

vi The wvalue i n APeriodical Publ i sh [ r
interval to automatically and periodically send the Publish Messages
which are with the fAPeriodical Publ i
APeriodical Publ i sh I nterval 0 field
Publisho operation is disabled. The

vii Th eTopic Prefixo f is fod sdtting up a string as Topic Prefix. The
prefix can be used in the Publish Topic or Subscribe Topic to simply
the Topic editing. The default string of thi€opic Prefixdo will be the
model name of theVISE. If there are more than oN&ISE controllers
in a system forAWS connection, please remember to change the
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fiTopic Prefixo setting to distinguish the Publish Topic/Subscribe Topic
setting of eachWVISE controllers.

vii Afterpress he AExporto button in the AEXxpC
will generate the policy JSON file required by AWS platform according
to the current settingslser need to copy its content and paste it in the
policy editor of AWS platform to complete the connection between
WISE and AWS platform.

Please Note If the user modifies the above settings (except the
certificate file), or modifies theontent of the publistor subscribe
message the policy file must be rexported, and the new version of
the policy file must be copied to AWS platfoagain

ix After complee the operation ofpolicy editing, click thefiTesingd
button in thefiConnection Te#tgo field to immediately connect to
AWS platform to check whether the connection settggorrect or
not

X  The lower half section on th&WS Web ServicesSetting Page is for
the Publish Message and Subscribe Topic setlihg. tser can click

the tab of APublisho or ASubscri beo
Subscribe Topic. The Interface will be shown as below:
Publish & Subscribe Setting Publish Subscribe

Nickname Topic Message

+ Add new Publish Message

| Save |

Figure 8-5dbPublish and Subscribe Setting page  of Amazon Web Services

xi Click the APublisho tab to edit the
AAdd new Publish Messageo fhe add a
Publish Messagsetting page is shown as below.
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Publish Message(Message 1)

*Nickname |Message 1 |

Description | |

Message Type @ Channel Data O User-Defined Data

Interface | XV-Board v
Module | | XV116 ~
Channel ch.[o v]

[JJSON Format

Channel Data

xvboard/di/0 [JUse Prefix

*Topic

Auto Publish [JWhen the /0 channel data changed and the variation exceeds .
[JPeriodical Publish

| oK | | cancel |

Figure 8-6cb Publish Message Setting Page of Amazon Web Services

Xil nput a name in the ANicknameo fi el
description of this Publish Message i
Xitln the fAMessage Typeo field, sel ect
Publish Message with the /O channel
Datao interface, the wuser can sel ec:
AAl'l 0 I/ O channel valwues for the Pub
specific I1/0 channel, it means the 1/0 channel value will be bound with
the Publish Message.tlieuserselesth Al | 6 |/ O chalnnel s,
I/O channel values will be added in the Publish Messaghel@iser
cickst he AJSON Formato check box, t he
Message wil|l be packaged in JSON fo

selected, the content of the Publish Message will only include the I/O
channel value. (For the I/O Channel information in JSON Format,
please refer tdAppendix VIl for more details.)After completing the

AChannel Datao setting, the system
default Topic content in the ATopico
of the ATopico fi el d hedkbox ieeapabled, e . | f
the string in the fiTopic Prefixo field will be used as therpfix of the

Publish Topic.
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xvhoard/di/0 [JUse Prefix WISE-01D4A5111D000029/xvboard/dif0 Use Prefix

“Topic *Topic

xiv If theuserselecti Uslzeaf i ned Datao i n,theMessage
interface will be changed tireestyle editing modeSo the user can
editthe contenbf themessage bhimselfvia the editor The nterface

Is shown as below
Publish Message(Message 1)

"Nickname |I'ﬂessage1 |

Description | |

IMessage Type (O Channel Data @ User-Defined Data

View Edit

*User-Defined Data

Interface | XV-Board v
Module | XV116 v

Channel | DI ~|chlo ~]

| Insert |

*Topic

Auto Publish  [JPeriodical Publish

| OK | \ Cancel |

Figure 8-7bi Us-®ef i ned Datao Setting Page of Amazon

xvIn the AAuto Puadteshwofiophtdons$ hemmavhe
channel data changed and the wvariat.
Publ i sho. hefllO thanael daté/bhanged and the variation
exceeds X x xtheusersnussasdiga evaluatohn valuethen
the system will automatically publish the message when the 1/O
channel value is changed and exceeds the evaluation value (This option
only support AChannel Dat theéuses et t i ng
selects fAPeriodical Publ i sho, it mea
periodic time schedul e based on the
I nterval 0 ifield at Step v
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xvi After complee all settingso f Publish Message, pl ea
button to add the Publish Message to the Publish Message List.

xviCl i ck the ASubscribeo tab to edit th
shown as below:

Subscribe Topic(Topic 1)

"Nickname |Topic 1 ‘

Description | ‘

Message Type @ Channel Data O User-Defined Data

Message Format @ String OJSON

Interface | [XV-Board v

Channel Data Module | XV116 v
Gidnnel) DI v|ch[ov]

xvhoard/di/0 [JUse Prefix

*Topic

Auto Update (] Update to Channel

[ oK | | cancel |

Figure 8-8dbSubscribe Topic Setting Page of Amazon Web Services

xviil nput a name in the ANicknameo fi el
description of thiSubscribe Topic n t he ADescri ptiono f
Xx | n the fAiMessage Typeo fmeansthatthea el ect
Topic of the received message uses the Topic of the channel preset by
WISE. Under this setting, ithe userselecs fiStringd in the iMessage
Formab field, he can checkthe fiupdate to Channelin the AAuto
Updat® field, and then when WISE receives ¢hmessage, it will
automatically convert the message string if®numerical value and
update it to the channel output valué the fiMessageFormab is
selected asiJSOND, then user can fill in the JSON format content
expected to be received into th@SON variableSettingo field, and
WISE will parse the content of each variable gnolvided for use by
logic rules The interface is shown as below:
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Message Type @ Channel Data O User-Defined Data

Message Format O String @JSON

Interface | X\-Board ~
Channel Data Module | |XV116 v
Channel chlo~]

xvboard/di/0 [JUse Prefix

"Topic

JSON Variable | be || Remove |
Setting ‘m‘

Figure 8-9dbReceive messages in JSON format of Amazon Web Services

XX

XXi

If the userselecs AUserDefined Datad in fiMessage Typefield, the

interface will be converted to frestyle editing mode, and user cadit

the Topic for the subscribmessage byhimself He can dso set the
fiMessageFormab to AStringd or AJSONd to parse the received
message content @provided for use by logic rules.

After complee all settings onAmazon Web ServiceSetting Page,
please click ASavedo button to save
setting to WISE, WISE will initiate the connection #ggmazon Web

Services and start the Publish Message/Subscribe Message mechanism
with Amazon Web Services
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8.2 Microsoft Azure Platform Setting
On theMicrosoft Azure Settingpage, theeonnectiorto Microsoft Azure
loT Cloud Platfornmcan be builif required. The setting page is shown as

below.
Microsoft Azure Setting Page

Function Status Enable

Connection Type  @IloT Hub  OloT Hub DPS

*SAS Token

Keep Alive Time second(s)
Periodical Publish second(s)

Interval  nput 0 represent disable periodical publish

Connection Testing

Publish & Subscribe Setting Publish Subscribe

Nickname Message

+Add new Publish Message
®  Message 1 DL-100 Temperature(°F)

Message 2 DL-100 Humidity,

> [seting] [ Copy | [Remove |

Figure 8-10dbMicrosoft Azure Setting page

Follow the steps below:

i Check AEnabled in the fFuwonmettonon St at |
to Microsoft Azure bT Cloud Platform

i SelectiConnection TypeasfloT Hubd or AloT Hub DP%.

il If AloT Hubo is selected,n the ASAS Tokem field, input the SAS
Token which you previouslyegisteredfor this WISE from Microsoft
Azure For the procedure to generate a SAS Tokdzgase use Azure
loT Explorer Download Link to generate the SAS token of the device
in the 0T Hub as below:
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Azure T Explorer (preview)

File Edit View Window Help

Azure loT Explorer (preview)

£ Notifications 93 Settings

Home > ICPDASIoTHub > s > WISE-2841M > Device identity

= Save © Manage keys ™

£ Device identity

Device identity
[ Device twin

—

[ Telemetry Primary connection string

< Direct method

Secondary connection string

= Cloud-to-device ...

£ Module identities

Connection string with SAS token

" loT Plug and Play...

Symmetric key

‘ Primary key

Expiration (minutes)

525600

SAS token connection string

Connect your phone as an loT device

Connect this device to loT hub

0 Enable

Figure 8-11db SAS Token generating interface on Azure 10T Explorer

iv If AloT Hub DP® is seleted, geti DP S

ARegi st raadfiiSy mmle D @ parametérs fyoathe loT Hub
Device Provisioning Servi¢BPS) function page on the Azure

platform

v Thevalue infikeep aliveTimeo field defines the maximuramount of
time in secondthat passaway without communication between the
WISE and Microsoft Azure The ik e e p alive i nterval
Microsoft Azureto detectif the connectiorto the WISE is no longer
available without having to wait for the long TCP/IP timeout.

vi The value in fAPeriodical

Publish Interval field defines the time

interval to automaticallyand periodically send thePublish Messages
which arewith the fiPeriodical Publish attribute If the value of the
fiPeriodical Publish Interval field is 0, it means th&iPeriodical
Publisto operationis disabledThe unit of the value isecond

vii To verify whetherthe SAS Tokers et t i ng i s Testiogh r e t |,

t h eonrmection Tesingo

s ect i WISE willttdy eéonconnect

Microsoft Azurewith the SAS Tokersetting andreply the connection
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status

viii The lower half section on thicrosoft Azure Setting?ageis for the
Publish Message and Subscribe itogetting.User can clickhetab of
fiPublistd or ASubscribe to edit the Publish Message and Subscribe
Topic. The Interfacewill be shown as below:

Publish & Subscribe Setting Publish Subscribe

Nickname Message

+ Add new Publish Message
© Message 1 Xv308 DI
Message 2 Internal Register 1(Internal Register 1)

Setting | | Copy | | Remove

Figure 8-12dbMicrosoft Azure Publish/Subscribe Setting page

ix Cl i ck t he tédlthePublshiviessagalser carclick on
AAdd PobiswMessagé t o a @ublistaMessage.

Publish Message Message 3 Setting

*Nickname  |Message 3
Description
Message Type @ Channel Data ) User-Defined Data

Interface | X\-Board v
Module | Xv308 *
Channel Data
Channel | DI ¥ | Ch.|O(di0) *

¥/ JSON Format

When the /O channel data changed and the variation exceeds 1
Periodical Publish

Auto Publish

OK | | Cancel

Figure 8-13dMicrosoft Azure Publish Message setting page

X I nput a name in the ANicknameo fi el
description of this?ublish Messagen t he fiDescriptiono f
xil n the fiMessagéed eCTypadefiiecClhaa,nnel Dat e
PublishMessagewi t h 't he |1/ O channel val ue. l
Dat ao i thauser €aa setech specific I/O channel value or
AAl Il o 1/ O sdonthenPuldishMessageliitiee user selects a
specific 1/0 channel, it means the 1/0 chanvedlie will be lmundwith
the PublishMessage | f user select WAAIT O 1/ 0O c
channel values will badded inthe PublishMessagd.ist. If the user
click the i J SON F ohedn ddx0 the content of thBublish
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Messagewill be packagedn JSON format;if the AJSONb is not

selectedthe content of th®ublishMessage will only include the 1/0O
channel value(For the I/O Channel informatiomn JSON Format,
please refeto Appendix VII for more detaik.) The wser can select

AUskaf i ned Datao in fAMessage Typeo
Messagen thefree style editing interface. The user interface is shown
as below.

Message Type Channel Data ® User-Defined Data

View Edit

*User-Defined Data

Interface | X\/-Board hd
Module | X\V308 v
Channel |D

v | ch.[o(dio) ¥

Insert

Figure 8-14cbii Us-®e f i n e d SeDiagtintedface of Microsoft Azure

xii The timing to publishmessage isseti t he A Aut o,th&ea bl i sho
are two optionsi When the |/ O channel dat a che
exceeds xxx0 and.lIffihefeWh ® liOtclebnelPu bl i s h
data changed and t hie selectedtheasystemn e x c e ¢
will automatically publish thenessagevhen the I/O channel value
change and exceeds the evaluation value (This option only support

AChannel Dat ao setti nthe usen selacMe ss age
APeriodical Psuthe Imessdygewijll bei published an
periodic time schedule baseon the value inif Per i odi c al Publ

| nt efield at Stepv.

xiii After compleing all setting of PublishMessage pl| ea KO0 c | i ¢c k ¥
buttonto add the PublisMessagéo the Publish Message List.

xvCl i ck the A $ouedits ther Sulis@ilde Toptica Dhe user
interface is shown as below
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Publish & Subscribe Setting Publish Subscribe

Target Remove
Variable Name  Action Remove
Add

Save

Figure 8-15dh Microsoft Azure Subscribe Topic setting page

xv Il n Wadiale Namé f i e | dinputths reame of thenvariable
which is defined in themessage of theéSubscribe Topic. After
completng the setting, click thei A d lbution toadd thevariable For
the messagehe WISE receives from Microsoft Azure is based on
JSON format,the WISE will get the corresponding valuef the
variable from the received messagée following is an example ch
messagéhe WISE receives:

{
"Target":"door",
"Action":"open",
"Timestamp™:"2016/10/17 15-17-22"
}

In this example, thdiTarged and fiActiono variable settingwill be
performedfirst. Each time whethe WISE receives the message, it will
retrieve the corresponding valoéthe fiTarged andfiActiono variables
from the message. The value of the variables can be used in the
evaluation criterieof IF Conditionto trigger THEN/ELSE Action for
WISE logic operation.

xvi After compleing all setting on the Microsoft Azure Setting Page
pl e as eSawdl ibcukt dafie the dettirgy After downloadng the
setting to WISE, WISE will initiate the connectiorto the Microsoft
Azure, and start théata communicatiowith the Microsoft Azure.

8.3 IBM Bluemix Platform Setting
On thelBM Bluemix Settingpage, the user could enable tomnectiorto
IBM Bluemix loT Cloud Platformif required. The setting page is shown as
below.
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IBM Bluemix Setting Page

Function Status ¥ Enable
*Organization ID
*Device Type

*Device ID

*Device
Authentication Token

Keep Alive Time |60 second(s)

Periodical Publish |5 second(s)
Interval

nput O represent disable pericdical publish

Connecticn Testing Testing

Publish & Subscribe Setting Publish Subscribe

Nickname Message
+ Add new Publish Message
1 XV308 DI0(di0)
Filt=9 XV308 DI1
g 3 XV308 DI2
s 4 XV308 DI3
e 5 DL-100 Humidity
FE 6 DL-100 Temperature(°C)
e 7 DL-100 Temperature(*F)

Sefting | | Copy | | Remove

Save

Figure 8-16cbIBM Bluemix Setting page

Follow the steps below:

i Chec&kmafml ed in the AFunct coanectidht at us
to IBM Bluemix IoT Cloud Platform

i In the AOrganization 1®, ADevice Typ®, fiDevice IDd and fiDevice
Authentication Tokea fields, input thedatayou previously registered
for this WISE from IBM Bluemix. After you compleing the device
settingson IBM Bluemix for theWISE, IBM Bluemix will reply you the
device informatiorsimilaras below.

pg2yw1

WISE-5231
WISE-5231_3

token

7 K&VXmS i

Just refer to the information and complete the setting at WISE Web page.
iii Thevalue infii k e e p Tinaeb field @efines the maximuramount of
time in secondthat passaway without communication between the
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WISE and IBM Bluemix. The fdkeep alivelBMi nterval
Bluemix to detectf the connection tadhe WISE is no longer available
without having to wait for the long TCP/IP timeout.

iv Thevalueinf Per i odi cal fRlddefinesthétime imervalr v al 0
to automatically angberiodicallysend thePublish Messageshich are
with the fiPeriodical Publish attribute. If the value of th@ Per i odi c al
Publ i s hfield is O, & meamsIthePeriodical Publishoperationis
disabled The unit of the value second

v Cl i cTéstingg i n ConneationTesingd sect iWBSEWIll t hen
try to connectiBM Bluemix, andreply the connectiorstatusto verify
the setting is correcor not.

vi The lower halfsectionon the IBM Bluemix Setting Pageis for the
Publish Message and Subscribe Message setisgy. can click théab
of fiPublishd or ASubscribé to edit the Publish Message and Subscribe
MessageFor the setting of the Publish Message, please referfig)2
Microsoft Azure Settingsection.

viCl i ck the nA®edtihe SubderibeéMessageblhe user
interface is shown as below

Publish & Subscribe Setting Publish Subscribe

Room1 Remoave

Command Name  |Room2 Remave
Add

Target Remove

Variable Name  |Action Remoave
Add

Save

Figure 8-17cdIBM Bluemix Subscribe Message setting pa ge

viil n  tChreamand Nam@ f ithe usdr,canspecify the command
strings to be sentfrom the IBM Bluemixto the WISE-521xx. The
content ofiCommand Namesettingcan be usedsthe IF Condition
of IF-THEN-ELSE logic rule tofilter the commandsent fromIBM
Bluemix. WISE can be set tmnly receive the commandbat are
pre-defined in the fieldthe other commands will be ignatdy WISE.

ix I n Wdniagble Name f i el dinputiuhs reame of thenvariable
which is defined in themessage of theSubscribe Topic. After
compleing the setting, click tafi A d blu@ion toadd thevariable For
the messagthe WISE receives from IBM Bluemix is based on JSON
format, the WISE canalsoget the corresponding valwd the variable
from the received message. Following is an example of the message
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which WISE receives:

{
"Target":"door",
"Action":"open",
"Timestamp":"2016/10/17 15-17-22"
}

In this example, thd&iTarged and fActiono variable settingwill be
performedfirst. Each time whenhe WISE receives the message, it will
retrieve the corresponding value for fil@rged andfiActiono variables
from the message. The value of the variables can be used in the
evaluation criterisof IF Conditionto trigger THEN/ELSE Action for
WISE logic operation.

X After completng all setting on thelBM Bluemix Setting Pageplease
cl i Sak® fib u tsave the setbrg After downloadng the setting
to the WISE, the WISE will initiate the connectiorto IBM Bluemix,
and start the Publish Message/Subscribe Message mechanism with
IBM Bluemix.
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8.4 MQTT Setting
WISE provides complete MQTT Client functiofhe MQTT Client can
connect withhwo (Maximum) MQTT Brokers concurrently. In order to enable
the MQTT Client function, user has to complete the setting OMISEG
Publish Topic and its message content with the MQTT Brokers, and also the
setting of thaVISEG® Subscribe Topics. In additio/ISE provides the
fiTopic Import/Exporb function. It will help user to organize the MQTT
topics from different MQTT devices in an easy whlye configuration page
for MQTT setting is shown as below

8.4.1 Broker Setting
WISE provides the setting for twaximum) MQTT Brokers.It can
Publish/Subscribe the Topic with the two MQTT Brokers at the same
time, and the Topic setting for the two Brokers is also independent
The configuration pagef MQTT Broker settings shown as below:

MQTT Setting Page ‘ Broker Setting ‘ Topic Import/Export

Micknarme Address Port Initial Status
+ Add new MQTT Broker

Eroker 1 m11.cloudmott.com 19193 Enable

Eroker 2 192.168.100.93 1883 Enable

Setting | | Copy | | Remove

Sawve

Figure 8 -18co MQTT setting page ( Broker)

The settings steps are as below:

i Click the fiBroker Setting tab on the righttop corner ofiMQTT
Setting Page

i Click onMQWA @ukem eivo a d MQTIT Brekern e w
After cl i cki MQTTtBtokeno thédAMQI T Brakev
Setting Page will appeaFhe upper half area of tleetting pagés
about the Broker parameters settiligvill be shown as below:
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Broker(Broker 1) Setting

*Nickname

Description

[Broker 1

Broker Attribute Setting

Initial Status

“Address

Port

Authentication

Client ID

Encryption

Keep Alive Time

Connection Testing

Message Setting

Last Will

Periodical Publish
Interval

@ Enable O Disable

(JEnable

[WISE-5231

(OEnable(SSLITLS) @Disable
second(s)

[JEnable

second(s)

Vi
Vil

nput 0 represent disable periodical publish

Topic Prefix | |

Republish Function [JEnable

Figure 8 -19db MQTT Broker Parameter setting page

In the Broker parameters settinpgage, you can input the name of
theBrokeri n t he HANicknameo field

description of thi8rokeri n t he ADescri pti
Check nAd&nBbséaml dniabStiiat uso f i
the initial connectionstatuswith the Broker. If the user clicks

fEnabl®, it means th&VISE will start the communication with the

Broker after it is powered on

Enter theBroker IP address dr domain namein the fAddres®

field.

Enter theBrokerPort number in théPoro field.

If the Broker requires account and password validation, please

sel ect t he A BmtheldilAard h e n dield Bnd x o n 0

enter theloginIDandp as swor d andfi Ptahses wiolsdoo f i el
to login into theBroker If the Brokerd o e s n 6t need accou
dat i uncheck t he

and y
ono fi e
el d to

password val.i on,
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directly tonextstep.

viii Enter theClient ID informationi n  Clierg IDd f. iThe ICléent
ID is usedfor Broker toverify if the MQTT Client is allowedto
connectto the Broker or not. If the Broker does nue#quire
Client ID for the connection, this field can be ignored.

ix If the SSL/TLS encryption mechanism is required for the
connection betweethe Broker andthe WISE via MQTT, click
the A E n a lsHeaklox of thei E n c r y field tooenade this
function.

X Thevalue infi k e e p Tiraeb field defines the maximum time
that should pass without communication between\H8E and
the Broker. The WISE will ensure that at least one message travels
across the network within each keep alive period. In the absence of
a datarelated message during the time perittee WISE sends a
very small MQTT fi p i mmpssage, which théBroker will
acknowledge. The kedplive intervab enables th&VISE to detect
when theBrokeris no longer available without having to wait for
the long TCP/IP timeouT he unit of the value isecond

xi To verify whether youBrokers et t i ng i sTestiogy riect , c |
t h €onrectionTe st 0 s eWISEwill nry to dorimecto the
Broker andreply the connectiostatus

xii Clickt he @ Enab/lietbefladt witoKidddaocallow the
Broker to send the alarm Topic to other MQTT client devices when
WISE lost connection tdhe Broker After clickingt he A Enabl eo
checkbox the setting of.ast Will Topic, Message content and QoS
will be brought up

4 Enable
*Topic
Last Wil
*Message
(ol w0 @1 ©°2
xiii Thevalue ini Per i odi c al Ralddéfinesthe tilhent er v al

interval (in second}o sendall Publish Topics with théPeriodical
Publisio attribute automaticallyand periodically If the value of
theiPeri odi cal fieldis 0, it mdansithéPeredicala | 0
Publisid operationis disabled

xiv Th eTopic Prefibd  f is fod sdtting up a strings Topic Prefix
The prefix can be used in tiRblish Topicor Subscribe Topic to
simply the Topic editing. The default string tfe fiTopic Prefixo
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will be the model name of the&/ISE. If there aremore than one
WISE controllers in a system for MQTT connection, please
remember to change thi@opic Prefido setting to distinguish the
Publish Topic/Subscribe Topgettingof eachWISE controllers.

xv Clickt he A En ablietbefRepublishkFonetiomfield to
allow WISE to keep sending messagésen WISElost connection
to the Broker Whenthe connection works normally, WISE would
publish all saving messages to the Broker.

xvi The lower half area of thMIQTT Broker Setting Pages for the
PublishMessageand Subscribe Topic settinglser can clickthe
fiPublistd tab or ASubscribé tab on the rightop corner of
APubl i sh & Suto dtthé Ruklish Bessageand g 0
Subscribe TopicThe Interfacewill be shown as below:

Publish & Subscribe Setting ’m‘ Subscribe

Nickname Topic Message
+ Add new Publish Message

Message 1 WISE-5231/xvboard/di/0 X308 DI0(di0)
Message 2 WISE-5231/xvboard/di/1 X\V308 DI1
Message 3 WISE-5231/xvboard/di/2 X\V308 DI2
Message 4 WISE-5231/xvboard/di/3 X\/308 DI3|
Message 5 WISE-5231/xvboard/di_counter/0 X308 DI Counter 0(di0)
Message 6 WISE-5231/xvboard/di_counter/1 X\V308 DI Counter 1
Message 9 WISE-5231/xvboard/do/4 X\V308 DO4
Message 10 WISE-5231/xvboard/do/5 X\308 DO5

Setting | | Copy | | Remove

OK | | Cancel

Figure 8 -20db Publish Message and Subscribe Topic setting page

xviCl i ck t he tdddituthefPublishMeéssage€lbi ck on @A Add
new Publish Message t o a d dPubliah Message. The
Interfacewill be shown as below:
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XiX

Publish Message Message 1 Setting
*Nickname  Message 1
Description
Message Type ® Channel Data () User-Defined Data

Interface | XV-Board v
Module | XV310 »

Channel |DI ¥ Chj0
JSON Format

Channel Data

xvboard/di/0 Use Prefix

*Topic

QoS ®0 ©O1 02

Retain Enable

When the I/O channel data changed and the variation exceeds 1
Periodical Publish

Auto Publish

OK | Cancel

Figure 8-21dPublish Message Setting Page

xviilnputa name i n the ANicknameo field a
description of thif?ublish Messagen t he fADescriptiono
I n the AMessage Typeo field, select
a Publish Messagewith the 1/0 channel value. Based on the
AChannel Dat a0 i n taepedifia UG channels e r can
value or AAlIl 0 |1/ O c Messagedflithe val ue f

user selects a specific 1/0 channel, it means the I/O chaahsd

will be boundwith the PublishMessagelf theus er sel ect n Al
I/O channels, it mean all I/O channel values willdoieled intahe
PublishMessagelist. If the user click tefiJ SON Fahecknat 0

box, the content of the Publish Message will be packaged in JSON

for mat ; if the AJSONO is not selec
Message will only include the I/O channel value. (For the 1/O

Channel information in JSON Format, please refeAppendix

VIl for more details.)Af t er compl eting the AChar
the system will automatically generate the default Topic content in

the ATopico field. User can modi fy
if require. Ifthel Us e Rineekbok is @nabled, tistringin the

fiTopic Prefibo field will be used as therpfix of the Publish Topic.
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xvboard/dil0 Use Prefix WISE-5231/xvboard/dil0
*Topic *Topic
Thesser can DelfeantediWDaadrad i n AMessac

to edit the Publish Topic and its binding messagé¢he free style
editing interface. The user interface is shown as below.
Message Type Channel Data ® User-Defined Data

View Edit

*User-Defined Data

Interface | X\V-Board
Module | XV308 *
Channel | D

¥ | Ch. O(di0) *

Insert

Figure 8 -22db Publish User-Defined Message Setting Page

xx | n QS8 fiiusercdn,select @, 2 for the QoSQuality of
Servicg setting for thePublishMessage.

xxi I n Rdtad Af userlcah click thé&Enabl® checkbox to keep
thePublishMessagen the Broker.

xxii The timing to publisimessages seth t he fA Aut o, Publ

there are two optionsi When the |1/ O channel dat e

variation exceedsxxoandfi Per i odi clatheiRMhieini & hd
I/O channel data changed and the variation exceeas® is
selectedthe system wilautomaticallypublish the topiavhenthe
I/O channelvalue is change and exceedsthe evaluationvalue
(This option only supporfi Ch a n n e kettifgantfiaiie s s a g e
Ty p)dfaser seledil Per i o di ¢ iarheanPthebpiciwid h 0
be publisked at periodic time schedulbase on the value in
fiPeriodical Publish Intervafield.

xxiiiAfter compleing all setting of Publish Topic, please clickOKo0
button to add the Publish Togizthe Publish Message List

xxivClick the fiSubscribé tab to edit the SubscribeTopic. The user
interfaceis shown as below
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Publish & Subscribe Setting Publish Subscribe

Nickname Topic

+ Add new Subscribe Topic
Topic 1 WISE-7504M/ao/1
Topic 2 WISE-5231/SET/ir/6

Sefting | | Copy | | Remove

Figure 8 -23db MQTT Subscribe Setting Page

xxvCl i ¢ k o n Sobacdb#Elopicee wt 0 a Subscribe Togiow
The Interfacewill be shown as below:
Subscribe Topic(Topic 1) Setting

*Nickname ‘Topic 1 |

Description ‘ |

[DJUse Prefix

*Topic

‘ || Remove
| Add |

JSON Name
QoS @0 O1 O2

|E\ | cancel |

Figure 8 -24db MQTT Subscribe Topic Setting Page

xxvilnput a namef the Subscribe Topién thefiNickname field, and
you couldalso input the description of th&ubscribe Topidn the
AiDes cr i p.tnhithefin Do dfigldedsedcan input thecontent
of the Subscribe TopicAfter compleing all setting of Subscribe
Topic, please clickiAddo button to add th&ubscribe Topido the
Subscribe Topic List
The value of the Subscribe Topiccan be used in the
IF-THEN-ELSE logic evaluation and also be recorded in the
MQTT Data Loggerlf the payload format othe subscribe topic is
JSON and users want to get values of some specific keys for
IF-THEN-ELSE rules or calculation, they could add the keys into
AJSON Naméfields. In addition, all Internal Registers and the I/O
modules conneetl to WISE havetheir own default definition of
Subscribe Topic. It alloswuser to change the value of thernal
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Register and the value of tlmutput channel of I/O module by
MQTT protocol. Please refeto Appendix VII for detaikd
information

xxvii After compleing all setting of the Broker, pleaseclick fOKo0
button toreturn toadd theMQTT Setting PageAnd thenclick
fiSave button tosave allMQTT Broker setting.

8.4.2 Topic Import/Export Setting

WISE provides the Topic Import functissotheuses can import the
MQTT Topics setting from other MQTT client devicegasily Click

0 n Togic Import/Expord tab, and clicki+ Import Topi®@ t oneva d d
MQTT Topic setting into theWISE. And selectthe topicsto be
imported The Topic Export functionallows to export the MQTT
Topics that the WISE is using toa documentfile, andit can bea
reference for integration with the baeknd Server.The Topic
Import/Export Setting page shown as below.

MQTT Setting Page Broker Setting Topic Import/Export
< Mickname Topic
+ Import Topic
+ Topic 1 Temperature
+ Topic 2 dooristatus

v Topic 1 devicelswitch

Export

Save

Figure 8-25c0o MQTT Topic Import/Export setting page

All MQTT Publish Topics and Subscribe Topitstthe WISE is using
now will be showrin the settingpage Click thefiExpord button will
collect all topicdnto thefitopics.cswfile. The format of the
fitopics.cswfile is fiThe _nicknameof Topic, Topicmessage Please
refer tothefollowing figure:
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Save

ICP DAS Co., Lid. All Rights Reserved

WEE REE #E0 BREO HREE

Topic 1,Temperature
Topic 2,door/status
Topic 1,device/suwitch

k] fopicscs .[

Figure 8-26cb The Export of MQTT Topic

To use the Topic Import function, please prepare a document with the
same format aéiThe nicknameof Topic, Topicmessage Click the

fi+ Import Topi® button, then wse through to select tltmcument
which include the MQTT Topicand c¢ | i c Ikthefif@paeis O .
correct and the import process is suctidsshe system will showra
Almport successfullymessage box

After imporing the MQTT Topic successfully, there the Imported
Topic listwill be shownin thefiTopico field of thePublish & Subscribe
Seting page.The wser can seleca specific topic from the Imported
Topic list, and clickiUsed button to use tls importedtopic.

Publish & Subscribe Setting Publish Subscribe

*Mickname  Message 3
Message Type = Channel Data User-Defined Data

Interface | =v-Board v
Channel Data hodule | X107 v
Channel | DI v/ Ch/o «

WISE-52004vhoard/di/l

Irnpart | Topic 1 - Temperature v || Use

*Topic

When the V0 channel data changed and the variation exceeds 1
Periodical Publish

Auto Publish
Add

Figure 8-27cdb The Import of MQTT Topic

8.5 loTstar Connection Setting
Thesectionis for user to completide connectiosettingbetween WISE
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and loTstar oAICP DAS loTstar Trial Service Please follow the steps
below for the setting:
i Click nddtheibFluendc t i ofield t&dnabte th&ohnection
to loTstar

loTstar Connection Setting

Function Status Enable

i Two options: i Uskeui | t dndiloEstaraiabare availabldor
selection.
If usels  select AUserbuilt loTstao, please click

©‘Specify an address of server ‘ in the AServer Address

field, then inputhe IP address or Domain Name of the dgt@®latform

(with loTstarinstalled) Enter the loginrusername angassword in the
fUsernaméandi P a s s w o 3. WISE will iogin add connecto the

loTstarby the information provided

loTstar Connection Setting

Function Status Enable
OICP DAS loTstar Trial Service - Create Account

Server Address |© 192.168.100.252 |

*Username |Wayne1 |

RIS pe—— |

Connection Status  Disable

|Save|

Figure 8-28dbloTstar Connection Setting Page (1)

If uses want theWISE t connect thailoTstar Triab, please click

@ICP DAS loTstar Trial Service n the fiServer Addressfield, then eter

the loginusername anpassword(require to apply in advance&) the
fUsernaméandil P a s s w 0 3. WISE will iogin add connecto the

filoTstar Triab by the information provided

Please NoteFor the account applicatiorf t h ®Tstar Triab , pl ease
refer to the instructions iMppendix IX: ICP _DAS floTstar Triab
accountapplication
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loTstar Connection Setting

Function Status Enable

@ [CP DAS loTstar Trial Servicel- Create Account

*Server Address
O | Specify an address of server

*Username |Wayne1 |

IO pr— |

Connection Status  Disable

| Save |

Figure 8-29dbloTstar Connection Setting Page (2)

iii After all settings are completed, clidkSaveo button
changes After download thesetting toWISE, WISE will connect to
loTstar, andthe usercanreview the current connection status between
WISE and loTstar through the infamation displayed in the
fiConnection Statudfield.
loTstar Connection Setting

Function Status  ®/Enable

ICP DAS Tnial Service - Create Account
* 192 168.100.252

*Server Address

*Username  wayne1

*Password  |sesess

Connection Status  Connected.

Save

Figure 8-30dbloTstar Connection Status

ivifthe AConnection statuso fessage, dt
mears the connection between tWISE controller and loTstar is in
normal stéus. The authorized users now can login to kbéstar(with
the username and password setiBtep iii0) to perform remote
monitoring and maintenance of thdSE.
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8.6 loTstar Real-Time Data Sending Setting
loTstar can receive the retaine I/O data uploaded by WISE, and import
the data intdhedatabasé createl. The setting page is shown as below

Real-Time Data Sending Setting Page

Function Status ¢/ Enable
Add Channel
Interface COM3 v

Module DL-100(5:H/T Meter) *

Channel |Al ¥ | Ch.|All r
Insert
Channel List
Channel *Name
COM3 DL-100(5:H/T Meter) Humidity(RH) COM3-N2-Al0
COM3 DL-100(5:H/T Meter) Temperature(*C)(*C) COM3-N2-Al1
O COM3 DL-100(5:H/T Meter) Temperature(°F)(°F) COM3I-N2-Al2

Remove
Save
Figure 8-31dloTstar Real-Time Data Sending Setting page
Follow the steps below:

i | n Fumation Btatusfield, check AENabRedTomet o enabl
I/O data ploadoperation

i nthe AAdd Channel 06 section, sel ect t
AChannel 0 ofprdmmwnt Ha sdr and click #Alns
channel into the AChannel Listo sec
AChannel 06 field to imodeleatonceal | Il / O ch:

i WISE will actively send the Redlime I/O channel datavhich is
located int h €harinel Lisb section to loTstar. User can modify the
database field name of the I&banneldatain thefi * N a fieédd0To
remove a pre&etl/O channel please click the radio button in front of
the presetl/Ochanneend t hen «clbuttork A Removeo

Please Note:

E Thenameinputtedin thei*N a m &éetd must bea uniquename

E The name set in the "*Name" field will be saved in the "Name" field of
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the RealTime Data Table that loTstar creatior the WISE (Please
refer to Appendix VI of loTstar User Manual). These names can be
used later for further query operations of the Database.

Channel List
Channel *Name
COM3 DL-100(5:H/T Meter) Humidity(RH) COM3-N2-Al0
COM3 DL-100(5:H/T Meter) Temperature(*C){*C) COM3-N2-Al1
. COM3 DL-100(5:H/T Meter) Temperature(°F)(°F) COM3-N2-Al2
I\\\J> Remove

Figure 8-32dbChannel Names of Realtime data table of loTstar database

v After all settings are completed, cl

8.7 loTstar Historical Data Sending Setting

loTstar can receive the histoD data uploaded by WISE, and import the
datainto the databasé createl. The setting page is shown as below

Historical Data Sending Setting Page

Enable

‘You need to enable the /O Module Data Logger function to use this function

Function Status

Save

Figure 8-33dbloTstar Historical Data Sending Setting page

Follow the steps below:

i To erable WISE's histacal I/O data upload operatipmisersneedto
enablei| / O Mo dul e fubcion frst. Maregdgteiledosetting
information please refers the sectionii7.1 /O Module Data Logger

Setting.
i Check MnAEnabl e dlistarical Data Sebdingunctioh and
click ASaveo button to save the settd]i

8.8 loTstar Video Data Sending Setting

WISE supportdo sendhesnapshots or video files captured by iCAM

cameras or other devicasloTstar.loTstar would save theploadediles
http://wise.icpdas.com
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and perform the following actions:

Save the event to trigger image/video recording, the event time, and
thepath to store image/video files into the database for further use.
With loTstarDashboard Servigeackage, users can build their own
dashboard, and us¥ideo Event Lisb widget to displaythe event list
and event image/video files.

With loTstar Bot Servicpackage, loTstar can forward the uploaded
imagel/video files tahe LINE accouns that bind with the loTstar
servetr.

About the detail ofoTstar Dashboard Service alod’star BotService

please chectheloTstar web pagé/ideo Data Sending Setting page shows
as the following. When the setting is completed, WISE would upload the
images and videos from the specific resource to loTEt@ source of the
image or vidediles includedollowing types

IP Cameralf the WISE controller connected with ICP DAS iCAM
series IP cameras, it is ablecimilect the snapshot or video files
captured by iCAM cameras.

SendboxUpload files to the specific path (/Sendbox/loTstar) of the
FTP server on the WISE

CGl server: Connect to CGl servers and get the image files with CGI
commands. (For example, users can use WISE controllers to connect
with general IP cameras, and get snapshot files with CGl commands.)
Heatmap file: If the WISEontroller connected with ICP DAS
ISN-81x-MTCP seriegnfrared temperature measurement maosgjuie

is able tocollectthe heatmap filegeneratd by iISN-81x-MTCP

modules.

5
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WISE-2841M- EE A
AE; Web Inside, Smart Engine Lissdaillize E‘ = e ﬂ

DAS

OK @ 2705MB(Approx 564 Days) Instant Message

System Sefting Module Setting Logger Sefting |oT Platform Sefting Advanced Setting Rule Setting Channel Status  IP Camera Status

oT Platform Setting  Video Data Sending Setting

P i e Video Data Sending Setting Page IP Camera Sendbox CGl Server Heatmap File
Platform Setting
Source Function Status Content of Attached Message
Microsoft Azure Platform
Setting ICAM-MR6322

©®  (792.168.100.195:80) Disable

IBM Bluemix Platform Setting

MQTT Setting Q) | setting |

loTstar Setting

\ Save\
Connection Setting ==

Real-Time Data Sending
Setting

Historical Data Sending
Setting

I Video Data Sending Setting
Bot Service Message Setting

Alarm Setting

Figure 8-34dbloTstar Video Data Sending Setting page (1)

Follow the steps below:
I To select the data resource foragevideo data sending,lick on one
of thetabs: AlP Camera, ASendbor, ACGI Served andfiHeatmap Filé
at the rightupper corner of th¥ideo Data Seding Stting page
i To sendthe desired files, please specify and click on the radio button of
the file source, and click the ASett]
i Checkt he AEnabl eo f umessageeting interfack t hen t
will be shown as belowEnter themessage o nt e n tContentof t he
Attached Message f todiscdbe the video data resourd¥ISE
provides am Raktime variable editayto add current/O channel data
or Internal Registedatainto the message
IP Camera iCAM-MR6422X(192.168.100.94:80) Video Data Sending Setting

Function Status  EdEnable

View Edit
*Content of Attached
Message
The image will be sent with this message.
Bot Service [JForward to Bot Service

| OK \ \ Cancel \

Figure 8-35cbloTstar Video Data Sending Setting page (2)
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iv If the loTstar enabled Bot Serviggackage, checlkiForward to Bot
Servic® to send the image/video data of the data resotocthe
specificLINE account

v Click the iOKO0 button to save the setting of the dagaaurce.

vi After you fVideoiDatd Serdimds ett he ng s, click

button to save the settings.

8.9 loTstar Bot Service Message Setting
When WISE is set to connect to an loTstar server and the loTstar server

enables BoServicefunction, WISE can send messagdorward

image/video datéo the LINE accounts that bind with the loTstar serirer.

the Message setting page, users can edit the messages which would be sent
to loTstar BotServicewith preinput strings and realtime I/O chanmkita.

The canfiguration page is shown as below:

Bot Service Message Setting Page
Nickname Content

+ Add new message

| Save \

Figure 8-36dloTstar Bot Service Message S etting page (1)

Follow the steps below:
i Cl i ck 0 rabshgen e BotiServiceMessageSetting page will

appeaias following:

Message Message 1 Setting

*Nickname |Message 1

Description

View Edit

*Content

| oK | | Cancel |

Figure 8-37dbloTstar Bot Service Message S etting page (2)
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i Input name in the M@ANameo field and
description of thid INEmessagé n t he fADescriptiono fi

il Enter themessagee o n't e n t Coritemd t fhi\@éSEigrovides an
fi Rattime variable editayto add current/O channel datar Internal
Registerdatainto the message

iv After complete all settimg d i ck t he AOKO thaitton tc
messagesetting, and return to tidessagesetting page

v Repeat steps~ iv to complete settings of athessages for loTstar Bot
Service

vi After you finish all theMessages et t i ng s, click nAnSaveo
the settings.

8.10 loTstar Alarm Setting
When users configure WISE to connect to the loTstar server, alarm
messages can be sent to loTstar to alert the control center in specific
situations. The alarms can includeeaeritylevel, helping administrators
prioritize which alerts require immediate attention. Each alarm can
independently display five different status€sitical , Severe Moderate,
Minor , andNo Impact. Users can adjust the urggy of the alarm by
sending corresponding statuses and mess@gesonfiguration page is
shown as below:

Alarm Setting Page

Nickname Amount of Status

+ Add New Alarm

[ save |

Figure 8-38dbloTstar Alarm Setting page (1)

Follow the steps below:
i Cl i ¢ k NewArdho to open the alarm settings page, as shown
below:
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Alarm(Alarm 1) Setting

*Nickname ‘A\arm 1

Description ‘ ‘

Status Setting

Nickname Severity Level Message

+ Add New Status

| oK || cancel |

Figur e 8-39dbloTstar Alarm Setting page (2)

i Inputthen ame i ricknameo iNi el d and you <coul d
description of thiglarmi n t he @A Descri ptiono fi el d.
il Cl i ck NelvBtd dat us 0 Status eeftiegrpage forghe alarm.
You can add a status atite desired alarm message, as shown below:
Status(Status 1) Setting

*Nickname |Status 1 |

Description | |
Severity Level No Impact ~
View Edit
*Message

| OK | | cancel |

Figure 8-40dbloTstar Alarm Setting page (3)

iv Inputthen ame i ricknameo iNi el d and you coul d
description of thistatus n t he @A Descri ptiono field.

vIn the ASeverity Iltyleve tepresentedeby this set t
status.

vi Enter themessage o nt e n tMessage t h EBVESE drovides an
i Raktime variable editarto add current/O channel datar Internal
Registerdatainto themessage

vii After complete all settigjd i ck t he AOKO thbstatut on t 0o ¢
setting, and return to thhdarm Setting page

viii Repeat stepd ~ vii to complete settings of atatusegor the alarm

iXx Repeat steps~ viii to complete settings of alarms

x After you finish all theAlarms et t i ng s, click ASaveo b
settings.
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9 Advanced Setting

Advanced Setting provides additional features and allows you to perform more setting
on theWISE. Click on the Advanced Setting button, a column of buttons will appear
on the left of the page:

= Internal Register SettingncludeMath FormulaEditing Functioi)

Timer Setting

Schedule Setting

Email Setting

SMS Setting

SNMP Trap Setting

CGI CommandSetting

LINE Messaging APBetting

Telegram Setting

Active I/O Setting

Channel StatuSetting

Ping Setting

a0 o N N O N

After complete the Advanced Setting, all the setting you define in the section will be
the property in the HHHEN-ELSE rule setting pagé’lease note: In order to avoid
possible error when performing rule definition {THEN-ELSE), please always
finish configuration in Advanced Setting before starting to define Rules. Avoid
unnecessary change in Advanced Setting after you finish rule definition. Unexpected
errors might occur if you violate this sequence: Advanced SAttiRgle Setting. In

case you make any modification, please double check your settings and Rules
definition to make sure no errors are presdine following sections will describe
more detailed information for these configurations.

9.1 Internal Register Setting
WISE provideslOO0 Internal Registers; thegan be used to hold temporary
variables The supported format type of Internal Register are as follows:

String

16-bits Signed Integer

16-bits Unsigned Integer

32-bits Signed Long

32-bits Unsigned Long

32-bits Floating Point

64-bit Signed Long
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64-bit Unsigned Long
64-bit Double

5

5

The data on the registens each bit of the datean be read and evaluated in

IF Condition and be writteror calculatedafter performing a THEN/ELSE
Action. The data caralso be read/written on the Registers via Modbus
commandEachlinternalRegisterfeatureshe fiRetain Variablé mechanism

and the value stored in it will not beeset to zero due to program
interruption or controller power failur@ease Notelf the InternalRegister

is set toString format type the fiRetain Variable mechanismwill be
disable

In addition. WISE supports math formula editing function. Users can set
I/O channels to be the variables, and use the following operators to edit the
formula:

Plusii + 0

Minusfto

Timesi * 0

Divided / 0

Superscripti * 0

Left parenthesié ( 0 Right ghrenthesid ) 0

LogarithmfLo. To calculatelog b) , enter the string 0

5

5

Users can edit different formula in each Internal Register. WISE will
calculate the results of all formulas repeatedly, and save the results into the
corresponding Internal Registers forTHEN-ELSE rule checking or data

logging.

The settings are as following steps:
i Select theNo of the Internal Register from the dropdown bsitdinput
i N a mk the nickname of the register is not inputted, the name will

be automatically s e(#is tkeshumbdr ofttleer n a l R ¢
register)
i Il'n the ATypeo field, select the dat a

arenine options:iStringd, A 1-16i t s Si g pik6ebitslUnsigreed e r 0
Il nt efB2riot s Si giiB2bdi tLso nlgnos i g mBitsL ong o a
Fl oat i ni@4bAotisn tSOi g M6edi tLso nyros i.gheed Long
default data types i32-bits Floating Poirt.

i 1 n tinfitid vafued f iassigndthe initial value of the Internal
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Register, then cIick&J to create anew Internal Registerandaddto
the list (If the datatype isNumeric, the defaulsettingis O, and if the

datatypeis String, the defaulsettingis Null.)
Iv Repeat steps it to complete settings of dliternal Register

Internal Register Setting Page

No. Nickname Type Initial Value
& 3 v 32-bit Floating Point ~ » 0
1 Temp1 32-bit Floating Point 0
2 Temp2 32-bit Floating Point 0
81 Retain Register 1 32-bit Floating Point 0
100 Retain Register 2 32-bit Floating Point 0

Setting = Copy | Remove

Save

Figure 9-1dbInternal Register List Page

v To modify the settings of a pietinternal Registemplease click on the
radio button in front of thelnternal Register and then click on
ASettingd to modify the settings.
vi In the Internal Register Setting Pageseu can moidly the setting
of oNicknamed, fiTyped and filnitial Valued and fiRetain Variablé of
Internal Register in the Internal Register Setting pagel input the
description of thidnternal Register n t he A Desléusespti ono f
want to use the bit value of the Internal Registethe IF condition
setting, then pleaselick on therectangleat the rightside of fiBit
Nickname field to set up thenicknamefor each bit of the Internal
Register.
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Internal Register(Internal Register 1) Setting

No. 1

*Nickname ||nterna| Register 1 |

Description | |

Type [32-bit Floating Point +]

nitial Valve [0 ]

Retain Variable [ Enable

Bit Nickname

Formula Setting

Function Status EEnable

Wiew Edit

*Content of Formula

- Minus *Times / Divide * Superscript () Parenthesis

Verification

Figure 9-2dbInternal Register Setting page

vii If users need to perform math operations, ché&Ekabl® in the
Formula Setting section anddie math formula in thefiConten of
Formula field. Users can sl ect Interfdtc® , A" i Modul e o an.
AChannel 0 from téred daloipabdacienmels esr t 0 t
valueencoded stringnto the formula, and use the operatas$io, 0,
fi* o, iVo, 0, A(O, M)0 andfLo to edit the formulaFor example, itiser
edit a formula as below:
1000*$C4M6ro0 + 100*$C4M6rol - 20*$C4M6ro2 / 10°$C4M6ro3
In thefiViewo tab, it wouldbe displayed in the real index format of the
channehs:

1000%M-7024 ACO| + 100*|M-7024 AO1| - 20%|M-7024 AO2| / 10* |M-7024 AO3
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Please note: Do not modify tishannel value encoded strindnen you
are editing the formulalt may cause failures when WISE reads the
channel value.

In addition, click thefiVerifyingo button could check the result of the
formula.

. . - feri C
Verification Ver’lf‘fll'lg \'\'E“rul'fy' SI_IL:'I_IE”E??ILH[W__'PF - 20%3.000 / 10~1.000=1094.000

Please note: Before you click tliverifyingd button, please confirm
that the I/O modulesetting is saved to WISE if you use the 1/O
channels in the formulaOtherwise, the test result would be error
because the 1/0 module is not found.

viiCl i ck on AOKO t andrtarmtd the Imernal Registeret t i n g
list page
ix After return to Internal Register ligiage if user want tocopy the
settings of a prset Internal Registerto the newinternal Register
please click the radio button in front of the {setinternal Registeand
then cl i ck Irdtethal Rggidte(in sequaneel)will be added
to the list and the settings of the dfdernal Registewill be copied to
this newly addedinternal Register
X To remove a prsetinternal Registerplease click the radio button in
front of the presetinternal Registea nd t hen cl i ck fARemove
xi After all Internal Registes et t i ngs are compl eted, C
to save the changes.

9.2 Timer Setting

WISEprovides ATimero for timing functi
fiStom, i No t Ti meouto or ATi meout O. They «
Condition statements. ThhRe shiddanedar Act i on

i R ensd. The Start Action will start to run the Timer and if the Start

Action is triggered one more time when the Timer is running, the Timer will

restart again. The Reset action will reset the Timer and stop running the

Timer. The fiPause action will pause the Timer counting tporarily. The
ARenaction is to | et the Ti mer to |
continue the Timer counting for the rest second of the Timer.
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Timer Stop Not Timeout Timeout

Status | |
Timer Period

Timer
Action

Start Pause Resume Reset

Figure 9-3dTimer Status and Action s

Follow the following step®

I Inputthe nickname f t he ti mer in the ANi
i Specify the initial status of the timer from the dropdown list of the
Al ni tial Statuso field. The il

status.
il Specify the period interval in units of seconds. There areoptors
to setup the period interval:
A Assign Period: Input the period interval in units of seconds
manually

&) Stop ¥ Assign Period ¥ | 1 second(s)

A Internal Register Assign the period interval as the value the
selectednternalRegister.

\-B Stop * Internal Register ¥ | No.| 1(IR1)

Please note: The user must sdiuernalRegister b&ore usinginternal
Register as timer period. Please refefi@dl Internal Registérto setup

InternalRegister.

“~

iv Click 3+ button to create a neWmer, andadd to thelimer list.
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Timer Setting Page

MNickname Initial Status Period
\-_B Stop + Assign Period  ~| |10 second(s)
®  Timer1 Stop 10 second(s)

I Setting ] [ Copy | I Remove ]

Figure 9-4cbTimer List Page

v Repeat steps i~ito complete settings of allimers.
vi To modify the settings of a piettimer, please click on the radio
button in front of thdimer, and then click on fASett

settings.The setting user interface is as following:
Timer Timer1 Setting

*Nickname | Timer1
Description

Initial Status Stop ¥

Period  |Assign Period |+| |10 second(s)

Figure 9-5dbTimer Setting p age (by assign value)

Timer Timer3 Setting

*Nickname  |Timer3
Description
Initial Status | Stop (v

Period  |Internal Register + | No.| 11(Internal Register 11} +

Figure 9-6cb Timer Setting page (by Internal Register)

vii User can modify the setting diNickname, finitial Statu® and
fiPeriod in the Timer Setting page, andput the description of this
Timeri n the ADescriptiono field
viii Clickoni OK 6 t o ¢ o n fandretarn to the Tinselstpage n g
ix After return to Timer lispage if user want tacopy the settings of a
pre-setTimerto the newTimer, please click the radio button in front of
the presetTimerand t hen c| i cThmerfiCsequgnte) a hnhew

http://wise.icpdas.com 175




ICP DAS WISE User Manual

will be added to the list and the settings of theTotder will be copied
to this newly addedimer.
X To remove a prsetTimer, please click the radio button in front of the

presetTimerand t hen c¢click ARemoveo.
Xi Afterall Tmersetti ngs are completed, <click
changes.

9.3 Schedule Setting
WISE provides Schedules to setup prescheduled routine tasks. The setting
of Schedule can be used to check if the system time OMISE is in the
range of date/time setting of the schedule or not. The checking status can be
included in the IF Condition statements. Schedule setting page is shown as

below:
Schedule Setting Page

Nickname Made
+ Add new schedule
O Schedule 3 Calendar

®  Schedule 4 Repeat

[ Setting ] [ Copy ] [ Remove ]

Figure 9-7cb Schedule List Page

The settings steps are as below:

i Click on AAdd new scheduleo to add a
i After clicking the AAdd new .schedul
Inputan ame i Mcknameo ifield and you coul d
descriptionoftts s chedul e in the fiDescriptior
i Sel ect Mode to be ACalendar o or fARep
, Calendatb

@)ln the fADateo field, select the i

from the dropdown list. The maximum duration can be set is
120 months After you specify the Year andonth in the Date
section, the calendars corresponding to the Year and Month you
specified will appear as shown betow
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Schedule(Schedule 1) Setting

*Nickname |Schedule 1 |

Description | |

Schedule Content Setting
Mode @Calendar CRepeat

Starting Month | 2022
Duration Manth(s)

- viwv] @ Hourly [ Remove |
“Time Rangef(s) ~[1z~}{a~] OHourly [ Remove |
[Add |

Date

| Select Al || Unselect All |[ Select Weekday || Select Weekend | InRange | Out of Range
2022786 2022/7 2022/8

Sun Mon Tue Wed Thu Fnm Sat Sun Mon Tue Wed Thu Fn Sat Sun Mon Tue Wed Thu Fri Sat

1 2 3 4 1 2 1 2 3 4 5 8

5 6 7|8 9 10 1 3 4 5 6 7 8 9 7 8 9 10 11 12 13

12 {13 |14 15 [16 |17 18 10 11 12 13 14 15 16 14 15 16 17 18 19 20

19 (20121 22 [23|/24 25 17 18 19 20 21 22 23 21 22 23 24 25 26 27
26 (27 (28 |29 30 24 25 26 27 28 29 30 28 29 30 A

3

| OK | ‘ Cancel ‘

Figure 9-8cb Calendar mode of Schedule setting

(b)In the ATi me Range(s)o0 section, c

Rangeof this schedule. Sete the start time and the end time

from the dropdown listUser can also enable th&Hourlyo

optionfor thei Ti me Retingtg lauhchthe schedule with

the set dateEach Schedule is required to set at least one Time
Range; click on fAAddoPlegasenotedd mor e
the time zones you s ffypouspécifiyed canoi
an end time that is earlier than the start time, such as 20:00:00 ~

06:00:00, it indicates the end time will be set one day after the
startdate. Ci k A Removeo tsaeiTimeeRAanger e a pr e

(c)On the <calendar s, click to toggl e

like to execute or not execute the operations for this Schedule.
If the date shows kght purplebackground, it indicates the date

i's Aln Rangeo of the schedul e, t !
range that will execute the operations. On the contrary, if the

date shows dight grey background, it indicates that date is

AOut of Rangeo of the schedul e, t|
range and will not execute the operatioBy.default, all dates

wi || be Al n Rangeo, that is, duri

operation will be executed every ddy.S e | e cbuttonAis | ©

used toseta | | dates to beiUWnsse |Reacntg el; | ¢
button is for mar ki ng all dat es
i S e IWeakday button is for you to select all Mondays to
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Fridays to be Al n Rangeo, and Sa
AOut of Rangeodo, that is, the oper
weekdays only. On the contrary, theS e Weekenad button is
for you to set all Saturdays and
al |l Mondays to Fridays to be AOu
operations will be executed during weekends only.

, Repeat

(@)l n the ADay(s) of weeko section,
that is going to execute the schedule; shown as below:

Schedule(Schedule 1) Setting

*Nickname |Schedule 1 |

Description

Schedule Content Setting
Mode OCalendar ®Repeat

*Day(s) of Week  [(JSun EdMon ETue EWed EThu EFri DSat

o

<

1w |/|01
Exception Date(s) 2|25
Add

Remove |

<[] ¢

Remove |

¢

=]
[=]
l
o
[ss]
l

- ' H Hourly | Remove |

~[12v||00v OHourly | Remove |

<

*Time Range(s) 08 w|:|00 v|:

Add

o

0

|E| | Cancel |

Figure 9-9dbRepeat mode of Schedule setting

(b)I n the AException Date(s)o0 select

date(s) that is/are nant he schedul e. Click A
remove a preset Exception Date.
(c)In the ATi me Range(s)o0 section, C

Rangeof this schedule. Select the start time and the end time

from the dropdown listUser can also enable thé&Hourlyo

optionfortheil Ti me Retingtg launchthe schedule with

the set dateEach Schedule is required to set at least one Time
Range; click on nAddOoPleasenot@add mor e
the time zones you s ffypouaspécifiyed canoi
an end time that is earlier than the start time, such as 20:00:00 ~

06:00:00, it indicates the end time will be set one day after the
startdateCl i ck A RemovVv e esetllime Ramgemove a pr
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iv Click on AOKO to confirm the setting
v Repeat steps i~ito complete settings of all Schedsile
vi To modify the settings of a petScheduleplease click on the radio
button in front of theSchedule and then click on fnSeit
the settings.
vii To copy the settings of a psetScheduleo the newSchedule please
click the radio button in front of the pset Scheduleand then click

ACopyo, a new Schedule (in sequence)
settings of the oldSchedulewill be copied to this newly added
Schedule
viii To remove a prsetSchedule please click the radio button in front of
the presetScheduleand t hen c¢click ARemoveo.
ix After all schedule settings are comp

the changes.

9.4 Emalil Setting
WISE support Email messagesending function This function allows
sending prenput Email message(s) to pset Email receiver(s) under
certain conditions. The configuration page is showbedsw:
Email Setting Page

Nickname Subject Receiver

+ Add new email

® DI Ststue Alarm DI Ststue Alarm Report cindy@iii.org.tw

[ Setting ] [ Copy ] [ Remove ]

Figure 9-10cb Email List Page

The settings steps are as below:

i Click on AAdd new email o to add a ne\

i After clicking the AAdd new aemail o,
name iNicknameo ifi el d and youscriptiamul d al s
of this email i n the ADescriptiono fi
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Email Email 2 Setting

"Mickname  |Email 2

Description
Figure 9-11dbEmail setting page (Name & Description )
i In the ASMTP, efter the ¥ rorothe fdomaih bWame of the

SMTP serveror select the SMTP server from the dropdown listhe
dropdown list WISE provide four publicSMTP serves for selection as

below:

, Google Gmail

. Yahoo Mall

. Microsoft Outlook / Hotmail

. AOL Mail
After select SMTP server from the dropdown lis&/ISE will
automatically compl ete the APort N u

related to the SMTP server you select. The SMTP Setting page is
shown as below:
SMTP Server Setting

@® |Specify an address of SMTP server
*SMTP Server
O |Google Gmail - smtp.gmail.com »
Port (25

Authentication [ Enable

Figure 9-12cdb Email setting page (SMTP Server)

iv  Input the Port number, the default port number is set as 25.
v If the SMTP server requires account and password validation, please
select thei E n a Ixheekioox in the AAuthenticatiom field, and
continue steps vi~viii to gin into the SMTP server. lthe SMTP
server des 0t need account and password
i E n a théckbox ard go directly to step ix.
vi Enter the SMTP server |l ogin I D in the
vi Enter the SMTP server password in the
viii In thefiSecurityfield, select the security setting to fildo Security or
A T LSSS Lfrom the dropdown list.
ix After complete SMTP server setting, continue to input Email address
setting. I n the ASender Nameo field,
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Xx Enter the sender 6s emai l address i n t
xi ' n the fAReceiver Emai | Addri#e so sect
recei ver 0s Atleast orle ensadl aldress lms to be entered.
The number of the receiver's email addresses is unlimited.
Email Address Setting

*Sender Name Daris

*Sender Email

ArihTaeE doris@iii.org.tw

*Receiver Email  |Cindv@ii.org.tw

Address Add

Figure 9-13db Email setting page (Email Address)

xii After complete Email Address setting, continue to input Email Content
setting.Ent er the email Ssubj @etmal n t he
Content Setting page is shown as below:

Email Content Setting

*Subject |Status Alarm

View Edit
DL-303 CO concentration: |DL-303 CO
DL-303 COZ2 concentration: |DL-303 CO2

*Content

Email Setting Test | Send |

| OK | | Cancel |

Figure 9-14cbEmail setting page (Email Co ntent)
xii Ent er the content i n the pih@deant ent o
encoded ings for users to add a@nt I/O channel valuer Internal
Register value into the Email content. To make it easy to add the
encoded stringWISE pr o v i eattisne varfble ditoro .Please
refer to '7.2 UserDefined Drata Loggefi for more detded information
of thefi Raltime variable editar.
xiv To verify whether your email setting is correct to send the Email, click
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ASendo in the #AEmMmMai | WISEwlsandagtestTest 0 s
Emailtother ecei ver sdesemai |l address
xv Click on AOKO t o retormtdtheEmailtigpage set t i ng
Xvi Repeat steps i~ X0 complete settings of all Emails
xvii To modify the settings of a pset Email, please click on the radio

button in front of theEmail, and then click on fASett
settings.

xviiiTo copy the settings of a psetEmail to the newEmail, please click
the radio button in front of the psetEmailand t hen <cl i ck #fACC

new Email will be added to the list and the settings of the Bidail
will be copied to this newly adddemail.
xix To remove a prsetEmail, please click the radio button in front of the

presetEmailand t hen click fARemoveo.
xx After you finish all theEmails et t i ngs, <click ASaveo b
settings.

9.5 SMS Setting
WISE-2841M-A4GE/AGC/5GE/5GWffer SMS Alarm message sending and
SMS Command receiving functions. For SMS Alarm function; it allows to
send preset SMS alarm message to specific phone numbers. For SMS
command function; it allows to set up authorized phone numbers to receive
SMS commands.WISE will execute the commands received from
authorized phone numbers only. There are 2 types of SMS commands:

Retrieve channel data(GET): The usercan retrieve specific channel

reattime data.The user could add trencodedstring b the message

to retrieve the related channel data

Modify channel data (SET): The user couldnodify channel data by

SMS command. Each SMS command message allows to modify one

channel value.

5

9.5.1 Phone Number Group Setting
If userswantto send a SMS alarm to many cell phone numbers, they
can group the cell phone numbers before setting SMS Alarm. It would
be easier to set SMS Alarm and modify SMS receivers with the Phone
Number Group functionThe Phone Number Groufetting page is
shown as below:
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SMS Setting Page SMS Alarm SMS Command I‘ Phone Number Group

Nickname Phone Numbers

+ Add new phone number group

| Save |

Figure 9-15dbPhone Number Group setting page (1)

Please follow the steps below:
i Make s WwPhomeNumberGiiodp Tab i s selected.
i Cl i ck 1 Adldode nangber grodp, Rhbne Number
GroupSetting page will appear as follow:

Phone Number Group(Phone Number Group 1) Setting

*Nickname |Ph0ne Number Group 1 |

Description | |
10987654321 || Remove |
*Phone Number 0912345678 || Remove |
| Add |
| OK | | Cancel |

Figure 9-16cdbPhone Number Group setting page (2)

i Input name in the ANameo field an
description of thisphone number group n t he A Descri pt
field.

iv I n t he A PhesestoncNuncbke rodn inplitAleed 66 t o
phone numberso receive the SM&\larm message¥eep on

clicking AAddo to add all phone n
message, click ARemoveo to removVve
want to deleteThe number of the phone numbers in a group is
unlimited.

v Click on AOKO to confirm the setti

vi Repeat stepsi~v to complete settings of ajphone number
groupsetting.

vii After you finish all thePhone Number Groupelections and
settings, click ASaveo button to

9.5.2 SMS Alarm Setting
The SMS Alarm Setting page is shown as below:
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SMS Setting Page SMS Alarm SMS Command Phone Number Group

Nickname Phone Numbers/Group  Message

+ Add new SMS alarm

| Save |

Figure 9-17db SMS Alarm setting page (1)

Please follow the steps below:

Make sure the ASMS Al armo Tab i s s
Click AAdd new SMS al ar mo, t he SM
appear as follow:

SMS Alarm(SMS Alarm 1) Setting

*Nickname ~ [SMS Alarm 1 |

Description ‘ |
Group [None v|
*Phone Number [0912345678 || Remove
Number
[ Add |
CMultilingual Support(Unicode)
View Edit
Leak alarm
*Message

Setting Test \ Send |

| OK \ | Cancel |

Figure 9-18cb SMS Alarm setting page (2)

Input name i n t hyu doldaaee ioputftheel d an.
description of thiSMSAlarmi n t he @A Descri ptiono

I n t he A P h sentien séectm lpresetophone number

group,orc | i ¢ k o ninput thel phhané nuinlzets receive

the SMSAlarm messages. The SMS can be sent to multiple
receiverskeep on clicking AAddo to add
receive the Alarm message, click
phone numbers you want to delefdhe number of the SMS

alarm receivers is unlimited.
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\Y

Vi

Vil
viii

Xi

xii

Enter the content Ificontert imadudeiil Me s s a g ¢
characters other than Engljsht must be checked for

AMultilingual Support(Unicodg) SMS Alarm provides an

encoded string for you to add curreid® channel dateor

Internal Registedatainto SMS Alarm messagelo make it

easy to add the encoded strinyISE pr o v i eattisne i R

variable editod .P |1 eas e r7& fUsarDefihed Dalia

Loggeo rfnoore detailed information of thé Raltime

variable edito.

To verify whether youBMS Alarmsetting is correct to send the

SMSmessage cl i ck fASendo in the ASett
WISE will send a tesMSto thephone numbers
Click on AOKO to confirm the sett.i

Repeat stepsi~vii to complete settings of all SMS Alarm

setting.

To modify the settings of a pietSMS Alarm,please click on

the radio button in front of thEMS Alarm and then click on
ASettingo to modify the settings.
To copy the settings of a pset SMS Alarmto the newSMS

Alarm, please click the radio button in front of the ss#SMS
Alarmand t hen c | i SKS Ala@rowpl pedaddeda n e w
to the list and the settings of the @S Alarmwill be copied

to this newly adde&MS Alarm

To remove a prsetSMS Alarm please click the radio button

in front of the presetSMS Alarbma nd t hen <c¢l i ck A Remo
After you finish all theSMS Alarm selections and settings,
click ASaved button to save the se

9.5.3 SMS Command Setting
The SMS Command Setting page is shown as below:
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SMS Setting Page SMS Alarm SMS Command Phone Number Group

SMS Command
Function

Authorized Phone |0937654321
Numbers

EEnable

EEnable

H Remove ‘

[ Add |

SMS Command List

Command Command String

+ Add new SMS command

®  Status GET:iSN-101 Leak Status

% \ Setting | | Copy | | Remove \

| Save \

Figure 9-19db SMS command s etting page

Please follow the steps below:
i Make sure the ASMS Commando Tab i s

I n the ASMS Command Functiono
enable SMS Command function. The SMS Command list will

be displ ayed. | f theNSMBE C@mimbnel 6st i s

will be disabled.

sec

s el

I n the AAuthorized!| PoeanendummbBhabd e

setthe phone numbers you would like to authorize to send SMS
commands tWISE-284IM-4GE/4GU5GE/5GC If this field is
not enabled, this WISE controller would receive SMS

commands from any cell phonel. € ¢ k o n anil lEeparb | e 0

clicking AAddo to add a$MS phone

commands toWISE, click HARemoveodo to
numbers you want to deletélease note: the Authorized Phone
Number has to be input in thermalformat For example, if

the Authorized Phone Number is a cell phone number
0987654321 in Taiwan aredustinput the Authorized Phone
Number as n f$yod apnbtgedd2he command to
WISE successfullyyou can usehe cellular phone to send the
SMS comm@Hta o t hmeduldVWigk WISE
receives the command, it will reply a SMS message to the
cellular phone you use. The SMS message will include the
phone numberthat WISE received. After getting the
information, you can enter the exact phone number of the SMS
message sender in the 'Authorized Rhdlumber' field of the
WISE module
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iv

SMS Settin§ Page

SMS Commapd
Functidg IEEtE
MEnable

Authorized Phone |0912
Numbers

|| Remove

[ Add |

Click AAdd new SMS command?o, t he
page will appear.

l nput a command string i n t he i
nickname for the original corresponding command in the

ACommand String Editorodo section.
Editoro section, select the comma
reatt i me channel dat a) or ASETO ( mo
the dropdown 1| i st. For A9%2B;TO c o mm:

It provides an encoded string for you to add curk&nhchannel
datg power data or Internal Regist@atainto SMS command
To make it easy to add the encoded strMWgSE provides
i Battime variable editay F o r ASETO command ( sh

Figure 9-21) select ASourceo, AModul eo
the dropdown | ist, and then set t
can also | eave the AValueo field

according to requirement in reiine when send b&aahe SMS

Command). Take Figur@-21 as an example, you can leave the

AVal ue ndfield blank an@23itmput t he
modify the Al channel value to be 2.3.
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SMS Command Setting

*Command |DATA

View Edit
GET: v ||$C4M2ci32$C4AM2ci33$C4M2ci34

*Command String
Editor

Interface | | COM4 v

Module ' [M-7055(2) v

Chammel on

| Insert |

| OK | | Cancel |

Figure 9-20db SMS command s etting for GET command

SMS Command Setting

*Command |AO

SET: v| SC4M1ro0

Interface | COM4 ~
*Command String

Editor IModule | [M-7024(1) v
Channel | [AO v| Ch[0v]

| oK | | cancel |

Figure 9-21db SMS command s etting for SET command

vi Click on AOKO to confirm the setti
vii Repeat steps/~vi to complete settings of all SMS Command
setting. The SMS Command (and its original corresponding
command) will be listed in the SMS Command List on the SMS
Command setting page.
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SMS Setting Page SMS Alarm SMS Command Phone Number Group

SMS Command
Function (3=l
FEnable

Authorized Phone ‘0937554321
Numbers ———

H Remove |

| Add |

SMS Command List

Command Command String

+ Add new SMS command
) Status GET:|M-7017Z AlQ| M-7017Z Al1||M-7017Z AI2
) DATA GET:|M-7055 DIO||M-7055 DI1||M-7055 DI2
@® A0 SET.M-7024 AQQ|/2.3

‘ Setting ‘ ‘ Copy ‘ ‘ Remove ‘

[ save |

Figure 9-22cb SMS command list

On Figure9-22, taking thesecondSMS Command on the list as

an exampl e, when wuser sW8E SMS me
WISE will send back the data of DIO, DI1, & DI2 of the

M-7055to the command sender.

Taking thethird SMS Command on thést as an example,

when user send SMWASEM4SEsviigee A AOO0 t
the value of AOO onM-7024 to be 2.3 after receiving the

message.

viii To modify the settings of a pset SMS Command, please click
on the radio button in front of the SMS Command, and then
click on ASettingo to modify the
ix To copy the settings of a peet SMS Command to the new
SMS Command, please click the radio button in front of the
pres et SMS Command and then <click
Command will be added to the list and the settings of the old
SMS Command will be copied to this newly added SMS
Command.
x To remove a prset SMS Command, please click the radio
button in front of the prset SMS Command and then click
ARemoveo.
xi  After you finish all the SMS Command selections and settings,
click ASaveo button to save the s
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9.6 SNMP Trap Setting
SNMP Trap function allow$VISE to initiative sending of the system data
and IO channedata to the SNMP Manager (pdefined in theSNMP
Settirg of System Setting sectipim real time automatically wimeunusual
events occur; so that the SNMP Manager can respond immediately with
corresponding operations. The configuration page for SNMP Trap setting is
shown as below:

SNMP Trap Setting Page

Nickname SNMP Agent Address Version Amount of Messages
+ Add new SNMP agent
®  SNMPAgent 1 192.168.100.222 V2e 1

Q") \ Setting \ \ Copy \ \ Remove \

| Save |

Figure 9-23db SNMP Trap List Page

The settings steps are as below:

i ClickneWwdNdMBagent 06 to add a new SNMP Age
i After click A Adn@wS NMP Agent o, the setting peée
Agent will be shown Enter theinformatoin for thefiNickna me 6 a n d
ASNMP Agenfielddddr ess o

SNMP Agent(SNMP Agent 1) Setting

*Nickname |SNMP Agent 1

*SNMP Agent
Address 192.168.100.222

Port 162

Version @V2c OWV3

*Trap Community |pubhc

SNMP Trap Setting

Test |_Send ‘

SNMP Trap Message List

Nickname Content Format

+ Add new trap message

\ OK \ | Cancel |

Figure 9-24cb SNMP Agent Setting Page of V2c version

iiSel ect the version used by this SNMI
Different versions will require different information to be enteM&c
needs to entethe information fordi Tr a p  C o rhetdu For Y3y O
usernedal to enterthe information fomi U sn& m efield and selecthe
ASecurity L evulthe informatich foriAuthemticatian t
Protocol o, AAut henticati on Passwor dc
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AEncrypt i oaccordiagdosthe setectad security level.

SNMP Agent(SNMP Agent 1) Setting

*Nickname

*SNMP Agent
Address

Port

Version
*User Name

Security Level

Authentication
Protocol

*Authentication
Password

Encryption Protocol

*Encryption
Password

SNMP Trap Setting
Test

[SNMP Agent 1

192.168.100.222

162

OV2c @V3

I

OnoAuthNoPriv. O authNoPriv - @ authPriv

@SHA

L ]

ODES

OMD5

@AES

‘ Send ‘

Figure 9-25cb SNMP Agent Setting Page

v Cl i

c k

t he NfnSend?o

button

of V3 version

field todn SNMP T

immediately send test SNMP Trap to the SNMP Agent addressr
enterto check whether the SNMP Trap setting is correchot

v Cl i ¢ Add fiewtrap mesag® t o add t lrap message S NMP
for the SNMP Agent.
vi After click i+ Add newtrap message, ASIN®&MP Tr ap Message

setting page will beshown Pleaseassign the Nickname for trf&NMP

Trapmessaggethenselect theype of then SNMP Tr ap
provides twooptions ofiS NMP Tr a p asfieGhsaangneedl

Messageo.
dat ao ¢

fiUserDefined Data for users to easily edit the content of SNMP Trap
message, the setting page is as follows
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A ChanneDatatype
SNMP Trap Message Setting Page

*Nickname  [SNMP Trap 1 |

Type @Channel Data O User-Defined Data

Interface | [ Xv-Board v|

Channel Data Module | XWV116 v
Channel Ch.[0 v

*Object ®Channel OID
Identifier(0ID)  OUser Defined OID |_1.3_6.1.4.1.34321.30.2841.1[}

Format |OctetString v

| oK | | cancel |

Figure 9-26db SNMP Trap " Channel Data" type Setting Page

Select thefinterfac®, fiModuled, fAiChanneb, fObject Identifier
(OID)0 andfiFormab from thedropdown list thenclick ffOKo button,
and the systemwill add the code string of the I/O channel to the
content of te ASNMP Trap Message and store the actual value in
the AISNMP Trap Messageof the SNMP Agent according to the data
format setup by user.Following is anexample that (aSNMP Agent
contains threeiSNMP Trap messag@s the first ASNMP Trap
messagarepresents theounter value of th®I counterchannelO of
the XV116 module connected to the XBbard interface, and the
second ASNMP Trap messagerepresents theAl0 value of the
M-7019R connected to COM4, and the thil@NMP Trap message
represents the vaduof the iSN-101 Leak module connected to
COM4.

SNMP Trap Message List

Nickname Content Format

+ Add new trap message

SNMP Trap 1 X116 DI Counter 0 OctetString
SNMP Trap 2 M-TO19R AIOD OctetString
® SNMP Trap 3 ISN-101 Leak Status OctetString

% \ Setting \ \ Copy \ \ Remove \

| OK \ \ Cancel |

Figure 9-27dbList of "SNMP Trap Messages" edited by "Channel Data" type
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A UserDefined Data type
In addition to thefiChannel Datad type, user can also select the
fiUserDefined Data type to edit the contentfahe SNMP Trap
messageFollowing is the setting page of th#&serDefined Data
type:
SNMP Trap Message Setting Page

*Nickname  [SNMP Trap 1

Type (OChannel Data @User-Defined Data

View Edit

*User-Defined Data

Interface | X/-Board e
Module | XV116 v~
Channel chfo v]

| Insert |

*Object

\dentifier(QID) [1.3.6.1.4.1.34321.30.2841.10 \

| OK \ \ Cancel |

Figure 9-28cb SNMP Trap "User -Defined Data" type Setting Page

In the AUserDefined Data type settings pagehe user can entethe
words(or sentence) he want to peesin the messagand edit the data
format andmessageontent byhimsef. ThefiUserDefined Data field
provides users with a special code string to addtimea I/O module
channel data into th@UserDefined Data text. User can click the
AEdito tab or directly click théilUserDefined Data text area, and the
fiRealtime Variable Editod will appearasbelow.
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SNMP Trap Message Setting Page

*Nickname  |SNMP Trap 1

Type (OChannel Data @ User-Defined Data

View Edit
System Alarm, DI chQ is $Xdi0, Al ch0 is SC3M1ri0

*User-Defined Data

Interface | COM3 v

Module | M-7019R(1) v

Channel ch

\ Insert |

*Object

IdentifierOID) [136.1.4134321302841.10 |

\ OK | \ Cancel |

Figure 9-29cb"User-Defined Data " Interface in Edit Mode

User cann p u't messageDeifi nede DatUaer field,

sel ect the Alnterfaceo, AModul ed and
and click Al nserto to add channel
AUskefined Dataod content. The system wi

presset in the Usebefined Data, and save the real data values in the

SNMP TrapmessageWhen editing the content, the user can select the

AVi ewd tab, and then the channel enc
the real index format of thiO channel for user to check the settings in

an easy wayThe figure above shows an example of the encoded

strings, the variable ¥diO indicates the DIO data oXV116, the

variable $@M1ri0 indicates the A0 data d M-7019Ron the moduld

that is connected to COBMWh en users sel ecltO the HAVi
channel value encoded string will be displayed as below for user to

check if the setting is appropriata not.
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SNMP Trap Message Setting Page

Type (OChannel Data @User-Defined Data

View Edit
System Alarm, DI ch0is Xv116 DIO|, Al chO1s |M-7019R AlO

*User-Defined Data

*Object

IdentifienID) [.1.3.6.1.4.1.34321.30.2841.10 |

Figure 9-30db"User-Defined Data " Interface in V iew Mode

vii After completeall settings, click theflOKo0 button to confirm the
ASNMP Trap Messagesetting and return to the SNMP Agent setting
page.

SNMP Agent(SNMP Agent 1) Setting

"Nickname |SNMF’ Agent 1

L
Address 192.168.100.222

Port 162

Version @WV2c OV3

*Trap Community |pubhc

SNMP Trap Setting

Test |_Send ‘

SNMP Trap Message List

Nickname Content Format

SNMP Trap 1 System Alarm, DI ch0 is | XV116 DIO|, Al chO is |M-7019R AlO OctetString
SNMP Trap 2 XV116 DIO OctetString
SNMP Trap 3 M-7T019R AlO OctetString
@®  SNMP Trap 4 iSN-101 Leak Status OctetString

% \ Setting \ \ Copy | | Remove |
| OK \ | Cancel \

Figure 9-31cb SNMP Agent Setting Page(with SNMP Trap Message)

viii Repeat steps v~vii to complete the setting esich SNMP Trap
message.
ix After complee all settings, please clicKOKO button to save the
content of théiSNMP Trap Messageand return to the SNMP Trap list
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page.
X Repeat stepis-ix to complete the setting of each SNMP Trap.
xi After complee all SNMP Trap settings, please cliéOKo button to
savethesetting for allSNMP Trap.

9.7 CGI Command Setting
CGI command functions the important function for reaime message
communication.WISE supports fully CGI command operations as CGl
command sending and CGI command receiving. The CGI command
sendingfunctioncan be added to the logic edition as part of logic control in
response to specific eventte CGI command receiving functidet WISE
can receive CGl commasadrom othersnetwork devices. The content of
CGI command receiving can be used in IF condition statements to trigger
the THEN/ELSE actions.
After the user completing the settings of GGl Server WISE will
automatically create a mapping folder under the CGI directory in the
microSD card. The new folder will use the nickname of@iad Serveras
the folder name, however, if tH@Gl Serveis nickname is not in English
format or numbers; the new folder will use the IP address dZ@leServer
as the folder name. Afteahe CGI command receiving functios enabled
andrequiresthe responsef CGI Serverto be savedthe respons&om the
CGI Serverwill be savedas filesin its mappingCGI Serverfolder. The
files inside the foldewill be classified automatically by date. User can also
enable the file transfer operation, then W¢SE will send back all files
inside the folder to the remote FTP Servére configuration page faZGl
command sending and CGI command receigietging is shown as below

9.7.1 The setting of CGl command sending
WISE supportsthe CGI command sending functiomhis function
allows sending prenput CGlI Commansl to preset RemoteCGl
Server device under certain conditions. The configuration page is
shown as below:
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CGI Command Setting Page CGI Sending CGI Receiving

Mickname *CGl Server Address Port The number of the CGl Command

+ Add new CGl server

O] CGl Server 1 192.168.100.230 80 1

[ Setting ] [ Copy ] [ Remove ]

Figure 9-32db CGl Command Server List Page

The settings steps are as below:

i Click the AiCGI Sending Tab on the rightop caner of the CGI
command Setting page.

i Click on AAdd new CGI Serverso to
which will receive the CGIl commands.

i Afterclicking t he AAdd new CGI Serverso,
Page will appear. The setting page interface will be shown as
below:

Figure 9-33cbCGI Command Server Setting page

iv  In the CGI Server Setting Page, you can input the name of the
remote CGIl ServerinthB Ni cknameo field and yo
i nput the description of this CGI ¢
v Enter the remote CGI Server dddresgor domain nameand Port
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