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® How to encrypt the OPC UA connection between UA series and AVEVA Edge of
SCADA software? (Take AVEVA Edge v20.0 as an example)

ICP DAS's UA series products provide a service for converting Modbus TCP/RTU to OPC UA
Server. This FAQ explains how to use AVEVA Edge (OPC UA Client) and UA-5231 (OPC UA
Server) for encrypted connections.

(This example uses UA-5231M v1.4.6.0 + AVEVA Edge v20.0 + OS Win10, 64 bit)

1. Set up the OPC UA Server of the UA series

Note: This example uses the function of Modbus TCP to OPC UA Server.

(1) Select the function to be converted
(2) Set in [Module Setting]

ey
Y

ICF DAS CO,. LTD.

Usage [SUTERTLS Memary 28 E5% SBCad 1%

Madule Setting 2 UA Connection 2@ OPC UA Certificate 2 Enable Converting Module 2 Save Project 2

Run the project

Module Setting

Modbus .
Modbus TCP Module List
Import Module Profile | Upload Module Profile
I TCP Module masier
Select All
D No. *Module Name / Nickname Edit
marT ") Name =
Il 1 DL-302
EtherNet/IP
B nE
XV Board
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(3) Set up [OPC UA Connection]

ICP 110T cCommunication Server {Master) Modbus TCP = OPC UA
DAS ICP DAS CO,. LTD.

OPC UA Connection 3

loT Platform Setting

('-’”"' UA-2200/5200

Lsage : Crl 1d% Memory 38.49%

Module Setting A Certificate @ Enable Converting Module 3

Run the project

MQTT Connection Server

Server Name | ICPDAS_OPC_UA_Server |

Port | 48010 |

(4) Check the [Enabled] of [User Password Login] and set up the [User Name] / [Password].

User Identity Tokens

Anonymous Login @ ) Enabled

User Password Login Enabled

Liserdame

Password

Cerfificate Login =~ ) Enabled
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(5) Skip this step for now (because AVEVA Edge hasn't generated a certificate yet).

Module Setting 2 OPC UA Connection OPC UA Certificate i Enable Converting Module 2 Save Project 2»

Run the project e

6) Click [Enable Converting Module]
7) Select the module to be converted
8) Click [Save Project]

(
(
(
(9) Click [Run the project]

Run the project
o Convert Setting

OPC UA

Module Setting $ OPC UA Connection $ OPC UA Certificate Enable Converting Module |9 >

Modbus TCP Module List

All Enabled

Modbus TCP jaster Mo. *Module Name / Nickname Edit

1 DL-302
[
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2. Set up the OPC UA Client of the SCADA software AVEVA Edge

Note: This example uses the OPC UA Client function of AVEVA Edge.

(1) Right-click the [Connections] of [OPC UA] function
(2) Select [Insert]

ndanofmeet

DA

/P Global [4]Graphics = Tasks |£% Comm

File Home View Insert Project Help
X =y b Run Cé) 4 —
D M -@ W Stop =
§ Runtime Connect
O Find/Replace Tacks 1% Debug ~
Clipboard Local Management & Remote Manager|
Project Explorer v 2 x
v & Project: Project_test. APP
Drivers
OPC DA Client (legacy)
v OPC UA

(3) Fill in the connection information
(4) Click the [...] symbol on the right

Server Configuration
Comnection Name: 345331
Setings

End point:  opc.tep: /192, 168.85.209: 43010

oty Name:  root

Password: | ssnnes|

O

Time out: 1000 @ ms

Test Connection Cancel

Secuuty. .
Advanced...
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(5) Fill in the [Discovery server] field
Format: opc.tcp://[IP address]:[Port number]
(6) Click [Load server list]
(7) Click the item
(8) Click [OK]

Discovery

Discovery server:  opclicp://192.168.85.209:48010

Cancel

.'S_EComm

(9) Click [Security]

Server Configuration

Connection Name: [ yac23¢, |1 p--

Settpgs

End pomnt:  opc. tep: /AJA-Series-684745ecc80a:430 10 b S

User Name: root

Password: eeeeee

Advanced... | |-+ -

Test Connection QK Cancel
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(10) Select the required items
(11) Click [Create self-signed certificate]

Security Settings

Ex Message Security Mode: Security Policy:
t: F
o= .
Endpomts
o

opc. top: [{UA-Series-68474%ecc80a: 480 10 - None - None - [User Name]

C U
c opc. top: [{UA-Series-68474%ecc80a: 480 10 - Sign - Basic128Rsal5 - [User Name]
n; opc. top: /UA-Series-684749ecc80a: 480 10 - Sign And Encrypt - Basic128Rsa 15 - [User Name]
-R“ opc. tep: [{UA- Senes-ss-l?ﬂeccaﬂa 48010 - Sugn Basic256 - [User Name]
2| -
- 4 .

/18

Trost List (empty = Configh TrustList):

Issver Certificate List empty = ConfighlssuerList):

| Antomatically add server certificate re on the next connection

; Create self-signed certificate .. certificate QK

(12) Click [Generate]

N Common Name: Country(2 lethers):

3 My compary us

-3

-5 Organmabon: Machne:

=3  Onganization DESKTOP-DQ3C350
Organization Unit: Clent Ui
Urit opc tcp /DESKTOP-O0QBCY50G . Studio. £
Location nams; Expiration Dafe:
Ciy |2L'!?4f 1 B~
State/Province:

PR G

pificate store on the next connection
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(13) Check this item

PP

bCy)

oup

asks

(14) Click [Trust server certificate]

* @ X

| Message Security Mode:

Endpoints

opc. tep: f/UA-Series-684749ecc80a:48010 - None - None - [Anonymous, User Name]
opc. tep: //UA-Series-684749ecc80a: 48010 - Sign - Basic128Rsa 15 - [Anonymous, User Nax
opc. tep: //UA-Series-684749eccB80a: 48010 - Sign And Enarypt - Basic128Rsa15 - [Anonymg
opc. tep: /fUA-Series-684749ecc80a:48010 - Sign - Basic256 - [Anonymous, User Name]
opc. tcp://UA-Series-684749ecc80a:48010 - Sign And Encrypt - Basic256 - [Anonymous, U

Trust List (empty = ConfighTrostList):

Issuer Certificate List (empty = ConfighlssuerList):

| Automatically add server certificate to certificate store on the next connection

Create slf-signed certificate

|22 Comm

(15) Click [Yes]
(16) Click [OK]

Message Security Mode:

Endpoints

opc. tep: //UA-Series
opc. tep: /UA-Series

I
|

Trust List empty = Confy

Issver Centificate List (empey

&  Trusting self-signed certificates might be unsafe on
B\ certain conditions. Please refer to the OPC Foundation
documents and specifications for the details. Do you
want to continue?

Security Policy:

opc. tep: [JUA-Series-684749ecc80a: 480 10 - None - None - [User Name]
opc. tep: [/UA-Series-684749eccB80a: 480 10 - Sign - Basic128Rsa 15 - [User Name]
opc. tep: //UA-Series-684749ecc80a: 480 10 - Sign And Encrypt - Basic128Rsa15 - [User Name]

Create self-signed certificate. ..

Automatically add sexver certificate to certificate store on the next connection

Trust server certificate
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project

(17) Enter the UA series web page and upload [UAClientCertificate.der] in the AVEVA Edge

System Setting

/O Status

File Setting
Project File
OPC UA Certificate
MQTT Certificate
Log File Download

Firmware Update

Module Setting

File Setting

OPC UA Certificate

loT Platform Setting

Convert Setting

Advanced Setting

Logger Setting

OPC UA Server

Remove the File

Trusted Certifi

OPC UA Server Certifi

Upload the file to them/

Trusted Certificate Select File | UAClientCertificate der

« P

roject_test > Config »
Al Name

Issuerlist

TrustList

O O

opcua_certstore

] UA-5231.uas
] UAClientCertificate.der
| ] UAClientCertificatePrivateKey.pem

Download the file from controller

OPC UA Server Certificate

Drivers

OPCUA

v

v

TCPAP

Watch

Project Explorer
v &9 Project: Project_test APP
OPC DA Client (legacy)
Connections
OK UA-5231

Redundancy Group
OPC XML/DA

@ Global [@]Graphics = Tasks |22 Comm

(18) Switch back to the AVEVA Edge screen and click [Test Connection] to test the

connection.
Draw Tools AVEVA Edge - Screent
File Home View Insert Project Draw Help

E‘ = 7. Selection ~ ][: A Text % Pushbutton [P o] X B
> & v P Disable Drag &~ | =] Text Box [“] CheckBox [[] (=) =1 @

Attributes Script Sh Symbols
e =P A" Replace 9P| o Button (© Radio Button {2 i} Mg s

Screen Editing Active Objects Data Objects Libraries

v o x GJScreent x

U

ser Name:
Password ]

Time out:

E Connection established
LWV successfully to the server UA-5231.
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3. Appendix - Troubleshooting for connection failure

If the setting cannot connect due to the hostname, try the IP address instead.
Enter the step [OPC UA Connection] of the UA interface, fill in the IP of the UA, and

then click the [save] at the bottom, the certificate will be regenerated, as shown below:

Module Setting g

OPC UA Connection

& OPCUACertificate g Enable Converting Module @ Save Project 2»

Run the project

MQTT Connection

OPC UA Connection
Local Server

Server Cerfficate

loT Platform Setting

Server Name | ICFDAS_OPC_UA Server |

Port | 48010 |

ommon Name Server Name

Organization | Organization

Crgarfization Unit | Unit ‘

| LocationName ‘

| ™ |

Certificate Validity (Yedks) | 20 |

| 1024

192.168.255.102

Then, follow the steps in CH 2 - OPC UA Client setting of AVEVA Edge. <Note> Skip
steps (4)~(8) in CH.2, use opc.tcp://[UA’s IP location]:[port] for the End Point item,

and then set up [Security] directly. Follow the steps, as shown below:

- @0 Replace - © Button (o) Radio Button 5=
Screen Server Configuration
Project Explorer Connection Name: [ )5 5731
v & Project: Project.APP Rettings
Drivers End pointl opc. top:/f192. 168,85, 209: 430 10 I
OPC DA Client (lega ey e |
OPC UA
h . Pazword, seeses
w Connections
0% UA-5231 Time ont: | 1000 | ms R—
Redundancy Gro Ad ;
OPC XML/DA AL
TCR/IP :
Test Connection Cancel
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(1) Message: BadCertificateTimelnvalid

IMessage: 'BadCertificateTimelnvalid' (Code: 0x80140000)

error message appears, follow the suggestions below to solve it.

» Communication with other devices > OPC UA = Enable the OPC UA trace log

Failed to establish connection. For detailed information, please see the technical reference manual topics:

= Testing and Debugging = About the Output window > Configure the log settings for the Output window

If it still fails to establish the connection, please refer to the following message:

On the AVEVA Edge screen, click [Test Connection] to test the connection. If the following

Processing method:

(2) Message: BadCertificatelnvalid

Message: 'BadCertificatelnvalid' (Code: 0801 20000)

Enter the web page of the UA series product to correct the time.

» Communication with other devices = OPC UA = Enable the OPC UA trace log

Failed to establish connection. For detailed information, please see the technical reference manual topics:

= Testing and Debugging = About the Output window > Configure the log settings for the Output window

BE

Processing method:
Delete the certificate in the TrustList folder.
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« Config » TrustList v P
A Name - Date Type Size
;ﬂ] 1648445F40D3ADDBAGCIE27... 2024/4/26 T 01:40 Certificate 1KB

Click [Security]

Teer Mame:  root321

Pazsword: esesseses

Adwanced. ..

Test Connection DE Cancel

Click [Trust server certificate]

Security Settings

tMesage Becurity Mode: Security Policy:

Endpointz

opc. top: /{UA-Series-68474%eccB0a: 480 10 - Mone - Mone - [Anonymous, User Name]

opc. top: /JUA-Series-68474%ecc80a: 48010 - Sign - Basic128R=a15 - [Anonymous, User Mame]

opc. tops {fUA-Series-68474%ecc0a: 48010 - Sign And Encrypt - Basic128Rsa15 - [Anonymous, User Name]
opc. tops /UA-Series-68474%ecc80a: 480 10 - Sign - Basic256 - [Anonymous, User Mame]

opc. top: (fUA-Series-68474%ecci0a: 48010 - Sign And Encrypt - Basic256 - [Anonymous, User Mame]

Trust List fempty = ConfighTrostlist):

[zsmer Certificate Lizt (empty = Confighlzmeilist):

| Automaticallr add sepver certificate to certificate store omn the next connection

Create self-mgned certificate... I Truzt server certificate I (0]
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(3) Message: BadCertificateHostNamelnvalid

Message: 'BadCertificateHostMNamelnvalid' (Code: 0x80160000)

Failed to establish connection. For detailed information, please see the technical reference manual topics:
= Communication with other devices > OPC UA = Enable the OPC UA trace log

= Testing and Debugging > About the Output window > Configure the log settings for the Output window

BE

Processing method:

® Check whether the "HostName" of the certificate in the TrustList folder matches.

® Regenerate OPC UA Server credentials for UA series

First enter the [File Setting] of the UA series web page, click [OPC UA Certificate],

and click [Remove] of [OPC UA Certificate].

System Setting Module Setting loT Platform Setting

I/0 Status File Setting

File Setting OPC UA Certificate

Project File OPC UA Server

OPC UA Certificate Remove the File

Firmware Update

Convert Setting

MQTT Certificate Trusted Certificate
Log File Download .
OPC UA Server Certificate
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Go to [System Setting] and click [Controller Service Setting]
Step.1 First click [Stop] to close [Run Project]
Step.2 Click [Run] again

System Setting Module Setting loT Platform Setting

I/O Status File Setting

System Setting Controller Service Setting

I Controller Service Setting Function Status

Time Setting
Network Setting MQTT Broker
Account Setting

DDNS

Boot

Convert Setting

@Run () Stop

(ORun @ Stop

Then follow the processing method of the (2) message: BadCertificatelnvalid.

(4) Message: BadUserAccessDenied

= Communication with other devices » OPC UA = Enable the OPC UA trace log

Message: 'BadUserAccessDenied' (Code: 0x801FI000)

Failed to establish connection. For detailed information, please see the technical reference manual topics:

= Testing and Debugging > About the Output window > Configure the log settings for the Output window

=h

Processing method:

Please confirm whether the account password is correct.
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(5) Message: BadConfigurationError

» Communication with other devices = OPC UA » Enable the OPC UA trace log

Message: 'BadConfigurationError' (Code: 0x80830000)

€9 Failed to establish connection. For detailed information, please see the technical reference manual topics:

= Testing and Debugging > About the Output window > Configure the log settings for the Output window

BE

Processing method:

Please go to the UA series web page to confirm whether the user login option matches

your login method (as shown below).

(I-”"’ UA-2200/5200
DAS ICP DAS CO.. LTD.

Run the project

loT Platform Setting

MQTT Connection Server

ServerName | ICPDAS_OPC_UA_Server |

Port | 48010 |

Server Certificate

OPC UA Connection Common Name Server Name

Local Server

QOrganization | Organization |

User |dentity Tokens

Anonymous Login Enabled

User Password Login [ Enabled

Certificate Login [ Enabled

Save

CP 110T Communication Server (Master) Modbus TCP < OPC UA

Usage: CPU  14% Memory 32 18%

SD Card

~

B Log Out

Module Setting g OPC UA Connection @ OPC UA Certificate g Enable Converting Module g Save Project g
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