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® UA EmiNEi[E =& FE AVEVA Edge #1T OPC UA NNZZE4R?

(L1 AVEVA Edge v20.0 % f51)

BMERIEAY UA 25 ERRH T —E# Modbus TCP/RTU i OPC UA Server fUFRFS - K&
sRABYN{aI E A3 AVEVA Edge (OPC UA Client) 2 UA-5231 (OPC UA Server) #ETIIZRELR -

(LbeaBlfE A UA-5231M Eam v1.4.6.0 + AVEVA Edge v20.0 + fFZE %4t WinlO0, 64 fi17T)
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2. [E[$Z=H B2 AVEVA Edge B9 OPC UA Client 5% %€

aihA: LEEEHI &1 A AVEVA Edge #9 OPC UA Client Ih8E

(1) ¥[Connections]iz & A i#
(2) Eh#E([Insert]

File Home View Insert Project Help
X % P Run @ i ==
D o = W Stop E
. Runtime Connect t
O Find/Replace Tasks 32X Debug -
Clipboard Local Management M Remote Manager|
Project Explorer v & x
v &1 Project: Project_test. APP
Drivers

OPC DA Client (legacy)
“ OPC UA

ndancy

» DA

/P Global [4]Graphics = Tasks 2% Comm

(3) ERERER
(4) B TNAAL.IF5R

Server Configuration

Comnection Name: | ja_s231

Bettings
End point:  ope.bep:ff192. 168.85, 209: 48010

Tlser Name:  root

Password: | sesses|

Time out: 1000 @ ms

Advanced ...

Test Connection Cancel
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(7) ®HEIRHE
(8) FE[OK]

(5) 3EE Discovery server &1
&0 opc.tep://[IP fizdlt]:[port 5]
(6) Eh#EE[Load server list]

22 Comm

Discovery

Cancel

(9) #F4#E[Security]

Server Configuration

Connection Name: | j4.5231

Seftings

End pomt  opc.top:/JUA-Series-684749eccB0a: 48010

User Name: root
Paszsword: essses

Time ovt: 1000

Test Connection

s
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(10) BHEFEEWIEH
(11) 24¥E[Create self-signed certificate]

~
5

Security Settings

X Mezsage Secunty Mode:

Endpoints

P/1H

| Automatically add srver certificats

: Create slf-sigmed certificate... certificate

opc. top: [{UA-Series-684749ecc80a:430 10 - None - None - [User Name]
opc. top: fUA-Series-684749eccB0a: 480 10 - Sign - Basic 128Rsa 15 - [User Name]

Trast List (empty = ConfighTrustL ist):

Issuer Certificate List (empty = ConfighlsmerList):

Security Policy:

opc. top: [{UA-Series-684749ecc80a:480 10 - Sign And Encrypt - Basic128Rsa15 - [User Name]
opc.top: [/UA-Series-68474%ecca0a: 480 10 - Sign - Basic256 - [User Name]
j ign And t - Basic256 -

e on the next connecion

OK

(12) Eh#E[Generate]

Lo in i

L ist]

cate Creation

Common Hems:
My comparry
Organgzation
Organization
Organization Unat:
Linit

Location name:
City

State/Province:
State

Comntry(Z letters):
us

Machine:
DESKTOP-DQ3CS50

Client Uri:

opctepYDESKTOP-DQBCH50. Studio

Exparation Dade:

‘mw 171

[ Generae |

hificate store on the nesxt connection

-]
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(13) BAEIIEHR
(14) 53 [Trust server certificate]

v 3 x
PP | Message Secunity Mode:
hey)

Endpoints

opc. tep: //UA-Series-684749ecc80a: 480 10 - None - None - [Anonymous, User Name]
opc. tep: //UA-Series-684749eccB0a: 480 10 - Sign - Basic128Rsal5 - [Anonymous, User Nai
opc. tep: //UA-Series-684749%eccB0a: 480 10 - Sign And Enarypt - Basic 128Rsa 15 - [Anonymd
opc. tep: //UA-Series-684749ecc80a: 480 10 - Sign - Basic256 - [Anonymous, User Name]
opc. tcp: //UA-Series-684749ecc80a: 480 10 - Sign And Encrypt - Basic256 - [Anonymous, Uk

Trust List (smpty = ConfighTrustList):

Issuer Certificate List (empty = ConfighlssuerList):

! Antomatically add server certificate to certificate store on the next connection
Trust server certificate

Create slf-signed certificate..,

asks .KSComm

(15) BhE[ZE]
(16) FAE[

Message Security Mode: Security Policy:

Endpoints

opc. tep: [JUA-Series-684749ecc80a:480 10 - None - None - [User Name]

opc. tep: [JUA-Series-684749eccB0a: 480 10 - Sign - Basic 128Rsa15 - [User Name]

opc. top: [/UA-Series-684749eccB0a: 480 10 - Sign And Encrypt - Basic128Rsal5 - [User Name]
opc. top: [JUA-Series-68]
opc. tep: fJUA-Series-68]

Trusting self-signed certificates might be unsafe on
certain conditions. Please refer to the OPC Foundation
documents and specifications for the details. Do you
want to continue?

&&

Trust List (empty = Confy

|

Issuer Certificate List (emnper

Automatically add ssrver certificate o certificate store on the next conmection

Create sslf-signed certificate. .. Trust server certificate
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(17) #EA UA 23 E - 1§ AVEVA Edge EERM [UAClientCertificate.der] L&

OPC UA 3R s

ERES

OPC UAS

HSERREH=R

» % % 5

IssuerList
opcua_certstore
TrustList

[ ] UA-5231.uas

5] UAClientCertificate der

| ] UAClientCertificatePrivateKey.pem

EEERE [}ggmg ]UACIiemCeniﬂcate.der

EiEsles FHIEE

OPC UA Server B2 | T& |

(18) tlel AVEVA Edge = - BHiE

[Test Connection] Rzt :E4zB0T] -

Draw Tools AVEVA Edge - Screent
File Home View Insert Project Draw Help
E‘ E 7. Selection ~ =3 A Text % Pushbutton 3 X~ B
: > . & - ¥ Disable Drag B3~ I i =] Text Box Check Box =] =] &
Attributes Script o @ Replace gl .ipes OButton (O Radio Button B B Symbols g s
Screen Editing Active Objects Data Objects Libraries
Project Explorer v 8 x Glscreent x
~ & Project: Project_test.APP
Drivers
OPC DA Client (legacy)
w OPCUA
v Connections
O JA-5231
Redundancy Group
OPC XML/DA =
T 4D i ‘-I Connection established
4 1 ¥ successfully to the server UA-5231.

f® Global [ Graphics = Tasks |22 Comm

Canrel

Watch
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P S%- 2 AR K LR A

HEIIRIZEIAFN hostname MERESATR - ol XAER IP E1TER -
#EA UA ZIEmABERRIELSR[OPC UA EZR|BWA UA EZmAV IP & - BRER FNHVRE
FiZih - SEMELERE - N HE:

2 Tl OPCUAEZ |9 OPCUARZ P mAmAEE P HESE P #Gss
MQTTESR
fmH2%E | IGPDAS_OPC_UA Server |
g | 48010 |
Server Certificate
OPC UA#E#R Server Name

I Local Server 8%
| Organization |

| Unit |

| LocationName |

| State |

| ™ |

| 20 |

| 1024 v |

| 192.168.85.209 |

EMELRER  BREBE_EE-EZEH3E AVEVA Edge B9 OPC UA Client 32X B IRIE
<EE> HBE_EEi(4)~(8)T R - F opc.tcp://[UA BY IP fiIE]:[port] #iASE End point
HHEAE A& - HiEERE[Security] - WETRELRE - MITE:

1E] 2 Replace - © Button (o) Radio Button = &
Screen Server Configuration
Project Explorer Connection Name: [ )5 5331
v & Project: Project.APP EAbls o
Diivers End pDimI opc.tep:ff192. 168,85, 209: 480 10 I
OPC DA Client (lega eer Name:  root
OPC UA
e Password, eesess
~ Connections
OPC | JA-5231 Time omt: 1000 ms Security...
Redundancy Gro id a
OPC XML/DA —
TCFR/IP ;
Test Connection Cancel

1
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HINERER - JSE T HERR:

£ AVEVA Edge £H - 3% [Test Connection] HliliELR - MRBHIRU T HERFAS - AKE T
E 2 ZHHERR -

(1) & BadCertificateTimelnvalid

Failed to establish connection. For detailed information, please see the technical reference manual topics:

» Communication with other devices = OPC UA > Enable the OPC UA trace log

= Testing and Debugging > About the Output window = Configure the log settings for the Output window

IMessage: 'BadCertificateTimelnvalid' (Code: 0x80140000)

EEG
EA UA 23 EmBBEEBRBETRIE

(2) #&: BadCertificatelnvalid

Failed to establish connection. For detailed information, please see the technical reference manual topics:

= Communication with other devices = OPC UA = Enable the OPC UA trace log

= Testing and Debugging > About the Output window = Configure the log settings for the Output window

Message: 'BadCertificatelnvalid' (Code: 0x80120000)

BE

EIEA:
fHlER TrustList ERKIE RS
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« Config » TrustList v #E TrustList yel
n zE " 2 EE 55 *i
. 5l 1648445F40D3ADDBABCOERT...  2024/4/28 TS 0140 EZEES 1 KB
+
#h3E([Security]

Teer Mame:  root321

Pazpword:  sessssses

Advanced ...

Test Connection DK Cancel

h#E([Trust server certificate]

Security Settings

Mesage Security Mode: Security Policy:

Endpoints

opc. tops fUA-Series-68474%ecci0a: 48010 - Mone - Mone - [Anonymous, User Mame]

opc. top: (fUA-Series-684749eccE0a: 48010 - Sign - Basic128Rsa15 - [Anonymous, User Mame]

opc. top: /fUA-Series-684749eccB0a: 48010 - Sign And Encrypt - Basic128R.sa15 - [Anonymaous, User Mame]
opc. tops /fUA-Series-68474%eccB0a: 48010 - Sign - Basic256 - [Anonymous, User Name]

opc. tops /fUA-Series-684749eccB80a: 48010 - Sign And Encrypt - Basic256 - [Anonymous, User Name]

Tzt Lzt (empty = ConfighTiostl ist):

[zzmer Certificate List (empty = Confighlzmmerlast):

| Butomatically add server certificate to certificate store on the next connection

Create self-signed certificate. .. I Trust server certificate I

CE
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(3) #&: BadCertificateHostNamelnvalid

Failed to establish connection. For detailed information, please see the technical reference manual topics:

= Communication with other devices > OPC UA = Enable the OPC UA trace log
= Testing and Debugging > About the Output window = Configure the log settings for the Output window

Message: 'BadCertificateHostMamelnvalid' (Code: 0x80160000)

i

EEA:
® TR TrustList BRI ERFEA HostName 25 HF
o O EREEMESE UA RIEMA OPC UA Server &i5

SoiEAN UA 23| EmAER[File Setting] 25 Z[OPC UA Certificate] - FAE[OPC UA
Certificate]®y Remove

System Setting Module Setting loT Platform Setting Convert Setting

I/O Status File Setting

File Setting OPC UA Certificate

Project File OPC UA Server

OPC UA Certificate Remove the File

MQTT Certificate Trusted Certificate
Log File Download e
OPC UA Server Certificate

Firmware Update
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TE[System Setting] i F5ZE[Controller Service Setting]
Step.1 5EF8RA[Run Project]
Step.2 BFEX[Run Project]

System Setting

Module Setting

I/O Status

System Setting

I Controller Service Setting - unction Status

Time Setting
Network Setting
Account Setting

Boot

File Setting

Controller Service Setting

loT Platform Setting Convert Setting

MQTT Broker @ Run () Stop

DDNS (OHRun @ Stop

#BEHRMKIR (2)51 &5 BadCertificatelnvalid RIERIESENT] -

(4) FE: BadUserAccessDenied

Failed to establish connection. For detailed information, please see the technical reference manual topics:
= Communication with other devices = OPC UA > Enable the OPC UA trace log
= Testing and Debugging > About the Output window > Configure the log settings for the Output window

Message: '‘BadUserficcessDenied’ (Code: 0x301F0000)

BE

EEG:

am HE RO MRS 2 HE 2 S A B R
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(5) #2: BadConfigurationError

€9 Failed to establish connection. For detailed information, please see the technical reference manual topics:

= Communication with other devices = OPC UA > Enable the OPC UA trace log

= Testing and Debugging > About the Output window > Configure the log settings for the Output window

Message: 'BadConfigurationError' (Code: 0x80890000)

BE

EEA:

==
B

UA ZIERBERZRHEPEASHREIR -

EEAECNEATLNZEHET W NE)

ICP IIoT Communication Server

(”"’ UA-2200/5200
DAS

ICP DAS CO.. LTD.

Module Setting g OPC UA Connection g»

Run the project

loT Platform Setting

MQTT Connection Server

(Master) Modbus TCP < OPC UA ~

OPC UA Certificate g Enable Converting Module @ Save Project g»

Usage: CPU 14% Memory 32.18% SD Card 2%

B Log Out

Server Name |

ICPDAS_OPC_UA_Server |

Port

48010 |

Server Certificate

OPC UA Connection Common Name

Local Server

Server Name

QOrganization | Organization |
User |dentity Tokens
Anonymous Login Enabled
User Password Login [ Enabled
Certificate Login [ Enabled

Save
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