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® How to Create NTP Server Under No External Network

Environment?

In a factory or special circumstances, the network are usually private and could not

connect with external network. It is necessary to set up an NTP server to provide

internal equipment time calibration to make sure that all devices have the same time.

This article explains:

1. How to set up an NTP Server environment?
2. How to set the time of UA products and NTP Server?
3. NTP stratum

([ This example operate under Windows 10 environment )

1. How to setup an NTP Server Environment?

Set up Firewall.

Windows Security

—

@
O

[

& D

&

Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

Settings

Domain network

Firewall is off.

Turn on

28 Private network

Firewall is off.

Turn on

@ Public network (active)

Firewall is off.

Turn on

Allow an app through firewall
Network and Internet troubleshooter

Firewall notification settings

Advanced settings )

Restore firewalls to default
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Right click on [Inbound Rules] and then choose [New Rule]

File Action View Help
e 7nE =

& Windows Defender Firewall

Inbound Rules

&3 Inbound Ry Profile Enabled
Outbound ool ;\J i i
utboun ' Right click on Public Yes
E_‘_' Connection) _ Filter by Profile Builder 2w ~Inbound Rule” Public  Yes
%2, Monitoring ;I:er l;y Ztate Builder 4.6 T:en cRI'lt:ose Public Yes
’ ) “New Rule”
fher Dy Group service All Yes
View " jice Private  Yes
Refresh ce Private  Yes
Export List... ice Private  Yes
Help ce Private  Yes
F ESTOO! Private  Yes
{3 EsTool Public  Yes
9 EsTool Private  Yes
() EsTool Public Yes
HiCOS PKI Smart Card Domain  No
& HiCOS PKI Smart Card Private _ Yes
#® New Inbound Rule Wizard X
Rule Type
Select the type of firewall rule to create.
Steps:
@ Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action O Program
@ Profile Rule that controls connections for a program.
@ Name @® Port
Rule that controls connections for a TCP or UDP port.
() Predefined:
@FirewallAPI.dIl,-80200
Rule that controls connections for a Windows experience.
() Custom
Custom rule.
<Back Cancel
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Choose [UDP], [Specific local ports]: 123
# New Inbound Rule V >
Protocol and Poris
Specify the protocols and ports to which this rule applies.
Sieps:
@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ) TCP
=
@ Profile
® Now Does this rule apply to all local ports or specific local ports?
Al local s
® Specific local ports: 123
Example: 80, 443, 5000-5010
<Back Cancsl
ﬂ New Inbound Rule W
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified condttions?

@ Protocol and Ports

(@ Allow the connection

® Adtion This includes connections that are protected with |Psec as well as those are not.

@ Profile
(O Allow the connection if it is secure

Rule node.

() Block the connection

o

)

® HNems This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security

Cancel
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o New Inbound Rule Wizard
Profile
Specify the profiles for which this rule applies.

Steps:

@ Rule Type ( When does this rule apply?

@ Protocol and Ports

Action [~ Domain

-
@ Profle Applies when a computer is connected to its corporate domain.
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public network location.

\_ J

< Coro

#® New Inbound Rule Wizard
Name

Specify the name and description of this rule.
Sieps:

& Rule Type

@ Protocol and Ports

@ Action

@ Profle o
NTP Server

& Name

Description (optional):
NTP Service

< Back Finish Cancel
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Download and Install NTP Packages

Linkage: https://www.meinbergglobal.com/english/sw/ntp.htm

(ntp-4.2.8p15-win32-setup.exe)

After installation, Execute [Edit NTP Configuration]

NTP for Windows XP and newer, with IPv6 support

The current stable NTP version can be used with Windows XP and newer, on 32 bit and 64 bit Windows versions. Beside the
standard IPv4 network protocol it also supports IPv6. Alternatively there's an older version available which can also be used on
Windows 2000 or Windows NT.

Note: The current stable version ntp-4.2.8p15 provides a minor security patch and some enhancements. See the changelog for
details. This package also includes the current openSSL DLL v1.1.1g.

Itis explicitly recommended to upgrade earlier installations to this version.

Download this file

@ ntp-4.2.8p15-win32-setup.exe (4.29 s)
3 July 2020
NTP package with IPv6 support for Windows XP and newer

SHA512 Checksum:
ntp-4.2.8p15-win32-setup.exe.sha512sum

How to verify integrity of the downloaded file

. Meinberg
m Edit NTP Configuration
G Meinberg NTP Downloads
-
NTP Installer ReadMe
G NTP Pool Server Project
- < 5
Official NTP Documentation
Q) Official NTP Homepage

Quick NTP Status

Restart NTP Service

[C) startNTP Service

Stop NTP Service

G The NTP Public Services Project

B MELSOFT Application
B vesoremes
B Microsoft Azure

A | Micrnentt Fdnn
B nPFAQ
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After deleting all the contents in the file, copy and paste the following contents and save

them.

# NTP Network Time Protocol

# **** ATTENTION ****: *You have to restart the NTP service when you change this file to activate the changes*

# PLEASE CHECK THIS FILE CAREFULLY AND MODIFY IT IF REQUIRED
# Configuration File created by Windows Binary Distribution Installer Rev.: 1.27 mbg

# please check http://www.ntp.org for additional documentation and background information

# restrict access to avoid abuse of NTP for traffic amplification attacks

# see http://news.meinberg.de/244 for details

restrict default noquery nopeer nomodify notrap

restrict -6 default noquery nopeer nomodify notrap

# allow status queries and everything else from localhost
restrict 127.0.0.1
restrict -6 :1

# if you need to allow access from a remote host, you can add lines like this:
# restrict <IP OF REMOTE HOST>

# Use drift file
driftfile "C:\Program Files (x86)\NTP\etc\ntp.drift"

# your local system clock, could be used as a backup

# (this is only useful if you need to distribute time no matter how good or bad it is)
server 127.127.1.0 prefer

# but it should operate at a high stratum level to let the clients know and force them to
# use any other timesource they may have.

fudge 127.127.1.0 stratum 3

# Use specific NTP servers
#server tw.pool.ntp.org iburst minpoll 6 maxpoll 7

#server time.google.com iburst minpoll 6 maxpoll 7

# End of generated ntp.conf --- Please edit this to suite your needs

ICP DAS Co., Ltd. Technical Document



http://www.ntp.org/
http://news.meinberg.de/244

Classification UA-Series English FAQ-Dev-003

Author Lynn Tang Version [1.0.2 Date (2020,6 Page 7/ 10

While have no permission to save this file, please save this txt file into another location.

@ “ntp.conf - Notepad

oo

File Edit Format View Help
# NTP Network Time Protocol
# *xex ATTENTION ****: *You have to restart the NTP service when you change this file to activate the change
# PLEASE CHECK THIS FILE CAREFULLY AND MODIFY IT IF REQUIRED

# Configuration File created by Windows Binary Distribution Installer Rev.: 1.27 mbg

# please check http://www.ntp.org for additional docurypmses Aol ik i -
# restrict access to avoid abuse of NTP for traffic amplif @V A
# see http://news.meinberg.de/244 for details
restrict default noquery nopeer nomodify notrap
restrict -6 default noquery nopeer nomodify notrap

o dm i WA

| C:\Program Files (x86)\NTP\etc\ntp.conf.txt

: You don't have permission to save in this location.
Contact the administrator to obtain permission.

# allow status qugrigs and gvery‘thing else from localh Would you like to save in the Documents folder instead?

restrict 127.0.0.1

restrict -6 i1 Yes No

-

# if you need to allow access from a remote host, you can add lines like this: Ll
# restrict <IP OF REMOTE HOST>

# Use drift file
driftfile "C:¥Program Files (x86)¥NTP¥etc¥ntp.drift”

# your local system clock, could be used as a backup

# (this is only useful if you need to distribute time no matter how good or bad it is)

server 127.127.1.0 prefer

# but it should operate at a high stratum level to let the clients know and force them to

# use any other timesource they may have. v

Ln 33, Col 1 100% Windows (CRLF)  UTF-8

Replace the previous ntp.conf file with new saved one.
File route: C:\Program Files (x86)\NTP\etc

| = |etc — O
Home Share View

« L > This PC > Local Disk (C:) > Program Files (x86) > NTP > etc ~ | U £ Search etc

= This PC ~ Name Date modified Type Size

B 3D Objects [ .rnd 9/29/2020 5:49 PM RND File 1KB

. Banchiao-DOC (rd-nas)

[ Desktop
Documents
¥ Downloads

J» Music ug Destination Folder
[=I Pictures
1 pptzip
B videos etc

Date created: 9/29/2020 5:48 PM
- Local Disk (C3)
« Local Disk (P:)
~ Local Disk (@)
- Local Disk (R:)

ss Denied - X

You'll need to provide administrator permission to copy to this folder

9 Continue I3 Skip Cancel

Fewer details
¥ Network
= CHESS-KUO
= LAPTOP-30H24SPR
= LOUIS-YEN
= SUN-THINKPAD

2 items.
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Open Task Manager by press Ctrl+Alt+Del, and then choose [Services] tag, right click to
NTP and select [Restart]

File Options View

Processes Performance App history Startup Users Detail

Name - PID Description Status Group Q
a5, MSISCSI Microsoft iSCSI Initiator Service Stopped netsvcs

Lk msiserver Windows Installer Stopped

£, MSSQLSICPDAS 12284  SQL Server (ICPDAS) Running

£, NaturalAuthentication Natural Authentication Stopped netsves

£, NcaSve Network Connectivity Assistant Stopped NetSvcs

“i; NcbService 1232 Network Connection Broker Running LocalSystemNe...
&, NedAutoSetup Network Connected Devices Auto-Setup Stopped LocalServiceNo...
. Net Driver HPZ12 Net Driver HPZ12 Stopped HPZ12

£, Netlogon Netlogon Stopped

£, Netman Network Connections Stopped LocalSystemNe...
‘s netprofm 3664 Network List Service Running LocalService
i NetSetupSve Network Setup Service Stopped netsvcs

& NetTcpPortSharing Net.Tep Port Sharing Service Stopped

£, NgeCtnrSve 784 Microsoft Passport Container Running LocalServiceMe...
£, NgcSve 6340 Microsoft Passport Running LocalSystemNe...
%2 NlaSve 2696 Network Location Awareness Running NetworkService
Sbnsi 2240 Network Store Interface Service Running LocalService

S NTP taTna Mesesrk Time Protocol Daemon Running

1&\; OneSyncSvc Start lost Stopped UnistackSveGro...
£, OneSyncSvc_1b: Stop lost_1b268496 Running UnistackSvcGro...
L 0se64 h 64 Source Engine Stopped

b p2pimsvc Open Services etworking Identity Manager Stopped LocalServicePe...
Sl n e Sear(h O"Ilrle tarnrkina Croonina Ctonnad 1 ICannraDa
- ) Fewer details Go to details
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2. How to set the time of UA products and NTP Server?

Login UA Web U, click [System Setting] > choose [Time Setting], choose “Customize the
Server” and key in IP and choose Time Zone, press [Save].

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting 1/O Status

File Setting

System Setting Time Setting

Controller Service Setting Date And Time Display
Time Setti
0 September 2020 0
Network Setting Su Mo Tu We Th Fr Sa
Account Setting 1 2 3 4 5
Date

6 7 8 9|l 10] 11| 12

13 14| 15 16( 17| 18| 19

COM Port Interface Setting 20 21| 22| 23| 24| 25| 26
27| 28/ 29| 30

Boot

Time|l5|:‘19|:|17‘

NTP Time Synchronization Setting

Functional Status () NTP Time Serue@ Customize The ServeD

Customize The Server | 192.166.101.2 |
Time Zone |Tuipe'| ~ |
CSet The Time Manually)‘_
| 2020 | / ‘ 9 ‘ / | 30 ‘
Time Setting
(s | m i a ]
Read The Local ComQ[‘l;l:‘?é
Time Zone |Taipei V‘
L@
© ICP DAS Co., Ltd. All Rights Reserved

<NOTE>

If you press [Save] for the [Set the Time Manually], the [NTP time synchronization] function
will turn off. If you need to restart the NTP Time, re-check [NTP time synchronization]
settings and then click [Save].
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3. NTP stratum

The range of NTP hierarchy that can synchronize is from 0 to 15, if it exceeds the range, it
cannot be synchronized.

When installing the NTP Server file < ntp-4.2.8p15-win32-setup.exe >, the value we
currently set in ntp.confis 3.

If you need to adjust the stratum value, all devices must be within this range, and then refer
to Chapter 1 in this document to restart the NTP settings in [Task Manager].

File Edit Format View Help
# Use drift file ~
driftfile "C:¥Program Files (x86)¥NTP¥etc¥ntp.drift"

# your local system clock, could be used as a backup

# (this is only useful if you need to distribute time no matter how good or bad it is)
server 127.127.1.0 prefer

# but it should operate at a high stratum level to let the clients know and force them to

# use any other timesouce they may have.
fudge 127.127.1 .
# Use specific NTP servers

#server tw.pool.ntp.org iburst minpoll 6 maxpoll 7
#server time.google.com iburst minpoll 6 maxpoll 7

# End of generated ntp.conf --- Please edit this to suite your needs

< >
Ln 1, Col 1 100% Windows (CRLF)  UTF-8
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