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1. Introduction

Modbus has become the de facto standard protocol for industrial communication, and is now the
most commonly available means of connecting industrial electronic devices. Modbus allows for
communication between many devices connected to the same RS-485 network, for example, a
system that measures temperature and humidity and communicates the results to a computer.
Modbus is often used to connect a supervisory computer with a remote terminal unit (RTU) in

supervisory control and data acquisition (SCADA) systems.

802.1Q TSN Switch

¥\ Time Sensitive Netwaorking iu

— . Non TSN in
-

802.1Q TSN Switch Generic Switch

The GW-2500iM module is a Modbus TCP/UDP to RTU/ASCII gateway that enables a Modbus
TCP/UDP host to communicate with serial Modbus RTU/ASCII devices through an Ethernet network,
and eliminates the inherent cable length limitations of legacy serial communication devices. The
module can be used to create pair-connection applications (as well as serial-bridge or serial-tunnel
applications), and can then route data over a TCP/IP connection between two serial Modbus
RTU/ASCII devices, which is useful when connecting mainframe computers, servers or other serial
devices that use Modbus RTU/ASCII protocols and do not themselves have Ethernet capability. And
the GW-2500iM adopts the dual-stack technology to support the IPv4 and IPv6 simultaneously

(version 2.2.0 or later).

Master Master
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In harsh industrial environments, the GW-2500iM series also adds 3000 Vpc and +/- 4 kV ESD
protection component that diverts the potentially damaging charge away from sensitive circuit to

protects the module and equipment from the sudden and momentary electric current.

The GW-2500iM module features a powerful 32-bit MCU that enables efficient handling of network
traffic, and also has a built-in web server that provides an intuitive web management interface that
allows users to modify the configuration of the module, including the DHCP/Static IP, the

gateway/mask settings and the serial port settings.

The GW-2500iM module offers true IEEE 802.3af-compliant (classification,

Class 2) Power over Ethernet (PoE) functionality using a standard Category 5

Low Power
Consumption

Ethernet cable to receive power from a PoE switch, such as the NS-205PSE. If

there is no PoE switch on site, the module will also accept power input from a
DC adapter. The GW-2500iM module is designed for ultra-low power consumption, reducing the
hidden costs resulting from increasing fuel and electricity prices, especially when a large number of
modules are installed. Reducing the amount of electricity consumed by choosing energy-efficient

equipment can also have a positive impact on maintaining a green environment.

Comparison of Modules:

Series tDS-700
PPDS-700 PDS-700 DS-700 GW-2500iM
Features DS-2200
Virtual COM v v v v -
Programmable v v - - -
PoE v - - v v
Modbus Gateway v - - - v
Multi-client About 20 Sockets 1 Sockets/Port 32 Sockets/Port
Security services - - v
) Isolation Cost-effective, Cost-effective,
Remarks Professional | Powerful
for DS-715 Entry-level Entry-level

- - Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.
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1.1 Features

Modbus TCP/UDP @

Modbus RTU/ASCII Modbus/TCP Security =
W e o

GW-2500iM

Supports Modbus TCP/UDP master and slave

Supports Modbus RTU/ASCII master and slave

Max. connections (masters) per serial port: 32

Read-cache ensures faster Modbus TCP/UDP response

Supports UDP responder for device discovery (UDP Search)

Static IP or DHCP network configuration for IPv4

Link-local Address and SLAAC(Stateless address auto-configuration) for IPv6
Supports IPv4 and IPv6 simultaneously with dual-stack

Easy firmware update via the Ethernet (BOOTP, TFTP)

Tiny Web server for configuration (HTTP)

Contains a 32-bit MCU that efficiently handles network traffic

10/100 Base-TX Ethernet, RJ-45 x1 (Auto-negotiating, auto MDI/MDIX, LED Indicators)
Supports 2-port Ethernet Switch (LAN Bypass), Daisy-Chain wire

Includes redundant power inputs: PoE (IEEE 802.3af, Class 2) and DC jack
Allows automatic RS-485 direction control

Power or Signal isolation for i versions

+/- 4 kV ESD protection

Male DB-9 or terminal block connector for easy wiring

Tiny form-factor and low power consumption

RoHS compliant with no Halogen

I N N N N N N e N N N N N U N N N N N

Cost-effective Modbus Gateway

- Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.
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1.2 Applications

Factory Automation
Building Automation

Home Automation

S XX

Remote Diagnosis and Management

—Q.

Touch Panel

Etheynet

GW-2500iM
Series

More Information

¢ Documentation

GW-2500iM Series
https://www.icpdas.com/en/download/index.php?nation=US&kind1=&model=&kw=GW-2500

* Firmware

GW-2500iM Series

https://www.icpdas.com/en/download/show.php?num=2750

e Software

eSearch Utility

https://www.icpdas.com/en/product/guide+Software+Utility_Driver+eSearch__Utility

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.
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1.3 Web Server Technology

Web server technology enables the GW-2500iM to be configured via a standard web browser
interface, e.g., Google Chrome, Internet Explorer, or Firefox, etc. This means that it is easy to check
the configuration of the GW-2500iM via an Ethernet network without needing to install any other

software tools, thereby reducing the learning curve required for maintaining the device.

g. im] (st Modbus Gateway X -l- o O X
C | 101030 77 - Ty
6 CP Modbus Gateway
DAS Home | Port1 | Network | Filter | SNMP | SMTP | Monitor | Maintenance | Netstat | Password | Logout
L e L GW-2515i EthernetlO -
1.0.2 (Aug 15 2024) Y h e 00-0d-60-15-16-17
TCP Port Timeout
L edifEEs 10.1.090 {Socket Watchdog, Seconds) 18
System |dle
Initial Switch ] (Network Watchdog, f¥
Seconds)
Current port settings:
Port Settings T
Baud Rate (bps) 115200,8N1
Flow Control None
RTU
Slave Timeout (ms) 300
Char Timeout (bytes) 4
Silent Time (ms) 0
Read Cache (ms) 980
Connection Idle (Seconds) 180
Local TCP Port 502
Virtual ID Range 0-247
Virtual ID Offset 0
Pair-Connection Settings Port 1
{Master/Slave Mode)
Application Mode TCP/UDP Server
Remote Server IP 0.0.0.0
Remote TCP Port 502 -
Copyright © 2024 ICP DAS Co., Ltd. All rights reserved.
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2. Hardware Information

This chapter provides a detailed description of the front panel, the hardware specifications, the pin

assignments, the wiring notes and the dimensions for the GW-2500iM series modules.

2.1 Specifications

‘ GW-2515iM ‘ GW-2525iM GW-2535iM  GW-2518iM GW-2528iM
System
CPU | 32-bitMCU
Communication Interface
Ethernet 2-Port 10/100 Base-TX Ethernet Switch with LAN Bypass, RJ-45 x 2
(Auto-negotiating, Auto-MDI/MDIX, LED indicator)
PoE Yes
COM Port 1x 2x 3x 1x 2x
RS-422/485 | RS-422/485 | RS-422/485 | RS-232/422/485 | RS-232/422/485
Self-Tuner Yes, automatic RS-485 direction control
S Bias Resistor | Yes, 1 KQ
Node 254 (max.)
UART 16¢550 or compatible
Power Isolation 1000 Vpc
Signal Isolation 3000 Vpe
ESD Protection +/-4 kV
COM Port Format
Baud Rate 115200 bps Max.
Data Bit 5,6,7,8
Parity None, Odd, Even, Mark, Space
Stop Bit 1,2
Power
Power Input PoE: IEEE 802.3af, Class 2, DC jack: +12 ~ 48 V¢
Power Consumption 0.07A @ 24 V¢
Mechanism
Dimensions (W x L x H) 106 mm x 33 mm x 119 mm
Mounting DIN-Rail
Flammability Fire Retardant Materials (UL94-VO Level)
Environment
Operating Temperature | -25~+75 °C
Storage Temperature -30~+80°C
Humidity 10~ 90% RH, non-condensing
Note: COM1/COM2/COM3 = TCP Port 502/503/504
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2.2 Appearance

+12 to +48 VDC Terminal

ETHI supports PoE, Ethernet
ETH2 supports Ethernet only

Operating Mode Switch

LED indicator PoE and EthernetRJ-45 Jack

Serial COM Ports
Reset button

PoE and Ethernet RJ-45 Jack

The GW-2500iM series module is equipped with two RJ-45 jacks that are used as the 10/100
Base-TX Ethernet port and features networking capabilities, only ETH1 supports PoE power supply.
When an Ethernet link is detected and an Ethernet packet is received, the Link/Act LED (Orange)
indicator will be illuminated. When power is supplied via PoE (Power-over-Ethernet), the PoE LED

(Green) indicator will be illuminated.

+12 to +48 Vbc Jack

The GW-2500iM series is equipped with a +12Vpc to +48 Vpc terminal that can be used to connect a
power supply. If no PoE switch is available on site, a DC adapter can be used to power the

GW-2500iM module.
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Reset button

It can help you to upload the firmware in rescue mode when your GW-2500iM fails to

recovery/update firmware in a normal way.

s

GW-2515iM LED Behavior

LED Color

Function

Power on (PWR) Red . Steady ON

Running Firmware (Sys.) GREEN Slow flashing — Once about every 1 second

o eSearch Utility [ v1.3.0, Jul.25, 2022 ] — | X
File Server Tools
Name | Alias | IP Address Sub-net Mask | Gateway | MAC Addres |
ET-2242U EtherlO 10.1.0.99 255.266.0.0 10.1.0.254 00:0d:e0:e2:
“Web Recovery ‘Web Recovery 10.1.0.32 255.255.0.0 10.1.0.254 00:0d:e0:1 5:|
uPAC-7586E TimTsai-7586 10.1.0.107 255.255.0.0 10.1.0.254 00:0d:e0:75:
< >
ﬂ Search Server Configuration [UDP) Weh Exit |
Status &
v @ 101.032 X + = O X
¢ > C 101032 Q ¥ O a
There are 6 recovery processes as shown -

Web Recovery Console

Firmware update

1) Turn off the Power. CHOOSEFILE

Reset to factory default settings

below:

2) Keep pressing the reset button then turn

[ DEFAULT SETTINGE&REBOOT ]

on the power.
Reboot

3) Hold the reset button for about 5~10
REBOOT

seconds, the Sys. LED will flashing.

4) Open the eSearch Utility and scan devices, you will see that the name is “Web Recovery”.
5) Open the Web browser, such as Google Chrome, enter the IP address of the GW-2500iM module
in the address bar and then click “Enter”, you will see the Recovery menu.

6) Click “Firmware update” or “Reset to factory default settings” button to begin the restore

process.
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Clicking “Search Server” on eSearch Utility again, you will see the module name as a “GW-2515i".

¢ eSearch Utility [ v1.3.0, Jul.25, 2022 ] — O =

File Server Tools

Name | Alias | IP Address Sub-net Masi eway | MAC Addres

tD5-718(i]_RevB2 Tiny 10.1.0.115 255.255.0.0 .1.0.254 00:0d:eD:77:
|]GW—251 5i EthernetlO 10.1.0.32 255.255.0.0 10.1.0.254 00:0d:e0:15: I

uPAC-7586E TimTsai-7586 10.1.0.107 255.255.0.0 10.1.0.254 00:0d:eD:75:

M Search Server Configuration [UDP) Web Exit |

Status Y

LED Indicator

Once power is supplied to the GW-2500iM series module, the system LED indicator will illuminate.

An overview of the system LED functions is given below:

Function Color LED Behavior

Power on (PWR) Red @ Steady ON

Running Firmware (Sys.) GREEN Slow flashing — Once about every 1 second
Rotary Switch

Rotary switch is a mode selector. All selectors can be set by the user (range 0~15).

Serial COM Ports

The number of serial COM Ports available depends on the type of GW-2500iM module. For more

detailed information regarding the pin assignments for the Serial COM ports.

- Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.




GW-2500iM Modbus TCP to RTU/ASCII Gateway

DIN-Rail Mounting

The GW-2500iM series modules include simple rail clips on
the bottom of the chassis that allow them to be reliably
mounted on a DIN-Rail or a wall. For more detailed
information regarding DIN-Rail Mounting, refer to the

illustration in figure below.

Mounting on a DIN-Rail

Dismounting form a DIN-Rail

oem ©
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2.3 Dimensions

The following diagrams provide the dimensions of the GW-2500iM series module. All dimensions

are in millimeters.

» GW-2515/2525iM/2535iM/2518iM/2528iM (Unit: mm)

SIS T T TT I=T- v

f
106.0 Top View
885 —33.0—
/I' '
387 = - @ o
[ — ——
|'_|" 1180 K'LIE I-:Z::"’gl':‘- =
332 110.0
:’:|;-_':
5_5 ]
381 ! " Ia |: A il
_ —
2 & | =

Left Side View Front View Right Side View Rear View

RARDALO0

CEOooOTOODoOODOOoNs

GO0 R

——

Bottom View Unit: mm
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2.4 Pin Assignments

Terminal

o}

coM3

comMm2

coMm1

GEW-265156IM

o Sy,

05 —

04 —

03 —

02 —

01 —

05 —

04 —

03 —

02 —

01 —

05 ISO.GND
04 RxD1-
03 RxD1+
02 TxD1-/D1-
01 TxD1+/D1+

BW-2825imM

LT

ISO.GND
RxD2-
RxD2+

TxD2-/D2-
TxD2+/D2+

ISO.GND
RxD1-
RxD1+

TxD1-/D1-
TxD1+/D1+

GW-2515iM | GW-2525iM | GW-2535iM

ISO.GND

RxD3-
RxD3+
TxD3-/D3-
TxD3+/D3+
ISO.GND
RxD2-
RxD2+
TxD2-/D2-
TxD2+/D2+
ISO.GND
RxD1-
RxD1+
TxD1-/D1-
TxD1+/D1+

Terminal

No.

com2

coMmi

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.

08
07
06
05
04
03
02
o1
08
07
06
05
04
03
02
o1

GW-2518iM

PR S

Lo
GW-25628iM

Pin Assignment
— ISO.GND
— RxD2
— TxD2
S ISO.GND
— RxD2-
— RxD2+
— TxD2-/D2-
— TxD2+/D2+
ISO.GND ISO.GND
RxD1 RxD1
TxD1 TxD1
ISO.GND ISO.GND
RxD1- RxD1-
RxD1+ RxD1+
TxD1-/D1- TxD1-/D1-
TxD1+/D1+ TxD1+/D1+




GW-2500iM Modbus TCP to RTU/ASCII Gateway

2.5 Wiring Notes for RS-485/422 Interfaces

RS-422 Wiring
RS-422 Master RS-422 Device
POHE) $ 00000 LR
TxD-(A) RxD-(A)
RxD+(B) i:xmxm TxD+(B)
RxD-(A) TxD-(A)
GND e ¢ GND
FGND ° ¢ FGND
RS-485 Wiring
RS-422/485 Device 1 RS-485 Device 2
)
tlala
2|82
RS-485 Master ot
DATA+(B)
DATA-(A)
GND [

2-wire Only Device

Notes:
1. Usually, you have to connect all signal grounds of RS-422/485 devices together to reduce

common-mode voltage between devices.

2. Twisted-pair cable must be used for the D+/- wires.

3. Both two ends of the cable may require a termination resistor connected across the two wires (D+ and
D-). Typically 120 Q resisters are used.

4. The D+ and B pins are positive-voltage pins, and D- and A pins are negative-voltage pins in the above
figure. The B/A pins may be defined in another way depending on devices, please check it first.
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2.6 Connecting the Power and Host PC

1. Ensure that the network settings on your PC are configured correctly.

2. Ensure that the Windows firewall or any Anti-Virus firewall software is correctly configured or
temporarily disable these functions; otherwise the “Search Servers” function in the eSearch
Utility may not work as required. You may need to contact your System Administrator for more
details of how to do this.

3. Connect both the GW-2500iM and the Host computer to the same sub-network or the same
Ethernet Switch, and then supply power (PoE or +12 to +48 Vbc) to the GW-2500iM.

® PoE POWER SuppPLY

Host PC
f\os Uses PoE

Switch

ONLY ETH1 surPORTS POE,
ETH2 DOES NOT SUPPORT IT

Ethernet

Cable
PoE Switch

(NS-205PSE)
GW-25xxiM

® +12710+48 VDC JACK POWER SuPPLY (NON-POE)

Host PC Uses Non-PoE
Switch 3 GND
VCC
Power Supply

(+12 VDC to +48 VDQ)

Hub/Switch GW-25xxiM
(NS-205R)

4. Verify that the System (Sys.) LED indicator is flashing.
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2.7 Connecting the Modbus Devices

Note: The wiring and supply power method vary depending on your Modbus device. Here, the M-7022
module is used as an example. For other Modbus device or third party Modbus device, refer to the
product user manual for relevant information.

Connect the GW-2500iM with Modbus device (e.g., M-7022, optional) and supply power (+10 to
+30 Vbc) to the Modbus device. For more detailed information related to wiring options for

RS-422/485, refer to Section 2.5 “Wiring Notes for RS-485/422 Interfaces”.

> RS-485 Wiring

M-7022
2-chAO
' power Supply
(+10 ~ +30VDC)
> RS-422 Wiring
RS-422 Wiring I-7510A
11 RS-422 to RS-485 M-7022

Converter

I-7510A 2

Power Supply
€ (+10~ +30vVDC)

Power Supply
RS-485 Wiring (+10~ +30VDC)
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3. Getting Started for GW-2500iM series on
IPv4

This chapter provides detailed information about the “Self-Test” process, which is used to confirm

that the GW-2500iM series module is operating correctly. Before beginning the “Self-Test” process,
the wiring test, Ethernet configuration and search/Modbus utility driver installation procedures

must first be fully completed. Follow the procedure described below:

Note: This chapter is based on IPv4 environment.

3.1 Configuring Network Settings
O &

I T

1. Download the eSearch Utility and install it according to the installation o

instructions.
eSearch v1.2.0_

The eSearch Utility can be obtained from the ICP DAS web site. setup.exe

The location of the download link is shown below:

(3} https://www.icpdas.com/en/product/guide+Software+Utility Driver+eSearch Utility

2. Double click the eSearch Utility shortcut on the desktop.

3. Click the “Search Servers” button to search your GW-2500iM.

4. Once the search process is complete, double-click on the module name to open the “Configure

Server” dialog box.

¢ eSearch Utility [ v1.3.0, Jul.25, 2022 ] — O d
File Server Tools
Name | Alias | IP Address Sub-net Mask | Gateway MAC Address | DHCP | A~
tD3-7168i-D_RevB Tiny 10.1.0.85 255.255.0.0 10.1.0.254 00:0d:e0:f7:18:d0 ON
iN5-306 loT Switch 192.168.255.1 255.255.0.0 192.168.0.1 00:0d:e0:18:30:13 OFF

9 | GW-2535i EthernetlO 192.168.255.1 255.255.0.0 192.168.0.1 00:0d:eD:23:24:25 OFF
uPAC-7586 ik TimTsai-7586 10.1.112.2 255.255.0.0 10.1.0.254 00:0d:e0:20:00:bd OFF

W
< >
Search Server f Configuration [UDP] YWeb Exit

Sta k
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Factory Default Settings of GW-2500iM Series Module:

IPv4 settings Writable
IP Address 192.168.255.1 v
Subnet Mask 255.255.0.0 v
Gateway 192.168.0.1 v
IPv6 settings Writable
User-defined fc00::1 v
Link-Local EUI-64 format x
SLAAC Auto-Configure x

5. Enter the network settings information, including the IP, Mask, Gateway addresses, and then
click “OK” button. The new settings for the GW-2500iM will take effect within 2 seconds.
If you don’t know the correct network configuration information, contact your Network

Administrator to obtain the details.

Configure Server (UDP) X

Server Name:  GW-2535i IPvE Address |f5|]ﬂ"1

,
DHCP: 6 ||]; OFF vl Sub-net Mask : |255.255.I].I]
IP Address : |1 0.1.0.110 Gateway : |1 0.1.0.254

\

Warning!!
Contact your Network Administrator to get correct configuration before any changing! 0 Lancel |
N

Note: The DHCP feature is only valid on IPv4.

Alias: IEthernetIO

Il]l]:l]d:el]:23:24:25
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6. Wait 2 seconds and click “Search Servers” button again to ensure the GW-2500iM is working
well with new configuration.

7. Click the “Web” button to log in to the web configuration pages.
(Or enter the URL address of the GW-2500iM in the address bar of the browser.)

& eSearch Utility [ v1.3.0, Jul.25, 2022 ] — O X
File Server Tools
Name Alias IP Address Sub-net Mask Gatewa MAC Address DHCP A
ernetl0  10.1.0.110 0.0 0.1.0.254 00:0d:el 4 0

v
< >
H®Search Server Conﬁguration (UDP) Web | Exit
Status tk ’ P
2 & 110110 x + - X

@O 10.1.0.110 A Y m O

Sign in to access this site Default value:
User Name : Admin
Password : Admin

Autherization required by http://10.1.0.110

Your connection to this site is not secure

Username |

Password

8. Enter the Username and password in the login password field.
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3.2 Configuring the Serial Port

1. Open a web browser, such as Google Chrome, Internet Explorer, or Firefox, enter the IP address
of the GW-2500iM module in the address bar and then click “Enter”, or click the “Web” button
in the eSearch Utility.

2. To enhance the security, you are prompted to change the password when you login to the
module for the first time.

3. Go to the “Password” setting, user can modify the default password: Admin in the Current
password field. Next, input your new password in the Password and Confirm password fields,

then click the “Submit” button.

v Gg Modbus Gateway X+

> C 101.030 7 B

)
ICP Modbus Gateway

f\ »

DAS Home | Port1 | Network | Filter | SNMP | SMTP | Monitor | Maintenance | Netstat | Password | Logout

I EIRNETEY GW-2515i T EENVENEE EthernetlO
I\ EICGAEIETN 1.0.2 (Aug 15 2024) ARG IR 00-0d-e0-15-16-17

TCP Port Timeout

IPhaiEEs) 10.1.0.30 (Socket Watchdog, Seconds)

" . System Idle
L) O (Network Watchdog, Seconds) 0

Privilege Management

Password Confirm Password Authority Enabled

Admin v

F

Admin v

Account &

Admin v

|
| |
Password | | Admin ~
| |
| |

O 000D

Admin v

SUBMIT

=

Copyri lk 2024 ICP DAS Co., Ltd. All rights reserved.
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4. Click the “Portl” tab to display the Portl Settings page. Select the appropriate Baud Rate, Data

Format and Modbus Protocol (e.g., 19200, 8N2

options.

and Modbus RTU) from the relevant drop down

v g Modbus Gateway

<« - C 101030

Y
ICP Modbus Gateway
DAS

¢

Home | Port1 | Network | Filter | SNMP | SMTP | Monitor | Maintenance | Netstat | Password | Logout

WLISRNEINEY GW-25151
EInEIERYE S 1.0.2 (Aug 15 2024)

| 2RGGIEER] 10.1.0.30

Initial Switch 8]

Port 1 Settings
Port Settings (#1211 Updated

115200 ( select
EEWLREIE 115200 115200 |

<

Data Size ]
Parity [\
Stop Bits |
Flow Control f3{es{S None v
U Parity Error
REN RG] FE BE Framing Error
Break Error

Slave Timeout e}
Char Timeout [} 4 ]
Silent Time 8} 0

Modbus
RTU

Modbus RTU  +

Protocol

Virtual ID Range [\EwL Y4

0 |to 247 \

CAEERVETG Y EthernetlO
(" oW Glo| (=1 00-0d-e0-15-16-17

TCP Port Timeout
(Socket Watchdog, Seconds)

System Idle
(Network Watchdog, Seconds)

Comment
bps (bits/second)
bits/char

Clear RX FIFO data when serial errors.

Modbus Settings [T VZEE

10 - 65000 ms, Default: 300. (Note)
4 - 15 bytes, Default: 4
0 - 65000 ms, Default: 0

Range: 0 to 247.
Note: Gateway skips the Modbus messages ifits ID is NOT in
the specified range.

Copyright © 2024 ICP DAS Co., Ltd. All rights reserved.

Notes:
1. The Baud Rate, Data Format and Modbus protocol
2. Only one protocol can be used for each serial port.

settings depends on your Modbus device.
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5. Click “Submit” to save your settings.

v ¢ Modbus Gateway X + - O

<« <> C 101030 e

%
é CP Modbus Gateway
D

As Home | Port1 | Network | Filter | SNMP | SMTP | Monitor | Maintenance | Netstat | Password | Logout

Range: 0 to 247. -
AL OENINEREYTE O - 247 0 |to|247 | Note: Gateway skips the Modbus messages if its ID is NOT
in the specified range.

Offset: -246 to 246, No change=0. For example:
Virtual ID = 1 to 10, offset = 10, then physical Slave ID = 11

Virtual ID Offset[y o ] to 20.

Virtual ID = 31 to 40, offset = -10, then physical Slave ID =
21 to 30.
Modbus .TCP Current Updated Comment
Settings
1000 1000 - 65000 ms, Default: 1000. (Note)

REEL R 980 980 0 - 65000 ms, Disable: 0
Local TCP Port51¥ 502 Default: 502
M

0:TX/RX=High byte first. 1: TX=High, RX=Low byte first.
TCP Length Swapy ] 3. TX/RX=Low byte first. 2:TX=Low, RX=High byte first./td>

Connection Idle g0 0 - 65000 seconds, Default: 180, Disable: 0
Enable TLS|] O For Modbus/TCP (Modbus Security) Server mode
Certificate Login|[d] O For Modbus/TCP (Modbus Security) Server mode

Pair-Connection
Settings (&1 Updated Comment
(Master/Slave Mode)
Server: Modbus TCP/UDP master to Modbus RTU/ASCII

. slave
Application Mode BLity Client: Modbus RTU/ASCII master to Modbus TCP/UDP
slave

-

Copyright © 2024 ICP DAS Co., Ltd. All rights reserved.
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3.3 Self-Test

1. Inthe eSearch Utility, select the “Modbus TCP Master” item from the “Tools” menu to open the

Modbus TCP Master Utility.

& eSearch Utility [ v1.3.0, Jul.25, 2022 ] = O X
: - )

File Server Toc_>|§ o
Name Modbus RTU Master I Sub-net Mask [ Gateway | MAC Address | A
DL-313-1P65 Madbiic TCD M- . 255.255.255.0 10.0.8.254 00:0d:e0:92:04:50
tDS-712 255.255.0.0 10.1.0.254 00:0d:e0:8a:07:12
GW-2535i System Information 255.255.0.0 10.1.0.254 00:0d:e0:23:24:25
iNS-306 o ruca + 255.255.0.0 192.168.0.1  00:0d:e0:18:30:13

v
< >

2. Inthe Modbus TCP Master Utility, enter the IP address of GW-2500iM in the “Modbus TCP”
section, and then click the “Connect” button to connect to the GW-2500iM.

3. Refer to “Protocol Description” section and type the Modbus command in the “Command”
field then click the “Send command” button.

4. If the response data is correct, it means the test is success.

Note: The Modbus command settings depends on your Modbus device.

B MBTCP Ver. 1.1.5 X
- ModbusTCP R Protocol Description 9
I1 01.0.100 FC1 Read multiple coils status (Oxx=x] for DO ;I
P - [Prefixed 6 bytes for Modbus/TCP protocol A
Port |502 Byte 0: Transaction identifier - copied by server - usually 0
Byte 1: Transaction identifier - copied by server - usually 0
Byte 2: Protocol identifier=0
Byte 3: Protocol identifier=0
Byte 4: Field Length (upper byte)=0 ©

[Byte0] [Bytel] [Byte?] [Byted] [Buted] [Byted] 9_

[120006 1304002 T Eend Carnand
[Byte0] [Bytel] [Byte?] [Byted] [Evted] [Byteh] a

[Bytel] [Bytel] [ByteZ] [Byte3]
01 02 0000 0007 - 01 03 04 00 00 00 00

(11 02 0000 0006 --> 01 0300 4000 02

Clear Lists E=IT Program
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4. Getting Started for GW-2500iM series on
IPv6b

This chapter provides detailed information about the “Self-Test” process, which is used to confirm

that the GW-2500iM series module is operating correctly. Before beginning the “Self-Test” process,
the wiring test, Ethernet configuration and search/Modbus utility driver installation procedures

must first be fully completed. Follow the procedure described below:

Note: This chapter is based on IPv6 environment.

4.1 Configuring Network Settings

1. Download the eSearch Utility and install it according to the installation o —'E

instructions.

eSearch_v1.2.0_
setup.exe

The eSearch Utility can be obtained from the link below:

(3}https://www.icpdas.com/en/product/guide+Software+UtiIitv Driver+eSearch _ Utility

2. Double click the eSearch Utility shortcut on the desktop.

3. Click the “Search Servers” button to search your GW-2500.

¢ eSearch Utility [ v1.3.0, Jul.25, 2022 ] O x

File Server Tools

Name [ Alias [ IPAddress | Sub-net Mask| Gateway | MAC Address | DHCP  Version | User-defined | Link-Local | sLaac
DL-302-IP65 Etherl0  192.168.255.1 255.255.0.0  192.168.0.1 00:0d:eD:At:f:H OFF  B4.9 [Aug. 17 2020] N/A N/A N/A
iNS-306 loT Switch  192.168.255.1  255.255.0.0  192.168.0.1 00:0d:e0:18:30:13  OFF  +1.0.2 [Jul. 19 20... A

GW*EE'I 5i EthernetlO 10.1.0.42 255.255.0.0 10.1.0.254 00:0d:e0:15:16:17 ON 1.0.2 [Aug 15 2024] {c00::1 FE80::20D:EOFF:FE15...

Search Server ‘g Configuration [UDP) Web | | Exit I
L W\

N
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4. Every IPv6 device has the Link-Local address. You can view the Link-Local address of the
GW-2500iM module in the “Link-Local” field without configuring. If your environment supports
Stateless Address Auto-configuration (SLAAC), the SLAAC field will display the SLAAC address
when the SLAAC configuration is completed. You can click the “Search Servers” button again to

update the state.

Factory Default Settings of GW-2500 Series Module:

IPv4 settings Writable
IP Address 192.168.255.1 v
Subnet Mask 255.255.0.0 v
Gateway 192.168.0.1 v
IPv6 settings Writable
User-defined fc00::1 v
Link-Local EUI-64 format x
SLAAC Auto-Configure x

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.
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4.2 Configuring the Serial Port

1. Right Click on the Link-Local field and click the “Copy to Clipboard” to copy the “Link-Local
address” of the GW-2500iM module.

2. Paste the “Link-Local address” of the GW-2500iM module in the address bar of the browser and
add the brackets, i.e., [Link-Local address].

Note: The Web button use the IPv4 address to access the Web Server, not IPv6 address.

& eSearch Utility [v1.3.0, Jul.25, 2022 ] — O X

File Server Tools

Name | Alias | IPAddress | Sub-net Mask| Gateway | MAC Address | DHCP  Version | User-defined | Link-Local | sLaac

DL-302-IP65 Etherl0  192.168.255.1 255.255.0.0  192.168.0.1 00:0d:e0:fi:f:f OFF  B4.9 [Aug. 17 2020] N/A Ny N/A

iNS-306 loT Switch 192.168.255.1  255.255.0.0  192.168.0.1 00:0d:¢0:18:30:13  OFF  v1.0.2 [Jul. 19 20... N/ NiA N{A
[[GwW-2515i  Ethernetld 10.1.0.42 255.255.0.0  10.1.0.254  00:0d:e0:15:16:17  ON  1.0.2 [Aug 15 2024] fc00::1 FE80,20D:E0FF:FE15... NfA

o FE80::20D:E0FF:FE15:1617

<

R\ Ping Server
4% Search Server [ Configure Server (UDP) v
Status [¥] Firmware Update
Locate

G

Also, note that an IPv6 address is

D) @ [fe20:20d:e0fffe15:1617] always enclosed in square brackets.
S

€« C | [fe80:20d:e0ff:fe15:1617]

v & [fe80:20d:e0fffa15:1617] x + X

& C | [feB80:20d:e0ff:fe15:1617] ¥

Default value:
User Name : Admin
password : Admin

Sign in to access this site
Avuthorization required by
http://[fe80:20d:e0ff:fe15:1617]

Your connection to this site is not secure

Username

Password

Cancel
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3. To enhance the security, you are prompted to change the password when you login to the

module for the first time.

4. Go to the “Password” setting, user can modify the default password: Admin in the Current

password field. Next, input your new password in the Password and Confirm password fields,

then click the “Submit” button.

v g Modbus Gateway X ar

< - C [fe80:20d:e0ff:fe15:1617]

)
ICP Modbus Gateway

~

DAS Home | Port1 | Network | Filter | SNMP | SMTP | Monitor | Maintenance | Netstat | Password | Logout

| TRV ET Y GW-2515i

G [EEEY 10.1.0.30
Initial Switch [l

Privilege Management

LY PG 00-0d-e0-15-16-17

TCP Port Timeout 18
(Socket Watchdog, Seconds)
0

System Idle

(Network Watchdog, Seconds)

Account Password Confirm Password Authority Enabled
Admin ‘ | I
1 || | [Admnv] O
Paseword | | | 0
. || | 0
1 | | | 0

-

Copyright © 2024 ICP DAS Co., Ltd. All rights reserved.

5. Click the “Portl” tab to display the Port1 Settings page.
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Select the appropriate Baud Rate, Data Format and Modbus Protocol (e.g., 19200, 8N2 and

Modbus RTU) from the relevant drop down options.

4

ICP éodbus Gateway
DAS ml i Port1 |!Vetwork | Filter | SNMP | SMTP | Monitor | Maintenance | Password | Logout

1.0.2 (May § 2024) Nl 00-0d-20-23-24-25

TCP Port Timeout
IP Address IUNRORRI (Socket Watchdog, Seconds) 18
o System Idle
Tl S| & (Network Watchdog, Seconds) K

Port 1 Settings

~

RN 115200 115200 (select| ~|) Ypps (bits/second)
Data Size [ bits/char

Parity [\
Stop Bitsf§
Flow Control {[J1=] None

L] Parity Error
RS I FE BE M Eraming Error

| Break Error

Modbus Settings [T (T2
Slave Timeoutfld) 10 - 65000 ms (step 10), Default: 300. (Note)
Char Timeoutg] 4- 15 bytes, Default: 4

silent Time) 0 0 - 65000 ms (step 10), Default: 0
Tt Modbus RTU  [Modbus RTU v ]
Range: 0 to 247.

SElDlETS 0 - 247 0 |to[247 | Note: Gateway skips the Modbus messages if its ID is NOT in the specified range.

Offset: -246 to 246, No change=0. For example:
Virtual 1D Offsetfy) [0 ] Virtual ID = 1 to 10, offset = 10, then physical Slave ID = 11 to 20.
Virtual ID = 31 to 40, offset = -10, then physical Slave ID = 21 to 30.

Clear RX FIFO data when serial errors.

Modous TGP Setings (SYZTHNN [TZEE:
1000 1000 - 85000 ms (step 10), Default: 1000. (Note)
Read Cache[Ekll] 0 - 65000 ms (step 10), Disable: 0
Local TCP Port[se Default: 502
0:TX/RX=High byte first. 1:TX=High, RX=Low byte first.
MTCP Length Swap[y
ength swap CH— 3:TX/RX=Low byte first. 2:TX=Low, RX=High byte first.
Connection Idle gk} 0 - 65000 seconds, Default: 180, Disable: 0
Pair-Connection Settings
— Server: Modbus TCP/UDP master to Modbus RTU/ASCII slave
g Server Client: Modbus RTU/ASCII master to Modbus TCP/UDP slave

Notes:
1. The Baud Rate, Data Format and Modbus protocol settings depends on your Modbus device.
2. Only one protocol can be used for each serial port.

6. Click “Submit” to save your settings.
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4.3 Self-Test

1. Download and install the “Modbus Poll” test program at below link.

https://www.modbustools.com/download.html

Poll

2. Double-click the Modbus Poll shortcut to open. 12/ Modbus R

3. Select the “Read/Write Definition...” item from the “Setup” menu to open the “Read/Write

Definition” dialog box.

4. Configure the settings for the Slave.

Note: The Modbus Slave settings depends on your Modbus device.

%Y Modbus Pall - Mbpalll - —
Read,/Write Definition b4
File Edit Connection
VWindow_Help Sl D (4]
Funtion: | 03 Read Holding Registers (4 ~| | Cancel |
Read/Write Disabled Shift+F&
— Address |40 Protocol address. E.g. 40011 > 10
Tx=0:Err=0: 1D = Excel Log... Alt+X ess - BB s 2.0
No connection Excel Logging Off Alt+Q Guantity:
Alias Leg... Alt+L Scan Rate: (1000 [ms]
0 - Legging Off Alt+0 Dizable
1 [ ReadMwiite Disabled
Reset Counters F12 . .
2 . [] Disable on ermror Readfwfrite Once
Reset All Counters Shift+F12
El Wiew
/ Use as Default Fows
- ®10 Q20 50 (2100 O Fit to Quantity
: [ Hide &liaz Colurmnng I PLC Addresses (Base 1)
[ Address in Cel ] Erron/Dariel Mode
Read/write definition &

. Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.
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5. Select the “Connect...” item from the “Connection” menu to open the “Connection Setup”

dialog box.

6. Configure the IPv6 address and TCP port (default: 502) of GW-2500iM and click “OK” to

7.

connect the GW-2500iM for testing.

% Madbus Poll - Mbpallt - | X

File  Edit

Setup Functions Display View

Disconnect

Auto Connect
Tx=0:E Quick Connect

Mo connection

Alias 00000
0
1

[feB0::20d:e0fffe80:13]: 502

Connection Setup *
Connection
|Modbus TCPAP |

Cancel

s
|EeflsEELE (COMI)

Mone Parity

o EBit -

V| Mode
SIRTU (1 asCl
115200 Baud
. Fesponze Timeout
1000 [ms]

Delay Between Folls

Remate Modbus Server

IF Address or Node Mame

@&LM;@]

| feB0: 20d:e0ffeB0:13

Server Port

If the response data is correct, it means the test is success.

Connect Timeout O1IPvd
10000 [mz] @ IPvE Y,

File Edit Connection
Window Help

%% Modbus Pall - Mbpoll1 -

Setup Functions

Display View

O X

D& %X |7

= 2|05 061516 17 22

For Help, press F1.

[feB0::20d:0Hfe80:13]: 502
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5. Web Configuration

Once the GW-2500iM series module has been correctly configured and is functioning normally on
the network, the configuration details can be retrieved or modified using either the eSearch Utility

described above, or via a standard web browser.

5.1 Logging in to the GW-2500iM Web Server

The embedded GW-2500iM series web server can be accessed from any computer @
that has an Internet connection.

o

STEP 1: OPEN A NEW BROWSER WINDOW

Open a web browser, for example, Google Chrome or Firefox, which are reliable and popular

Internet browsers that can be used to configure GW-2500iM series module.

STEP 2: ENTER THE URL FOR THE GW-25001M WEB SERVER

Ensure that you have correctly configured the network settings for the GW-2500iM series module,

and then enter the URL for the GW-2500iM web server in the address bar of the browser.

v (% Modbus Gateway x

5 ¢ | 101030 | P4

v ¢ Modbus Gateway X aF

)

CP Modbus Gatewv
DAS Home | Port1 | Netwo
RS o2 /TCP Modbus Gateway

FIVEIGCAEE ] 1.0.2 (A

('l_\ A

« > | [fe80:20d:e0fffe15:1617) | IPV6

DAS Home| Port1| Network | Filter | SNMP

|GG IR ET Y GW-2515i
FU\EICAE RN 1.0.2 (Aug 15 2024)
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STEP 3: ENTER THE PASSWORD

After connecting to the IP address, the login page is displayed. Enter your password in the Login

password field, and then click the “Sign in” button to continue. (If this is the first time you login,

refer to Section 3.4 to change the factory default password.)

X

_|_
Aﬁ

& § w1010

@ 10.1.0.110 wo

Sign in to access this site

Avuthorization required by http://10.1.0.110

Your connection to this site is not secure

Username

Password

Cancel

STEP4: LoG IN TO THE GW-25001M WEB SERVER

After logging into the GW-2500iM web server, the main page will be displayed.

&. D g Modbus Gateway x + 7 O x
C 101030 e o
6 CP Modbus Gateway
DAS Home | Port1 | Network | Filter | SNMP | SMTP | Monitor | Mair | Netstat | Password | Logout
Model Name ReliR5RET EthernetlO -
1.0.2 (Aug 15 2024) N 00-0d-60-15-16-17
TCP Port Timeout
[FailEss) 101.0.30 {Socket Watchdog, Seconds) 18
System Idle
Initial Switch 4] (Network Watchdog, [}
Seconds)
Current port settings:
Port settings I
Baud Rate (bps)| 115200,8N1
Flow Control None
RTU
Slave Timeout (ms) 300
Char Timeout (bytes) 4
Silent Time (ms)| 0
Read Cache (ms) 980
Connection Idle (Seconds)| 180
Local TCP Port 502
Virtual ID Range| 0-247
Virtual ID Offset 0
Pair-Connection Settings Port 1
(Master/Slave Mode)
Application Mode TCP/UDP Server
Remote Server IP 0.0.0.0
Remote TCP Port 502 -
Copyright @ 2024 ICP DAS Co., Ltd. All rights reserved.
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5.2 Home Page

The Home link connects to the main page, which contains two parts.

=~
6 CP Modbus Gateway

DAS Home |IFcrrtT | Network | Fifter | SNMP | SMTP | Monitor | Maintenance | Netstar | Password | Logout
~

The first part of this page provides basic information about the GW-2500iM hardware and software.
The software and hardware information section includes information related to the Model Name,
the current Firmware version, the IP Address, the current position of the Initial Switch, the Alias, the
MAC Address, and the TCP Port, and the System Timeout values. If the firmware for the

GW-2500iM module is updated, you can check the version information here.

(0T GW-2515i0 CAEENYET Y EthernetlO
L EERNET T 1.0.2 (Aug 15 2024) TR GRS 00-0d-e0-15-16-17

- TCP Port Timeout
R 101.0.30 (Socket Watchdog, Seconds) 18
System Idle
Initial Switch g4 (Metwork Wal g, L

The lower section provides information related to the port settings and pair-connection settings.

Current port settings:
Port Settings I KA
115200 &N1
Flow Control Mone
Protocol RTU
300
4
0
980
180

Local TCP Port 502
Virtual ID Range 0-247
0

Fort 1

TCPIUDP Servr
0000

Remote TCP Port 502
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5.3 Network Page

After clicking the Network tab, the Network page will be displayed, allowing you to verify the
current settings, configure the IP Address, and the general parameters, and restore the default

settings for the GW-2500iM module, each of which will be described in more detail below.

Y
6Cp Modbus Gateway
D

AS Home | Port1) Network | Fifter | SNMP | SMTP | Monitor | Maintenance | Netstat | Password | Logout

5.3.1 IP Address Selection

The Address Type, Static IPv4 Address, Subnet Mask and Default Gateway values are the most
important network settings and should always correspond to the LAN configuration. If they do not

match, the GW-2500iM module will not operate correctly in IPv4.

The IPv6 Link Local Address always effective in the same link layer. The IPv6 SLAAC Address will be
configured by the Router automatically, and the default router is the link-local address of the router.

The IPv6 User-defined Address can be defined by the User. It’s more convenient for using in the
simple application. The IPv6 User-defined Address can be routed if its prefix as same as IPv6 SLAAC
Address.

If the settings are changed while the module is operating, any connection currently in use will be
lost and an error will occur. If your environment doesn’t support the IPv6, please ignore the IPv6

Address fields.

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.




GW-2500iM Modbus TCP to RTU/ASCII Gateway

The following is an overview of the parameters contained in the IP Address Selection section:

Item Description

Static IP: If no DHCP server is installed on the network, the network settings
can be configured manually. Refer to Section “Manual Configuration” for more
details.

Address Type DHCP: The Dynamic Host Configuration Protocol (DHCP) is a network
application protocol that automatically assigns an IPv4 address to each device.
Refer to Section “Dynamic Configuration” for more details.

Note: The DHCP function doesn’t effective on IPv6.

Each GW-2500iM connected to the network must have its own unique IP
address. This parameter is used to assign a specific IPv4 address.

Static IPv4 Address

This parameter is used to assign the subnet mask for the GW-2500iM. The
Subnet Mask subnet mask indicates which portion of the IPv4 address is used to identify the
local network or subnet.

This parameter is used to assign the IPv4 Address of the Gateway to be used by
Default Gateway the GW-2500iM. A Gateway (or router) is a device that is used to connect an
individual network to one or more additional networks.

This parameter is used to set a user-defined MAC address, which must be in
the format FF-FF-FF-FF-FF-FF.

MAC Address

Each IPv6 device connected to the network must have a link-local address. It
IPv6 Link Local Address always effective in the same link layer. It is auto-configured by EUI-64. If your
environment doesn’t support the IPv6, please ignore this field.

The GW-2500iM supports stateless address auto configuration (SLAAC). It will
be configured by the Router automatically, and the default router is the
IPv6 SLAAC Address link-local address of the router. The router should provide the prefix and the
GW-2500iM will calculate the Host ID by EUI-64. If your environment doesn’t
support the SLAAC, please ignore this field.

This parameter is used to configure the SLAAC timeout value. If the SLAAC
SLAAC Timeout address doesn’t be configured in the specified time, the system will be
(SLAAC Watchdog) rebooted to configure the SLAAC address again.

Timeout value range: 30 to 65535 (seconds); Disable = 0;

It can be defined by the User. It’'s more convenient than using the link-local
IPv6 User-defined address in the simple application. This address can be routed if the prefix as
Address same as IPv6 SLAAC Address. If your environment doesn’t support the IPv6,
please ignore this field.

Update Settings Click this button to save the revised settings to the GW-2500iM.
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Manual Configuration

When using manual configuration, the network settings should be assigned in the following
manner:

Step 1: Select the “Static IP” option from the “Address Type” drop-down menu.

Step 2: Enter the relevant details in the respective network settings fields. If your environment

doesn’t support the IPv6, please ignore the “IPv6 User-defined Address” fields.

Step 3: Click the “Update Settings” button to complete the configuration.

IP Address

1Pv4 Address—‘
Address Type B2l 1
I

Static IPv4 Address |[[EZ2SEEE

Subnet Mask | EZECRCNN O [ >

Default Gateway |2 ECEIINE L1

TG (=15 | 00-0d-e0-15-16-17 (Format: FF-FF-FF-FF-FF-FF)
IPv6 Address
Link Local Address ([[R=:sn3 = g g S ER 1

SLAAC Address |O:0:0:0:0:0:0:0
SLAAC Timeout|[§ |(30 65000 seoonds 0 = Default Disabled)

N A 8s88  IPv4 example: 208.67.222.222 , IPv6 example: 2620:119:35::35

Alternate DNS Server IP 8844 IPv4 example: 208.67.220.220 , IPv6 example: 2620:119:53::53
Update Settings || €)

Note: The IPv6 Link Local Address is auto-configured by EUI-64.
Note: The IPv6 SLAAC Address is auto-configured by Router. The router should provide the prefix
and the GW-2500iM will calculate the Host ID by EUI-64.

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.




GW-2500iM Modbus TCP to RTU/ASCII Gateway

Dynamic Configuration

Dynamic configuration is very easy to perform. If a DHCP server is connected to you network, an

IPv4 network address can be dynamically configured by using the following procedure:

Step 1: Select the “DHCP” option from the “Address Type” drop-down menu.

Step 2: Click the “Update Settings” button to complete the configuration.

IP Address
IPv4 Address

Address Type [ERSR | o |
00-0d-e0-15-16-17 (Format: FF-FF-FF-FF-FF-FF)
H IPv6 AddreSSI_
“ FEB80::20D:EOFF:FE15:1617
“ 0:0:0:0:0:0:0:0 |
DS o (30~ 65000 seconds, 0 = Default Disabled)
I e fog] | Enable v | (Auto DNS Server Configuration by [Pv4 DHCP, default enabled.) |

Preferred DNS Server |P 8838 IPv4 example: 208.67.222.222 , IPv6 example: 2620:119:35::35
Alternate DNS Server IP 8844 IPv4 example: 208.67.220.220 , IPv6 example: 2620:119:53::53

Update Settings | @)

Note: The DHCP is ineffective on IPv6.

Note: The IPv6 Link Local Address is auto-configured by EUI-64.

Note: The IPv6 SLAAC Address is auto-configured by Router. The router should provide the prefix
and the GW-2500iM will calculate the Host ID by EUI-64.
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5.3.2 General Settings

General Settings

Ethernet Speed ‘ (Auto=10/100 Mbps Auto-negotiation)
HTTP port [ES | (Default= 80)
\Ethemetlo ' (Max. 18 chars)

(Net\iﬁfﬁeﬁa{gﬁg;; G (30 ~ 65000 seconds, Default: 0, Disable: 0)

UDP Heartbeat [y | (20 ~ 300 seconds, 0 = Default Disabled)

UDP Configuration ‘ (Enable/Disable the UDP Configuration, Enable=default.) ‘
| Update Settings |

The following is an overview of the parameters contained in the General Settings section:
Item ‘ Description Default

. . £ .
Ethernet Speed This parameter is used to set the Ethernet speed. The default value Auto

is Auto (Auto = 10/100 Mbps Auto-negotiation).

This parameter is used to assign specific a HTTP port of
GW-2500iM. The GW-2500iM needs to be restarted when the
HTTP port is changed. You need manually type the new HTTP port
in the address bar of the browser. The default is 80.

For example: if the HTTP port is set to 81, then enter the “IP
address: HTTP port” (10.0.8.123:81).

HTTP Port 80

. This parameter is used to assign an alias for each GW-2500iM to
Alias Name EthernetlO

assist with easy identification.

This parameter is used to configure the system timeout value. If
there is no activity on the network for a specific period of time, the

System Timeout system will be rebooted based on the configured system timeout
(Network Watchdog) | yalue. 300
Timeout value range: 30 to 65535 (seconds);
Disable = 0;
This parameter is used to configure the interval of the UDP
UDP Heartbeat heartbeat packet. 20

Interval value range: 20 to 300 (seconds); Disable = 0;

This parameter is used to enable or disable UDP configuration
function.

UDP Configuration Enable

Update Settings Click this button to save the revised settings to the GW-2500iM.
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5.3.3 Modbus Settings

Modbus Settings

(255 | (Default: 255)

ez I CEVANEAI0 ] Note: This is reserved for gateway, NOT for accessing slave devices.
Assign an new gateway ID if it is conflict with slave devices.

1 | (Default: 1)

0 0: Gateway returns raw data including CRC when CRC error.
CRC Exception 1: Gateway reports exception 0x43 when CRC error.
2: Gateway drops packet when CRC error.

Protocol Exception ‘ Reports exception 0x41 when slave response is invalid Modbus message.
Timeout Exception ‘ Gateway reports exception 0x0B for slave no response, and 0x4B for data timeout.

Busy Exception ‘ Gateway reports exception 0x06 when queued requests are full.
Check TCP Header Drops packet when Modbus TCP header (protocol ID, length) is wrong.

‘ Update Settings

The following is an overview of the parameters contained in the Modbus Settings section:

Item ‘ Description Default

Gateway Net ID | This is reserved for gateway. (Not used to set the slave device) 255
This parameter is used to enable or disable whether the slave response is

Protoc?l checked for compatibility with the Modbus RTU format. If the slave response 1

Exception is an invalid Modbus message, a 0x41 exception code will be reported.

Enable =1; Disable = 0.

This parameter is used to enable or disable whether the validity of the
RTU/ASCII CRC of the slave response is checked.

CRC Exception 0 = Returns the raw data, including the CRC, if a CRC error occurs; 1
1 = Reports a 0x43 exception code if a CRC error occurs;
2 = Drops the packet if a CRC error occurs.

This parameter is used to enable or disable whether a slave/data timeout
exception error is reported by the Gateway. If There is no response from a
slave device, a OxOB exception error will be reported. If serial data is being 1
received, a 0x4B exception will be reported.
Enable =1; Disable = 0.

Timeout
Exception

This parameter is used to enable or disable whether a busy exception code
Busy Exception | (0x06) is reported if the Gateway request queue is full. 1
Enable =1; Disable = 0.

This parameter is used to enable or disable the drop-packet function when
the Modbus TCP header is invalid. 1
Enable = 1; Disable = 0.

Update Settings | Click this button to save the revised settings to the GW-2500iM.

Check TCP
Header
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5.3.4 Restore to factory default states

Use the following procedure to reset all parameters to their original factory default settings:
Step 1: Click the “Restore Defaults” button to reset the configuration.

Step 2: Click the “OK” button in the message dialog box.

v g Modbus Gateway x +

<« - C  101.032

Other Operations

Restore all options to their factory default states —

Reboot the module f Reboot

10.1.0.32

This will erase all existing configuration changes and restore
factory default settings. Click OK if you, ure you want to do
this or Cancel to retain existing settin

Cancle

The following is an overview of the factory default settings:

IPv4 Network Settings IPv6 Network Settings

IPv4 Address 192.168.255.1 User-defined fc00::1
Gateway Address 192.168.0.1 Link-Local Auto-configure
Subnet Mask 255.255.0.0 SLAAC Auto-configure
DHCP Disabled
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Step 3: Check whether the module has been reset to the original factory default settings for use

with the eSearch Utility. Refer to Chapter 3 “Getting Started for GW-2500iM series using IPv4”, Chapter 4

“Getting Started for GW-2500iM series using IPv6” for more details.

& eSearch Utility [ v1.2.0, Jul.25, 2022 ] — O *
File Server Tools
Name | Alias | IP Address Sub-net Mask | Gateway | MAC Addres
tD5-718(i)_RevB2  Tiny 10.1.0.115 25h5.255.0.0 10.1.0.254 00:0d:e0:77:
GW-25b15i EthernetlO 192.168.255.1 205.205.0.0 192.168.0.1 00:0d:e0:1 5:|
uPAC-7586E TimTsai-f586 10.1.0.107 2b5.205.0.0 10.1.0.254 00:0d:e0:75:
“ Search Server Configuration [UDP] Weh Exit |
Status y
Configure Server (UDF) X
Server Name : GW-2515i IPv6 Address Ifcﬂﬂ..1
DHCP: [0: OFF v|  SubmetMask: [255.255.0.0 Alias: |Ethernetl0
IP Address : |1 0.1.0.32 Gateway : |1 92.168.0.1 MAC: |I]I]:I]d:t:l]:1 h:16:17
YWarning!!
. . . q 0K I Cancel
Contact your Network Administrator to get correct configuration before any changing!

The Reboot function: can be used to force the GW-2500iM to reboot or to remotely reboot the
module. After the GW-2500iM module has rebooted, the original login screen will be displayed

requesting that you enter your Login Password before continuing.
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5.4 Serial Port Page

-
I[CPp Modbus Gateway
DAS son{Fo)

etwork | Filter | SNMP | SMTF | Monitor | Maintenance | Netstat | Password | Logout

After clicking the Portl tab, the serial port settings page will be displayed, allowing you to configure
the settings for the GW-2500iM, including the Baud Rate, Data Format, Slave Timeout, Char
Timeout, Silent Time, Read Cache, Modbus Protocol and Pair-connection parameters, etc., each of

which will be described in more detail below.

5.4.1 COM Port Settings

Port 1 Settings

A Gurent | Updated
EENLNEETE 115200 (select[_~]) bps (bits/zsecond)

DEERE 8 bits/char
5= None MNone w
Stop Bits |
Flow Control [{L] None v

[J Parity Error
RENMEISIGIE FE BE Framing Error Clear RX FIFO data when serial errors.
H Break Error

Modbus Settings [T IINN UDdated
300 10 - 65000 ms, Default: 300. (Note)

Silent Time [y o] 0 - 65000 ms, Default: 0

I 7] Modbus RTU
: Range: 0 to 247.
Virtual ID Range Bagrat g D o Note: Gateway skips the Modbus messages if its ID is NOT in the specified range.

Offset: -246 to 246, No change=0. For example:

Virtual ID Offset[y o ] Virtual ID = 1 to 10, offset = 10, then physical Slave ID = 11 to 20.
Virtual ID = 31 to 40, offset = -10, then physical Slave ID = 21 to 30.
Modbus TCP Settings
1000 1000 - 65000 ms, Default: 1000. (Note)
980 0 - 65000 ms, Disable: 0
502 Default: 502
0:TX/RX=High byte first. 1. TX=High, RX=Low byte first.

0 LI ;’.:T)(.I’R)(:Lo?'nr byTe first. Z:RZLo?nr,‘RX:High b;:e first /td>

Connection Idle gED) 0 - 65000 seconds, Default: 180, Disable: 0

Enable TLS [ O For Modbus/TCP (Modbus Security) Server mode

For Modbus/TCP (Modbus Security) Server mode

Pair-Connection Seﬂings
(Master/Slave Mode)

Server: Modbus TCP/UDP master to Modbus RTU/ASCII slave
Client: Modbus RTU/ASCII master to Modbus TCP/UDP slave

erver

Application Mode BEWES [Server v |
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The following is an overview of the parameters contained in the Settings— Port1 Settings section:

e ] Desciption | befaut]

Port Settings

Baud Rate (bps) | This parameter is used to set the Baud Rate for the COM ports. 115200
Data Size (bits) | This parameter is used to set the Data Size for the COM ports. 8
Parity This parameter is used to set the Parity for the COM ports. None
Stop Bits (bits) | This parameter is used to set the Stop Bits for the COM ports. 1
This parameter is used to enable or disable hardware flow control (CTS/RTS)
Flow Control . None
function
Remove Errors Clear the Rx FIFO when the Parity ~ Framing ~ Break Error occurs. FE, BE
Modbus Settings
This parameter is used to set the waiting time that should elapse after last
character of the request sent to the device before the timeout is activated.
The GW-2500iM will report a 0xOB exception code if there is no response
Slave Timeout from the slave device before the timeout period expires, or will report a
(ms) 0x4B exception code if the slave device is still sending data when the timeout 300
is activated.
The Slave Timeout value must be set to less than the response timeout
configured in the client software.
Modbus RTU requires 3.5 char time between messages.
This parameter is used to set the waiting time (based on bytes) that should
. elapse after last byte of data of the response is received from the slave
Char Timeout L . . . . .
device is activated. If no more data is received before the timeout period 4
(bytes) expires, then the transmission of this packet is deemed to have been
completed and the GW-2500iM begins processing the packet.
Valid range: 4 to 15 (bytes);
This parameter is used to set the idle time that should elapse before sending
each request to the serial port. This causes the serial bus to be "silent" for
the specified period, and allows slower slave devices more time to process
Silent Time (ms) previous requests and responses, thereby reducing communication 0
problems.
Valid range: 10, 20 to 65530 (ms);
Protocol This parameter is used to configure the serial port that’s used by the | Modbus
Modbus RTU or Modbus ASCII protocol. RTU
This parameter is used to set the range for restricting the Device ID.
Virtual ID Range 1-247
This port only handles the Net ID in the range.
This parameter is used to set the offset value for the Device ID.
Virtual ID Offset | For more detailed information, refer to “FAQ: How do I access multiple Modbus 0
TCP slave devices from a single Modbus RTU/ASCII master device.”
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Modbus TCP Settings

When sharing Modbus RTU/ASCII device/data between several master
Read Cache devices, the read-cache function can be used to reduce the loading on the
serial communication and ensure faster TCP responses.

Valid range: 10, 20to 65530 (ms); Disable = 0.

980
(ms)

This parameter is used to configure the Modbus TCP port.
Local TCP Port 502
Note: The default COM1/COM2/COMS3 = TCP Ports 502/503/504.

MTCP Length
Swap

Swap the High/Low byte reading order of Length in the Modbus TCP header. 0

If Modbus TCP communication is idle for a specified period of time, the
system will automatically terminate the connection. 180

Valid range: 1 to 65535 (seconds); Disable= 0

Connection Idle

(seconds)

5.4.2 Pair-Connection Settings
Edit Client

Pair-Connection Settings Pair-Connection Settings
C t (Updated
(Master/Slave Mode) |tk ‘ ey ument| Updated Client Settings [N

Appllcatlon Mode Client Client Name

Name Server Port ID LEUIEL TR
Client List ]

[ Remote 0]
BT
[~Comnecton et | SRS

Application Mode [&=h SEEIea
Server

Client

The following is an overview of the parameters contained in the — Pair-Connection Settings
(Master/Slave Mode) section:

Item ‘ Description

Pair-Connection Settings (Master/Slave Mode)

Application Mode Server (default) Client
Select the Modbus protocol (Modbus TCP or UDP) and

Network Protocol - .
the Internet protocol (IPv4 or IPv6) for the remote device

Remote Server IP - The IP address for the remote device
Remote TCP Port - The TCP Port number for the remote device
Submit Click this button to save the revised settings to the GW-2500iM.

Note: For more detailed information, refer to Section 6.3 “Pair-Connection Applications”.
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5.5 Filter Page

F i |
6 CP Modbus Gateway
DAS Home | Port? | Network

SNMP | SMTF | Monitor | Maintenance | Netstat | Password | Logout

The Filter page is used to query or edit the IP Filter List. The IP Filter List restricts the access of
packets based on the IP header. If the filter function is enabled, only clients whose IP is specified in

the IP Filter List can access the GW-2500iM.

Filter Setting:

cO7 1cda sy 8)

_ D%eckto enable. (Default disabled)
D s seiniiiey O
S

Mote: Remermber t include the IP address of your configuration computer,

Enable the IP Filter:

Step 1: Enter the IP address that is allowed to access the module in the IPO ~ IP4 fields.
Step 2: Tick the Check to enable checkbox in the Enable IP Filter field.

Step 3: Click the “Update Setting” button to update the settings.

Disable the IP Filter:
Step 1: Uncheck the Check to enable checkbox in the Enable IP Filter field.
Step 2: Click the “Update Setting” button to update the settings.
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5.6 SNMP Page

Y
6 CP Modbus Gateway
D

AS Home | Port1 | Network | Filter | SNMPR SMTP } Monitor | Maintenance | Netstat | Password | Logout

The GW-2500iM series module supports the standard SNMP v3c protocol. Through this protocaol,
the GW-2500iM series module can transmit modules information to the SNMP Network
Management Software or device to help administrators to monitor the status of the modules in

real-time.

If the Trap function is enabled, the GW-2500iM module can actively send messages to the SNMP

manager terminal when the module restarts. The detailed description is as follows.

Note: The GW-2500iM module currently supports these MIB-Il management items such as sysContact,
sysLocation, sysDescr, and sysName.

SNMP v2c/v3 Agent Configuration

System Info Settlng

’% (Max. 47 chars)

“ | (Max. 47 chars)

“http:ﬁww_icpdas.cnm | (Max. 47 chars) ‘

m“'CP DAS | (Max. 47 chars) ‘
Function |Setting

“public | (Max. 47 chars, example: public)

“private | (Max. 47 chars, example: private)

| | (Max. 47 chars, example: public)

DETEAEIE |(1Pv4/v6 Address, example: 10.0.8.123, fe80:0:0:0:a8ee:dc07:1cda:5678)

——

D] Goid Start, O Warm St

I O check to enable. (Default disabled)

[J Check to enable. (Default disabled, Trap supported v2c only)

— conen|CumEaETAN

A pooool [

Privacy protocol ‘ DES v
‘ Update Settings

SNMP Specific Trap
is required after SNMP configuration.
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5.6.1 SNMP Configuration Setting

The following is an overview of the parameters contained in the System Info section:

Item Description Default Value
Contact The module contact person User
Location The module location Site
o o Modbus
Description The description of the module
Gateway
Name The name of the module Device

The following is an overview of the parameters contained in the Function section:

Item ‘ Description Default Value
Read-Only Community Set the community name of the module for read-only data | public
Read-Write Community Set the community name of the module for read-write data | private
Trap Community Set the community name of the module for the trap public
Manager / Trap IP #1 Set the IP address of Trap IP #1 0.0.0.0
Manager / Trap IP #2 Set the IP address of Trap IP #2 0.0.0.0
Generic Trap Enable the Cold Start or Warm Start function Disabled
Tick the Check to enable checkbox to enable the SNMP
Enable SNMP v2c Disabled
communication function or uncheck the item to disable it.
Click this button to save the revised settings to the GW-2500iM.
Update Settings
The new settings will take effect after the module is restarted.
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5.6.2 SNMP I/O Example

This article takes iReasoning MIB Browser V14 as an example (hereinafter referred to as MIB

Browser). Please download the installer program from its official website and run the installer.

http://www.ireasoning.com/mibbrowser.shtml

Step 1: Start the MIB Browser.
Click the File => Load MIBs on the menu bar and click the specified MIB file of the module

(e.g. ICPDAS-tGW700-MIB_20220711.mib), then click the Open button to open it.

wm\

& iReasoning MIB Browser

Filel Edit Operations Tools Bookmarks Help

UnlLoad MIBs T Result Tab|
esu able
MIB Modules
[ e
Lookin: | | | MiBfies \ v @%@

* £ - ' @ Date medified Type Size

) Q]ICPDAS—lGW?GD—MIB_EGZZG?H_me 2022/11/24 7 03:41 MIEB File
Quick access

Desktop

1= &
Libraries
'I'h:PC

" — | [CPDAS-G W700-MIB_2022071 1 muib “© |
Resoftpe:  |MFlesl v
, () | k
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Step 2: Enter the IP address of the GW-2500iM module in the Address field.

& iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: [10.1.0.29 ~ | Advanced.. [OID:|.1.3

Result Table

4 MIB Tree Name/OID
& | iso.org.dod.internet

Step 3: Click “Advanced” to set the parameters of the SNMP agent. Enter the string in the
Read/Write Community fields according to the Read-Only Community / Read-Write
Community settings on the GW-2500iM. If these strings are different on both sides, the

agent will not work correctly.

Fun::tinn‘ Setting
public \ |(Maic 47 chars, example: public)
private / | (Max. 47 chars, example: private)
|
& iReasoning MIB Browser Enter the string according to the
File Edit Operations Tools Boglymarks Help settings on the GW-2500iM

Address: | 10.1.0.29 «| Advanced.. Joo: 13|\

_mmﬁim of ENMP Agent x
#® MIB Tree

Address |m_1 29

Port|151v [2)

|
|
Read Community | public ‘
|
|

@ | iso.org.dod.internet

Write Community | private

SNMP Version |2 v

| ok H Cancel |

Note: If the Write Community field is not set, a Timeout error will occur during execution.
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Step 4: Enter the IP address of MIB Browser in the Manager/Trap IP #1 field, check the Check to
enable checkbox to enable the SNMP function, then click” Update Settings” to save the
changes. Finally, click the “Reboot” button to reboot the GW-2500iM module.

Function||Setting

Read-Only Community ‘ public (Max. 47 chars, example: public) ‘

Read-Write Community [[J/ZiE (Max. 47 chars, example: private)
Trap Community (Max. 47 chars, example: public)
(1 ]| Manager/ Trap IP #1 IPv4/v6 Address, example: 10.0.8.123, fe80:0:0:0:a8ee:dc07:1cda:5678)
Manager / Trap IP #2
clchSylenres)| (] Cold Start, [JWarm Start
23 Check to enable. (Default disabled) |

SpEle SRS ISRTET | () Check to enable. (Default disabled, Trap supported v2c only)

Security Level [N v

Auth protocol |[[[¥]siEd
Privacy protocol |[[a]=5g

€ | Update Settings

3

SNMP Specific Trap
is required after SNMP configuration.

Read the information of the GW-2500iM - The Walk command

Right-click the iso.org.dod.internet folder on the left  gresuretasie |

. . . . . Name/0ID Value Type | IPPart
side and click Walk to display the information of the S |:D e e A
np SMpINGEtRESpONSEs.0 0 Counteraz [10.1.0.29..,
GW-2500iM in the Result Table e b TN
snmpOutTooBigs 0 0 CounteraZ 10.1.0.29_..
smpOuthioSuchiames 0 0 Counter32 [10.1.0.29...
& iReasoning MIB Browser snmpOutBadvalues 0 o Counter32 10,1029,
File Edit Operations Tools Boakmarks Help snmpCOutGenEirs 0 :'U Counterd2 [10.1.0.29..
Address: [10.1.0.29 | Advanced.. |OID: .1.36.1 snmpQutGetRequests 0 o Counkerd2 |10.1.0.29..
Result Table SRMpOUGEtNexs 0 ]'u Countera2 10.1.0.29..
s Tres e SPMpOUSEtRequUEsts. 0 0 Counteraz (10.1.0.29.
N <0 oo clod ingees snmpOutGetResponses.0 ]3 Counterd2 10.1.0.29...
Find in subtree snmpOutTraps 0 o Counterd2 10.1.0.29...
Export to G5V Esrlannanlemmenl‘raps.D }ulsanm (2) nteger  (10.1.0.29..
EXpO ORIV 13612111310 o Counter3? 10.1.0.29,
SRR 13612111320 0 Counter32 [10.1.0.29. .
GraphView  Ctrl+R modelName 0 WGW-TISTISI_RevB2  (OctetString[10.1.0.29...
Get Next Cirl+n aliasName 0 [Tiny Oetetstring 10.1.0.29.
Get Bulk Ctr+B firrrware\ersion 0 B238[May 112023]  |OetetString[10.1.0.29..
Getsuptree  CivE webServerPort 0 80 meger  [10.10.29.
Ta\e e B comindex 1 Il |Integer 10.1.0.29.
comName.1 Part] Octetstring[10.1.0.29...
modbusTepPart.1 s02 :Integer 10.1.0.29,,
modbusTepPart, 1 {{Snemp End Of Mib View) |EndOmMi. [10.1.0.29. |,
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5.6.3 SNMP Trap Example

Step 1: Click Tools => Trap Receiver on the menu bar to display the window for receiving the Trap

messages.

% iReasoning MIB Browser
File Edit Operations Tools Bookmarks Help

Address: [10.1.0.29 3432122121131 w
——
Trap Sender .
: It Table Trap Receiver =
Fing

&8 MIB Tree

" Trace Route tions  Toals
850 org.dod.inter =
MNetwork Discovery . ind a ]
Manage SNMPw3 USM Users iption Source

Compare Devices

Part View
Switch Fort Mapper

Device Snapshot
Cisco Device Snapshot

Log Window

Cptions

Step 2: The Trap types for the alarms that receive from the GW-2500iM module are as follows.
1. Cold Start Trap:
The Cold Start Trap will be sent when the module restarts after it has been powered off.
2. Warm Start Trap:
The Warm Start Trap will be sent when the module restarts without turning off the power,
for example, the reboot command or the watchdog mechanism.

Click the Trap message to view the details

Description Source Time Severity
10.1.0.29 2023-06-13 14:40:31

Source: 10.1.0.29 Timestamp: 4.5 seconds SNMP Version: 1

Enterprise: snmp Community: public

Specific: 1] Generic: warmnStart

Description: warmStart
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Item Description

Source The IP address of the Trap from the module.

Timestamp The time elapsed since the last startup of the module.

SNMP Version | The version of SNMP

Enterprise The name of the enterprise

Community SNMP community name according to the Trap Community setting on the
GW-2500iM

Specific Specific ID

Generic Generic ID

Description Trap Information

5.6.4 SNMP Troubleshooting

Unable to receive the Trap message from the module

1. Check the setting of the Windows firewall or the Anti-virus software. These functions can be

disabled during the testing
2. Check the setting of the Trap port. Using iReasoning MIB Browser as an example:
Click the Trap Receiver Settings button on the Trap Receiver page to open the window. Then,

confirm the Trap Port, Bind IP, and Transport settings. The GW-2500iM uses the default Trap
port 162 according to the SNMP specification.

F Result Table Trap Receiver x
MIB Tree Operations  Tools

- | iso.org.dod.internet con q@)

#& Trap Receiver Settings

(1) Trap Receiver Settings

|152 Bind IP: |AII v| Transport | UDP v

3. Disable Windows SNMP Trap Service

Note: The configuration screen varies according to the Windows version.
The following screens are on Windows 10.

Step 1: Enter services.msc in the command bar and click to open the Windows service tool.
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Services.msc

Microsoft Common Con

esaE

L services.msc - S5E

Ll © services.msc B

services.msc

Microsoft Common Console

CAWINDOWS

ABESSRHTA)
BERRBEAE

S 5]

Step 2: Double-click the SNMP Trap and confirm the Startup type is set to “Disabled” and the

Service status is set to “Stopped”.

& Services — O X
File Action View Help
& M Ec= HE »enw
" Services (Local) [ »(5 Services M
SNMP Trap Name Description  Status Startup Type Log On As ~
) S\) Sensor Service A service fo... Manual (Trig...  Local Syste...
Start the service -f_;’; Server Supportsfil... Running Automatic (T... Local Syste...
G Service KMSELDI Running  Automatic Local Syste...
Description: B LE RSBl S\ MIP Trap Properties (Local Computer) X
]Recelrves trap m;_ssagles'\(];eneraied by i€ Shell Hardware D
ocal or remote Simple Networ & G
Management Protocol (SNMP) "‘) Smart Card : 3 LogOn Recovery Dependencies
agents and forwards the messages to .‘.\) Smart Card Device
SNMP management programs ChSmart Card Rerpoy  Servicename:  SNMPTRAP
mnr?ing on this computer. If this S SNMP Trap Display name: SNMP Trap
service is stopped, SNMP-based =
programs on this computer will not SN G Desciiption: Receives trap messages generated by local or A
receive SNMP trap messages. If this & Spatial Data Serdid remote Simple Network Management Protocol 9
servi}c'e is disabled, Bn.y serwces that A‘(‘;}: SpOt Verifier UCNMP) snante and fAanuards tha masesnas ta
explicitly depend on it will fail to start. €2,5QL Server (ICPDA  Path to executable:
Q SQL Server Agent CAWINDOWS\System32\snmptrap exe
{%)5 SQL Server Browseg [ Startup type: Disabled ] %
&k SQL Server CEIP s
Q SQL Server VSS Wi
S( SSDP Discovery
{:J; State Repository S| [ Service status:  Stopped ]
{’3: Still Image Acquis Start Ko Pause Besume
&} Storage Service
Q Storage Tiers Man You can specify the start parameters that apply when you start the service
! ; - from here.
\ Extended / Standard / g
Start parameters: I
oot | [
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5.7 SMTP Page

SMTP is a typical client-server protocol. This SMTP client allows you to quickly send email messages
through an SMTP server. This application also supports message attachments and SSL for secure
connections.

)
ICP Modbus Gateway

(\

DAS Home | Port1 | Network | Filter | SNMPY SMTP {Monitor | Maintenance | Netstat | Password | Logout

TCP Port Timeout 18
(Socket Watchdog, Seconds)

System |dle
(Network Watchdog, Seconds)

ISFGHIEE 10.1.0.100

Initial Switch 4

SMTP Client

SMTP Settings

mail icpdas.com

latesoli 11| ICPDAS_cindy

| Account

o
icpdas_gw@icpdas.com
I T —
I TS o st & wam i
I O Check to enable. (Default disabled)
|

= epeld None  ~

None

| Update Settings | \
SMTP Security Authentication Certificate
| SMTP Settings|
{Default} | CHOOSE FILE | | UPLOAD | | REMOVE |

Test

| SWTP Setings I

Test Mail |(SSSETITL N
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5.8 Maintenance Page

The Maintenance Page allows you to quickly setup Time server setting, Firmware update,
Time-Sensitive, networking and IEEE 802.1X Authentication.

5.8.1 Time Server Settings

To click the [Maintenance] page, you will see the “Time Server Settings” and “Realtime Clock”
sections.

Time Server Settings

e e nist.gov | (Max. 64 chars) |

Interval (Seconds) “86400 | (Default= 86400) ‘
I 2 [(GMT -8:00) Pacific Time (US & Canada) v

Last Sync Time “ 2024/12/24 182830 |
Enable SNTP ‘ Enable ~ | (Enable/Disable the SNTP Configuration, Enable=default.)

Update Settings

Realtime Clock

VLTI ETE A 2024/12/25 T e5:06:28 O

Update Settings

5.8.2 Advanced Setting

To click the [Maintenance] page, you will see the “Advanced Settings” section.

Advanced Setting
N R [nto + ttps v | (Enable/Disable the Web Server, http+https=default.)

— rresroim |

Enable v |(Enable/Disable mDNS, Enable=default.)

B EEEE] [Enable v |(Enable/Disable NetBios, Enable=defaut.)

Enable v |(Enable/Disable the LLDP Service, Enable=default.)
B Enable v |(Enable/Disable the UPNP Service, Enable=default.)
Disable v |(Enable/Disable the Bluetooth module, Disable=default.)
I CLE e [Disable v (Enable/Disable the Telnet Server, Disable=default.)

Disable v |(Enable/Disable Reboot, if resource low, Disable=default.)
I L ENE ] [Disable v (Enable/Disable Reboot, if Ethernet error, Disable=default.)

= EE R GGE Disable v (Enable/Disable Engineering Mode, Disable=default.)
EleEble= @S Gl E eI Ewbhl | Enable v (Enable/Disable Reboot Broadcast Storm Protection, Enable=default.)

CPU Idle Mode “ Disable v |(Enable/Disable CPU Idle Mode, Disable for maximum performance, Disable=default.)

Update Settings
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5.8.3 Firmware Update

Firmware update requires initialization and local network operations. Traditional firmware update
requires adjusting the Reset button and reboots the module manually for the initialization of
firmware update, while new way allows user to initialize the module via web interface without
adjusting the hardware switch. Initialization via web is useful when module is installed in remote

site and can be accessed by a remote PC.

To click the [Maintenance] page, you will see the “Firmware update” section.

=
ICP Modbus Gateway Q

DAS Home | Port1 | Network | Filter | SNMP | SMTP | Monitor | Maintenance | Netstat | Password | Logout

Firmware update

ZINEICHNRES]  CHOOSE FILE || UPLOAD

Firmware online update | CHECK |

& Open Tx

- ~ 1 <« firmware > gw2500 > v O
Name - Date
web 2024/11/22 9 05:33
web?2 B 2024/11/22 T 0533
[1 gw25sxdw.hex 2024/11/22 T4 05:24

File name (N): | gw25xdw.hex | |HEX (“hex) v|
% Cancle

K\_ [ open J\/

Note:
If the remote firmware update is failed, then the traditional firmware update (Local) is required
to make the module working again.
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10.1.0.M

It may take a few minutes to update firmware, please patiently wait
during the process
canCEI

22

¢« > € 1010111 * & O a

6 CP Modbus Gateway

DAS Home | Port1 | Port2 | Port3 | Network | Filter | SNMP | SMTP | Monitor | Maintenance | Password | Logout

Firmware upgrading ...

It may take a few minutes to update firmware, 'DO NOT power down during the firmware update process

Copyright © 2024 ICP DAS Co., Lid. All rights reserved.

For detailed information regarding how to use this function to update the Firmware for GW-2500iM
series module, refer to the “GW-2500iM Firmware Update Manual (EN)”. The download address is

shown below:

GW-2500iM :
https://www.icpdas.com/en/download/show.php?num=2750

v oG8 GW-27 | ag GW-27 | Gg ICPDA g Mo X o+ — O e
€ > C 101011 * B O &

¥ 10.1.0111

I Cp The latest version of firmware is already installed

FlEICAYEE Y 1.0.2 (May 3 2024)

(NG 00-0d-e0-15-16-17

TCP Port Timeout
| oa¥elo| 11 10.1.0.111 (Socket Watchdog, k]

Seconds)

O
IIE >
n
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5.8.4 Time-Sensitive Networking

To click the [Maintenance] page, you will see the “Time-Sensitive Networking (TNS)” section.

Time-Sensitive Networking (TSN)

Precision Tme Protocol [
| Pooo[Ere

AL T Uncalibrated

———eon
[ 50210 Tag-based m\_
 picaonE

ool . \

— roulEm |

Protocol TCP

—W

Update Settings

5.8.5 IEEE 802.1X Authentication

To click the [Maintenance] page, you will see the “IEEE 802.1X Authentication” section.

IEEE 802.1X Authentication

S Protcol P

G| |

Password | i |

I s

Update Settings
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5.8.6 Backup / Restore Setting

To click the [Maintenance] page, you will see the “Settings Backup/Restore” and “Rules

Backup/Restore” sections.

Settings Backup/Restore

Download Settings | D OWNLOAD |
(Backup) || )
Up|Da(}§§;§%§} | CHOOSE FILE | | UPLOAD&REBOOT
Rules Backup/Restore
Download Rules (Backup) ' DOWNLOAD |
Upload Rules (Restore) . CHOOSE FILE | | UPLOAD

5.8.7 DLL Plug-in

To click the [Maintenance] page, you will see the “DLL Plug-in” section.

DLL Plug-in
Load plug-in when boot (] Enable | UPDATE SETTINGS |
Plug-in | CHOOSE FILE | | UPLOAD | | REMOVE
(Not Exist) |§ a .

. Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.




GW-2500iM Modbus TCP to RTU/ASCII Gateway

5.8.8 HTTPS Server Authentication certificate

To click the [Maintenance] page, you will see the “HTTPS Authentication Certificate” section.

v ¢ Modbus X — O

€« > C 1010222 Q ¥ O

~"*9  Modbus Gateway

I CP Home | Port1| Port2 | Port3 | MQTT | Network | Filter| SNMP | SMTP | Monitor
DAS Maintenance | Netstat | Password |

4

HTTPS Authentication Certificate

| CHOOSE FILE || UPLOAD || GENERATION || REMOVE |
(Default) [ B a . '
| CHOOSE FILE || UPLOAD || SELF-SIGNED || REMOVE |
(Default) [ B a a '

The HTTPS Authentication Certificate function provides secure encrypted communication for your

HTTPS connections, which is consists of the following sections:

€ Private Key — The private key is a secure entity and should be stored in a file with restricted
access.

€ Certificate — The certificates are an important component of Transport Layer Security (TLS,
sometimes  called by its older name SSL), where they prevent an attacker from

impersonating a secure website or other server.

NOTE:
X The HTTPS server key/certificate is used for encryption when communicating with browsers.
X The GW-2500iM is supplied with a pre-installed default certificate that enables direct HTTPS

communication.
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5.8.8.1 HTTPS Server —Private Key

This is a cryptographic key that identifies your server. Keep this secure and never share it.
HTTPS Authentication Certificate

|o CHOOSE FILE ||9 UPLOAD ||9 GENERATION ||9 REMOVE |
{Default)

| CHOOSE FILE || UPLOAD || SELF-SIGNED || REMOVE |
(Default)

The following is an overview of the functions contained in the Private Key section:

Item

Description

Click “Choose File” and select your Private Key (file names often use

1| Choose File extensions like .key, .pem, .crt, .cer or .pfx).

2 | Upload After choose a private key file, you could upload your own private key.

A unique private key is generated on the server. You could generate a new

3 | Generation .
private key.

4 | Remove Remove the current private key.

Users can follow these instructions to generate a private key:

STep1

To click the [GENERATION] button in the “Private Key” section, the GW-2500iM will show the
message as below.

v g Modbus X = O x

€ > C 1010222 Q % 93

Home | Port1| Pori2 | Port3 | MQTT | Network | Filter| SNMP
DAS [ SMTP]| Monitor | Maintenance | Netstat | Password |

6/‘"’ Modbus Gateway

HTTPS Authentication Certificate

v g Modbus Gateway * - (] %, LUADl GENERATION | REMOVE |

€« > C 101022 & % i |gap || sELl-SIGNED || REMOVE |

10.1.0.222

It may take a few minutes to generate new key, please patiently

Cancel

wait during the process

STEP 2
Once you click the [OK] button, the GW-2500iM will generate a new key.
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5.8.8.2 HTTPS Server —Certificate

This is a certificate that proves your server’s identity to connecting clients.

HTTPS Authentication Certificate

| CHOOSE FILE || UPLOAD || GENERATION || REMOVE |
{Default) [} - a . !

-|o CHOOSE FILE ||9 UPLOAD ||9 SELF-SIGNED II'@REHDVE |
{Default}) |} - o o '

The following is an overview of the functions contained in the Self-Signed section:

Item Description

Click “Choose File” and select your CA certificate (file names often use
1 | Choose File

extensions like .key, .pem, .crt, .cer or .pfx).

2 | Upload After choose a certificate file, you could upload your own certificate files.

3 | Self-signed | You could create a self-signed certificate.

4 | Remove Remove the current Certificate.

Users can follow these instructions to create a self-signed certificate:

STep 1
To click the [SELF-SIGNED] button in the “Certificate” section, and then you will see the “HTTPS
Server Certificate — Self-Signed” page. The screen will be as follows:

v (g Modbu: X = O X
<« = C 1010222 Q % O
HTTPS Server Certificate - Self-Signed
. Modbus Gatewa
I c p y Common Name ServerMame
Home | Port1 | Port2 | Port3 | MQTT | Network | F

DAS | SMTP | Monitor | Maintenance | Netstat | Passw Organization Organization

HTTPS Authentication Certificate Organization Unit Unit

CHOOSE FILE UPLOAD GENERATION

(Defauit) Locality LocationMame
CHOOSE FILE UPLOAD SELF-SIGNED

(Default) State

Country

SUBMIT

Copyright © 2024 ICP DAS Co., Ltd. Al rights reserved.
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STEP 2
Enter the following information for the self-signed certificate manually. The screen will be as
follows:
v % Modbus X — O v % Modbus X - O
€« > C 1010222 Q % 0 ¢« = C 1010222 Q ¥ O

~"*3 Modbus Gateway

I CP Home | Port1 | Port2 | Port3 | MQTT | Network | Filter | SNMP
D AS SMTP | Monitor | Maintenance | Netstat | Password

- -~

HTTPS Server Certificate - Self-Signed

=% Modbus Gateway

I CP Home | Port1| Port2 | Port3 | MQTT | Network | Filter | SNMP
D AS SMTP | Monitor | Maintenance | Netstat | Password

HTTPS Server Certificate - Self-Signed

o Common Name

ServerName

Organization

Unit

0 SUBMIT
h

Copyright © 2024 ICP DAS Co., Ltd. All rights reserved.

LocationName

Common Name

ICPDAS-HTTPS-CA

Organization ICPDAS

+ Organization Unit ICPDAS-RD
Locality Hsinchu
State Taiwan
Country ™

SUBMIT
-

Copyright © 2024 ICP DAS Co., Ltd. All rights reserved.

The following is an overview of the parameters contained in the Self-Signed section:

Item

Description

For example

ICPDAS-HTTPS-CA

1 | Common Name The fully qualified server name. ]
Or gw.icpdas.com
o This parameter is used to set the name of your
2 | Organization o ICPDAS
organization.
o .| This parameter is used to set the name of your
3 | Organization Unit o ) ICPDAS-RD
organization unit.
) This parameter is used to set the location where )
4 | Locality o Hsinchu
your organization is located.
This parameter is used to set the state where )
5 | State o Taiwan
your organization is located.
This parameter is used to set the country where
6 | Country o T™W
your organization is located.
7 | Submit Click this button to save the revised settings to the GW-2500iM.

Finally, click [Submit] button in order to save the certificate and commit your changes. If you leave

the changes uncommitted, it will get lost and the signed certificate cannot be installed.
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5.8.9 MODBUS/TCP Security Authentication certificate

To click the [Maintenance] page, you will see the “MODBUS/TCP Security Authentication Certificate”

section.

MODBUS/TCP Security Authentication Certificate

CHOOSE FILE || UPLOAD || REMOVE |

{Default) (3 - - !
| CHOOSE FILE || UPLOAD || GENERATION || REMOVE |
{Default) [y - . a '
| CHOOSE FILE || UPLOAD || SELF-SIGNED || REMOVE |
{Default) [y - - - !
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5.9 Monitor Page

~
ICPp Modbus Gateway

DAS Home | Port1 | Network | Fifter | SNMP | SMTP

Monitor |Maintenance | Netstat | Password | Logout

Current Connection Status:

Host Query (Client

TCP/IUDP Server After clicking the Monitor tab, the Current
Connection Status page will be displayed
- showing detailed information regarding the
33 current status of the serial port connection
Port 1 settings for the GW-2500iM.

Part 1
0

Lo T o T s T o T o

Port 1
0

0
0
0

0

0%
0%

Fort 1
0

000
000

Clear Last Error

MNote:

1. for error codes and descriptions.

2. The "Busy Error" can occur if there are too many Modbus requests inthe qu
To resolve this, increase timeout and scan time on all Master (Client) software.
3. The Maximum Response Time above is the round trip time between the G:
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5.10 Netstat Page

Netstat is a handy tool that can help you understand and troubleshoot your network, as well as

detect and resolve network security issues.

%
ICP Modbus Gateway

('\

DAS Home | Port1 | Network | Filter | SNMP | SMTP | Monitor | Mafnrenance! Netstat |I”assword| Logout

YL GW-2515i EthernetlO
1.0.2 (Nov 22 2024) NI 00-0d-e0-15-16-17

TCP Port Timeout
IRVGO[EEE 10.1.0.100 (Socket Watchdog, Seconds) 18
o . System Idle
Sl ginal o (Network Watchdog, Seconds) 4

Security event

[ Do5/DDos Eveni[g n

TCP Connection

Ter sever

Service (Listen port) Remote IP Remote Port
http (80)

10.1.0.94 51547
Listen & Established modbus/tcp 3 (504)

modbus/tcp 2 (503)

modbus/tcp 1 (502)

hitps (443)

System Logger

2854/84/10,00:30:21:reset switch status = @

2854/@4/18,08:38: 21: RotarySwitch = @x@, boardID = @xd, SubID = exf, G543 128 144
System LD(]CI'FH 2854,/84/10,00:30:21:6GW-2K Runtime build at MNov 22 2824, 17:24:12

== 2854/84/10,08:30:21:meminfo : Free 147348K / Total 178784K, Flash : 16 MB
2054/84/10,00:30:21:ModuleID = DVED6ED7S5, ResetReason=1

2854/94/18,88:38:21:CPU Speed2=488Mhz, TICK_PER_USEC=488
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5.11 Password Page

After clicking the Password tab, the Privilege Management page will be displayed.

Follow the steps below to reset or create a new your account and password.

Step 1: Enter the account and password in the field. (Use the default password “Admin” for the first
login)

Step 2: Enter the new password in the “Confirm new password” fields and make it enable.

Step 3: Click the “Submit” button to update the account and password.

¥ g Modbus Gateway x 4+

< - C [fe80:20d:e0ff:fe15:1617] % g Bx

Y
ICP Modbus Gateway

~

DAS Home | Port1 | Network | Filter | SNMP | SMTP | Monitor | Maintenance | Netstat | Password | Logout

1.0.2 (Aug 15 2024) I 00-0d-20-15-16-17

TCP Port Timeout
[FrsfE=s) 10.1.0.30 (Socket Watchdog, Seconds) 18
" . System Idle
Ly stiizy) O (Network Watchdog, Seconds) 0

Privilege Management

Account Password Confirm Password Authority Enabled

Admin

v
U
O
U

Account & | | | | | |

Password

I | | [Adminv]
| || | [Admin ]

SUBMIT

=
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5.12 Logout Page

After clicking the Logout tab, you will be immediately logged out from the system and be returned

to the login page.

v 4§ Modb X - b X

< <5 ¢ 10.1.0.100 % & O a

Y
6 CP Modbus Gateway

DAS Home | Port1 | Network | Filter | SNMP | SMTE | Monitor | Maintenance | Netstat | Password

Logout Successful

You have been successfully logged outl
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6. Typical Applications

This chapter provides some examples of typical scenarios for the GW-2500iM series module,
including applications focused on the Modbus Gateway, Modbus Net ID, Pair-connection and TCP

Client Mode, etc...

6.1 Modbus Gateway

The GW-2500iM series module is a Modbus TCP/UDP to RTU/ASCII gateway that enables a Modbus
TCP/UDP host to communicate with serial Modbus RTU/ASCII devices through an Ethernet network,
and eliminates the inherent cable length limitations of legacy serial communication devices.

=

I
@ send to Device#1

v

asuodsay L#adiaaqg Alup e

GW-2535iM

Broadcast to RS-232/422/485

r D
ModbUsilCE]

|
© Send to Device#2

GW-2535iM

Broadcast to RS-232/422/485

RS-232

2 W

Devicell Deviee? S
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6.2 Modbus Net ID

The GW-2500iM series module is a gateway that can be used to convert between the Modbus

TCP/UDP protocol and the Modbus RTU/ASCII protocol.

Consequently, SCADA/HMI applications is able to access each Modbus RTU/ASCII slave device via

the GW-2500iM gateway by specifying correct Net ID of the intended slave device in each Modbus

TCP request.

Note that the Net ID of the GW-2500iM gateway is reserved for specific control purposes, and is

not used to access slave devices.

@ Modbus TCP
Modbus/TCP Security i
$ .

Net ID=1
Net ID=2
Net ID=3

Response

Net ID=1
Net ID=2
Net ID=3

Net ID=2

Request
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6.3 Pair-connection Applications

The GW-2500iM Modbus gateway can be used to create a pair-connection applications (as well as
serial-bridge or serial-tunnel), and then route Modbus messages between two serial devices via
TCP/IP, which is useful when connecting Modbus RTU/ASCII devices that do not themselves have

A
o
:
<€
Baud Rate: 115200 bps Baud Rate: 115200 bps
Modbus RTU Modbus RTU

Basic Pair-connection

Ethernet capability.

A
un " ,
i Pair-connection
) S Through the Ethernt
s LLLLLY =

Pair-connection using different Baud Rates
(With Modbus RTU to ASCIlI Convert)

Baud Rate: 9600 bps Baud Rate: 115200 bps
Modbus RTU Modbus ASCII

~ Pair-connection
§ Through the Ethernt
o dpununndy

<€

S8b-sd

PLC_2
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The following are examples of pair-connection tests:

»  Pair-connection Settings:

Port Settings : : :
(default) Pair-connection Settings

Baud Data Application Remote Rem:c;cretTCP
Rate Format Mode Server IP (default)
115200 8N1 Client IP Address of GW-2535iM #2 502
GW-2515iM #1
115200 8N1 Server - -
GW-2535iM #2
Note:

The Baud Rate and Data Format settings of the client and server GW-2515iM #1 and GW-2535iM
#2) depend on the COM ports of the PC (or the connected device).
The serial port settings between GW-2515iM #1 and GW-2535iM #2 can be different.

Step 1: Connecting to a network, PC and Power

1. Confirm that the GW-2500iM modules are functioning correctly. For detailed information
regarding how to install, configure and operate your GW-2500iM series module, refer to Chapter
3 “Getting Started for IPv4”, Chapter 4 “Getting Started for IPv6” .

2. Use an I-7520 module (optional) to connect the COM1 of Host PC with COM1 of GW-2515iM #1.
(1-7520 product page: http://www.icpdas.com/en/product/I-7520)

3. Connect the Modbus device (e.g., M-7055D, optional) to COM1 of GW-2535iM #2.
(M-7055D product page: http://www.icpdas.com/en/product/M-7055D-G)

@ Refer to Figure 6-1 for an illustration of how to perform Steps 1-1 to 1-3 of the procedure

described above.

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.



http://www.icpdas.com/en/product/I-7520
http://www.icpdas.com/en/product/M-7055D-G

GW-2500iM Modbus TCP to RTU/ASCII Gateway

The image below shows an example of the setup for a pair-connection test:

Ethernet

RS-485 Ethernet
= —> mJ
M-7055D GW-2535iM
ooy
Ethernet Figure 6-1

Step 2: Configuring the Ethernet Settings

Contact your Network Administrator to obtain the correct and functioning network configuration
for the GW-2500iM modules (including the IP Address, Mask and Gateway details).

¢ eSearch Utility [ v1.3.0, Jul.25, 2022 ] — O *
File Server Tools
Name | Alias | IP Address | Sub-net Mask | Gateway MAC Address  DHCP A
GW-25356i Ethernetl0 10.0.8.246 255.255.0.0 10.0.8.254 00:0d:e0:23:24:25 ON
GW-2515i Ethernetl0 10.0.8.100 255.255.0.0 10.0.8.254 00:0d:e0:23:24:26 ON
L

< >
H Search Server Configuration [UDP) Web Exit
Status y.

Figure 6-2
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Step 3: Configuring the Pair-connection (Client Mode) on the Web Server for
GW-2515iM #1

1. Open the eSearch Utility to search for the GW-2500iM modules connected to the network. Click
the name of the first GW-2500iM module (GW-2515iM #1) to select it, and then click the “Web”
button to launch a browser window to connect to the web server on the GW-2515iM #1 module.
Alternatively, you can enter the URL for GW-2515iM #1 in the address bar of the browser.

2. When the login screen is displayed, enter the password in the Login password field, and then
click the “Sign in” button to display the configuration page.

¢ eSearch Utility [ v1.3.0, Jul.25, 2022 ] — O x
File Server Tools
Name | Alias | IP Address | Sub-net Mask | Gateway MAC Address | DHCP A
GW-2535i Ethernetl0 10.0.8.246 255.255.0.0 10.0.8.254 00:0d:e0:23:24:25 ON
GW-2515i EthernetlO 10.0.8.100 255.255.0.0 10.0.8.254 00:0d:e0:23:24:26 ON

W
< >
H Search Server Configuration [UDP) | Web Exit I
Status 4

Figure 6-3
x

‘. &) 10.0.8.100 x |+ -
[ ©wosio |» = o @
Sign in to access this site User Name : Admin
Authorization required by http:/10.0.8.100 . :
Your connection to this site is not secure ﬁfdassword : Admin
Username I I

Password

g [t |
Sign in !‘g- ";:‘x".",l

3. Click the “Portl” tab to display to the Portl Settings page.

-y
6 CP Modbus Gateway
D

Figure 6-4
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4. Select the appropriate Baud Rate, Data Format and Modbus Protocol settings from the relevant
drop down options. The following is an example: Baud Rate (bps) “115200”, Data Bits (bits) “8”,
Parity “None”, Stop Bits (bits) “1” and Modbus Protocol “Modbus RTU”.

Port 1 Settings

FEUGNEIE 115200 [115200 | ( select| v|) bps (bits/second)
DETERT 8 bits/char

2= None
Stop Bits |§
Flow Control \eJil} None

[JParity Error

RENENEIGIS FE BE & Framing Error Clear RX FIFO data when serial errors.
EBreak Error
Modbus Settings
300 10 - 65000 ms (step 10), Default: 300
4 ] 415 bytes, Default: 4
Silent Time [y o] 0 - 65000 ms (step 10), Default: 0
L] Modbus RTU ]
Figure 6-5

5. In the Pair-connection Settings area for Port1, check that the configuration details are the same
as those shown below.

Application Network

Mode Protocol Remote Server IP Remote TCP Port
. . TCP / IPv4 10.0.8.246 502
Pair-connection
. Client .
Settings Modbus Protocol, IP address and TCP port for GW-2535iM #2

6. Amend and details as required and then click the “Submit” button to complete the
configuration.
Pair-Connection Settings Current

(Master/Slave Mode) CITEL
Application Mode (@[ Server=Slave, Client=Master
Network Protocol JE&=FRIZ"]
For examlpe :

FENVERTWEIE 1008246  [10.0.8.246 | IPv4=1008100

IPv6 = fc00::1000
Remote TCP Port ¥ 502

Submit
Figure 6-6
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Step 4: Configuring the Pair-connection (Server Mode) on the Web Server for
GW-2535iM #2

1. In the eSearch Utility, click the name of the second GW-2500iM module (GW-2535iM #2) to
select it, and then click the “Web” button to launch a browser window to connect to the web
server on the GW-2535iM #2 module. Alternatively, you can enter the URL for GW-2535iM #2 in
the address bar of the browser.

2. When the login screen is displayed, enter the password (use the default password “admin”) in
the Password field, and then click the “Submit” button to display the configuration page.

3. Click the “Portl” tab to display the Portl Settings page.
Select the appropriate Baud Rate, Data Format and Modbus Protocol settings from the relevant
drop down options. The following is an example: Baud Rate (bps) “9600”, Data Bits (bits) “8”,
Parity “None”, Stop Bits (bits) “1” and Modbus Protocol “Modbus RTU”.

@ Refer to Figures 6-3 to 6-5 for an illustration of how to perform Steps 4-1 to 4-4 of the

procedure described above.

5. In the Pair-connection Settings area for Portl, select “Server” from the “Application Mode”
drop down options.
6. Amend any details as required and then click the “Submit” button to complete the

configuration.

Pair-Connection Settings
(Master/Slave Mode) Ltk

Application Mode 1318

Comment

Server=Slave, Client=Master

Figure 6-7
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Step 5: Testing the Pair-connection Functions

1. Inthe eSearch Utility, select the “Modbus RTU Master” item from the “Tools” menu to open
the Modbus TCP Master Utility.

¢ eSearch Utility [v1.3.0, Jul.25, 2022 ] — O e
File Server ﬁrools h
Name Modbus RTU Maste%:mskl Gateway MAC Address | DHCP A~
GW—2535! Modbus TCP Master A T.I].I] 10.0.8.254 00:0d:e0:23:24:25 ON
GW-2515i h.0.0 10.0.8.254 00:0d:e0:23:24:26 ON

\_ System Information o
< >
M Search Server Configuration [UDP] | Weh Exit
Status y

Figure 6-8

2. Select the appropriate COM port, Baud Rate and Data Format (e.g., COM1, 115200, N, 8, 1)
settings for the GW-2500iM, and then click the “Open” button.

- — —
<8 IMBRTU V. 1.0.9 COML1 ==

COM Status——  Protocol Description

II:DIVH ;I IFC1 Fiead multiple coils status [Deexs] for DO

[Requesi]
115200 = Byte 0:  MetID (Station number)

M2 Byte 1: FC=01
Byte 2-3: Reference number

Byte 4-5.  Bit count
/
[Mo %W aiting]— [~ Statistics Clear Statistics |

Tirmeout | 200 ms - Commands — Responszes

Current Packet Size [Bytes) I 3 !:rj-.ifli'i.rzqu'l;f Current Packet Size [Bytes) I 7

Start | Stop | Total Packet Size [Eyte&]lT Guantity | Total Packet Size (Bytes) IT
- Timer Mode [Fixed Periad) | | | Packet Quanity Sent [ p [0 Packet Quantiy Received [0

s L

Line control :

Interval | 60 ms | | ~Poling or Timer Mode [Date/Time] ~ Falling Made Timing ms]
Start | Stop | Start Time | Time Start Max| 000 Lorerage
; Iin

Figure 6-9
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3. Refer to the "Protocol Description” field in the top right-hand section of the Modbus Utility
window. You can send a request command and confirm the response is correct.

Step 1: Enter the Modbus command in the “Command” field
Step 2: Click the “Send Command” button.
Step 3: If the response data is correct, it means the test is success.

L wre=— — ™
& MBRTU V.1.0.9 COM1 =
~COM Status——— Protocol Description
IEEIM1 LI IFE'I Read multiple coils status [Dexw) for DO ;I
[Request] -
I-I 15200 LI Byie 0: Net ID (Station number)
Like contral : I =R Byte 1: FC=01 E|

Byte 2-3: Reference number

Byte 4-5.  Bit count
Open | Clogse |

-

Statiztics Clear Statistics |

Tirmeout | 200 g | | | Cemmands ~ Responses

Current Packet Size [Bytes) I g aig‘:r:l?gf Current Packet Size [Bytes] I 7

Start | Stop | TntalPacketSize[Bytes]l 0 Cuantity | Total Packet Size [Bytes) I o
~ Timer Mode [Fived Period)— | | Packet Quantity Sent I 0 I 0 Packet Quantity Received I 0

— Polling Mode [Mo ' aiting] —

Interval [~ 50 ms | | ~Poling or Timer Mode (Date/Time) ~ Poling Mode Timing (ms)
r - stop_| Start Time | Time Start Max] oon Average
Stop Time | Time Stop Min | 100 é 000
Comrmand
140001 0 Send Command |
; Commands ¥ Include CRC Responzes ]
010200000004 79C9 - flonozm mmsag J -
Clear Lizts | Exit Program
e A
Figure 6-10

Notes:
1. The response will depend on which Modbus is device connected.

2. The Baud Rate and Data Format values depend on the serial port settings configured for the
web configuration described above.
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6.4 TCP Client Mode Applications

In TCP Client Mode, the GW-2500iM can actively establish a TCP connection to a specific Modbus

TCP slave device. An example of how the complete system should operate is shown below:

GW-2535iM

PET PC
ModbusTiCRlU DR Meelons RU/ASEH
Slavel(Senven) Masterd(Clienty)

The following are examples of pair-connection tests:

»  TCP Client Mode Settings:

Port Settings : : :
(default) Pair-connection Settings

Application Remote
Rate Format Mode Server IP RemotelCRIRorT
10.0.8.10 502
GW-2515iM 115200 8,N,1 Client IP address and TCP port

for the tPET-P6 (Slave Device)

tPET-P6

(Slave Device)
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Step 1: Connecting to a network, a PC and a Power Supply

1. Confirm that the GW-2500iM device is functioning correctly. For detailed information regarding

how to install, configure and operate your GW-2500iM series module, refer to Chapter 3 “Getting

Started for GW-2200iM series using IPv4”, Chapter 4 “Getting Started for GW-2500iM series using IPv6”.

2. Connect both the GW-2515iM, the Slave Device (e.g. a tPET-P6, optional) and your computer to
the same sub network or the same Ethernet Switch. For detailed information regarding

RS-422/485 wiring, refer to Section 2.5 “Wiring Notes for RS-422/485 Interfaces”.

The wiring diagram is as follows:

RS-232 Ethernet
1-7520
(RS-232 to RS-485 Converter)
v
PC
n tPET -P6
’ denienid
— = ﬁ
r -
Modbus RTU/ASCII Y EShsmet ]
Master (Client) [ ol
p T
Modbus TCP/UDP
Slave (Server)
Ethernet
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Step 2: Configuring the Ethernet Settings

Contact your Network Administrator to obtain a correct and functioning network configuration
(including the IP Address, Mask and Gateway details) for the GW-2515iM module.

¢ eSearch Utility [ v1.3.0, Jul.25, 2022 ] — O X
File Server Tools
Name | Alias | IP Address | Sub-net Mask | Gateway MAC Address  DHCP A
tPET-P6_revB EthernetiO 10.0.8.10 255.255.0.0 10.0.8.254 00:0d:eD0:23:21:25 ON
GW-2515i EthernetlO 10.0.8.100 255.255.0.0 10.0.8.254 00:0d:e0:23:24:26 ON

W
< >
M Search Server Configuration [UDP] Web Exit
Status y

Figure 6-13

Step 3: Configuring Pair-connection (TCP Client Mode) on the Web Server for the
GW-2500iM module

1. Open the eSearch Utility to search for the GW-2500iM modules connected to the network. Click
the name of the first GW-2500iM module to select it, and then click the “Web” button to launch
a browser window to connect to the web server on the GW-2500iM module. Alternatively, you
can enter the URL for GW-2500iM in the address bar of the browser.

2. When the login screen is displayed, enter the password in the Password field, and then click the

“Sign in” button to display the configuration page.

2 &10.08.100 x  + =
} 10.0.8.100 Ay o O

Sign in to access this site

Authorization required by http://10.0.8.100
Your connection to this site is not secure

Username [ I
Password
Figure 6-14

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.




GW-2500iM Modbus TCP to RTU/ASCII Gateway

3. Click the “Port1” tab to display the Port1 Settings page.

~
6 Cp Modbus Gateway
D

AS Home| Porti |WWetwork | Filter | SNMFP | SMTF | Monitor | Maintenance | Netstar | Password | Logout

S

Figure 6-15

4. Select the appropriate Baud Rate, Data Format and Modbus Protocol settings from the relevant
drop down options. The following is an example: Baud Rate (bps) “115200”, Data Bits (bits) “8”,
Parity “None”, Stop Bits (bits) “1” and Modbus Protocol “Modbus RTU”.

Port 1 Settings

Port Settings [#1i=]]s

GENLEREE] 115200 115200 ( select ~|) bps (bits/second)
Data Size 3 bits/char

=10 None
Stop Bits i

Flow Control [{s]yl:] None v

[ Parity Error
REN W] FE BE Framing Error Clear RX FIFO data when serial errors.
Break Error

Modbus Settings [TM T
Slave Timeout W) 10 - 85000 ms (step 10), Default: 300

Char Timeoutfg] 4 ] 4 -15 bytes, Default: 4
Silent Time 4 o ] 0 - 85000 ms (step 10), Default: 0
Z6ed| Modbus RTU |

Figure 6-16
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5. In the Pair-connection Settings area of the Portl Settings page, check that the configuration
details are the same as those shown below.

Application

Network Protocol Remote Server IP Remote TCP Port

. . TCP / IPv4 10.0.8.10 502
Pair-Connection

Settings Client Modbus Protocol, IP address and TCP port of the slave device

(e.g., tPET-P6)

6. Amend any details as required and then click the “Submit” button to complete the configuration.

Pair-Connection Settings
(Master/Slave Mode) itk

Application Mode [&l[l41§
Network Protocol gRe:=FRIZ]
For examlpe :

FENEREWEIE 100810 [10.0.8.10 | IPv4=10.08100
IPv6 = fc00::1000

Comment

Server=Slave, Client=Master

Remote TCP Port Bl1J [[502 |
Figure 6-17

Step 4: Testing the Pair-connection (TCP Client Mode) Functions

@ For more detailed information regarding the testing procedure, refer to Step 5 (Figures 6-8 to

6-10) in the Section 6.3 “Pair-connection Applications”.
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7. Modbus Information

What is Modbus TCP/IP?

Modbus is a communication protocol developed by Modicon in 1979. You can also visit

http://www.modbus.org to find more valuable information.

The Different versions of Modbus used today include Modbus RTU (based on serial communication
interfaces such as RS485 and RS232), Modbus ASCIl and Modbus TCP, which is the Modbus RTU
protocol embedded into TCP packets.

Modbus TCP is an internet protocol. The protocol embeds a Modbus frame into a TCP frame so that
a connection oriented approach is obtained, thereby making it reliable. The master queries the
slave and the slave responds with the reply. The protocol is open and, hence, highly scalable.

7.1 Modbus Message Structure

Modbus devices communicate using a master-slave (client-server) technique in which only one
device (the master/client) can initiate transactions (called queries). The other devices
(slaves/servers) respond by supplying the requested data to the master, or by taking the action
requested in the query.

A query from a master will consist of a slave address (or broadcast address), a function code
defining the requested action, any required data, and an error checking field. A response from a
slave consists of fields confirming the action taken, any data to be returned, and an error checking
field.

Modbus TCP Message Structure

Byte 00~05 Byte 06~11

6-byte header RTU Data
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Leading 6 bytes of Modbus TCP protocol:

Byte 00 Byte 01 Byte 02 Byte 03 Byte 04 Byte 05 ‘

Transaction ) N Length field Length field
. . Protocol identifier
identifier (upper byte ) (lower byte)

Transaction identifier: Assigned by Modbus TCP master (client)

Protocol identifier: O

Length field (upper byte): 0 (since all messages are smaller than 256)

Length field (lower byte): Number of following RTU data bytes

RTU Data Structure

Data Field
Net ID )
(Station number) Function Code Reference number Number of
(Address Mapping) points

» Net ID (Station Number): specifies the address of the receiver (Modbus TCP slave).

The first byte in the message structure of Modbus is the receiver’s address. The valid
addresses are in the range of 0 to 247. Addresses 0 is used for broadcast, while addresses 1
to 247 are given to individual Modbus devices.

»  Function Code: specifies the message type.

The second byte in the frame structure of the Modbus RTU is the function code. The
function code describes what the slave is required to do. Valid function codes are between 1
and 255. The slave uses the same function code as the request to answer it. Only when an
error occurs in the system will the highest bit of the function code is set to ‘1. Hence the
master will know whether the message has been transmitted correctly or not.
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Code Function Reference (Address)
01 (0x01) Read the Status of the Coils (Readback DOs) OXXXX
02 (0x02) Read the Status of the Input(Reads Dls) 1XXXX
03 (0x03) Read the Holding Registers (Readback AOs) AxXXXX
04 (0x04) Read the Input Registers (Reads Als) 3XXXX
05 (0x05) Force a Single Coil (Writes DO) OXXXX
06 (0x06) Preset a Single Register (Writes AO) AxXXXX
15 (OxOF) Force Multiple Coils (Writes DOs) OXXXX
16 (0x10) Preset Multiple Registers (Writes AOs) AXXXX

> Data Field: is the data block.

Data is transmitted in 8-, 16- and 32-bit format. The data for 16-bit registers is transmitted in
high-byte first format. For example: 0xOAOB ==> 0x0A, Ox0B. The data for 32-bit registers is
transmitted as two 16-bit registers, and is low-word first. For example: 0OxOAOBOCOD ==> 0x0C,
0x0D, 0x0A, 0x0B.

The data field of messages sent between a master and a slave contains additional information
about the action to be taken by the master or any information requested by the slave. If the
master does not require this information, the data field can be empty.

Reference (Address) ‘ Description

Read/Write Discrete Outputs or Coils.

0xxxx A Ox reference address is used to output device data to a digital
output channel.

Read Discrete Inputs.

1xxxx The ON/OFF status of a 1x reference address is controlled by the
corresponding digital input channel.

Read Input Registers.

3xxxx A 3x reference register contains a 16-bit number received from an
external source, e.g. an analog signal.

Read/Write Output or Holding Registers.

Axxxx A 4x register is used to store 16bits of numerical data (binary or
decimal), or to send the data from the CPU to an output channel.

Note: For details regarding address mapping (Reference Number) depends on your slave device.
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01(0x01) Read the Status of the Coils (Readback DOs)

This function code is used to read either the current status of the coils or the current digital output

readback value.

[Request]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x01
Refer to the Modbus address depends on your
] slave device for more details.
02-03 Starting DO Address 2 Bytes Byte 02 = high byte
Byte 03 = low byte
) Byte 04 = high byte
04-05 Number of Points (Channels) 2 Bytes
Byte 05 = low byte
[Response]
Byte Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x01
Byte Count of the Response
02 Byte Count 1 Byte
( n = (Points+7)/8)
n=1; Byte 03 =data bit 7to 0
n=2; Byte 04 = data bit 15to0 8
03 Data n Bytes
n=m; Byte m+2 = data bit (8m-1) to 8(m-1)
[Error Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x81
. Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte )
for more details
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02(0x02) Read the Status of the Input (Read DIs)

This function code is used to read the current digital input value.

[Request]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x02
Refer to the Modbus address depends on your
. slave device for more details.
02-03 Starting DI Address 2 Bytes Byte 02 = high byte
Byte 03 = low byte
Byte 04 = high byte
04-05 Number of Points (Channels) 2 Bytes
Byte 05 = low byte
[Response]
Byte Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x02
Byte Count of Response
02 Byte Count 1 Byte
( n =(Points+7)/8)
n=1; Byte 03 =data bit 7to 0
n=2; Byte 04 = data bit 15to0 8
03 Data n Bytes
n=m; Byte m+2 = data bit (8m-1) to 8(m-1)
[Error Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x82
) Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte
for more details
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03(0x03) Read the Holding Registers (Readback AOs)

This function code is used to readback either the current values in the holding registers or the

analog output value.

[Request]
Byte | Description Size Value ‘
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x03
Refer to the Modbus address depends on your
slave device for more details.
02-03 Starting AO Address 2 Bytes
g Y Byte 02 = high byte
Byte 03 = low byte
Number of 16-bit Registers Word Count
04-05 2 Bytes | Byte 04 = high byte
(Channels) Byte 05 = low byte
[Response]
Byte Description Size Value ‘
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x03
Byte Count of the Response
02 Byte Count 1 Byte
(n=Points x 2 Bytes)
Register Values
n=2; Byte 03 = high byte
Byte 04 = low byte
03~ Register Values n Bytes | n=m; Byte 03 = high byte
Byte 04 = low byte
Byte m+1 = high byte
Byte m+2 = low byte
[Error Response]
Byte Description Size Value ‘
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x83
02 Exception Code 1Byte Refer to the Modbus Standard Specifications
for more details
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04(0x04) Read the Input Registers (Read Als)

This function code is used to read either the input registers or the current analog input value.

[Request]
Byte Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x04
Refer to the Modbus address depends on your
) slave device for more details.
02-03 Starting Al Address 2 Bytes ]
Byte 02 = high byte
Byte 03 = low byte
. . Word Count
Number of 16-bit Registers .
04-05 2 Bytes | Byte 04 = high byte
(Channels)
Byte 05 = low byte
[Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x04
Byte Count of the Response (n=Points x 2
02 Byte Count 1 Byte
Bytes)
Register Values
n= 2; Byte 03 = high byte
Byte 04 = low byte
03~ Register Values n Bytes | n=m; Byte 03 = high byte
Byte 04 = low byte
Byte m+1 = high byte
Byte m+2 = low byte
[Error Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x84
02 Exception Code 1Byte Refer to the Modbus Standard Specifications
for more details.
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05(0x05) Force a Single Coil (Write DO)

This function code is used to set the status of a single coil or a single digital output value.

[Request]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x05
Refer to the Modbus address depends on your
02-03 DO Address 2 Bytes slave device for more details.
Byte 02 = high byte
Byte 03 = low byte
OxFF 00 sets the output to ON.
0x00 00 sets the output to OFF.
04-05 Output Value 2 Bytes All other values are invalid and will not affect
the coil.
Byte 04 = high byte
Byte 05 = low byte
[Response]
Byte Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x05
The value is the same as Bytes 02-03 of the
02-03 DO Address 2 Bytes
Request
The value is the same as Bytes 04-05 of the
04-05 Output Value 2 Bytes
Request
[Error Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x85
) Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte
for more details.
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06(0x06) Preset a Single Register (Write AO)

This function code is used to set a specific holding register to store the configuration values.

[Request]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x06
Refer to the Modbus address depends on your
slave device for more details.
02-03 AO Address 2 Bytes
Byte 02 = high byte
Byte 03 = low byte
Register Value
04-05 Register Value 2 Bytes | Byte 04 = high byte
Byte 05 = low byte
[Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x06
The value is the same as Bytes 02-03 of the
02-03 AO Address 2 Bytes
Request
The value is the same as Bytes 04-05 of the
04-05 Register Value 2 Bytes
Request
[Error Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x86
Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte )
for more details.
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15(0x0F) Force Multiple Coils (Write DOs)

This function code is used to set multiple coils status or write multiple digital output values.

[Request]
Byte | Description Size Value ‘
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte O0xOF
Refer to the Modbus address depends on your
9.am Starting DO Add 5 Byt slave device for more details.
i arting ress YIS | Byte 02 = high byte
Byte 03 = low byte
Number of Output Channels Byte 04 = high byt
04-05 . P 2 Bytes e _ '8h by*e
(Points) Byte 05 = low byte
06 Byte count 1 Byte n = (Points +7)/8
A bit corresponds to a channel. A value of 1 for
a bit denotes that the channel is ON, while a
value of denotes that the channel is OFF.
07 Output value nBytes | n=1;Byte07 =databit7to0
n=2; Byte 08 = data bit 15to0 8
n=m; Byte m+6 = data bit (8m-1)to 8 (m-1)
[Response]
Byte | Description Size Value ‘
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte OxOF
. The value is the same as Bytes 02-03 of the
02-03 Starting DO Address 2 Bytes
Request
Number of Output Channels The value is the same as Bytes 04-05 of the
04-05 . 2Bytes
(Points) Request
[Error Response]
Byte | Description Size Value ‘
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte Ox8F
) Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte .
for more details.
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16(0x10) Preset Multiple Registers (Write AOs)

This function code is used to set multiple holding registers that are used to store the configuration

values.
[Request]
Byte | Description Size | Value ‘
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x10
Refer to the Modbus address depends on your
slave device for more details.
02-03 Starting AO Add 2 Byt
arting ress ytes Byte 02 = high byte
Byte 03 = low byte
Word Count.
Number of 16-bit Regist
0405 | | C‘:]':n:;;’) It Registers 2 Bytes | Byte 04 = high byte
Byte 05 = low byte
06 Byte Count 1 Byte n =Points x 2 Bytes
Register Values.
n= 2; Byte 03 = high byte
Byte 04 = low byte
07 Register Values n Bytes | n=m; Byte 03 = high byte
Byte 04 = low byte
Byte m+1 = high byte
Byte m+2 = low byte
[Response]
Byte | Description Size | Value ‘
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x10
02-03 Starting AO Address 2 Bytes The value is the same as Bytes 02-03 of the
Request
04-05 Number of 16-bit Registers 2 Bytes The value is the same as Bytes 04-05 of the
(Channels) Request
[Error Response]
Byte | Description Size | Value ‘
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x90
02 Exception Code 1 Byte Refer to the Modbus Standard Specifications
for more details.
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7.2 Exception Codes

If an exception occurs during Modbus communication, the slave device will return an Exception

Code in the response message. The following is an explanation of the Exception Codes:

»  Exception Codes:

Code ‘ Name and Description ‘
ILLEGAL FUNCTION
0x01 Indicates that the function code received in the query is not an allowable action for the slave. If
not an allowable action for the slave. If a Poll Program Complete command was issued, this
code indicates that no program function preceded it.
0x02 ILLEGAL DATA ADDRESS
Indicates that the data address received in the query is not an allowable address for the slave.
0x03 ILLEGAL DATA VALUE
Indicates that a value contained in the query data field is not an allowable value for the slave.
SLAVE DEVICE FAILURE
0x04 Indicates that an unrecoverable error occurred while the slave was attempting to perform the
requested action.
ACKNOWLEDGE
Indicates that the slave has accepted the request and is processing it, but it will take an
0x05 extended period of time to do so. This response is returned to prevent a timeout error from
occurring in the master. The master can issue a Poll Program Complete message later to
determine whether the processing is complete.
SLAVE DEVICE BUSY
0x06 Indicates that the slave is engaged in processing a long—duration program command. The
master should retransmit the message later when the slave is free.
NEGATIVE ACKNOWLEDGE
Indicates that the extended file area failed to pass a consistency check, and the slave cannot
0x07 perform the program function received in the query. This code is returned when a
programming request using function code 13 or 14 decimal was unsuccessful. The master
should request diagnostic or error information from the slave.
MEMORY PARITY ERROR
0x08 Indicates that the slave attempted to read extended memory, but detected a parity error in the
memory. The master can retransmit the request, but maintenance may be required on the
slave device.
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> Defined Exception Codes for GW-2500iM:

Code Name and Description

Timeout. The slave device does not respond within the timeout value, the GW-2500iM will return
this code.

GATEWAY TARGET DATA FAILED TO RESPOND

Timeout. The slave device is still sending data when timed out, the GW-2500iM will return this code.

Please use larger Slave Timeout value for the serial port of the GW-2500iM module.

The GW-2500iM will return this code when slave response is invalid Modbus message.

WRONG DATA LENGTH

The GW-2500iM will return this code when GW-2500iM received wrong data length.

Please use larger Slave Timeout value for the serial port of the GW-2500iM module.

The GW-2500iM will return this code when the CRC of the slave response is wrong.
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Appendix A: Glossary

1. ARP (Address Resolution Protocol)
The Address Resolution Protocol (ARP) is a telecommunication protocol that is used to convert an IP

address to a physical address, such as an Ethernet address.

Consider two machines A and B that share the same physical network. Each has an assigned IP
address IP5 and IPg, and a MAC address, MAC, and MACg. The goal is to devise a low-level software
application that hides the MAC addresses and allows higher-level programs to work only with the IP
addresses. Ultimately, however, communication must be carried out by the physical networks using
whatever MAC address scheme the hardware supplies.

Suppose machine A wants to send a packet to machine B across a physical network to which they
are both attached, but A only has the Internet address for B, IPg. The question arises: how does A
map that address to the MAC address for B, MACg?

ARP provides a method of dynamically mapping 32-bit IP address to the corresponding 48-bit MAC
address. The term dynamic is used since the mapping is performed automatically and is normally
not a concern for either the application user or the system administrator.

2. Clients and Servers
The client-server paradigm uses the direction of initiation to categorize whether a program is a

client or server. In general, an application that initiates peer-to-peer communication is called a
client. End users usually invoke client programs when they use network services.

By comparison, a server is any program that waits for incoming requests from a client program. The
server receives a request from a client, performs the necessary action sand returns the result to the

client.
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3. Ethernet
The term Ethernet generally refers to a standard published in 1982 by Digital Equipment Corp., Intel

Corp. and Xerox Corp. Ethernet is the most popular physical layer Local Area Network (LAN)

technology in use today.

4. Firmware
Firmware is an embedded software program or set of instructions programmed on a device that

provides the necessary instructions for how the device communicated with other computer
hardware, and is located or stored in a semi-permanent storage area, e.g., ROM, EEPROM, or Flash
memory. Firmware can often be updated by downloading a file from the manufacturer’s web site or
FTP.

5. Gateway
Computers that interconnect two networks and pass packets from one to the other are called

Internet Gateways or Internet Routers. Gateways route packets that are based on the destination

network, rather than the destination host.

6. ICMP (Internet Control Message Protocol)
ICMP provides a method of communicating between the Internet Protocol software on one

machine and the corresponding software on another. It allows a gateway to send error or control
messages to other gateways, or allows a host to diagnose problems with the network
communication.

7. Internet

Physically, the Internet is a collection of packet switching networks interconnected by gateways that
together with the TCP/IP protocol, allows them to perform logically as a single, large and virtual
network. The Internet recognizes hosts using 32-bit IP address.
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8. IP (Internet Protocol) Address
Each interface on the Internet must have a unique IP address (also called an Internet address).

These addresses are 32-bit numbers, and are normally written as four decimal numbers, one for
each byte of the address for example “192.168.41.1". This is called dotted-decimal notation.

9. MAC (Media Access Control) Address
To allow a computer to determine which packets are meant for it, each device attached to an

Ethernet network is assigned a 48-bit integer known as its MAC address (also called the Ethernet
address, the hardware address or the physical address). A MAC address is normally written as eight
hexadecimal numbers, for example “00:71:88: AF: 12:3e:0f:01”. Ethernet hardware manufacturers
purchase blocks of MAC addresses and assign them in sequence as they manufacture Ethernet

interface hardware. Thus, no two hardware interfaces can have the same MAC address.

10. Packet
A packet is the unit of data sent across a physical network. It consists of a series of bits containing

data and control information, including the source and the destination node (host) address, and is

formatted for transmission from one node to another.

11. Ping
Ping is a network administration utility used to test the whether a host on an Internet network is

active, and to measure the round-trip time for messages sent from the originating host to a
destination computer. Ping operates by sending an ICMP echo request message to a host, expecting
an ICMP echo reply to be returned. Normally, if a host cannot be pinged, Telnet or FTP cannot be
used to connect to the host. Conversely, if Telnet or FTP cannot be used to connect to a host, Ping is

often the starting point to determine the nature of the problem.

12. RARP (Reverse Address Resolution Protocol)

_ _ ) _ 32-bit IP Address
RARP provides a method of dynamically mapping 48-bit MAC

address to the corresponding 32-bit IP address. RARP has now

been replaced by the Bootstrap Protocol (BOOTP) and the

modern Dynamic Host Configuration Protocol (DHCP).

ARP RARP

48-bit MAC Address
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13. Socket
Each TCP segment contains a source and destination port number that can be used to identify the

sending and receiving application. These two values, along with the source and destination IP
addresses in the IP header, uniquely identify each connection. The combination of an IP address and

a port number is called a socket.

14. Subnet Mask
A Subnet mask, often simply called the “Mask”, is a 32-bit number that masks and IP address, and

divides the IP address into the network address and the host address. Given its own IP address and
its subnet mask, a host can determine whether a TCP/IP packet is destined for a host that is (1) on
its own subnet, or (2) on a different network. If (1), the packet will be delivered directly; otherwise

it, will be delivered via a gateway or a router.

15. TCP (Transmission Control Protocol)
TCP is a set of rules used in combination with the Internet Protocol to send data in the form of

message units between computers over the Internet. TCP provides a reliable flow of data between
two hosts and is associated with tasks such as dividing the data passed to it from an application into
appropriately sized chunks for the network layer below, acknowledging received packets, setting

timeouts to make certain that the other end acknowledges packets that are sent, and so on.

16. TCP/IP
The Transmission Control Protocol (TCP) and the Internet Protocol (IP) is standard network protocols

that are almost always implemented and used together in a formation are known as TCP/IP. TCP/IP

can be used to communicate across any set of interconnected networks.

17. UDP (User Datagram Protocol)
UDP is an internet protocol that provides a much simpler service to the application layer as it only

sends packets of data from one host to another, but there is no guarantee that the packets will
reach the destination host. UDP is suitable for purposes where error checking and correction is
either not necessary or is performed in the application.
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Ideal Baud Rate (bps) Actual Baud Rate (bps)

300 298.48 0.51%
600 597.04 0.49%
1200 1197.6 0.20%
2400 2395.2 0.20%
4800 4790.4 0.20%
9600 9568.0 0.33%
14400 14392 0.05%
19200 19136 0.33%
38400 38464 0.17%
57600 57552 0.08%
115200 114960 0.21%
128000 128240 0.18%
230400 229920 0.21%
250000 250000 0.00%
256000 256400 0.15%
460800 459760 0.22%
921600 921600 0.00%

Note:

Recommended max baud rate is 115200 bps or below.

Because the loading of the module, we don’t guarantee a proper operation if using a larger baud
rate (over 115200 bps).
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Appendix C: Revision History

This chapter provides revision history information to this document.

The table below shows the revision history.

Revision Description

1.0 Nov. 2025 Initial issue
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