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1. MhE

1.1.1IEC-61850 148

IEC 61850 J&—{[& Ry BRI TP AU B RE B T (A P e SR Y BUPR PR AR ek - T Y
ZETZEE (IEC) 25 57 SMiiZ B G > ANERAL - 2R HE
RUEFOKAL TR BHESS > DUE TR A [F SR paie SLaY B e 1 a (i Z AV LR E I -
i gk AT LAE A S RS HA LIRS AE TCP /1P 4k s8R h LAN 2T - DUZERK
&S 4 ZRPH R E e A TORGEME T 4 -

1.2.Modbus TCP )&

MODBUS TCP & MODBUS RTU HYS#5 » IR SaErIZdil B e bactm - B
MeE > EwWE TR TCP/IP {#:#F “Intranet” = “Internet” IREE-H{5 A
MODBUS JHE#IE - Iifska s HAHRER PLC » I/ O NI ERS - &
DK 4E R 2 HoAth R BV ERAS AR 4R B | /O H84% -

1.3. B IEC850-211-S

IEC850-211-S F—{flffliE#s > m&T IEC-61850 MMS % FiifE & Modbus TCP
% FlisfifE Modbus TCP 4843 - IEC-61850 fppa H EEILHE{L - 1ED 48
i IEC-61850 fifak B H At IED B¢ SCADA SRS E. > LIEF T OREEMIFZERIR A -

IEC850-211-S 7% NRERETE I ERIYI - BRI BN R EH 5 Ih
AE - ATERE P AR - BRI ATE] DUE R ICPDAS Utility #EfTHCE -
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AR EES BRI

CSWiI Pos

GGIO Ind . Intln . Anin . AnOut . SPCSO . DPCSO.ISCSO

MHAI Hz.HKf.ThdA.ThdOddA.ThdEvnA. ThdPhV.ThdOddPhV.Th
dPPV.ThdOddPPV.ThdEvnPPV.HCfA

MMXU TotW . TotVAr . TotPF . PhV . A .Hz . TotVA . PPV. W .
Var. VA . PF

MMTR SupWh . DmdWh . TotVAh . TotWh . TotVArh . SupVArh .
DmdVArh

GAPC SPCSO

MSQI SegA. SeqV

XCBR Loc . OpCnt . Pos . BIkOpn . BIkCls

XSWI Loc . OpCnt . Pos . BIkOpn . BIKCls . SwTyp

SCEERTER( AT ERY Modbus  THAERS

Modbus 2y | &ErIMF:

RERS

01 Caoll SPCSO. DPCSO .Pos . BlkOpn . BIkCls

Status(0x)

02 Input Ind . Loc

Status(1x)

03 Holding AnOut

register (4x)

04 Input Intin. Anin. TotW . TotVAr . TotPF . PhV . A .Hz. SupWh .

register(3x) DmdWh . SupWh . DmdWh . TotVAh . TotWh . TotVArh .
SupVArh . DmdVArh . TotVA. PPV.W . Var.VA. PF.
Hz.HKf.ThdA.ThdOddA.ThdEvnA.ThdPhV.ThdOddPhV.Th
dPPV.ThdOddPPV.ThdEvnPPV.HCfA . ISCSO . OpCnt
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1.4.1EC61850-MMS &

IEC 61850 (1EC 61850 - SEEE LIRS 2080 ) FERERF MMS fife (BEER
BHE ) 22 Ryfallkas PRy AR - 5% e B 8 ZOKAEREAE 1ED (FF
EE M) I EEEEM (140 SCADA) Ri#E(TENTH - MMS fEd
HIEE] TCPIP %€ L - SeaTEN Elkas 1P (ribEHUE RS - M S A] DIE(E
Mes TR AR » SEEGEE AR -

IEC 61850 J&—({E¥/F & AR - BR(E T Re s a0 h e (LD) - BEEEE]
(LN) ~ &Rt (DO) MIE k&M (DA) &HAL > 40 MEFTR -

= Dsta Attribute
Stvalljg | ¢t Mag || g i
™ Logical Node
XCBR1 MMXU1 ;
Logical Node L Node y
Logical Device
) : v LDx
Logical Device T s
Physical Device e
1.5. F&
® %l IEC-61850 {55355 Modbus ¥ {755
® [[ERY IEC-61850 server
® ©[:LER Modbus TCP client
® LIEEEERETEE GGIO . MMXU . MMTR . GPAC
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® TIEERWYIE Ind, SPCSO, Anin, AnOut. Intin. TotW.TotVAr.TotPF.PhV.
A .Hz.SupWh.DmdWh
® Y JZ Modbus DI, DO,AI,AO #&#I

4% Modbus DjgETS 1, 2, 3,4, 5, 6,16

® %% 32 uh Modbus TCP servers #H4R

1.6. g

CPU Cortex-A8, 1 GHz
SDRAM 512 MB
Flash 512 MB
FRAM 64 KB
LED $57~)& PWR(&J5), RUNCGETT), L1, L2, L3
AR
VGA 1 (FrE)
Ethernet RJ-45 x 2, 10/100/1000 Based-TX (Auto-negotiating,
Auto MDI/MDI-X, LED indicators)
USB 2.0 2 (PrH)
Console Port RS-232 (RxD, TxD and GND); 4mf 5k
ttyO?2 RS-485 ({rH) (Data+, Data-); fEfmHE
ttyO4 RS-232 ({+%) (RxD, TxD and GND); Gk
ttyO5 RS-485 ({1+%) (Data+, Data-); 2500 VDC g
ok
Modbus o7 Modbus TCP client
THRERS 1,2,3,4,5,6,16
LR Max. 32 Modbus TCP servers
IEC-61850 | &7 IEC-61850 MMS server
LR Max. 5 MMS clients
AR AR, LLNO + LPHD ~ GGIO. MMXU . MMTR . GPAC
=R Ind, SPCSO, Anin, AnOut. Intin.
TotW.TotVAr.TotPF.PhV. A .Hz.SupWh.DmdWh
Pl status-only
direct-with-normal-security
direct-with-enhanced-security
sbo-with-normal-security
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sbo-with-enhanced-security

BIR

EAS +12 to +48 VDC

YiFE 48 W

HPEES 3-pin #E%RIH T

R

RT(E x EXx5) 35mm x 167 mm x 119 mm
AN B

LT3 A =

b3 )

ERAERE -25°C ~ +75°C

R -30°C ~ +85°C

I 10 ~ Q0% FH¥NEE | FEAH%E
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Unit: mm
[~ 129.0 -—
—— 119.0 -—
— 110.0 — | 35,0 —=—
S&9 | '
[Ee89 | mr—m = =

62.2

1

33.1

167.0 :
157.0 L

61.7

|EEEDEEDDUEDD|
M1 | ) i
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2.2. JMH

VGA Port x1

LED Indicator x5
(RUN, PWR, L1, L2, L3)

USB 2.0 x2

Ethernet Port x2

Terminal Block

:;):(g Console Port
(RS-232)

tty04
" (RS-232)

tty05
" (RS-485)

-GND.ISOe-
-D+ @——
D @ ——
-GND.ISO®-

| tty02
(RS-485)

' o o o o o e e
o
+
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2.3. LED {57 ~&&

IEC850-211-S A 7i{li| LED 5 1:t57 7~ IEC850-211-S Hy& ffjRAE -
PUN s i dfs rEayE R -

TERESE | ERERRE it
PWR K3 LIRS
TRLER it AR
U PRy TER RS TH
THE VEZE R (T
L1 (=) HIEGIET T
oA PRSI L ETT
> TIPS 1 X HHLE Modbus fEnbETER
TR e
L3 [5R SR TE N B A
St fpHaR
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IEC850-211-S

3.

3.1. e

b7 IEC850-211-S » 354 DL T 8k f#:
1. BJFHLFESS: +12~+48 VDC (Ex: DP-665)
2. Ethernet Hub B¢ Switch (Ex: NS-205)

3. fE NEFSEEECAIENS: F et E fEE

3.2. W@ RS iR AR E MR A
57 8% Ethernet 22 RS-485 £/ FHRE - BN T AHA

1. IEC850-211-S E)2AEMAY LAN (LAN1 5§ LAN2) BAEIEZERIBR -

Icp ICP
>< DAS O DAS
e o°

LAN1 : : AN | o
o | =
_———l NI
— =" AN2 LAN2
Unused Unused

2. LAN1 E2 LAN2 EZRAE - AolIRREME—EAEE -
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LAN1
192.168.0.1

LAN2
192.168.0.2

LAN1
192.168.0.1
—

—
LAN2
172.17.0.1

3. LAN1 & LAN2 #ZRUBR - MIEE

DR BAHENREREL -

Switch

ICP
DD 8

e o

e o
LAN1

il

AL

LAN2

4. Modbus TCP &2 |[EC61850 &

LR EARREZARE LAN -

|
Switch

Modbus |EC61850
Master Qutstations

S

Switch

Modbus  |EC61850

Master Outstations
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O 1o
A

D
LAN1 :
Modbus Master .

LAN2

S
L
L

[

[

IEC61850 Qutstations

ICP
O

LAN1
IEC61850 Qutstations

LAN2

Modbus Master

PEEERIRI - SR 1 oy Aok IEC850-211-S HyEEh it - & “ RUN” 5
ERHIAPIEE H ¢ PWR” fE/RIERFERITRT - ForBEIE5e Rk - BHAHR IR

ghtg > AR U L1 fER

SERFPPIME—K > IR AT -
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3.3.I[EC850-211-S Utility

B O:

#2785 IEC850_211_S_ Utility

e

=1 Ea=ks

i Canfig_Utility_Setup
el setup

SEE L

2021/1/7 EE 1142
2021/1,/7 EF 1142

EFie]
Windows Installe_.

ERER

T

FrIEX IEC850_211_S_Utility % 1 |75 T.BA11Y“Network” £ 15

ol 1EC850-211-5 Gateway Configration Utility v2.00

File Upload INetworkI IEC61850 Client

Gateway Network Configuration
IP Address

icp
ICP  |EC850-211-S

TCP Port IED Name Logical Device
[ I JC J0 ] e ] |
Next Step.
Modbus TCP Master to IEC-61850 Server Gateway ‘ Get Configuration from module. |
Polling Configuration Object Configuration
MBESlave 1 New
Modbus Slave Connection Function Aidhgss Lengfh hﬁ:;u.z]‘:i) Tnit Format Prefix:
Slave ID
e Logic Node: |GGIO v
e Pt Instance:
Value to 0 When Disconnect
Add Modbus Commands
| FC1 Read multiple coils stafus Mhocod for DD
Length: DataObject: N
- - Add >>
Polling Time :
Unit: IntlE v << Delete
Format: ABCD v
Dataset Report

| Finish
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A\

WER 2

i e e e =
“Set all"Z 5 E S ABAH
“Save” B AN S EIETT
> “Reboot”/ZKE4H Stk

1 8 Metwork Configuration — O x

Connection

IP: |192.168.0.1 Connect Disconne

P Set all

Mask Save

Reboot
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1

SR 3
BHiGE% ERE4HAY Modbus #14>
. g A IEC-61850 Uiy IP firdik 52 [ED At Al R AL 5 41

Gateway Network Configuration
IP Address TCP Port IED Mame

L L L L ] [ ]

| Get Configuration from module. |

2. i ATEE R Modbus TCP faElfkesHIILSE ~ IP firilk ~ 2 - Modbus
St LA B IEC850-211-S ERdi 2 S ZRA)H-E)E O
"Polling Configuration
MBSlave_1  Wew
Modbus Slave Connection Funstion AEEQSS Length Hﬁ.feug}i) Unit Formmat
se
1P Address |1?2 ||1? ||12 ||3s |
TCP Port |502| | | Next Step |
[ Value to 0 When Disconnect

vV vV w

|FC1 Read multiple coils status (Docod for DO

Start Address :

Length:

Polling Time :
Unit: Intld v << Delete
Format: ABCD -

Delete Page

fii A Modbus & {5z ik i ERHRE BB B R R
‘Add” EriEmsE YA 2 A AT
‘Delete” A HITIZRMIFR H Ao <
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Polling Configuration
MBZlave 1 New

Slave ID 1

IP Address 172 17

TCP Port 502

Value to 0 When Disconnect

_—
. Stant
Modbus Slave Connection Function 449 0 Length

I

—

2 36

Next Step

Cancel

Add Meodbus Commands

Start Address :

Length:

FC4 Eead mvltiple input registers (3xoco) for 81

1

Polling Time : |IDDEl | E Add >> i
Unit: Int?2 v << Delete
Format: ABCD ~

Palling
time {ms)

Unit

Format |

% 2~3 ¢ E FEEHE IEC850-211-S f Modbus #3% -
LIPS 3 s e & Bl - IEC850-211-S R M irkk

FUNCTION CODE 4

Address 0
Address 1
Address 2
Address 3
Address 4
Address 5
Address 6
Address 7
Address 8
Address 9

Delete Page
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MappinghModbus DOUnit

4. T EERRENRL g A Prefix(n]HH n] ANE) B 11 A B TR A
Instance (W) 1K)

> “Add” TSR E A YRR
> “Delete™ (A HIFIZIMER H ARy IZ=
> “Clear'fiiFraIFTASIZ

Object Configuration

DOType DOName sub
Prefix: |ABC ‘E Add |

Logic Node: |GGIO

v‘ ‘ Delete ‘

Instance: | 1

H Clear ‘

Add

DataObject:

e

Dataset

Clear

Report

HEERENEEY TR S Prefix + Logic Node +Instance
Prefix Logic Node |nstance

5. M ERIT RO VBRI BEEE "DOName” MRz Al ESI1E

it

> Add” T ERPITEARIBIER
“Delete™ e (B MR H ATFT B &R
> “Cleariflbr & IFT A &R

>
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Object Configuration
ABCGGIOL

DOType DOMame sub MappingModbus DOUnit

Prefix: ‘ABC || Add ‘ Anln Aninl mag
LogicNode: [GGIO | [Delete| | A2 __mes |
Instance: ‘1 || Clear ‘

Add

DataObject:

Dataset Report

6. Mapping Modbus Address
> EEE"MappingModbus iz & Bkt LN R & B P ] Mapping 7Y
Modbus Address

ot Mapping — O >

Modbus Address Unit
MBSlave_1/A10/0 Int32
MBSlave_1/A10/1 Int32
MBSlave_1/Al0/2 Int32
MBSlave_1/A10/3 Int32
MBSlave_1/A10/4 Int32
MBSlave_1/A10/5 Int32
MBSlave_1/A10/6 Int32
MBSlave_1/A10/7 Int32
MBSlave_1/A10/8 Int32
MBSlave_1/A10/9 Int32

DataMapping

MBSlave_1/AI0/0 ({FEEFE A
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MBSlave_1:Modbus #£E 1) 4R 5% (5 2 1] 85 32 G4EE)
AlO:tan< By AUEAI+/: 38 Modbus a5 5% e 7 (LR IE (58 FH 525 m 7200
O:firfik O
et
1. JOEEFEELAT Ry Int32/Int64 ,[K] LB {7 i Modbus #1725 2/4, & H B
[y EEH(ex:#E45 MBSlave_1/AI0/0 [REEAiL fy Int32 ALY B4
| Mapping #yfirtik-2 MBSlave_1/AI0/0 B MBSlave_1/A10/1)
2. JRE 1 ER NPT LR )9 A £ 40 address HIf#E% Mapping
3. #APSEY EXUELE 0~9 Bl 10~20 FifH Modbus &< k%
mapping9&10 Ffir ik
4. FLEYitE BEA R YIS R FEERIRE A Mapping Address
g
> EERIST Mapping FYAL LA % T "DataMapping i

AER 4 M1 5 EEFFAE IEC850-211-S 55 iE IEC61850 fif i YRR Bk S (F:
ER 6 R ESCEYIHEfERY Modbus firiEHI{E

LUR B Bil(—{# Modbus Ei{¥&s =16 {iryr & Unit=32 firychs  REE 2 (F
Hras o ):

A AE -
ABCGGIOL

DOType DOMame sub MappinghModbus DOUnit
Anln Anlnl mag MMBSlave_1/A10/0 Int32

Anln2 mag MBSlave_1/A10/2
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GEER
Modbus TCP IEC61830

FUNCTION CODE 4

Address 0 \

Address 1 e

Address 2
Address 3
Address 4 \
Address 5

Address 6
Address 7

Address 8
Address 9

Logic node- ABCGGIO1

7. # FDataSetlBELE IEC-61850 Bl 52 (LS % sk ol st o]
FHE)

“New" H7h— (B4 L7780 AR o B AT Bl o

e T L R A S B S 6

“Delete” i HI i gt

“Add Data” 8okl 22 H AR b OB B BT e A (122

“Delete Data” [ RIS cp Ik A MIF IR b ez

“Finish” {67250 H AT e

YV V VYV VYV VYV
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ol Gateway Config Utility v1.00 — m} x

File Upload Metwork Test

| a R
Data Set
—
Data Object 10 type Funitinn Address Data Set InClass fic Inlrst doMammne dallame
3 i) 1 (3 1]

SPCIOL DO | 1 G0 3T [ SPCSO1 |ALL -
Ind0 DI 2 0 oeIo 8T [ IndD ALL -
Ind1 DI 2 1 G0 3T [ Ind1 ALL -
15CS00 40 3 0 ET-7026 . GGID (ST [ [SCS00 |ALL -
150801 40 3 1 G0 8T [ SoS01 |ALL -
IntlnD Al 4 0 Delete g0 8T [ IntlnD ALL -
Intlnl Al 4 1 GeI0 3T [ Inlsl ALL -
Intln2 Al 4 2 Data Object el 3T o Intl2 ALL -
Intln Al 4 3 G0 8T [ Intln ALL -
Intlnd Al 4 1 g0 8T [ Intlnd ALL -
Intlns Al 4 5 GeIo (ST [0 Intlns ALL -

Finish

Polling Time : 1000

[ Dataset || Report

Delete Page

|  Finish

1% 1 “Report™ % Sl B Aa= & e DIAE (FRIZ (A 75 oK ATad e t i A EE)
“Create”gllE 1 {i&lLL 7580 AN A Ry By el g

“Modify" 25 T 55128 i s 2 il SR 2 B

‘Delete” {iHER /551788 i By 5 Pl B

ol Gateway Config U

vV V VvV ®©

Report Control Block
File Upload Me

Report Control Block (RCB)
GatewayNet  mame e gpfonal el
IP Address [[] Data change (dchg) [] sequence number

192 | 168 rptiD: [ Quality change ache) I Report time stamp
intgPd: [] pata update (dupd) [~ Reason for inclusion

Polling Config 1 integrity ] Data set name
ave_1  New GLTSeEl (T 7026 > O linter ion (G) [ Data reference

| Create | | Modify | [] Buffer overflow
Modbus S ] entryid>
svem TN [ Conf-revision 1000
IP Address 192 | 1000
1 datiet oD intgFd Trz0ps 1000
TePPort 502 | ET-7026 e 1000 g
Add Modhb

FZ1 Fead multiple co

Start Address : [

Length: E < >

Polling Time : E .=5
omser [ g ]

|  Finish
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9. & TNFinish™f# i Utility 5% B Y FTA 2 808 L 3T K
“GatewayConfig.tomI"isst E A&7 i /1 “ Gateway_Configuration” &k}
T

EC850-. B ateway Configration Utility v2.00
IEC850-211-S Gateway Config Utility v2.00

3t

File Upload Network IEC61850 Client

"y Gateway Network Configuration

IP Address ol lame Logical Device
ICP  |EC850-211-S e L T e

Next Step.

Modbus TCP Master to IEC-61858 Server Gateway Connseting... OK!
Polling Configuration Object Configuration
MEBShve | New GGIO1
Modbus Slave Connection Fution 350 Length oline, Uit Formst DOType DOName sub
Slaveld |1 4 0 2 00 32 AECD Anin a
P Address (172 | 17 12 % 14 u 4 1000 Ints2 ABCD Logic Node: |GGIO | | Delete " mag MBSla

4 n 10 1000 e ” I Anin3 |mag | MBSlave_L/AIL/7Z Int32
TCPPort | S0Z Next Step 1 a

B ear | [Anin  [Anind  mag  MBSlave_L/AI0/10 Int32

Value to 0 When Disconnect - Anl Anins | mag MBSlave_1/AI3/38 Int32

Add Modbus Commands

|FC4 Read muultiple znput registers (F000q) for Al |

Start Address : - Add

Length: DataObject: AnIn | Delete
roling ime -
Format:

‘ Dataset ‘ ‘ Report ‘

—

LR 4
PN BT BAIE“Upload™ 81 » ¥ EfE % IEC850-211-S
> “Browse” B SEE T B IEE
> “Upload” Bi#4 F{EkEZE.
> ‘“Reboot” fHAHEHFMK - & EHeiELBLHETE T “Reboot {3 B
FrE EIEAE 0 BRIREEGEL

Send Configuration File to [ECB50-211-5

IEC850-211-5

IEC850-211-S IP:  (192.168.0.1]

Config. File :

Browse

Upload

Reboot IECE50-211-5 OK

SEE 5
R F 5 T EAR Test 515 5, IEC850-211-S
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sl Client for testing IEC850-211-5

o2

Value

Name

3.4. FTHIAG

AR IEC850_211_S_Utility 3% 75 T Ay Upload” 5 » 2R £ 54l
BRI AG (Rh e Browse 12, ZEikHA 780k Al file A B 152385 5
RE)AELT ST S Se {844 1 "Reboot S ¥ Bt - EHBRMIR AR 2 1 DAHT

FYBTIAG 7 5 B B RAG I hTT

Send Configuration File to [EC830-211-5

IEC850-211-5
IEC850-211-5 IP:  |192.168.0.1]
Config. File : Browse
Upload
Reboot IEC850-211-S 0K

IEC850-211-S User Manual
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i Ex X
T « EE » Alina » IEC8S50-211-5 » Config_Utility » w102 » bin » %86 » Release » v O el
HAEE - HEEHE T~ W @
~ FIE - .
@ OneDrive - Perso - o
. Gateway_Configuration
= E v
— ) ModuleConfig
- DA ] ss66.0¢t 3KB
. home (naskh (n ] demo.conf 2KB
¥ T= [ DiffieHellman.dll 52 KB
5 == || Gateway.conf 1 KB
J, = g Gateway1.conf 1KB
W sE \71 Gateway2.conf 2KB
- || Gateway3.conf 3KB
= BER - q
Al 1EC850-211-5_Utility exs 33 313KB
=
B =- 59 1EC850-211-5_Utility.exe.config HML Configurati... 1 KB
e Windows (C) ™ IECB50-211-5_Utility. pdb Intermediate file 174 KB
= Data (D) [ jec61850.dll 360 KB
- Windows (E3 #| iec61850dotnet.dll 114 KB
) 4| Org.Mentalis.Security.dll 180 KB
= RE 4 [0 O ranf 1 KR
E=aEN). o] [ fiescy ~

HE(0) | HE
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