Q. How to get TCP/IP communication log?

A: Follow the procedure described below:

Step 1: Download the WireShark utility, the WireShark is a free and
open-source packet analyzer. You can get it from the following web:
http://www.wireshark.org/download.html

Step 2: Double click WireShark setup file to install the WireShark utility on your PC. Please follow these
steps: (for example, install WireShark under 32-bit Windows XP)

Click the “Next>" button to start the WireShark installation.
Click the “I Agree>" button to continue on the “License Agreement” window.
Click the “Next>" button to continue on the “Choose components” window.

Click the “Next>" button to continue on the “Select Additional Tasks” window.

L

Click the “Next>" button to install the driver into the default folder on the “Choose Install Location”
window.

6. Click the “Install” button to install the WinPcap on the “Install WinPacap?” window.

7. Click the “Next>" button to start the WinPcap installation.

8. Click the “I Agree>" button to continue on the “License Agreement” window.

9. Click the “Install” button to install the driver on the “Installation options” window.

10. Click the “Finish” button to complete the WinPcap installation.

11. Come back Wireshark installation, click the “Next>" button on the “Installation Complete” window.

12. Check the “Run Wireshark x.owx (32-bti)” item then click the “Finish” button to complete the

WireShark installation. £5 Wireshark 1.10.5 (32-bit) Setup (=]

Completing the Wireshark 1.10.5
{32-bit) Setup Wizard

X For detailed information about the

Wireshark 1.10.5 {32-bit) has been installed on vour
cornputer,

WireShark installation, please refer to

Click Finish ko close this wizard,

http://www.wireshark.org/docs/wsug html
chunked/ChBuildinstallWininstall.html.

[ 5haw Mews

< Back Cancel
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Step 4: In the WireShark: Capture Options window, click “Start” button to capture TCP/IP packet.

Wireshark: Capiure Options
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1) [Wireshark

File Edit Wew Go Capture Analyze Statistics Telephony Took Internas Help

AN BEERXE Aes20TLIEE QQAQAB @EM % B

Filter: ‘ v| Exprestion.. Clear Apply Save

o Time Source Destination Pmotocol  Length  Info ~
835 27.060370010.0.8.11 10.0.8.20 TCR 60 nomp > 4748 |PSH, ACK] Seq=1196 Ack=2070 win=5840 Len=3 —
836 27.060421010.0.8.20 10.0.8.11 TCP 61 4748 > nodmp [PSH, Ack] Seq=2070 ack=119% win=65506 Len=
B37 27.081876010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=119% Ack=2077 win=5840 Len=3
838 27.081570010.0.8.20 10.0.8.11 TR G0 4748 > ndmp [PSH, ACK] Seq=2077 Ack=1202 win=565503 Len=
3% 27.063400010.0.8.11 10.0.8.20 TCP 60 nodmp > 4748 [PSH, ACK] Seq=1202 Ack=2083 win=5840 Len=4
B840 27.063478010.0.8.20 10.0.8.11 TCP 58 4748 > ndmp [PSH, ACK] Seq=2083 Ack=1206 Win=65439 Len=
841 27.064006010.0.8.11 10.0.8.20 TR 61 ndmp > 4748 [PSH, ACK] Seq=1206 Ack=2087 wWin=5340 Len=7
842 27.065033010.0.8.20 10.0.8.11 TCRP G0 4748 > nomp [PSH, ACK] Seq=2087 Ack=1213 win=554%2 Len=
843 27.066401010.0.8.11 10.0.8.20 TCP 60 nodmp > 4748 [PSH, ACK] Seq=1213 Ack=2093 Win=5840 Len=3
844 27.086490010.0.8.20 10.0.8.11 TCP 60 4748 > ndmp [PSH, ACK] Seq=2093 Ack=12186 wWin=5635489 Len=
845 27.067874010.0.8.11 10.0.8.20 TCRP G0 nomp > 4748 [PSH, ACK] Seq=1216 Ack=209% win=5840 Len=3
846 27.165861010.0.8.20 10.0.8.11 TCP 54 profilemac > documentum-s [Ack] Seq=20481 ack=21505 win
847 27.167991010.0.8.20 10.0.8.11 TCP 1078 profilemac > documentum-s [PSH, ACK] Seq=20481 Ack=2150
548 27.218573010.0.8.11 10.0.8. 20 TCP 60 documentum-s > profilemac [Ack] Seq=21505 Ack=21505 win
840 27.268443010.0.8.20 10.0.8.11 TCRP 54 4748 = ndmp [ACKk] Seq=2099 Ack=1219 win=55486 Len=0
850 27.706304010.0.8.11 10.0.8.20 TCP 1078 emcrmirced > ssad [PSH, ACK] Seq=21505 Ack=21505 win=58
851 27.707156010.0.8.20 10.0.8.11 TCR 60 4748 > ndmp [PSH, ACK] Seq=2093 Ack=1213 win=55486 Len=
852 27.708622010.0.8.11 10.0.8.20 TCRP G0 nomp > 4748 [PSH, ACK] Seg=121% Ack=2105 win=5840 Len=3
853 27.708735010.0.8.20 10.0.8.11 TCP 60 4748 > nodmp [PSH, Ack] Seq=2105 ack=1222 win=65483 Len=
854 27.710095010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1222 Ack=2111 win=5840 Len=3
555 27. 8105900 10.0.8.20 10.0.8.11 TCP 1078 ssad > emcrmirccd [PSH, ACK] Seq=21505 ack=22529 win=65
856 27.862104010.0.8.11 10.0.8.20 TCR 60 emcrmirced > ssad [ACK] 5eq=22529 aAck=22529 win=5840 Le
857 27.8658520010.0.8.20 10.0.8.11 TCP 54 4748 > ndmp [ACK] Seq=2111 Ack=1225 win=65480 Len=0

Frame 1: 1078 bytes on wire (8624 bits), 1078 bytes captured (8624 bits) on interface 0

Ethernet II, Src: Icpdas_50:08:<6 (00:0d:e0:50:08:c6), Dst: asustekc ca:28:cO (74:d0:2b:ca:2f:co)

Internet Protocol version 4, src: 10.0.8.11 ¢10.0.8.11), Dst: 10.0.8.20 (10.0.8.20)

Transmission Control Protocol, Src Port: emcrmirecd 10004), Dst Port: ssad (47500, Seq: 1, Ack: 1, Len: 1024
Data (1024 hytes)

0000 74 do Zb ca 2B <9 00 Od e0 50 08 <6 08 00 45 00 t.+. (...
0010 04 28 4e cf 00 00 40 06 03 23 0a 00 08 Ob 0a 00 LML LA

0050 1la 1b 1< 1d 1e 1f 20 21 22 23 24 25 26 27 28 20  ...... UOUERER ()
0060 2a 2b 2< 2d 2e 2f 30 31 32 33 34 35 3§ 37 38 39 Wi, - 0L 23456780
1} <=>7@A BCDEFGHI
0080 4a 4b 4¢ 4d 4e 4Ff 50 51 52 53 54 55 56 57 58 59 JKLMNOPQ RSTUVWXY

FIV1A "3 hedafnhi

[EtiE: <live capture in progress= File: C:Y ‘Packets: 857 ' Displayed: 857 (100.0%) Profile: Default

&

Step 6: Click the “Stop” button to stop the running live capture.

@ Capturing from WiS#5 (host 10.0.8.11) [Wireshark 1.10.5 (SYN Eey 54262 from /trunk-1.10)]

Fle Edit Wiew Go Capture Analyze Statistics Telephony Toals Internals  Help

e@4Amd BEXSE A¢esaTL/(EBEQQaAan EEDB % B

Filar | Bgrsson . e Apply Save

Mo Destination Pmtocol  Length  Info A
835 10.0.8.20 TCR 60 ndmp > 4748 |[PSH, ACK]| Seq=1186 Ack=2070 win=5840 Len=3 —
836 10.0.8.11 TCR 61 4748 > ndmp [PSH, ACK] Seq=2070 Ack=119% wWin=65506 Len=
837 10.0.8.20 TCR 60 ndmp > 4748 [PSH, Ack] sSeq=1199 ack=2077 win=5840 Len=3
838 10.0.8.11 TCR 60 4748 > ndmp [PSH, ACK] Seq=2077 ack=1202 wWin=65503 Len=
B39 27. 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1202 Ack=2083 win=5840 Len=4
840 27.063478010.0.8.20 10.0.8.11 TCR 58 4748 » ndmp [PSH, ACK] Seg=2083 Ack=1206 win=45499 Len=
B41 27.064906010.0.8.11 10.0.8.20 TCP 61 ndmp > 4748 [PSH, ACK] Seq=1206 Ack=2087 wWin=5840 Len=7
842 27.065033010.0.8.20 10.0.8.11 TP 60 4748 > ndmp [PSH, ACK] Seq=2087 Ack=1213 win=55492 Len=
843 27.066401010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1213 Ack=2093 wWin=5840 Len=3
844 27.066400010.0.8.20 10.0.8.11 TCR 60 4748 = ndmp [PSH, ACK] Seq=2003 ack=1216 win=65489 Lan=
845 27.067874010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, AcCK] Seq=1216 Ack=2099% wWin=5840 Len=3
846 27.1658610 10.0.8.20 10.0.8.11 TCP 54 profilemac » documentum-s [Ack] Seq=20481 Ack=21505 win
847 27.167991010.0.8.20 10.0.8.11 TCP 1078 profilemac > documentum-s [PSH, ACK] Seq=20481 ack=2150
848 27.218573010.0.8.11 10.0.8.20 TCP 60 documentum-s > profilemac [ack] seq=21505 Ack=21505 win
840 27.266443010.0.8.20 10.0.8.11 TR 54 4748 > ndmp [ACK] Seq=2098 Ack=1219 Win=85485 Len=0
B850 27.706304010.0.8.11 10.0.8.20 TCP 1078 emcrmirced > ssad [PSH, ACK] Seq=21505 Ack=21505 win=58
851 27.707156010.0.8.20 10.0.8.11 TP 60 4748 > ndmp [PSH, ACK] Seq=2099 Ack=121% wWin-565486 Len=
852 27.708622010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1219 Ack=2105 win=5840 Len=3
853 27.708735010.0.8.20 10.0.8.11 TP 60 4748 > ndmp [PSH, ACK] Seq=2105 Ack=1222 win=55483 Len=
854 27.710085010.0.8.11 10.0.8.20 TCP 60 ndmp > 4748 [PSH, ACK] Seq=1222 Ack=2111 win=5840 Len=3
855 27.810550010.0.8.20 10.0.8.11 TCR 1078 =sad > emcrmirccd [PSH, ACK] Seq=21505 Ack=22529 win=65
856 27.862104010.0.8.11 10.0.8.20 TCP 60 emcrmirced > ssad [ACK] Seq=22528 Ack=22529 wWin=5840 Le
B57 27.869920010.0.8.20 10.0.8.11 TCR 54 4748 > ndmp [acK] seq=2111 Ack=1225 win=65480 Len=0

Frame 1: 1078 hytes on wire (8624 bits), 1078 bytes captured (8624 bits) on interface 0

Ethernet II, src: Icpdas_50:08:c6 (00:0d:e0:50:08:c6), Dst: Asustekc_ca:28:¢8 (74:do:zb:ca:28:c9)

Internet Protocol version 4, Src: 10.0.8.11 (10.0.8.11), Dst: 10.0.8.20 (10.0.8.20)

Transmission control pProtocol, sre Port: emcrmirccd (1000473, Dst Port: ssad (47500, seg: 1, Ack: 1, Len: 1024
Data (1024 bytes)

B EEE

0000 74 d0 2b ca 28 <9 00 0d 20 S0 08 <6 08 00 45 00 T.+.Co.. WP
0010 04 28 42 <f 00 00 40 06 03 e3 0a 00 08 0b 0a 00 (ML

0020 08 14 27 14 12 8e 00 768 67 e5 de f2 45 03 50 18 Lt
0030 16 d0 be 35 00 00 30 30 30 30 30 35 35 39 3a 00
0040 0a ob 0c O0d 0e Of 10 11 12 13 14 15 16 17 18 19

0050 1a 1b 1c 1d le 1f 20 21 22 23 24 25 26 27 28 28  ...... UOUExE (D

0060 2a 2h 2c 2d 2e 2f 30 31 32 33 34 35 36 37 38 39 W, -, S0 23456789

0070 3a 3b 3¢ 3d 3e 3f 40 41 42 43 44 45 46 47 48 49 Iy <=>7@A BCDEFGHI

0080 4a 4b 4c 4d 4e 4f 50 51 52 53 54 55 56 57 58 59 JELMMOPG RETUMWAY

[aTal=14) B2 Gh 5~ &5d fa Bf AN A1 A2 AT AL AR AR AT AR AD ZM1A "a hedafohbd L]
O [ | mshimsg: <lve capture in progress= File: C:Y ‘Packets: 657 * Displayed: 857 (100.0%) Profile: Default

Copyright © 2014 ICP DAS Co., Ltd. All Rights Reserved.




1 B oen.
= ‘

Open Rerent

g

Edit Wiew Go Capture Analyze

CpEn. .,

Cpen Becent
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Close

Save 2 °

Filz Set

woh o FLIEE QAQD &ET % B
s
v |Expression.. Clear Apply Save
tion. Protocol | Length _ Info A
Statistics v (021 TCP 58 dhct-status » nomp (PSH, ACK] Seg=61083 Ack=35455 wWin=6 |
= ™ lo.8.20 Tcp 61 ndmp > dhct-status [PSH, Ack] Seq=35455 Ack=6L087 win=5
g f0.8.11 TCP 63 dhct-status > ndmp [PSH, ACK] Seq=61087 Ack=35462 Win=6
0.8.20 TCP 60 ndmp > dheu-status [PsH, ACk] Seg=33462 Ack=61096 win=3
CLrl+0 0.8.11 Tcp 60 dhct-status » ndmp [PSH, ACK] Seq=61096 Ack=35455 Win=6
, 10820 TCP 60 ndmp > dheu-status [PsH, ACk] Se=35465 Ack=61102 win=35
| Jo.z.ma TcR 60 dhct-status > ndmp [PSH, ACK] Seq=61102 Ack=35488 Win=6
3 0.8.20 TCP 60 ndmp > dhet-status [PSH, ACK] 5eq=35468 Ack=61108 wWin=35
, Jo.8.11 TcR 61 dhct-status > ndmp [PSH, ACK] Seq=61108 Ack=35471 win=6
L [0-8.20 TCP 60 ndmp > dhet-status [PSH, ACK] 5eq=35471 Ack=61115 win=5
0.8.11 TcR 60 dhct-status > ndmp [PSH, Ack] Seq=61115 Ack=35474 win=6
0.8.20 TCP 60 ndmp > dhct-status [PSH, ACK] Seq=35474 Ack=61121 wWin=5
| "jo.s.n Tcp 58 dhct-status > ndmp [PSH, Ack] Seq=61121 Ack=25478 win=6
,p 10.8.20 TCP 6l ndmp > dhct-status [PSH, ACK] Seq=35478 Ack=61125 Win=5
0.8.11 TCP 60 dhct-status > ndmp [PSH, ACK] Seq=61125 Ack=35485 win=6
Ctr|+W g 0.8.20 TCP 60 ndmp > dhct-status [PSH, ACK] Seq=35485 Ack=61131 win=5
I o.5.11 TCP 60 dhet-status > ndmp [PSH, ACK] Seq=61131 Ack=35488 win=6
10.0.8.20 TcR 60 ndmp > dhct-status [PSH, ACK] Seq=35488 Ack=61137 Win=5
5)
10.0.8.11 TcR 1078 dhct-alerts > documentum-s [PSH, ACK] Seq=625665 Ack=62
I.:tr|+5 10.0.8.11 TCP 54 dhct-status > ndmp [ACK] Seq=61137 Ack=35491 win-64732
10.0.8.20 TcR 60 documentum-s > dhct-alerts [ack] Seq=626689 Ack=626630
10.0.8.20 TCP 1078 emcrmirced » bes [PSH, ACK] Seq=625665 Ack=625665 win=5
TR M=t <), co bytes caprured (480 bits) on interface o

Export Specified Packets, ..
Export Packet Dissections
Export Selected Packet Bytes. ..
Export S5L Session kKeys...
Export Ohjects

81 23 00 26 42 42
80 e8 81 30 00 00
80 0c 00 00 14 0O
00 00

3
Ctrl+H

| Packets: 27773 * Displayed: 27773 (100.0%) * Droppect 0 (0.0%)

Profile: Default

Do

Print...

Ctrl+P

dll Quit

Ctrl4+0

Step 8: In the “Wireshark: Save file as” dialog box, select destination folder to saved capture file.
Step 9: Type file name in the File Name: field (for example, pds-782_log).
Step 10: Specify the default file save format (*.pcap) of the WireShark by clicking on the Files of type:

type drop down box.
Step 11: Click “Save” button.

Wireshark: Save file as

Save i | [C5) Desktap

MyRecent | |Citemp
Documents

=

Desklop

My Documents

Fdy Computer 2 .

=2 _ RECHWCLER 1
£ . 15yskem Yolume Information °

-
File name:

Py Metwork Files of tupe:

]

|Wiresha:fkf‘h:pdump."... - peap (¥poap;* peap g v|

(FiniSh) [ Carmpress with gzip

pdz-702 log
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