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1. Introduction

Access Control systems are one of the most important infrastructures
for a safe, secure society. ACS-11-MF/ACS-11P-MF is an access control
reader that supports keypad and RFID induction of access control. It
integrates three functions of door access control, voice guidance and floor
control all in one, suitable for use in community door access and elevator
control. ACS-11-MF/ACS-11P-MF supports Ethernet and RS-485
communication interface and provides anti-sabotage sensor and door
position detection function which can consolidate the security of access
control systems and effectively enhance the service quality of
management.

The ACS-11P-MF has integrated Power-over-Ethernet (PoE), it allows
power and data to be carried over a single Ethernet cable, so a device can
operate solely from the power it receives through the data cable. This
innovation allows greater flexibility in office design, higher efficiency in
systems design, and faster turnaround time in set-up and implementation.
The ACS-11P-MF feature true IEEE 802.3af-compliant (classification,
Class 1) Power over Ethernet (PoE) using both Ethernet pairs (Category 5
Ethernet cable).

When using ACS-11P-MF module, you can choose ICP DAS “PoE”
Switch — “NS-205PSE” as the power source, NS-205PSE automatically
detects the connected devices whether they are PoE devices or not. This
mechanism ensures NS-205PSE to work with both PoE and non-PoE
devices coordinately at the same time.
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.1 Features
Supports card type: Mifare
Built-in Voice message function
Supports Ethernet / RS-485 interface
Built-in RTC and WDT
Supports electronic lock control and door position detection
Provides access records
Max card capacity : 8000 cards

Supports elevator floor control (max. 16F)

1.2  Applications

Web/SOL Server

Access management system

Remote monitoring center

1.3 Specifications

Table 1-1: System Specifications

Ethernet|

CAN Bus

CAN-2057C n
Ethemet%
ET-
ator rol

i

e
tET-P2R2

Models

Baud rate(bps)

ACS-11-MF

M

ACS-11P-MF

Specification

ISO-11898-2, CAN 2.0A/B

Controller

COM RS-485(D+, D-)
Baud rate(bps) 9600
Format N, 8,1

10/100Base-TX Ethernet Controller (Auto-negotiating, Auto MDIX)

Connector

RJ-45 with LED indicator
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PoE - Yes

Channels 4 )

Input type Dry Contact (Source), Wet Contact (Sink, Source)

Channels 2
Output Type Form C
Contact Rating 0.5A 120VAC/2A 30VDC

Channels 1
Circuit arrangement SPDT
Contact Rating 6A 125/250VAC

Supported Card Mifare S50

Standard ISO 14443 A

Reverse Polarity Protection Yes

Powered from CN1 Connector 10 ~ 30 VDC -

Powered from PoE - Yes, IEEE 802.3af, Class1
Consumption 2.0W 1.7TW

Installation Wall Mounting (Suitable for the outlet box in United States)

Dimensions 83mm x 120mm x 28mm (W x L x H)

Operating Temperature -20C ~ +60°C
Storage Temperature -30°C ~+80°C
Humidity 10% ~ 90%, non-condensing
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2. Hardware

2.1 Front Panel

The front panel of the ACS-11(P)-MF module contains the Keypads,
RFID induction area and status LEDs.

| =T PWR: |‘ Status Indicator
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CARD
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(77
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Figure 2-1: Front Panel of the ACS-11(P)-MF

2.1.1 LED Indicator

Table 2-1: System Status Indicator
System Status Indicator

LED Module Status LED Status
Default IP operation mode Blink per 100 ms
Camera control module connection failed Blink per 1000 ms
PWR Elevator control module 1 connection failed Blink per 2000 ms
Elevator control module 2 connection failed Blink per 3000 ms
Power failure Off
RFID induction Blink
RF Firmware update mode Blink per 500 ms
Idle Off
S1 Data transmission Blink
Idle Off
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2.2 Back Panel

The back panel of the ACS-11(P)-MF module contains the Ethernet

port and power, signal connectors.

O
- / R [T
\"DKSACS-H -MF 9
+ Default IP 192.168.0.1 '!/ ﬂ
|
Faeieeas
E —
3
O BEe@ -
/|| Q

Figure 2-2: ACS-11-MF Connector Assignment

Table 2-2: ACS-11-MF Pin Assignment

Connector Type Pin Assignment Description

CN1

[E5)] A vDC Power (+10V~+30 VDC)

DIO(Door position detection)

_:] pio |G| o ||l o | gl oz | g | Pll(Electric lock trigger)

CN2
DI2/3(n/a)
(Digital Input, Dry Contact)
Anti-sabotage detection
CN3 COM NO NC
(Relay Output)
NC
Electronic lock control
CN4 'ﬂ COM
(Relay Output)
NO
NC
Door position alarm output
CN5 COM
(Relay Output)
NO
CAN(CAN_H/CAN_L)
Baud Rate (bps) : IM
RS-485(D+/D-)
CN6 CAN_L CAN_H D+ D- Baud Rate (bps): 9600
Parity: NONE
Data Bits: 8
Stop Bits: 1
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Figure 2-3: ACS-11P-MF Connector Assignment

Table 2-3: ACS-11(P)-MF Pin Assignment

Connector Type Pin Assignment Description
RS-485(D+/D-)
Baud Rate (bps): 9600
CNI1 D= b= Parity: NONE
Data Bits: 8
Stop Bits: 1
DIO(Door position detection)
CN2 DIO G (LA G DIl (Electric lock trigger)
(Digital Input, Dry Contact)
NC
Electronic lock control
CN3 'ﬂ COM
(Relay Output)
NO
NC
Door position alarm output
CN4 COM
(Relay Output)
NO
Anti-sabotage detection
CN5 COM NO NC
(Relay Output)
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2.3 Dimensions

The following diagrams provide the dimensions of the ACS-11(P)-MF
module and can be used as a reference when defining the specifications

for any custom enclosures. All dimensions are in millimeters.
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Figure 2-4: Dimension of the ACS-11(P)-MF Module

2.4 Hardware Connections

2.4.1 Power and I/O wiring architecture

ACS-11(P)-MF series modules provide a variety of communication
interfaces to suit a range of applications. Below is a description of the

configuration for simple applications using the ACS-11(P)-MF.
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Figure 2-5: ACS-11-MF Power and I/O wiring architecture
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Figure 2-6: ACS-11P-MF Power and 1/O wiring architecture
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2.4.2 1/0O connection

Input ON OFF
Type
Relay el[ o1 <l[[or
Relay 0 X Relay o X
Contact Close L= oo || GND Open oo [ GnD
(Dry)
Open
0S|| DIx —— oS || DIx
Collect 1 %
ollector el anp OFF > el anD
(Dry) )
Output
T‘;;’;‘ Relay ON Relay OFF
—{Loadi —LoadTHES | [ NOx
(AC/DO) [ (AC/DC) x
EormC — {0& || comx
{Load? 0 || nex

Figure 2-7: Wire connection

2.5 Jumper Settings
2.5.1 Terminator Resistor Settings

According to the ISO 11898 specifications, the CAN Bus network must
be terminated by two terminal resistors (120Q) for proper operation, as
shown in the below figure.

Device) Devicel L Devicel27
LN LN LN
7 7 7
c CAN_H =
= o)
CAN L

Figure 2-8: Terminal Resistor

Therefore, the ACS-11-MF module supplies a jumper for users to
active the terminal resistor or not. If users want to use this terminal resistor,
please open the ACS-11-MF cover and use the JP3 to activate the 120Q
terminal resistor built in the module, as the Table 2-4. Note that the default

setting is active.
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Table 2-4: Terminal Resistor Jumper (ACS-11-MF)

Enable (default) Disable

2.5.2 Operation Mode Settings

ACS-11(P)-MF module supplies a jumper for users to select the
firmware operation or firmware update mode of the module.

Table 2-5: Operation Mode Setting Jumper (ACS-11(P)-MF)

Firmware operation mode (default) Firmware update mode

UP2[ [ JP2(ml

2.6 Firmware update method

There are three ways to make the product enters "Firmware update
mode", please refer to the following settings mode. When ACS-11(P)-MF
is in firmware update mode, the RF LED will blink per 500 ms. Users can
update the firmware of the ACS-11(P)-MF module by the Ethernet
interface.

1 | Press and hold the No.0 key for 10 seconds

5 Press and hold the No.0 key, and reset the power of ACS-11(P)-
MF

Set the JP2 to the "Firmware update mode" position as Table 2-

5, and reset the power of ACS-11(P)-MF

3

Please follow the below steps to complete the firmware updating
process.

Step1. Make the product enters "Firmware update mode".

Step2. Network configuration of computer.
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Entry the IP address as "192.168.0.x", where "x" is a number
that between 1 and 254 except 1, Subnet mask as
"255.255.0.0". Finally, press "OK" button.

Internet Protocel Version 4 (TCP/IPvd) Properties &l&]

General
You can get IP settings assigned automatically if your network supports

thiz capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically

@ Use the following IP address:

= e am am e

IP address: 192 .18 . 0 . 2
Subnet mask: 255 .255 . 0 . 0
Default gateway:

Figure 2-9: Network configuration
Step3. Establish a network connection between PC and
ACS-11(P)-MF

Step4. Launch the firmware update tool "FW_Update Tool v2.00.exe"
1. Select the connection network interface of ACS-11(P)-MF
2. Set IP address as: IP 192.168.0.1
3. Click “Browser” button to choose firmware file (ACS-11-MF_vx.fw)
4. Click “Firmware Update” button to start firmware updating process
5. After firmware update is complete, please reset the power of ACS-

11(P)-MF

3 FW_Update_Tool v2.00 TR B [

1. Download Interface

Intel(R) 82575LM Gigabit Metwork Connection  1P:192.168.0.2

IP Address: 152 _ 1688 _ D ok

2. Firmware Path

ENDBZTMACS_Firmware_Update_Tool\ACS-11-MF-ODM1_v3.2 fw

3 Browser...

3. Firmware Update
Click "Update” button to start firmare updating!!

4 Tpdate

Il
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1. Download Interface

| Intel(R} 82579LM Gigabit Metwork Connection |P:152.168.0.2

IP Address: | 152 . |168

2. Fimware Path

3. Fimware Update
Click "Update" button to start firnware vpdating!!

e
_ Erasing

| Programming

¥

Werify Passed

Figure 2-10: Firmware update process
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3. Software

3.1 Installing the eSearch Utility

The eSearch Utility is a useful tool that provides a quick and easy
way to configure the Ethernet settings to the ACS-11-MF from a PC.

Step 1 : Install the eSearch Utility tool

ol esearch_vl.1.7_setup
™ eSearch Utility Setup
I't ICP DAS Co, Ltd.

The eSearch Utility can be obtained either from the companion CD at:
CD:\Napdos\Software\eSearch\

Or from the ICP DAS FTP site at:
http://fip.icpdas.com/pub/cd/tinymodules/napdos/software/esearch/

Step 2 : Follow the instructions in the Setup Wizard to complete the

installation. After the installation has been completed, a new short cut for
the eSearch Utility will be displayed on your desktop.

G2

eaearch Tty

3.2 Using the eSearch Utility to Assign an IP Address

The factory default IP settings are as follows:

IP Address 192.168.0.1
Subnet Mask 255.255.0.0
Gateway 192.168.0.254(Fixed)
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Step 1 : Run the eSearch Utility

Double-click the "eSearch Utility" shortcut on your desktop.

% eSearch Utility [ v1.1.7, Maz30, 2015 | =T
File ferver Tools
Name Alias IP Address Sub-net Mask | Gateway MAC Address | DHCP
_E esearch_v1.1.7_setup P s
TRt =Search Utility Setup
I t 1CP DAS ':I: Ltd. M Search Servers | | G Web ‘ Exit
Status

Step 2 : Press the "Search Servers" button to search for your

module

After pressing the "Search Servers" button, the utility will perform a
search of all ACS-11-MF modules on your network.

 eSearch Utility [ ¥1.1.7, Mar.30, 2015 ]
File Zerver Tools

Name Alias IP Address Sub-net Mask | Gateway 8
ACS-11-MF ACS-11-MF-04  192.168.110.4 255.255.0.0  192.168.110.254
ACS-11-MF ACS-11-MF-05 192.168.110.5 255.255.0.0 192.168.110.254
ACS-11-MF ACS-11-MF 192.168.110.2 255.255.0.0 192.168.110.254

192.168.0.254

2b5.255.0.0

192.168.0.1

ACS-11-MF

Configuration (UDP) ‘§ Web ‘ Exit

<
ﬂ Search Servers
TaE

Step 3 : Click the "ACS-11-MF" item for which you want to change
the IP setting and then click the "configuration(UDP)" button.

All ACS-11-MF series module are |IP-based devices that may not be
suitable for your network using the default IP address. Therefore, you
must first assign a new |IP address to the ACS-11-MF series module

depending on your network settings.
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After the search has been completed, click the name of the module,
and then click the "configuration(UDP)" button to open the Configuration
Server dialog.

Step 4 : Assign a new IP address and then click the "OK" button

Contact your Network Administrator to obtain the correct network
configuration information. Modify the network settings as necessary and
then click the “OK” button. The ACS-11-MF series module will use the
new settings immediately. (ACS-11-MF doesn’t support DHCP function)

Configure Server (IDP)

Server Name : ACS-11-MF

DHCP: 0: OFF - Sub-net Mask: |255.255.0.0 Alias: |ACS-11-MF

IP Address : 192.168.0.1 Gateway : 192.168.0.254 MAC: |

YWarning!!

Contact your Network Administrator to get correct configuration before any changing! 0K Cancel

Configure Server (IDP)

X

Server Name : ACS-11-MF

DHCP: 0: OFF - Sub-net Mask : |255.255.0.0 Alias:  AC5-11-MF-01

IPAddress: | [192.168.110.1 Gateway : 192.168.0.254 Mac: |

Warning!!

Contact your Network Administrator to get correct configuration before any changing! 0K Cancel |

Step 5 : After save the settings, ACS-11-MF will automatically reboot
and then press the "Search Servers" button to check the IP settings

After completing and saving the settings, ACS-11-MF will
automatically reboot and then use the eSearch Utility to perform another
search for the module to make sure that the IP settings are correct. See
Step 2 for details.

4 eSearch Diility [ ¥1.1.7, Mar.30, 2015 ]
File Server Tools

Name Alias IP Address Sub-net Mask | Gateway 5
ACS-11-MF-01  192.168.110.1 255.255.0.0 192.168.110.254

ACS-11-MF ACS-11-MF-05 192.168.110.5 255.255.0.0 192.168.110.254

ACS-11-MF ACS-11-MF-02  192.168.110.2 255.255.0.0 192.168.110.254

ACS-11-MF ACS-11-MF-04  192.168.110.4 255.255.0.0  192.168.110.254

v
<

¥
M Search Servers Configuration [UDP) | € ‘Web | Exit

Status
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3.3 Web Configuration

The ACS-11-MF series contains an advanced web configuration
system that provides users with access to ACS-11-MF series
applications through a standard web browser.

Step 1 : Open a browser

Use a standard internet browser to view the ACS-11-MF web pages,
such as Google Chrome, Mozilla Firefox and Internet Explorer are
reliable and popular internet browsers that can be used to configure
ACS-11-MF series module.

Step 2 : Enter the URL address for the ACS-11-MF

If you haven’t changed the default IP address of the ACS-11-MF
module, please refer to section 3.2. Using the "eSearch Utility" to assign
an IP address to configure it.

_,f 'wx ICPDAS Access Card Syste X

L Cl | [0 192.168.110.1

Step 3 : Enter the Login Password

After entering the IP address, the main login dialog page will be
displayed prompting you to enter a password. The factory default
password is as follows; Click the "Submit" button to continue.

Item Default
Password Admin

C' [} 192.168.110.1

ICP DAS Access C¢

IP Config )
= Login

Reader Config

RTC Config To enter the web configuration, please type password in the following field

Change Password

Login password: ++.+ Submit
Logout h— !
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Step 4: Log in to the ACS-11-MF web server

After logging into the ACS-11-MF web server, the "IP Config" page
will be displayed.

/%5 ICPDAS Access Card Syst= %
v

€ 2 C [h1921681101 % @

ICP DAS Access Card System ...

IP Config

Reader Config
RTC Config
Change Password
Logout

IP Config
Reader
DHCP; Close v

192 168 110 1
Mask: 255 255 o 0
MAC: 00:0D:EQ:C0:00:19

FW Ver. vi3

Camera control IO
Close v [|192 168 1 1

levator control I
IP1:1-8F |Close v | /192 168 2 1
IP2:8-16F |Close v |/192 168 2 2

Setting

The first section provides basic information related to the ACS-11-
MF series module hardware and software including the Firmware version,
MAC Address and IP Address, etc.

3.3.1 IP Address Configuration

Clicking the "IP Config" tab will display the network and control 1/O
connection setting of camera and elevator settings page allowing you
verify the current settings and configure the IP address parameters,
configure the general parameters for the ACS-11-MF device, each of
which will be described in more detail below.

Network Configuration

Reader

CHCP: Close ¥

IP: 152 168 110 1
Mask: 255 255 0 0

MAC: 00:0D:E0:CO:00:19
Fwver: |v3.3
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The following table provides an overview of the parameters
contained in the Network Configuration section:

Item Description

Open: Dynamic Host Configuration Protocol (DHCP) is a network
application protocol that automatically assigns an IP address to
DHCP each device(ACS-11(P)-MF does not support this feature)
Close(Default): Static IP: If there is no DHCP server installed in
your network, you can configure the network settings manually.
Each ACS-11-MF device connected to the network must have its
P own unique IP address. This parameter is used to assign a
specific IP address
(Default:192.168.0.1)
This parameter is used to assign the subnet mask for the ACS-
Mask 11-MF device. The subnet mask indicates which portion of the IP
address is used to identify the local network or subnet.
(Default:255.255.0.0)
MAC This parameter is used to show the MAC address of the ACS-11-
MF, which must be in the format FF-FF-FF-FF-FF-FF.

FW Ver. | Firmware version of the ACS-11(P)-MF

Camera and elevator control I/O connection IP Configuration

In addition to the card access control function, ACS-11(P)-MF series
modules also support floor control and camera control functions. Users
can enable this feature in these setting contents.

Camera control VO
IP: Close ¥ ||192 168 1 1

Elevator control /O

IP1:1-8F |Close ¥ ||192 168 2 1
IP2:9-16F |Close ¥ ||192 168 2 2
Setting

The following table provides an overview of the parameters
contained in the Camera and Elevator control I/O connection IP
Configuration section.
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Camera control I/O

This parameter is used to assign a specific IP address of the
P tET-P2R2 that can control the camera with the external trigger
signal.

(Default:192.168.1.1)
Open: Enable this function
Open/Close | Close: Disable this function
(Default: Close)

Elevator control I/O

Item Description

This parameter is used to assign a specific IP address of the
ET-7067 that can control the elevator (1F to 8F) for building floor

IP1:1-8F

control.

(Default:192.168.2.1)

This parameter is used to assign a specific IP address of the
IP2: 9-16F ET-7067 that can control the elevator (9F to 16F) for building

floor control.
(Default:192.168.2.1)
Open: Enable this function
Open/Close | Close: Disable this function
(Default:Close)

3.3.2 Reader Configuration

Clicking the "Reader Configure" tab will display the settings page
allowing you verify the current settings and configure the general
parameters for the ACS-11-MF device, each of which will be described in
more detail below.

“~ € [3192.168.110.1 B @® =

ICP DAS Access Card System ...

IP Config

Reader Config

RTC Config

Change Password Serial number: |1 (0~65535) Volume control : 1

Reader Config

Logout Connecf tion  rep v Door monitoring delay time(sec): [0 (0~255, 0:Disable)
nnnnnnn 1 (1~247) Opening delay ime(sec). 1 (1~255)
Port Number: (10001 (1~65535)

Reader Name: 1234567890123

IP Address:  (192.168.1101




Item Description

Serial Number

Serial number assigned to each unit and is used to track
project.

(Default:1)

(Range:0~65535)

Connection
Type

Select the connection interface.
(Default:TCP)

Host station
number

The station Identifier in RS-485 connection type application.
(Default:1)
(Range:1~247)

Port number

Communication port number of ACS-11-MF.
(Default:10001)
(Range:1~65535)

Reader Name

The module information indicates the name of the alias that
is used to identify the module.

Installation The module information indicates the installation location
location that is used to identify the module.
IP Address Display the IP address of the module.

Volume control

Volume control settings of the module.
(Default:3)
(Range:1~5)

Door monitoring
delay time(sec)

If the time is reached, but the door is still not closed (DI 0 is
on), then the relay(CN5) will be triggered.
(Default:5)

Opening delay
time(sec)

Relay(CN5) trigger time to open the electric lock.
(Default:1)
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3.3.3 RTC Configuration

Clicking the "RTC Configure" tab will display the settings page
allowing you verify the current system time settings of the ACS-11-MF
device.

5 ICPDAS Access Card Syste X

€« > ¢ 1921681101 ® =

ICP DAS Access Card System ...

IP Config

Reader Config
RTC Config
Change Password
Logout Current Device Time : 1880/03/17 23:20:08

RTC Calibration

Current Computer Time : 2016/04/06 18:21:51

Setting

Description

RTC Calibration rl?qifccjal;(laence computer time to set the system time of the

3.3.4 Change Password Configuration

Clicking the "Change Password" tab will display the settings page

allowing you change the login password settings of the ACS-11-MF
device.

- C' [} 192.168.110.1 e

ICP DAS Access Card System ...

IP Config
Reader Config
RTC Config The length of the password is & characters maximum,
Change Password
Logout

Change Password

Current password

New password
Confirm new password: Submit

Description
Enter the Current password, New password and Confirm
Change Password | password information and then click the “Submit” button to
finish configuring.
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3.4 Installation

Before use, associated software configuration, the steps described as
follows :

Step 1: Install and setup MySQL operating environment

01. Download the XAMPP installation files as the following link, and install
on computer. XAMPP is an easy to install Apache distribution containing
MySQL, PHP.

http://sourceforge.net/projects/xampp/files/ XAMPP%20Windows/
Note. Windows XP or Windows 2003: Install version 1.8.2 of XAMPP that includes
PHP version 5.4 or earlier.

Installation includes:

a. Apache web server

b. MySQL database

c. PHPMyAdmin web database management program

02. Select Comionents to install 03. Completing the XAMPP setup
B Setnp EJ@E|

Select Components = Completing the ZAMPP Setap Wizand
~

Select the components wou want to tstall; clear the components you do not want to mstall, Click Next Setup has finished installing XAMEE on your computer.
e Dia you want o start the Control Panel now?
= Server
Apache
MyEQL
[ FileZilla FTF Server
[ Mercry Mail Server

= Program Langnages
phpMyiAdmin
[] Wehalizer

HAMPE Installer

<Back | [ Het> | [ Comcel <Back Cancel
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04. Launch XAMPP control panel and start Apache and MySQL service
05. Entry MySQL management environment

XAMPP Control Panel v3.2.1 [ Compiled: May 7th 2013 | =)

XAMPP Control Panel v3.2.1

B3 XAMPP Control Panel¥3.2.1 [ Compilsd: May 7th 2013

XAMPP Control Panel v3.2.1

(=)

Motules
Hodles :
Service Module  PID(s) Pond W Service  Module :'EDE?
(%] Apache o shel ] apache 308 onfig | [ Logs B Shell
) msaL X msi s orfig
Meraury = acuin’ || Conig T Merc Uty Start Admin Canfig Logs
Tomeat Start Admin_| [ Corfig g || [T mau Tomeat Start Admin || Config Logs
181247 fmsin]  XAMPP Istallation Directo: "c ampgl’ ~ 1156117 [Apache] XAMPF Agache is dheady ronaing on port §0 ~
18:12:43 [ain]  Checking for prermisites 115607 [Apache] XAMPP Apache is already running on port 443
191203 mzin] Al revequiies foundd 115607 frain]  The FileZilla raodole is dissbied
181203 fmtin]  Initaling Modules 115607 froain]  The Meroury modhle is disabled
184245 [roain]  The FIEZlla raodle is disabled 115607 fmain]  The Tomcat modle is disable
181243 osin]  The Mercugy module’s disabled 115607 froain]  Staring Check Timed
181243 fotin]  The Tomcat modules dissblsd 115607 frain]  Control Panel Ready
181245 msin]  Strting Check Toer 115993 fosel] Aterpling  stst MySQL app
181243 [msin]  Control Panel Realy 115930 froysel] Status chinge detcied: rnning
- v

- acs.sql

C [ localhost/phpmyadmindmport php#PMAURL -B:server_import.php fdb=ftable=fezerver=1 Sdarget=&token=1a8f24 7c 055 Zefae T7b0b I8 18502

ESeNer: 127.0.0.1

o g m ~ Databases ff SOL ¥ Status g3 Users &1 Export 1 Import Settings | Replication Variables Charsets @ Engines
=
Hece"& Lanites Islmporting into the current server
g Mew

File to Import:

File may be cormpressed (gzip, bzip2, zip) or uncompressed

A compressed file's narme m

ormat].[compression]. Example: .sql.zip

Browse your computer: | ‘

Character set of the file: |yt

| b = =il ¢ a5 ek § Database

Search Database

| Organize v Newfolder ~ 1 @

Partial Import: ” . =

- e * Mame Date modified Type I
\# Allow the interruption of an impo ‘ P L
transactions.) | acs.sql 2015/7/23 £ 11.... SQLFile
Skip this number of queries (for SQL) e ] 3
Format: W Lamte
) S Mkl 06 K
jsg.. v

Format-Specific Options:

SQL compatibility mods

¢ Do not use AUTO_IN|

'%hna}hﬂsﬂlﬁﬂﬂlﬂaﬁslp] x

o Lt e R
s Ll Dl
Bl Hdi L
B W e e

.

- 4

m

File name: acs.sql

- [-qu

[ gpen |

it can break

&«

phpliyAdmin

€ | [ localhost/phpmyadmin/import php#¥PMAURL 0:db_structure. php?db=acs&table=fserver=1 &target=&token=1a8f24 7c95 5 2efae TTb0b 5 185912
;]Server: 127.0.0.1 »Dalahase:’am ' ' . '

AEBDe : Stiucture 2 SOL 0 Search Query Import Operations ¢ Privileges & Routines (%) Events = Triggers = Tracking -~ More
Recent  Faworites Tahle « Action Rows Type Collation Size Overhead
[ th_freader W Browse o Search e Insert [ Empty < Drop 0 MylSAM utfd_general_ci 1 KiB -
|| th_openrecord i-? Browse i= Search  FeInsert qp Empty X Drop 0 MyISAM  latind_swedish_ci 1 KiE -
| th_reader i-? Browse Search  Fe Insert [ Empty X Drop 1 MylSAM  utfd_general_ci 1 KiB -
| th_readercard 3 Eirowse Structure = Search  Felnsert [ Empty X Drop 0 MylSAM utfd_general ci 1 KiE -
[ th_readerpassword ¢ [ Browse Structure [ Search ¢ Insert  [ffj Empty X Drop 0 MylSAM  utfd_general_ci 1 KiB =
| th_record 97 = Browse Structure [~ Search ¢ Insert [ Empty X Drop 0 MylSAM  utfd_general_ci 1 KiB =
(| th_ropen ¢ [E Browse Structure [ Search  F¢ Insert  [fjj Empty X Drop 0 MylSAM latinl_swedish_ci 1 KiB =
7 tables Sum 1 InnoDB latinl_swedish_ci 7 KiB 0B
1t [ Check Al | With selected v
4 Print view &5 Data Dictionary
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Step 2: Network setup
01. Network configuration and connection
a. Entry the IP address as "192.168.0.x", where "x" is a number

between 1 and 254 except 1, Subnet mask as "255.255.0.0".
Finally, press "OK" button.

Internet Protocol Version 4 (TCP/IPvd) Properties L2 S|

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

‘ @ Uge the following IP address:
IF address: 192 . 168 . O . 100
Subnet mask: 255 .255 . 0 . O
Default gateway:

b. Establish a network connection between PC and ACS-11-MF

Step 3: Install Door Access Control Communication Program

= Setup - Door Access Control Communication Pro... . [ X

Completing the Door Access
Control Communication Program
Setup Wizard

Setup has finished installing Door Access Control
Communication Program on your computer, The application
may be launched by selecting the installed icons.

Click Finish to exit Setup.

_E DAC_setup_v101
il-‘-_, Door Access Control Communicatio
RJ 1P DAS CO., LTD

fm ICPDAS * @ Door Access Control Communication Frogram * | + Database Communication Frogram

B Door Access Contrel Communication Program

i Uninstall Door Access Control Communication Program
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Step 4: Configure Mifare card UID in the database

01. Launch Database Communication Program
(RFIDCardReader_DB.exe)

a. Fill and Add ACS-11-MF IP address: 192.168.0.1

HRAEHE
Eeader IF
192.168.0.1

Delete IF

19246801 Add 1P

W i eboarzmontves it x LY

<« C' | [ localhost/phpmyadminfimport.php#F MAURL-16:ql phpTdb=acadtable=tb_reader deserver=1 &target=Xtoken=1a8{24 7955 2efae T7b0bAe8 185542
phpiilyAdmin ]Sewel: 127.0.0.1 » [GaDatabase: acs » g Table: th_reader
AmBD s Browse Structure 7 SOL 0 Search 3c Insert B Export Import &3 Privileges Operations = Tracking = Triggers
Recent  Favorites

@ Current selection does not contain a unigue column. Grid edit, checkbo, Edit, Copy and Delete features are not available.

= |

e @ =

<« Showing rows 0- 0 (1 total, Query took 0.0156 seconds.)

NEW SELECT * FROM “tb_reader”

Profiling [ Inline ] [ Edit ] | Explain SQL | [ Create PHP Code ] [ Refresh |

£5 th Jopenrecard

‘ Mumberfof rows: |25 v Filter rows: ‘
£ th freader

£& th freadercard
=1_E5 th_readerpassword

TpTeT
ReaderSNp ConneciType ReaderNum ReaderlP ReaderRemotePort ReaderName Location IsUse
1 1 192168.0.1 10001 192.168.0.1 1

g5 th_record

F& th_ropen

a. Fill card UID: 2632528336
b. Fill voice number: 0
c. Select ACS-11-MF IP address: 192.168.0.1

d. Fill floor control selection: 1111111111111111(16F-----------

e. Add/Modify UID

i
aid 2632528336 o [ ModitylD | [ Delete D
a | C

“h
b | Remote Access

1 L9 4
|15 Bi=RIN

reader

o2 4y 1111111111111

EHEEH - AAgSEn—EEH

f. It will automatically add the card UID to the database
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a&ll=|E] = |
L0 Tocalhost 127,00 fans i x o} =Hieh]

<« C [ localhost/phrmyadmindmport php#PMAURL-17:sql.ohp fdb=acs&dtable=tb_readercard &server=1 &dtarget=fctoken=1a8f24 Te 2551 2efae TTb0bIe5 1855Ed2 QaYy
Mwm ]Server: 127.0.0.1 » {Gi Database: acs » (il Table: th_readercard
AEBROz fE Browse ¥ structure 3! SQL Search 3< Insert [ Export ] Import &3 Privileges Operations = Tracking = Triggers

Recent  Faworites (1) Current selection does not contain a unigue column. Grid edit, checkboy, Edit, Copy and Delete features are not available
o New
—in

<« Showing rows 0- 0 (1 total, Querytook 0.0000 seconds.)
T hew SELECT * FROM °“th_readercard"

Profiling [Inline ] [ Edit] [ Explain SQL] [ Create PHP Code] [Refresh]

rws: 25 ¥ Filter rows; ‘

_reader

reaercataii ., o pions
i LR |Cunnecmme ReaderNum  ReaderlP  CardSNo  CardulD  CardType CardUser CardSet SlotSNo1 SlotSNo2 FloorAllow FloorShow  VoiceCode INSE
th_record 11 1 192.168.04 1 2632528336 1 True falze (i R ERERRERERRERERE 00 2014
i%gm_mpan 114

02. Launch Door Access Control Communication Program
(RFIDCardReader.exe)

al. The program will automatically add the card UID to the ACS-11-MF

® ACS Exchange ¥1.0.2.0 2015/8131

System  About

2015/917 11:42.16.The password of the database is incorrect. Please check the setting
20159/917 11:42.16:Connecting to database success.

L = Tt

2015/8M17 11:4217:Set UID 2632528356 to reader 192 168.0 1. Command: Add
2015917 11:42:17: Adding UID 2632528336 to reader 192.168.0.1 success

a2. Place the Mifare card close to the ACS-11-MF

a3. ACS-11-MF will read the card UID and return to database via Door
Access Control Communication Program

a4. Since the card UID is allowed, so ACS-11-MF will open the
electronic lock relay (CN4) and play card correctly voice

® ACS Exchange ¥1.0.2.0 2015/8131

System  About

20157917 11:42:16:The password of the database is incorrect. Please check the setting
20159/917 11:42.16:Connecting to database success.

2015/9/117 11:42.17:Record saved. UID=4000000001 Reader=192.168.0.1

20158/217 11:42.17 Set UID 2632528336 to reader 192 168.0 1. Command: Add

|2015f9f17' 11:46:44:Record saved. UID=2632528336 Reader=192.168.0.1 |

'mlma]msmzvumfacsm x N PSR el e
<« C | [4 localhostphpmyadminimport.php#F M AURL-15:sql.php?db=acsfztable=tb_record dserver=1 fzlargel=8token=1a3f24 7c955{ Zefae 77b0bY23 18552 Q sy E! =

Mwmﬂw JServer: 127.0.0.1 » -Database: acs » -Table: th_record

. '~ Browse - Structure - SOL . Search - Insert = Export = Import - Privileges = Operations - Tracking - Triggers
GEQR S

Recent Favorites

Showing rows 0- 2 (3 fotal, Query took 0.0000 seconds.)

Profiling [ Inline ] [ Edit] [ Explain SGL] [ Create PHP Code | [ Refresh ]

Mumberof rows: | 25 v Filter rows:
+0ptions
PName PSex Phonel Phone2 HSNo CardSNo CarduiD CardType CardUser CardSet ReaderSNo ReaderNum ReaderlP ReaderName Location RFTime RFState ExtraState GET_YN GE
0 4000000001 1 True false 0 1 19216801 192.168.01 2015- i i N 20
0917 11
1140045
0 4000000001 1 True false 1} 1 19218801 19216801 2015- il il N 20
0317 11
0 2632528338 1 True false [t} 1 19218801 19216801 2015- 1l 1l N 2
08-17 1
L4639
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4. Communication command Example

After the establishment of the Ethernet wire connection between the
PC and the ACS-11(P)-MF, please follows the sections below to learn
how to configure the ACS-11(P)-MF.

4.1 Communication settings

The default ACS-11(P)-MF communication port number is 10001.

4.2 Command List

4.2.1 Add Card Number

Function | Data UID | Reserve | Elevator | Elevator | Voice | Reserve | CRCH | CRCL
Code Length | (8 (1 byte) | Floor Floor Code | (2 byte)
byte) Selection | Open 2
(2 byte) | Time byte)
(1 byte)
0x05 0x10 0x01 0x00
0x01

UID: 0x9CEBAS860 00000000(2632689760), if the data length is less than 8 bytes, please fill
the remaining data fields to zero.
Elevator Floor Selection: 0x80 0x01 (1~8F, 9~16F)
Elevator Floor Open Time: 0x05 (5 Second)

Voice Code: 0x30 0x31 (The 01 Voice Code)

Response: Success

Function Code | Data Length Result CRCH CRCL
OxAF 0x01 0x01

Response: Fail

Function Code | Data Length Result CRCH CRCL
0xAE 0x01 0x01
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Response: Full number of cards

Function Code | Data Length Result CRCH CRCL
0xAE 0x01 0x02

4.2.2 Delete Card Number

Function Data UID CRCH CRCL

Code Length (8 byte)

0x06 0x08

UID: 0x9CEBAS860 (2632689760), if the data length is less than 8 bytes, please fill the

remaining data fields to zero.

Response: Success

Function Code | Data Length Result CRCH CRCL
0xAF 0x01 0x01
Response: Fail
Function Code | Data Length Result CRCH CRCL
0xAE 0x01 0x01
4.2.3 Delete All Cards’ Number
Function Code | Data Length Reserve CRCH CRCL
(2 byte)
0x07 0x02 0x44 0x45
Response: Success
Function Code | Data Length Result CRCH CRCL
OxAF 0x01 0x01
Response: Fail
Function Code | Data Length Result CRCH CRCL
0xAE 0x01 0x01
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4.2.4 Card Number Inquiry

Function Code

Data Length

UID
(8 byte)

CRCH

CRCL

0x0A

0x08

UID: 0x9CEBAS860 (2632689760), if the data length is less than 8 bytes, please fill the

remaining data fields to zero.

Response (Have this card)

Function Code | Data Length UID Elevator Voice CRCH | CRCL
(8 byte) | Floor Code
Selection | (2 byte)
(2 byte)
OxAA 0x0C

UID:0x9CEBAS860 (2632689760) , if the data length is less than 8 bytes, please fill the
remaining data fields to zero.
Elevator Floor Selection: OxFF, OxFF (1~8F, 9~16F)

Voice Code: 0x30 0x37 (The 07 Voice Code)

Response (Have this card)

Command Len Result CRCH | CRCL
0x80 Ox1 0x80

Example:

000101 01 0OA 08 9C E9 AE F2 07 8D

UID:9C E9 AE F2

Response (With Card UID)

01010001 AA 0C 9C E9 AE F2 00 00 00 00 30 34 EE 88

UID:9C E9 AE F2 00 00 00 00
Elevator Floor Selection:
Voice Code: 30 34

Response (No such card)
010100018001 80A71C
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4.2 .5 Add Password Number

Function | Data Password | Reserve | Elevator | Elevator | Voice | Reserve | CRCH | CRCL
Code Length | (8 byte) | (1 byte) | Floor Floor Code | (2 byte)
Selection | Open 2
(2 byte) | Time byte)
(1 byte)
0x42 0x10 0x01 0x00
0x01

Password: 0x01020304 (1234), the password data length is 4 byte, please fill the remaining data

fields to zero

Elevator Floor Selection: 0x80 0x01 (1~8F, 9~16F)
Elevator Floor Open Time: 0x05 (5 Second)
Voice Code: 0x30 0x37 (The 07 Voice Code)

Response: Success

Function Code | Data Length Result CRCH CRCL
OxAF 0x01 0x01

Response: Fail

Function Code | Data Length Result CRCH CRCL
0xAE 0x01 0x01

Response: Card is full

Function Code | Data Length Result CRCH CRCL
0xAE 0x01 0x02

4.2.6 Delete Password Number

Function Data Password CRCH CRCL

Code Length (8 byte)

0x43 0x08

Password: 0x01020304 (1234), the password data length is 4 byte, please fill the remaining data

fields to zero
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Response: Success

Function Code | Data Length Result CRCH CRCL
OxAF 0x01 0x01
Response: Fail
Function Code | Data Length Result CRCH CRCL
0xAE 0x01 0x01
4.2.7 Delete All Passwords’ Number
Function Code | Data Length Reserve CRCH CRCL
(2 byte)
0x44 0x02 0x44 0x45
Response: Success
Function Code | Data Length Result CRCH CRCL
OxAF 0x01 0x01
Response: Fail
Function Code | Data Length Result CRCH CRCL
0xAE 0x01 0x01
4.2.8 Inquire Access Record
Function Code | Data Length Reserve CRCH CRCL
(2 byte)
0x27 0x02 0x52 0x54
Response: Success
Function Data UID Access Access CRCH CRCL
Code Length (8 Byte) Time Type
(7 Byte)
0x88 0x10

UID: 0x9CEBAS860 (2632689760), if the data length is less than 8 bytes, please fill the
remaining data fields to zero.
Access Time: 0x07 EO 04 12 0A 24 30

Year: 0x07 OxEO (2016)
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Month: 0x04 (4)
Day: 0x12 (18)
Hour: 0x0A (10)

Minute: 0x24 (36)
Second: 0x30 (48)

Access Type:

Legal: 0x01

Illegal: 0x02

Response: No Record

Function Code | Data Length Result CRCH CRCL
0x80 0x01 0x80
4.2.9 Delete Access Record
Function Code | Data Length Reserve CRCH CRCL
(2 byte)
0x28 0x02 0x52 0x54
Response: Success
Function Code | Data Length Result CRCH CRCL
OxAF 0x01 0x01
Response: Fail
Function Code | Data Length Result CRCH CRCL
0xAE 0x01 0x01
4.2.10 Configure System Time
Function Code | Data Length System Time | CRCH CRCL
(7 Byte)

0x10 0x07
System Time: 0x07 E0 04 12 0A 24 30

Year: 0x07 0xEO (2016)

Month: 0x04 (4)

Day: 0x12 (18)

Hour: 0x0A (10)
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Minute: 0x24 (36)
Second: 0x30 (48)

Response: Success

Function Code | Data Length Result CRCH CRCL

OxAF 0x01 0x01

4.2.11 Check Door Position

Function Code | Data Length | Reserve CRCH CRCL
0x50 0x02 0x52 0x54

Response

Function Code | Data Length Status CRCH CRCL
0xAF 0x01

Status: 1=>Close, 2=>Open

4.3 CRC Calculation (CCITT-16)

(C# Example)

public static byte[] HexStringToByteArray(string hexString)

{
if (hexString.Length !=4) hexString = "0" + hexString;

byte[] HexAsBytes = new byte[hexString.Length / 2];

for (int index = 0; index < HexAsBytes.Length; index++)

{
string byteValue = hexString.Substring(index * 2, 2);
HexAsBytes[index] = byte.Parse(byteValue, NumberStyles.HexNumber,
Culturelnfo.InvariantCulture);

}
return HexAsBytes;
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private byte[] CRC_16(byte[] data, int DatalLength)
{
uint CRC_Polynomial = 0x1021;
uint CRC_Init = OxFFFF;
for (int i = 0; 1 < DataLength; i++)
{
CRC_Init = CRC_Init * ((uint)data[i] << 8);
for (int j =0; j < &; j++)
{
if (System.Convert. ToBoolean(CRC & 0x8000))
CRC_Init = (CRC_Init << 1) # CRC_Polynomial;
else
CRC_Init = (CRC_Init << 1);

return HexStringToByteArray(Convert. ToString((UInt16)(CRC” OxFFFF), 16));

Example -
Input: OxAF, 0x01, 0x01
Data length: 3

Output : OxDE(CRCH), 0x81(CRCL)
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Troubleshooting

Item | Problem Description

Solution

Power Failure
(PWR LED Off)

1. Please return to the ICP DAS for inspection and
repair

2 |Cards can not be used

1. Make sure cards support Mifare S50 standard
(1SO 14443-A)
2. EM and HID cards are not supported

How to find out IP address of
ACS-11-MF?

1. Entry the default IP operation mode

Step1. Press and hold the No. 1 key

Step2. Reset the power of ACS-11-MF

Step3. Now the PWR led flashes and IP address
is "192.168.0.1"

Step4. Enter the settings web page then find out
IP address

y s ICPDAS Access Card Sys

| 4
<« C' | [1192168.0.1

ICP DAS Access Ca

IP Config P Config

Reader Config
RTC Config

Reader
DHCP: Close v

I= 192 168 100 100 |
Mask. 255 256 0 0

2. Use eSearch Utility

Step1. Launch eSearch.exe

Step2. Press "Search Servers" button then find
out IP address

4+ eSearch Uhility [ ¥1.1.7, Mar.30, 2015 ]

File Server Tools
Name Alias IP Address Sub-net Mask  Gateway MAC A
tET-P2R2 EtherlO 192.168.11.1 255.266.0.0  192.168.0.2 00:0d:
ACS-11-MF ACS-11-MF 192.168.100.100 255.256.0.0  192.168.0.254 I]I]:l]dl
4 >
M Search Servers | G Web ‘ Exit

Btatns

® Technical Support

If you have problems about using the ACS-11-MF series module, please
contact ICP DAS Product Support.

Email;: service@icpdas.com
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