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Warning

ICP DAS is not liable for any damages caused by the use of this product. We reserve the right to
change or modify the contents of this document at any time without notice. The information contained in
this document is subject to change without notice.

ICP DAS tries to provide correct and reliable information as much as possible but does not guarantee
that the use of this information or the other parties will use it in violation of patents or rights. technical or

editorial errors contained herein, Any omission shall not be held legally responsible.

Copyright
Copyright @ 2023 by ICP DAS Co., Ltd. All rights are reserved.

Trademark

The names used for identification only may be registered trademarks of their respective companies.

License

Users are authorized to use and back up the Software and related data on a single computer and under
limited conditions only, and may not use the Software outside of that single computer at the same time.
ICP DAS retains the copyright and other intellectual property rights in the Software and related materials.
Reproduction, transmission, and distribution of part or all of the software or related copies are prohibited

unless prior written authorization is obtained from our Company.
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1. Introduction

This document describes how to use the EZ-UAQ Utility software developed by ICP DAS. The utility is
mainly designed for use with the UA Communication Server series, BRK Communication Server series,

and UA 1/0 module series.

EZ-UAQ Utility is installed on a PC and communicates with UA, BRK, and UA 1/0O modules through an
Ethernet network. The software can automatically retrieve and display module information such as IP

address, MAC address, firmware version, and module status in real time.

The utility also supports exporting module information to Excel files for easier device management and

maintenance.

In addition, EZ-UAQ Utility provides multiple maintenance and management functions, including:
e Firmware update
e Project upload/download
e Log file download
e Certificate management
e Secondary development support
e System integration and expansion functions
These functions help users improve maintenance efficiency and simplify system integration.

(For supported firmware versions of each series, please refer to Appendix _A).
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2. Preparation Before Installation

B System Requirements
EZ-UAQ Utility supports multiple Windows operating systems and provides good compatibility for
industrial automation applications.
<> Supported Operating Systems: Windows 7 / 10/ 11
<> Supported System Architecture: 32-bit (x86) / 64-bit (x64)

B Port Forwarding / Firewall
To ensure proper communication between the utility and the modules, please make sure the

following ports are allowed through the PC firewall or network firewall: 1082 ~ 10820 ~ 1849 ~ 22

B Hardware Connection and Initialization
Before using EZ-UAQ Utility, please complete the following setup steps:
<> Power Connection: Make sure the UA, UA I/0O, or BRK modules are properly powered on.
<> Network Connection: Connect the module and the PC to the same local area network (LAN)
using Ethernet cables.
<> Runtime Environment: Install Microsoft .NET Framework 4.7 before running EZ-UAQ Utility.
https://dotnet.microsoft.com/en-us/download/dotnet-framework/net47

After completing the above settings, EZ-UAQ Utility can be used to access module information and perform
upload, download, and certificate management operations. (For detailed module settings, please refer to
the corresponding product user manual.)

Certificate
Modbus Ll
Update/Download
Secondary
Firmware Development
Update
L
Proiect List
Upload/Download

TRE

u-7500
OPCUA UA-5000 ~ UA-2000 BRK-2800
I/0 Module communication MQTT Broker

server

Figure 2-1 Operation Chart
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3. Software Installation

Please download the EZ-UAQ Utility installation package from the official ICP DAS website:
https://www.icpdas.com/en/download/show.php?num=8560&nation=TW&kind1=&model=&kw=EZ-UAQ

> The installation package can also be downloaded from the UA Communication Server, UA |/0O, and
BRK product webpages.

After downloading the package, unzip the file and follow the installation procedure below.

A » EL-UAQ Utility V3.2.8 v O

-~ Marne Type

3+ Quick access

Dlocltmm

4% EZ-UAQ Utility.exe  Application

1. Launch the Installer
Double-click the installation file and click [Next] to continue.

o
L

Select Destination Location
Where should EZ-UAQ Utility be installed? /;t\
¥

Setup will install EZ-UAQ Utility into the fellowing folder.

To continue, click Next. If you would like to select a different folder, click Browse,

CMCPDAS\EZ-UAQ Utility Browse...

At least 57.5 MB of free disk space is required.

Mext Cancel

Figure 3-1 EZ-UAQ Utility Install Steps(1)
If the system displays a folder overwrite message, it means the folder already exists. Click [Yes] to

continue the installation.

o The folder:

CHCPDAS\EZ-UAD Utility

already exists. Would you like to install to that folder anyway?

‘Fese Mo

2. Select Installation Path
In the [Setup - EZ-UAQ Utility 3.2.7] window, click [Next] to continue.

&R Setup - EZ-UAQ Utility 3.2.8 — X

Select Additional Tasks
Which additional tasks should be perfformed? r’;;:\
A\

Select the additional tasks you would like Setup to perform while installing EZ-UAGQ Utility, then
click Mext.

Additional shortcuts:
Create a desktop shortcut

Back | Naa Cancel

Figure 3-2 EZ-UAQ Utility Install Steps(2)
15
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3. Confirm and Install

Verify the installation information and click [Install] to start the installation.

&% Setup - EZ-UAQ Utility 3.2.8 —

Ready to Install
Setup is now ready to begin installing EZ-UAQ Utility on your computer,

2

Click Install to continue with the installation, or click Back if you want to review or change any
settings.

Destination location:

CAICPDAS\EZ-UAQ Utility

Additional tasks:
Additional shortcuts:
Create a desktop shortcut

Back ﬁ Cancel

Figure 3-3 EZ-UAQ Utility Install Steps(3)

4. Finish Installation
After installation is completed, click [Finish] to exit the installer.

B Setup - EZ-UAQ Utility 3.2.8 —

Completing the EZ-UAQ Utility Setup
Wizard

Setup has finished installing EZ-UAQ Utility on your computer. The
application may be launched by selecting the installed shortcuts,

Click Finish to exit Setup.

Figure 3-4 EZ-UAQ Utility Install Steps(4)

A desktop shortcut for EZ-UAQ Utility will be automatically created after successful installation.

/7%
EZ-UAQ
# Utility
=2 Ity
Whiliy
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4. User Interface Overview

The EZ-UAQ Utility interface is divided into three main sections:
Toolbar: providing Language switching, Module filtering, and About information

Function Area: includes five major categories of EZ-UAQ Utility

Basic: Module Search, IP Range Search, Open Product Webpage, and Export Module Information.
Advanced: Module Detailed Information, Protocol Security, Firmware Log & Configuration Backup, and
support Secondary Development.
Upload: Used to update Firmware, Project files, and Modbus Configuration(s) of one or multiple
modules.

Download: Used to download Logs, Project files, and Modbus Configuration(s) of one or multiple
modules.

Certificate: Provides high efficiency certificate management functions to generate certificates and
update to modules.

Display Area: The Display Area shows module information and operation status. (Please refer to 5.3
BnE)

W Displayed information includes: Module Name, Host Name, IP Address, MAC Address, and
firmware version

M Click module fields to open the module webpage
B Hide unused columns
B Copy Host Name or IP information to third-party software

B Monitor communication progress during search, upload, download, or certificate operations

21 Toolbar

= U\Moa'ule Select Module v ST

= Product L .
= 'p(;ge = Function Area

&y Language:  English

| MAC Address | Version | Response Time | Notes
O \

Display Area

Figure 4-1 EZ-UAQ Utility User Interface Overview
5. Detailed Ul Function Description
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5.1 Toolbar

- Q Module Select Module .

@ Language: English

Figure 5-1 Toolbar

5.1.1 Language Selection

To switch the interface language, select the desired language from the language drop-down menu on the
toolbar. Currently supported languages: Traditional Chinese, Simplified Chinese, English. For adding
additional languages, please refer to Section 5.2.2 Language Settings.

:A:.\-‘ .'_

English

Basic Ad §Ez§

@ Language:

Figure 5-2 Language Selection

5.1.2 Module Filter

To filter specific modules: Click [Search] > Select the module model from the toolbar drop-down menu.

% EZ-UAQ Utility - O X
@ Language: English - Q Module [FHE Select Module
N UA-523
Basic Advanced Upload Doy jA-5231(M)
odule UA-2241MX-4GE
() search U-7524M
P;"d“d U-7526M
age &
Range Search 2 L Za00M
Double 0 0 e Name or IP Addre O ope e web erface o 0
ele o 0od e d 0 a e P Addre B Addre 0
O UA-5231(M) UA-Series-40bd32c78696 |192.168.101.2:80 40:0d:32:¢c7:86:96 1.5.4.10/ 9.0.0/1.1.97
O UA-5231M UA-Series-68c90be4d6bcc |192.168.82.201:80 68:¢9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00
O UA-2241MX-4GE UA-Series-684749ecc80a ;92.168.85.220:80 68:47:49:6::58:03 1.5.6.0/ 9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:7:28:a1:3f 1200
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.200/17.10
Od U-7526M 000de018206f7000 192.168.102.1:80 00:0d:e0:18:20:6f 15.2.00/18101
O U-7560M 000de01821ad7000 192.168.255.10:80 00:0d:e0:18:21:ad 15.0.00/17.10

Figure 5-3 Module Filter

The selected module type will then be displayed in the information area. Following demo using BRK-2841M.

&R E2-UAQ Utilit
@ Language:  English

- Q Module BRK-2841M

Certificate

Download

Basic Advanced Upload

Q Search

Range Search

Product
Page

=3

Double 0 O e Name or IP 0 op eb 0 od
e oa e d e 8 e P Addre - Addre e @)
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 |00:0d:e0:18:2b:05 11.014
[E] BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 1.1.0.23

Figure 5-4 Module Info. Display

5.1.3 About
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Click [About] on the toolbar to display EZ-UAQ Utility version information & Software revision history.

48 £7-UAQ Utility

Welcome: EZ-UAQ Utility Ver.3.2.8

Version Information
Ver. 3.2.8, May 11,2026

1. (Optimized)update Modbus configuration : dual Excel file upload now utilizes a dictionary-based
approach.

2. (Optimized)ModbusToMQTT Excel now includes fields for prefixes, MQTT Topics, and MQTT

Scaling Topics.
3. (Optimized) Regarding the way text is displayed.
4. (Add new features)The system log function supports Certificate system log display-

5. (Add new features) Secondary development(UA) Internal Watch Dog And Safe Value Function.
6. fAdd new features) Firmware | oa and Manaaemenit Confiauration File.

Figure 5-5 About Page

5.2 Function Area

Basic Advanced

Upload Download
Figure 5-6 Function Area

Certificate

5.2.1 Basic

Module

~  Product

Range Search

Page

Figure 5-7 Basic Functions
» Search Module

Click [Search] to search and display all UA, UA 1/0, and BRK modules within the configured network
segment. The detected modules will appear in the Display Area.

#f E7-UAQ Utiliy
@ Language: English

- Q Module  Select Module

Basic Advanced Upload Download Certificate

Double click on Module Name or IP Address to open the web interface of Module.

B Select All

| Module Name

| Host Name

IP Address

MAC Address

| Version

(I UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0b:eddbice 1.5.6.0/9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:20:05 1.1.0.14
[ U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10

Figure 5-8 Search Module

» Range Search
Stepl: Start Range Search
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Click [Range Search]

&R £2-UAQ Uilit
@ Language: English - Q Module ISeIect Module

Basic Advanced Upload Download Certificate

Module

Product

—

Web
Range Search

Figure 5-9 Range Search(1)

Tips: If the IP search range has already been configured, the system will skip step2 and
immediately start searching.

Step2: Configure IP Range (Please refer to Range Search Settings)
After the [TCP IP Setting] window appears > Enter the target IP range > Click [Save] > Click [OK] after
the “Save Successfully” message appears

IP Range
Save Successfully

~ EA 192.168.82.201~201
Concurrent Connections :

Figure 5-10 Range Search(2)

Step3: Searching
When the interface displays “Searching”, the system is scanning modules within the configured IP

range.

£ EZ-UAQ Utility

@ Language: iEnglish || Q& Module ‘SelectModuIe -|

Basic Advanced Upload Download Certificate

Search = Export
. Product

- Page —
'/ Range Search Import
Double o} 0 e Name or IP Addre 0 ope e web erface o o}
SR \
.- Searching ...

Figure 5-11 Range Search(3)

Step4: Search Complete
After the search is completed, all matched modules will be displayed in the Display Area.

&R EZ-UAQ Utilit - O
@ Language: English - Q Module  Select Module

Basic Advanced Upload Download Certificate

—
Search Export
O\ E Product -
Page
Range Search 2 -‘ﬁ Import
Double 0 odule Name or IP Addre 0 ope eb erface o 0
elect A odule Name ame P Addre AC Addre ersio
] UA-5231M UA-Series-68c90be4dbcc [192.168.82.201:80 68:c9:0b:e4:d6:cc 1.5.6.0/9.2.0/1.2.00

Figure 5-12 Range Search(4)

Warning: If the following conditions occur, please modify the IP settings immediately to avoid
communication issues. For MAC Address conflicts, please contact technical support.
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(1) IP Address Conflict: The [IP Address] field will display an orange background and orange text.

z ule Name  |Ho e | MAC Addr | Version nse Time | No

| UA-5231M UA-Series-68c90.. 68.c9:0bedidbice | 1.4.6.29/ 8.5.... P Address Conflict
O UA-5231 UA-Series-1442fc... | 192168101280 |1442:cad:3039 |14.632/85...

O BRK-2841M BRK-2841M-8461 |192.168.84.61:80 |00:0d:e0:1&20:01 |1.0.0.79 110ms

0 BRK-2841M BRK-2841M-8460 |192.168.84.60:80 |00:0d:e0:1820:05 |1.0.0.79 141ms

O U-7526M 000de018201170... |192.168.1021:80 |00.0d:e0:18:2011 |12.00.0 /159 |156ms

O U-7560M 000de018210270... |192.168.81.100:80 |00.0d:e0:18:2102 |14.0.0.0 / 16... | 250ms

0 U-7526M 000d018208270... 19268801800 00.0d:e0:18:20:82 |13.20.0 / 16...|938ms P Address Conflict

Figure 5-13 Capture of IP Address Conflicts

(2) MAC Address Conflict: The [MAC Address] field will display a red background and red text.

| MAC Address

onse Time

| Notes

UA-5231M UA-Series-68c90... |192.168.82.201:80 14.629/ 85... Mac Address Conflict
UA-5231 UA-Series-1442fc.. | 192168.101.2:80 | 14:42:c:a9:30:39 | 14632/ 8.5...

BRK-2841M BRK-2841M-8461 |192.168.84.61:80 |00:00:¢0:18:26:01 |1.0.0.79

BRK-2841M BRK-2841M-8460 |192.168.84.60:80 |00:00:¢0:18:26:05 |1.0.0.79

U-7526M 000de018201170... |192.168.102.1:80 |00:0¢:e0:18:20:11 |12.0.0.0 7 15.9 | 156ms

U-7526M 000de018208270.. | 192.168.82.202:80 Fls.z.o.o,fls.m 187ms Mac Address Conflict
U-7560M 000de018210270.. |192.168.81.100:80 | 00:0d:0:18:21:02 | 14.0.0.0 / 16... | 250ms

Figure 5-14 Capture of MAC Address Conflicts

(3) IP and MAC Conflict: The entire module row will display in red text.

| IP Address

Module Name | Host Name s | Response Time | Notes

| UA-5231M UA-Series-68c90.. [192.168.82.201:80 |68:c2:0beddbice |1.4.6.29/ 8.5... | 15ms IP Address And Mac Address Conflict
O UA-5231 UA-Series-1442fc.. |192.168.101.2:80 | 14:42:fc:a®:30:39 | 14.6.32/ 85... 31ms

O BRK-2841M BRK-2841M-8461 |192.168.8461:80 | 00:0d:e0:18:2b:01 |1.0.0.79 109ms

| BRK-2841M BRK-2841M-8460 |192.168.84.60:80 00:0d:e0:18:2b:05 |1.0.0.79 140ms

O U-7526M 000de018208270.. |192.168.82.201:80 |b8:c9:0beddoicc [13.2.00/ 16... | 156ms IP Address And Mac Address Conflict
| U-7526M 000de018201170.. |192.168.102.1:80 | 00:0d:e(:1820:11 (12.0.00/159 172ms

O U-7560M 000de018210270.. |192.168.81.100:30 00:0d:e(:18:21:02 |14.0.00/16... 250ms

Figure 5-15 Capture of IP and MAC Address Conflicts
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» Product Webpage
No Module Selected:

EZ-UAQ Utility User Manual ICP DAS

Click [Product Webpage] to open the official UA, UA I/O, and BRK product webpages according to the

current language setting.

&R EZ-UAQ Utility - m] x
@ Language:  English - Q Module Select Module -
Basic Advanced Upload d Certificate
Q Search Click o
E Prod
Page
Range Search ; Import
Do = 0 0 or IP 0O eo 0
] UA-5231M UA-Series-68c90beddbcc |192.168.82.201:80 68:.c9:0bedidbicc 1.5.6.0/ 9.2.0/1.2.00
] BRK-2841M ICPDAS-BRK-2841M-84.. |192.168.84.80:8000 00:0d:e0:18:20:05 11.0.14
] U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10
Figure 5-16 Product Webpage (No Module Selected)
Gge (] ¢ 3 L iy
o ——
- OPC UA1/O Modules MQTT Broker Communication Server: BRK Series

e Connectivity

lloT Communication Server: UA Series

10T Cloud Solution

System Architecture

OPC UA
{ u-7500
Support for f
L

UA Series:
11oT Coma
Seamiese T

Module Selected:

If a module is selected, clicking [Product Webpage] will directly open the webpage of the selected

product model.

& £7-UAQ Utili - [m] X
% Language: | English - Q, Module | Select Module -
S
Basic Advanced Upload Certificate
e Click
Q Search Export
E Product
Page
Range Search 2 -‘H Import
Do e 0 0 e or IP A 00 e eo 0
=) UA-3231M UA-Series-68c90beddbec |192.168.82.201:80 68:c90bed.dbice 1.5.6.0/9.2.0/1.2.00
I BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11.014
O U-7560M 000de01821ad7000 192.168.255.10:80 00:0d:e0:18:21:ad 15.00.0/17.10

U-7524M

000de018200f7000

192.168.82.202:80

00:0d:e0:18:21:bl

9.2.00/17.10

U-7526M
(OPC UA I/O Module with 2-ch DI, 2-ch DO, 6-ch Al, 2-ch,
&) [ [?] eemetsmien

&

BRK-2841M

» Avaitable soon

11aT MQTT Communi
Ethernet Ports

o

ipoduVE. 2 % 2 0@

S af AtREIME xnzm

Qe d

cation Server with Quad-core ARM CPU and 2

o

%

Note: For UA series modules with firmware version V1.4.2.0 or earlier, the selection guide webpage will be

opened instead.
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» Export Search Information

Click [Export] to export the currently detected module information as an Excel file.
The filename is automatically generated using the current date and time.

£R E7-UAQ Utility - O X
(5 Language: English - Q Module Select Module -
Basic Advanced Upload Download Certifj
Module File
E Product
Page
Range Search -‘ﬁ Import
Double click on Module Name or IP Address to open the web interface of Module.
B Select All | Module Name | Host Name | IP Address | MAC Address NEEE
(I UA-2841M UA-2841M-000de01820... |192.168.1.88:80 00:0d:e0:18:20:0d 1.5.6.0/ 9.2.0/1.2.00
o UA-5231M UA-Series-68c90beddbec |192.168.82.201:80 68:c9:0bed:dbicc 1.5.6.0/9.2.0/1.2.00
(I BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e(:18:2b:05 11.014
|| U-7524M 000de01820017000 192 02:80 00:0d:e0:18:21:b1 9.2.00/17.10

#f E7-UAQ Utility * \

Archived successfully

o1

Figure 5-18 Capture of Export Search Information

Following shows Exported Excel file and relative content information:

B Desktop ~
&« v 4 B8 > ThisPC > Desktop Exported Excel
S
AppDat # * Name Ty
Catalog # £ Basic Information2026_04_23_16_48.xlsx ~ Microsoft Excel
H
; SER . Relative Excel Content
17 - P [Basic information]
A | B | c | D ] = [ T ] A e
1 |Module Name Host Name IP Address Mac Address Version Response Motes
2 |UA-2B41M UA-2841M-000de018200d 192.168.1.88:80 00:0d:e0:18:20:0d 1.5.6.0/ 9.2.0/1.2.00 16ms
3 |UA-5231M UA-Series-68c90beddfce  192.168.82.201:80  68:c%:0b:ed:d6:cc  1.5.6.0/ 9.2.0/1.2.00 109ms
4 |BRK-2841M ICPDAS-BRK-2841M-8480 192.168.834.80:8000 00:0d:e0:18:2b:05 1.1.0.14 266ms
3 |U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.2.0.0/ 17.10 453ms
Basic &) [«] | (]
#E N F M -——+ 100%
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» Import Search Information

Click [Import] and select a previously exported Excel file. The system will automatically compare the

EZ-UAQ Utility User Manual ICP DAS

imported module list with the currently detected modules.

&%

Utilit

@ Language:  English

- Q Module |Select Module

Basic

Advanced Upload Download

Certificate

Double click on Module Name or IP Address to open the web interface of Module.

W SelectAll | Module Name | Host Name | 1P Address | MAC Address | Version
O UA-5231M a 192.168.82.204:80 e0:92:8f.47:7a:d8 1.54.7/9.0.0/1.1.96
= UA-5231(M) UA-Series-40bd32c78d44 |192.168.85.218:80 40:bd:32:c7:8d:44 14.6.0/7.8.0/1.1.85
O UA-2241MX-4GE UA-Series-68474%ecc80a |192.168.85.220:80 68:47:4%:ec:c8:.0a 1.5.6.0/ 9.2.0/1.2.00
O UA-5231M UA-Series-68c90be4dbcc |192.168.82.201:80 68:¢9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00
O UA-5231(M) UA-Series-40bd32c78696 |192.168.101.2:80 40:bd:32:c7:86:96 1.5.4.10/ 9.0.0/1.1.97
= UA-5231M-4GE UA-Series-f4e11e950bb0 |192.168.1.95:80 f4:e1:1e:95:00:00 1.5.8.0/ 9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 11.0.23
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1.200
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 1.1.014
= BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 1.1.014
O U-7526M 000de018206f7000 192.168.102.1:80 00:0d:e0:18:20:6f 15.20.0/1810_1
O U-7560M 000de01821ad7000 192.168.255.10:80 00:0d:e0:18:21:ad 15.000/17.10
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10

Figure 5-19 Capture of Import Search Information
- v 4 I > ThisPC > Desktop v
Select a previously
Organize v New folder

7+ Quick access

Name

exported Excel file

5 Basic Information2026_04 27 14 02.xIsx

Microsoft Excel ...

2
Fa

0.

If modules are missing or newly added, the differences will be highlighted with red marks. (Shown as
following capture)

Va
4% Import Search Information
Search Module cu rrently
Index | Module Name | Host Name | IP Address | MAC Address | Version [ Re
UA-5231M a 192.168.82.204:80 | e0:92:8f:47:7a:d8 1.5.4.7/9.0.0/1.1.96 |3 deteCted
| UA-5231(M) UA-Series-40bd32... | 192.168.85.218:80 | 40:bd:32:c7:8d:44  |1.4.6.0/7.8.0/1.1.85 |7 mod u I es
UA-2241MX-4GE UA-Series-684749... | 192.168.85.220:80 | 68:47:49:ec:c8:0a 1.5.6.0/9.2.0/1.2.00 |9
|UA-5231M UA-Series-68c90b... | 192.168.82.201:80 | 68:c9:0bred:dbicc | 1.5.6.0/9.2.0/1.2.00 | 940G
UA-5231(M) UA-Series-40bd32... | 192.168.101.2:80 40:bd:32:c7:86:96 1.5.4.10/9.0.0/1.1.... |94ms ‘
BRK-2841M ICPDAS-BRK-2841... | 192.168.84.65:8000 |00:0d:e0:18:2b:27 |1.1.0.23 172ms
BRK-2841M ICPDAS-BRK-2841... | 192.168.84.62:8000 | 14:02:f7:28:a1:3f 1.2.0.0 188ms
BRK-2841M ICPDAS-BRK-2841... | 192.168.84.80:8000 |00:0d:e0:18:2b:05 |1.1.0.14 188ms
BRK-2841M ICPDAS-BRK-2841... | 192.168.84.81:8000 |00:0d:e0:18:2b:07 |1.1.0.14 188ms
|U-7526M 000de018206f7000 |192.168.102.1:80 00:0d:e0:18:20:6f 15.2.0.0/18.10_1 188ms

Basic Information2026 04 27 14 02xls  — — — ———————————— Previo usly
Index | Module Name | Host Name | 1P Address | Mac Address | Version | Re
1 UA-5231M a 192.168.82.204:80 |e0:92:8f:47:7a:d8 | 1.5.4.7/9.0.0/1.1.96 | 161 module
UA-5231(M) UA-Series-40bd32... | 192.168.85.218:80 | 40:bd:32:c7:8d:44 | 1.4.6.0/7.8.0/1.1.85 |16 . .
3 UA-5231(M) UA-Series-40bd32... |192.168.101.2:80 | 40:bd:32:c7:86:96  |1.5.4.10/9.0.0/1.1.... |63 information
4 UA-2241MX-4GE | UA-Series-684749... |192.168.85.220:80 |68:47:49:ec:c8:0a | 1.5.6.0/9.2.0/1.2.00 |63
5 UA-5231M UA-Series-68c90b... | 192.168.82.201:80 | 68:c9:0bzed:dé:cc | 1.5.6.0/9.2.0/1.2.00 | 110m™™
6 BRK-2841M ICPDAS-BRK-2841... | 192.168.84.65:8000 |00:0d:e0:18:2b:27 |1.1.0.23 110ms
7 BRK-2841M ICPDAS-BRK-2841... | 192.168.84.62:8000 |14:02:7:28:a1:3f | 1.2.0.0 110ms
8 BRK-2841M ICPDAS-BRK-2841... | 192.168.84.81:8000 |00:0d:e0:18:2b:07 |1.1.0.14 188ms
9 BRK-2841M ICPDAS-BRK-2841... | 192.168.84.80:8000 |00:0d:e0:18:2b:05 | 1.1.0.14 188ms
10 U-7526M 000de018206f7000 |192.168.102.1:80 | 00:0d:0:18:20:6f | 15.2.0.0/18.10_1 |250ms
1 U-7524M 000de018200f7000 |192.168.82.202:80 | 00:0d:¢0:18:21:b1 | 9.2.0.0/17.10 250ms

Figure 5-20 Compared information of Modules
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5.2.2 Advanced

> Search Timeout

The default timeour is 800 ms (configurable range from 500 ~ 30,000 ms) In complex network
environments or slow network conditions, increasing the timeout value is recommended to avoid
missing modules during scanning.

&R EZ-UAQ Utilit - O

@ Language:  English - Q Module Select Module -

Basic Advanced Upload Download Certificate

an : Seconda a——
SN 300 @ » ry =
0 o Add ¢} Details &Development = Firmware Log
ﬁRange Settings o Reduce Protocol o= . :
(@ Reset &3l cPU & ., sty “2= Configuration

Figure 5-21 Search Timeout Configure

» Range Search Settings
This function is used to configure or modify the TCP module IP search range. The utility will
automatically scan modules within the configured range.

Step1l: Lauch “Range Search Settings”
Click [Range Settings]

4% EZ-UAQ Utility - m] X
@ Language:  English - Q Module Select Module -
Basic Advanced Upload Download Certificate
Jd danguage e g od e anage
eout : B0 lo Add (1 Details P2 Disgl)::;gnt == Firmware Log
Range Settings s Reduce Protocol -— - =

ﬁ @ Reset ml CPU e security &= Configuration

Double 0 odule Name or IP Addre 0 ope e web erface o odule
o | |

Figure 5-22 Range Search Settings(1)
Step2: Configure IP Range
After the “TCP IP Setting” window appears, enter the target IP range and click [Save].
When the “Save Successfully” message window appears, click [OK] to complete the configuration.

gl TCP IP Setting - m} X &% EZ-UAQ Utility X

IP Range

192 168 82 [ 201 JEGC

Save Successfully
192.168.82.201~201

=9

Concurrent Connections :

Figure 5-23 Range Search Settings(2)

TCP IP Setting Setting Description:
< IP Range: Enter the target IP range for scanning, for example: 192.168.1.1 ~ 192.168.1.50

<> Concurrent Connections: Configure the number of devices to be searched or connected
simultaneously. The default value is 20.
<> Save Settings: Save the IP range and concurrent connection settings.
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Step3: Module Searching
When the interface displays “Searching”, the utility is scanning modules within the configured IP range.

&% EZ-UAQ Utility - m] X
@ Language:  English - Q Module Select Module -
Basic Advanced Upload Download Certificate

Search Setting Language Setting Module Management

rimeout: CCRNN s @ oewais | gzpoiinen || Fmwaretos
R Setti = Reduce Protocol - ;

Double click on Module Name or IP Address to open the web interface of Module.
B SelectAll | Module Name | Host Name | 1P Address | MAC Address | Version | Respor
0 | | | | \ \

.+ Searching ...

Figure 5-24 Range Search Settings(3)

Step4: Search Completed
After the search is completed, the modules matching the configured IP range will be displayed in the
Display Area.

%% EZ-UAQ Utility - m] X

@ Language:  English - Q Module ISelect Module E|

Basic Advanced Upload Download Certificate
Search Setting Language Setting Management

Timeout : N s e (0 Details 74 secondary .= Firmware Log

Development

: < Reduce Protocol e A
ﬂRange Settings & o = 0 Ly "= Configuration

Double click on Module Name or IP Address to open the web interface of Module.
B SelectAll | Module Name | Host Name | IP Address | MAC Address | Version
5] |UA-Series-68c90beddbec 1192.168.82.201:80 68:c9:0b:e4:db:cc 1.5.6.0/9.2.0/1.2.00

Figure 5-25 Range Search Settings(4)

» Language Settings

[Add]: Use the “Add Language” function to add additional interface languages to EZ-UAQ Utility
(Japanese is used as the example below).

Stepl: Open the “Add Multiple Languages” Window
Click the [Add] button to open the “Add Multiple Languages” window.

% EZ-UAQ Utility - O X

@ Language: English - Q Module  Select Module .

Basic Advanced Upload Download Certificate

ed e g anguage e d O e alndge
: Secondary =
eo 800 d e
Add 0 Details @Development += Firmware Log
ﬂRange Settings {;& Reset cru) RE(:,l:fe 0 zztf:fg ‘5= Configuration
Double 0 odule Name or IP Addre 0 Ope e web erface o odule
elect A odule Name 0 ame P Addre AC Addre ersio Respo

o | | l |

Figure 5-26 Language Settings - Add (1)
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Step2: Enter Language and Copy Translation Content
(1) Enter the target language name in the “Add Language” field.
(2) Click the [Copy English Word] button, then translate the “English Word” content into Japanese
using translation software and copy the translated content

ﬁ Add Multiple Languages - O X

. Co 2 Paste
Add Language: 1‘ Englishp'u)r\lor Language Word

English Word | Languages Word
About
Search
Language:
Module v

Figure 5-27 Language Settings - Add (2)

Step3: Paste Japanese Translation and Save Settings

(1) Click the [Paste Language Word] button. The translated content (Japanese) will be displayed under
“Languages Word”.

(2) Click the [Save] button. A “Restart EZ-UAQ Utility” message window will appear.

(3) Click [OK] to save the settings.

English Word

About

Search

Language: 4 EZ-UAQ Utiliyy x

Module
Double click on Module Name or REATILI)uwsg B

Select Module Restart EZ-UAQ Utility
Product Page

hide
unhide all oK

Figure 5-28 Language Settings - Add (3)

Step4: Select Japanese
After the software automatically restarts, Japanese will be added to the language list.Please select
Japanese from the drop-down menu.

#f EZ-UAQ Utility - ] *

-| Q, Module | Select Module -

@ Language: |English

Basic Ad §§$§ load Download Certificate
English
—
Search Export
Q E Product -
Page —
Range Search 2 o Import

»
Do = O O 2 NdIhe O a = 0 ope 2 Wwe erdce O O

Figure 5-29 Language Settings - Add (4)
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Step5: Switch Language
The EZ-UAQ Utility interface will automatically switch to Japanese.

&R EZ-UAQ Utility - O *®
@Enn. mq{/l—Jb EVL—LEER -
e~ % HElRE Fy7Fo—E gvn— R B
Q. &= o TY AK— b
e [E- 1
HERE A vEk—b
O

Figure 5-30 Language Settings - Add (5)

[Reset]: If the added language cannot be used properly, the language settings can be reset to the factory

default configuration.
Note: Using the [Reset] function will remove all custom languages.

Step1l: Open the “Reset Successfully” Window
(1) Click the [Reset] button. A “Restart EZ-UAQ Utility” message window will appear.

(2) Click [OK]. The system will reset the language settings.

EZ-UAQ Utli - O b
Gk y
€3 Language: |English - Q, Module  Select Module -

- Eidxw -

Basic Ad Sihosr load Download Certificate
English 3 age Se
118 800 .ﬁ’b Add (1 Details %4 D?;z?;;:;gn . == Firmware Log
Range Settings 2 Reduce Protocol pe= :

ﬂ { i o Reset El = 0 security ~= Configuration

Do e 0 0 e Name or [P A e 0 ope e we erface o 0
d P Add dd
R EZ-UAQ Utility X

Reset successful

-0

Figure 5-31 Language Settings - Reset(1)

Step2: Restore Factory Default Languages
After the software automatically restarts, the language settings will be restored to the factory

defaults.

4k EZ-UAQ Utility

-| Q Module Select Module -

@ Language: |English
R

Basic Ad T load Download Certificate
. 200 fza - Secondary =
0 { i o Add () Details B Development = Firmware Log
Range Settings fiaa Reduce Protocol P .
ﬁ Qi@ Reset ) e o security += Configuration

o
Add AC Add

Figure 5-32 Language Settings - Reset(2)

28



> Detailed Information

EZ-UAQ Utility User Manual ICP DAS

This function allows users to view the TCP/UDP communication protocols used by the module (such as
HTTP, HTTPS, and OPC UA) and their corresponding port numbers for network configuration and

troubleshooting purposes.

Step1l: Select Module
Check the module(s) to be queried.

&R £Z-UAQ Utility - %
@5 Language: |English I Q, Module | Select Module -
Basic Advanced Upload Download Certificate
e 300 fiaan . Secondary =
Jb Add 0 Details @Dwelopment .= Firmware Log
Range Settings fisa) Reduce Protocol pm .
ﬂ \I{i@ Reset ml CPU e security 5= Configuration
Do 0 0 or IP 00 ewe e eo 0
d P Add AC Add
A A 90b g 9:0b 9
O UA-5231M a 192.168.82.204:80 e(:92:81:47:7a:d8 154.7/9.00/1.1.96
O BRK-2841M ICPDAS-BRK-2841M-84... 1 192.168.84.80:8000 00:0d:e0:18:2:05 11014
U-7524M 000de0182007000 192.168.82.202:80 00:0de0:1821:bl 9.20.0/17.10
Figure 5-33 Module Detailed Information (1)

Step2: Execute “Get Module Detailed Information”

Click the [Detailed Information] button. The interface will display “Get module(s) details”, indicating

That the utility is retrieving module information.

% EZ-UAQ Utility - X
@ Language: ||English -| @, Module |Se|ect Module -
Basic Advanced Upload Download Certificate
. .., Seconda .
800 Add Detail 2 Y it L
o etails &% Development - = Firmware Log
@ Range Settings Reduce Protocol = . -
@ Reset CPU security - — Configuration
Do e 0 0 e Name or [P 00 e eo 0
A d P Add Add
= A A 90b 9 9-0b g
... Get module(s) details 1921688220480 | e(:02:8:4772d8 1.54.7/9.0.0/1.1.96
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2:05 1.1.014
U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:01 9.200/1710

Step 3: Module Detailed Information Retrieved

Figure 5-34 Module Detailed Information (2)

After completion, the “Detailed Information” window will appear, where users can view the detailed

module information.

42 Detailed information
D D

TCP/UDP

P Add P

19216882201 |fe80:bac9:bfffeed:dbecIocthO

HTTP/HTTPS/OPC UA/MQTT | 80/8843/48010/1882

Reading room

et UA-5231M

et U-7524M TCP/UDP

192.168.82.202 |N/A

SHTTP/HTTPS/OPCUA

80/8888/48010

Export

Figure 5-35 Module Detailed In

<%

“Alias Settings” for configuration details.
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IPv6: IP address information. This function is supported only by the UA series.
Alias: A management field used to identify module functions or installation areas. Please refer to
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+* Click the [Export] button. After the “Save Successfully” message window appears, click [OK] to export
both the currently detected module basic information and detailed information as an Excel file.

48 Detailed infarmation — m} X

State | IP Address | IPve | TCP/UDP | Protocol

| Module Name
Get UA-5231M 19216882201 feBD:bacYibfifeeddbecdethD | TCP/UDP  |HTTR/HTTPS/OPC UA/MQTT |80/8843/48010/1883  |Reading room
Get |U-7524M |192168:82.202 |N/A |TCP/UDP | /HTTR/HTTPS/OPCUA |80/8888/48010 |
Export
EZ-UAQU P

Archived successfully

-

The following shows the exported Excel file and corresponding content:

B Desktop |
- v 4 M > ThisPC > Desktop Exported Excel File
AppDat # A  Name TPE
Catalog ﬂjj Basic And Detailed Information2026_04_23_18 04.xIsx Microsoft Excel

Basic And Detailed Inform:

Corresponding Excel Content

Home Insert Page Layout Formulas Data Rev [Module Bas'c / Detalled |nf0rmatlon]
D14 v F v
A B C D E F | 6 | H 1 J | K | F -
1 |Module Name  Host Name IP Address Mac Address Version Response Link-Local Alias TCP/UDP Protocol Port Notes
2 |UA-5231M UA-Series-68c90bedd6ec  192.168.82.201:80 68:c9:0b:ed:d6:cc 1.5.6.0/ 9.2.0/1.2.00 93ms fe80::6acd Reading r(TCP/UDP HTTP/HTT 80/8843/4
3 |UA-5231M a 192.168.82.204:80 e0:92:8:47:7a:d8 1.5.4.7/9.0.0/1.1.96 281ms
4 |BRK-2841M ICPDAS-BRK-2841M-8480 192.168.84.80:8000 00:0d:e0:18:2b:05 1.1.0.14 281ms
5 |U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.2.0.0/17.10 609ms N/A TCP/UDP /HTTP/HT 80/8888/4 v
‘ Basic And Detailed | ® < O
@we B B = i + 100%
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=>» Alias Settings:
UA Communication Server:
Open the UA webpage and navigate to: [

EZ-UAQ Utility User Manual ICP DAS

System Settings > EZ-UAQ Utility > Alias Settings] Enter the

alias and click [Save] to complete the configuration.

@ 192.168.82.201/Mainhtml

192.168.82.201/Main.html

x  +

< c

UA-2200/5200
IIoT Communication Server
ICP DAS CO.. LTD.

Ty
(ige

System Setting Module Setting loT Platform Setti

I/O Status File Setting

System Setting  EZ-UAQ Utility

Controller Service Seting Password Setting

Function Wizard (Click here)

Usage: CPU  15% Memory 30.25% SD Card

E: Log Out

ng Convert Setting Advanced Setting Logger Setting

Time Setting bassuoo

Network Setting Confirm Password  [werereee |

Account Setting

Boot Enter Alias

COM Port Interface Setting  Alias Settings

Web and Secure Alias | |
I EZ-UAQ Utility ’m \

J

COM Port Interface Setting  Alias Settings

Web and Secure Alias  |Reading room o | /
I S RE Ty Save | Success.

UA I/O Module:
Open the UA I/O webpage and navigate to:

[Advanced Settings > EZ-UAQ Utility > Alias Settings] Enter
onfiguration.

the alias and click [Save] to complete the c
v g U-T526M X  +
« c 192.168.82.202

el
[1 cp UAIO
DAS ICP DAS CO..LTD.

Log out ~

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings
Event Log EZ-UAQ Utility Settings
» Main Settings EresT] Ij‘
» Messages — Line .
Confirm Password ~ [seees Enter AI 1as
Rule Settings
» Main Settings Nickname \/
+ 1/O Control £
» Link-Up
» Schedule l
» Main Settings A Conference room /
+ /O Control 2
+ Link-Up
Success
+ Schedule @
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BRK Communication Server:

EZ-UAQ Utility User Manual ICP DAS

Open the BRK webpage and navigate to: [System Settings > Utility > Alias] Enter the alias and click

[Save] to complete the configuration.

@ 192.168.8461:8000/Utility? X+ - o X
c 192.168.84.61:8000/ Utility/? &~ B a % &

oy,

6 CP BRK Series
HoT MQTT Broker

DAS ICP DAS CO, LTD.
System setting MQTT setting Database Advanced setting
Account Utility
Network

N
Time
Language .
. Enter Alias
Alias
Project file
Alias !
Utility \
. T
Alias

Project file
Utility Save Success
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» Reduce CPU Usage

When the module CPU usage is too high, the [Reduce CPU] function can be used to release CPU
resources. After execution, certain module functions will be disabled. The following table describes
the disabled functions for each module series and their recovery methods.

Series Disabled Functions Recovery Method

. Refer to the Communication Server
Run Project,

UA User Manual. Disabled functions can
MQTT Brok
Q roxer be re-enabled through the webpage.
OPC UA Cll.ent, A reboot is required to restore the
UAI/O loTstar Settings,

disabled functions.
Event log

Table 5-1 Reduce CPU Usage (Disabled Functions and Recovery Methods)

Note: When using the [Reduce CPU] function to update multiple modules simultaneously, all module
passwords must be identical. It is recommended to configure passwords in advance to avoid security
risks caused by using default passwords. (Refer to Appendix B)

Stepl: Select Modules

Check the modules for which CPU usage reduction is required.
4% EZ-UAQ Utility — m] X
@ Language:  English - Q Module Select Module -

Basic Advanced Upload Download Certificate

Search Setting Language Setting Management

Timeout: ms | [, ¢ Details @szlo::rzgnt .= Firmware Log

10 Range Settings ] | R((e:(li;ace 0 Protocol "2= Configuration

security

Double click on Module Name or IP Address to open the web interface of Module.
M Select Al | Module Name | Host Name | IP Address | MAC Address | Version

] UA-5231M UA-Series-68c90beddbec |192.168.82.201:80 68:c9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00

O UA-5231M-4GE jUA—Series—MelleQSObe 192.168.1.95:80 f4:e1:1e:95:0b:00 1.5.6.0/9.2.0/1.2.00
O BRK-2841M | ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
E U-7524M |000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.200/17.10

Figure 5-36 Reduce CPU Usage (1)

Step2: Execute CPU Usage Reduction

Click the [Reduce CPU] button. A confirmation message window (Figure 1) will appear. Click [YES] to
confirm the operation.

£% EZ-UAQ Utility - ] X

@ Language:  English - Q Module Select Module -

Basic Advanced Upload Download Certificate

P : Secondary =
e0 800 (= a) %4 —
o Add (1 Details @Development = Firmware Log
© | Reduce Protocol
Range Settings fraan educe rotoco = :
@ Reset o | (e 0 oty == Configuration
Double 0 odule Name or IP Addre 0 ope e web erface o od
= odulie ame 0 ame P Addre . Addre e o} ote
A A-Series-68c90be4d6 92.168.82.201:80 8:c9:0b:e4:d6 6.0/ 9.2.0/1.2.00
O UA-5231M-4GE UA-Series-f4e11e950bb0 |192.168.1.95:80 f4:e1:1e:95:0b:b0 1.5.6.0/ 9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11.014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.200/17.10

Figure 5-37 Reduce CPU Usage (2)
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#R EZ-UAQ Utilit - O

Do you need to release CPU usage?

'iifso

Step3: Enter Password

(Figure 1)

After the “Password” window appears, enter the EZ-UAQ Utility password configured in the module,

then click [OK].

#& Password — O x

Password

|xc:mc»c:mc |

A

Figure 5-38 Reduce CPU Usage (3)

< If no password has been configured, the system will use the default password. It is
recommended to modify and unify passwords for modules in the same series. (Refer to

Appendix B) °

Step 4: CPU Usage Reduction in Progress
When the interface displays “Reduce CPU”, it indicates that CPU usage reduction is in progress.

£ EZ-UAQ Utility

- [m] X

: @ Language: iEninsh -||Q Module I‘Select Module v}

Basic Advanced Upload Download Certificate
800 Add Details .4 Secondary = Firmware Log
© 2 Development
@ Range Settings o Reset R?:(:)le"ce o) I;reztjorict(;/l = Configuration
Double 0 0 e Name or IP Add 0 ope D 0 od
- od e a e 0 a e PA aare = Addre e (@) ole
A A-Series-68c90be4db 9 68.8 01:80 68:¢9:0b:e4:d6 0/9.2.0 00
... Reduce CPU #-4ct UA-Series-f4e11e950bb0 |192.168.1.95:80 f4:e1:1€:95:00:00 1.5.60/9.2.0/1.2.00
O | BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11.014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10

Figure 5-39 Reduce CPU Usage (4)

Step 5: CPU Usage Reduction Completed
After successful execution, the [Notes] field of the selected modules will display “CPU Usage Reduction

Success”.

4% EZ-UAQ Utility

@ Language: English

- Q Module ' Select Module

Basic Advanced Upload Download Certificate
J d age e a O dage
eout : O o Add Details . sacondary "= Firmware L
To 0 Detai °74 Belopmcnt == Firmware Log
Range Settings e Reduce Protocol =— 2
ﬂ e Reset ﬂl CPU a security &~ Configuration
Double 0 odule Name or IP Addre 0 Oope eb erface o 0
= 0oa e d e O P Addre Addre O ote
V] es-68c90be4dd 9 8.8 01:80 68:c9:0b:ed:.d 0/9.20 00 age red 0
O | UA-5231M-4GE UA-Series-f4e11e950bb0 |192.168.1.95:80 f4:e1:1e:95:0b:00 1.5.6.0/ 9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
0 |U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10

Figure 5-40 Reduce CPU Usage (5)
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Open the UA webpage and navigate to: [System Settings > Controller Service Settings] to view the
functions automatically disabled after CPU usage reduction.

Y
UA-2200/5200
ﬁCP T (@i P ‘ | Function Wizard (Click here) V|

DAS ICP DAS CO,.LTD.

Usage : CPU  13% Memory 11.83% SD Card B Log Out

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

I/O Status File Setting

System Setting Controller Service Setting

I Controller Service Setting ~ —-unction Status

Time Setting RunProject (T)Run (@) Stop ‘ Advanced l
Network Setting MQTT Broker ()Run @ Stop
Account Setting
DDNS  (ORun (@ Stop|
Boot
COM Port Interface Setting Systemlog (ORun @ Stop)

Web and Secure

EZ-UAQ Utility

Open the UA I/O webpage and navigate to: [Module Settings > Overview] to view the functions
automatically disabled after CPU usage reduction.

B |
ice UAIO Log out ~
Dhs ICP DAS CO.. LTD.

System Settings Meodule Settings OPC UA Settings MQTT Settings Advanced Settings

Overview Function Overview
/O Setings OPC UA Server @D Enable
Scaling
OPC UA Client Enable
/O Status
i Enable
Project File MQTT Client @D
RESTful APl Server @D Enable

loTstar Settings @ ' Enable

Event Log Enable
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» Secondary Development

This function is supported only by the UA and BRK series.
Note: Only one module can be selected for editing in the Secondary Development function.

Please select the target module and click the [Secondary Development] button. Then enter the EZ-UAQ
Utility password configured in the module and click [OK].

After successful password verification, the “Secondary Development” window will appear. Users can then
proceed with the following operations.

@ Language: English - Q Module ' Select Module

Basic Advanced Upload Download Certificate

Search Setting

.y Secondary

@ Details “Development

CPU
Do e 0 0 e or IP Addre 0 ope e D e e o0 odule i

O UA-5231M UA-Series-68c90be4dbcc |192.168.82.201:80 68:c9:0b:e4:d6: OK

O UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.220:80 68:47:49:ec:c8: I ey
d UA-5231(M) UA-Series-40bd32c78d44 |192.168.85.218:80 40:bd:32:c7:8d:44 |146.0/7.80/1.1.85
O UA-5231(M) UA-Series-40bd32c78696 |192.168.101.2:80 40:bd:32:c7:86:96 |15.4.10/ 9.0.0/1.1.97
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 (11014

[ BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1.3f 11200

Figure 5-41 Secondary Development Page

<> UA Series
> Through the built-in code examples, the following three applications can be implemented:

1. Read UA Modbus tags and send notifications to LINE

2. Read UA Modbus tags and send notifications to Telegram

Note: For the LINE and Telegram functions above, users must create their own BOT and obtain the
corresponding Token and User ID.

3. Monitor SCADA communication status and control Modbus 1I/0

Tag Selection Description:
Red Box: Built-in sample programs and user-created programs
Green Box: Modbus tags within the UA

&% Secondary Development - m} X

Module Name: ’UA-523 1M ] IP Address: (192.168.82.201 MAC Address: |68:¢9:0b:e4:d6:cc

Label Selection: Label Insertion

<

LINE Function
Telegram Function
.i Internal Watch Dog And Safe Value Function

Programming:

MTCP_No.1_PAC_AO Scale.Scale AA_ALARM
MTCP_No.1 PAC_AO.AA_ALARM
MTCP_No.1 PAC_AO.AA_DROPCMD 1
MTCP No.1 PAC AO.AA DROPCMD 2

Figure 5-42 Secondary Development - Tag Selection Description

36



EZ-UAQ

Utility User Manual ICP DAS

The following sections describe how to send UA Modbus tag changes to LINE or Telegram, and how to

monitor SCADA communication status to control Modbus 1/0.

1. Read UA Modbus Tags and Send Notifications to LINE

Step 1: Insert Code Example
(1) In the “Tag Selection” drop-down menu, select [LINE Function].

(2) Click the [Insert Tag] button. The corresponding sample code will automatically appear in the editor

area.
Module Name: UA-5231M IP Address: |192.168.82.201 MAC Address: |68:c9:0b:e4:d6:cc
Label Selection: | LINE Function &
Programming:  JavaScript v

. Clear Compiler =] Save Compiler

-1 Label Inserti

L 2

Label Selection: |LINE Function

v |72  Label Copy

Programming:  JavaScript v

¢ e — 7 q ] g

g = Clear Compiler -| Save Compiler

= = 7

1 LINE_ACCESS_TOKEN = "you_LINEToken" .
2  LINE_USER_ID = "you_UserID" Correspondlng
3 while (true) {
4 // Example Code

5 var currentState = getVariableValue("MTCP_No.1_simulate DO.Tag®");

6 if(currentState == 1){

73 sendMessageToLINE("@ to 1 trigger");//sendMessageToLINE(UserMessage)

8 //sendMessageToTelegram("@ to 1 trigger");//sendMessageToTelegram(UserMessage)
9 }

10 sleep(1000); // 1 Second

1 }

Figure 5-43 Secondary Development - Read UA Modbus Tags and Send Notifications to LINE (1)

% After clicking [Insert Tag], the button will change to [Copy Tag]. Press Ctrl+V to paste the Modbus tag

into the editor area. ( Please refer to Tag Selection Description) °

Step 2: Configure Parameters and Save
(1) Enter the LINE Token and User ID in the editor area.

(2) Click the [Save Editor] button. When the “Save Successfully” message appears, click [OK].

@ G
Module Name: [UA-5231M

\ IP Address: [192.168.82.201 MAC Address: |68:c9:0b:e4:d6:cc |

Label Selection: ‘LINE Function

v‘ = Label Copy

Programming:  JavaScript e

g’ ')7 » . Clear Compiler

=] SaveCompilere
LINE_ACCESS_TOKEN = "Y

LINE_USER_ID = "U NN

while (true) {
// Example
var currentState = getVariableValue("MTCP_No.1_simulate_DO.Tag8");
if(currentState == 1){
sendMessageToLINE("® to 1 trigger");//sendMessageTolLINE(UserMessage)
sendMessageToTelegram("® to 1 trigger");

00 N OV B Wi

sendMessageToTelegram(UserMessage)

R ez

Archived successfully

Figure 5-44 Secondary Development - Read UA Modbus Tags and Send Notifications to LINE (2)
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Step 3: Upload Code

When the interface displays “Updating the module(s) project, please wait”, it indicates that the code is

being uploaded to the UA module.

EZ-UAQ Utility User Manual ICP DAS

&R EZ-UAQ Utilit - O
€ Language: ||English - -|
Basic Advanced Upload Download Certificate
. Secondary .
800 =5 _
° Add Details Bt Development . — Firmware Log
£0'Range Settings @ Reset Rf%:fe i:ﬁ:?g -~ Configuration
Double 0 odule Name or IP Addre 0 Ope D 0 odule
od e () P Addre Agare 0] otle
A A-Series-68c90be4d6 92.168.82.201:80 8:c9:0b:e4:d6 0/9.2.0/1.2.00
O UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.220:80 68:47:49:ec:c8.0a 1.5.6.0/ 9.2.0/1.2.00
| UA-5231(M) UA-Series-40bd32c78d44 |192.168.85.218:80 40:bd:32:c7:8d:44 14.6.0/7.8.0/1.1.85
O UA-5231(M) UA-Series-40bd32¢78696 |192.168.101.2:80 40:bd:32:c7:86:96 1.54.10/ 9.0.0/1.1.97
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 11014
" _Updating the module(s) project, please wait 000 14027:28:a1:3f 1200

Figure 5-45 Secondary Development - Read UA Modbus Tags and Send Notifications to LINE (3)

Step 4: Code Upload Completed
After the upload is completed successfully, the [Notes] field of the selected module will display
“Update Successfully”.

&R EZ-UAQ Utilit - ]
@ Language:  English - Q Module Select Module -
Basic Advanced Upload Download Certificate
g anguage Se odule anage
e : Secondary g
cout : EIY @A =
o Add 0 Details &Development =~ Firmware Log
Range Settings A Reduce Protocol = :
o (@ Reset o e 0 iy == Configuration
Double 0 odule Name or IP Addre O ope e web erface o od
oa e a = (o) P Add Adadre e (0] ote
A A-Series-68c90be4d 92.168.82.201:80 8:c9:0b:e4:d 0/9.2.0/1.2.00 pdate
0 UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.220:80 :68:47:49:ec:c8:0a 1.5.6.0/ 9.2.0/1.2.00
O UA-5231(M) UA-Series-40bd32c78d44 |192.168.85.218:80 |40:bd:32:c7:8d:44 1.4.6.0/7.8.0/1.1.85
O UA-5231(M) UA-Series-40bd32c78696 |192.168.101.2:80 40:bd:32:c7:86:96 1.54.10/ 9.0.0/1.1.97
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:€0:18:2b:07 11014
0 BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:al:3f 1.2.00

Figure 5-46 Secondary Development - Read UA Modbus Tags and Send Notifications to LINE (4)

Step 5: Receive Notification
After the configuration is completed, users will be able to receive notification messages sent from
the UA module through LINE.

© ICP DAS BMP Q 3F

0 to 1 trigger
0 to 1 trigger
0 to 1 trigger
0 to 1 trigger

0 to 1 trigger -

2 0 4- ©)
Figure 5-47 Secondary Development - Read UA Modbus Tags and Send Notifications to LINE (5)
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2. Read UA Modbus Tags and Send Notifications to Telegram

Step 1: Insert Code Example
(1) In the “Tag Selection” drop-down menu, select [Telegram Function].
(2) Click the [Insert Tag] button. The corresponding sample code will automatically appear in the
editor area.

%#& Secondary Development - [m] X

Module Name: UA-5231M IP Address: {192.168.82.201 MAi iddress: 68:¢9:0b:e4:d6:cc

1 Label Insertio

v

Label Selection: ' Telegram Function

Programming:  JavaScript 2
[ — e — ? . = -
5’ — [ n', Clear Compiler = Save Compiler
Label Selection: Telegram Function v [(2 " Label Copy
Programming:  JavaScript v

» . Clear Compiler Save Compiler

' d

1 TELEGRAM_BOT_TOKEN = 'you_TelegramToken' .
2 TELEGRAM_USER_ID = 'you_TelegramUsersID' correspondlng
3 while (true) {
4 // Example code
5 var currentState = getVariableValue("MTCP_No.1_simulate_DO.Tag");
6 if(currentState == 1){
7 //sendMessageToLINE("® to 1 trigger");//sendMessageToLINE(UserMessage)
8 sendMessageToTelegram("® to 1 trigger");//sendMessageToTelegram(UserMessage)
9 ¥
10 sleep(1000); // 1 Second
)

Figure 5-48 Secondary Development - Read UA Modbus Tags and Send Notifications to Telegram (1)

% After clicking [Insert Tag], the button will change to [Copy Tag]. Press Ctrl+V to paste the Modbus

tag into the editor area. (Please refer to Tag Selection Description) °

Step 2: Configure Parameters and Save
(1) Enter the Telegram Token and User ID in the editor area.
(2) Click the [Save Editor] button. When the “Save Successfully” message appears, click [OK].

&

Module Name:|UA-5231M |IP Address: [192.168.82.201 MAC Address: [68:c9:0b:e4:d6:cc |
Label Selection: 'Telegram Function v 5 Label Copy
Programming: | JavaScript v

i — 8 . 3 :

-:-':./ = . Clear Compiler = Save Compiler e

1 TELEGRAM_BOT_TOKEN = I

2 TELEGRAN USER 10 - [

3" while (true) {

4 // Example

5 var currentState = getVariableValue("MTCP_No.1l_simulate_DO.Tagl");

6 if(currentState == 1){

7 //sendMessageToLINE("® to 1 trigger");//sendMessageToLINE(UserMessage)

8 sendMessageToTelegram("@ to 1 trigger");//sendMessageToTelegram(UserMessage)

9 }

10 sleep(1000); // 1 Second

S )

Archived successfully

Figure 5-49 Secondary Development - Read UA Modbus Tags and Send Notifications to Telegram (2)
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Step 3: Upload Code

EZ-UAQ Utility User Manual ICP DAS

When the interface displays “Updating the module(s) project, please wait”, it indicates that the code
is being uploaded to the UA module.

£& EZ-UAQ Utility - O
@ Language: [English -|| @ Module ||select Module -
Basic Advanced Upload Download Certificate
. .., Secondary X
800 = -
o Add Details $pevelopment - — Firmware Log
‘D Range Settings o Reset RZ‘:,LSG 0 ::;tjorict(; = Configuration
Doub 0 od eorIP Ad 00 eb 0 0
e od 0 e P Addre Add 0 0
4 8c90bedd 9 01:80 8.¢9:0b:ed:d 0 0 0
O UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.220:80 68:47:49:ec:c8.0a 1.5.6.0/ 9.2.0/1.2.00
O UA-5231(M) UA-Series-40bd32c78d44 |192.168.85.218:80 40:bd:32:c7:8d:44 1.4.6.0/7.8.0/1.1.85
O UA-5231(M) UA-Series-40bd32c78696 |192.168.101.2:80 40:0d:32:¢7:86:96 1.54.10/ 9.0.0/1.1.97
O BRK-2841M ICPDAS-BRK-2841M-84... .168.. 5 00:0d:e0:18:2b:07 11.014
7" TUpdating the module(s) project, please wait :s000  |14:02:7:28:a1:3f 1.2.00
Figure 5-50 Secondary Development - Read UA Modbus Tags and Send Notifications to Telegram (3)

Step 4: Code Upload Completed
After the upload is completed successfully, the [Notes] field of the selected module will display

“Update Successfully”.

4R Ez-UAQ Utilit = O X
@ Language: English - Q Module  Select Module -
Basic Advanced Upload Download Certificate
d anguage e g O age
eout : E{u4] = . Secondary p=
o Add 0 Details ﬂDeveIopment = Firmware Log
Range Settings P Reduce Protocol o 2
® Rang g (o Reset 2l e 0 iy ".= Configuration
Doub 0 od or IP Add 0 op e web eo od
e od 0 e P Addre Addre (0] 0
A 890 9 01:80 9:0bzed:d 0/9.2.0/1.2.00 od
O UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.220:80 68:47:4%:ec:c8:0a 1.5.6.0/ 9.2.0/1.2.00
[} UA-5231(M) UA-Series-40bd32c78d44 |192.168.85.218:80 40:bd:32:c7:8d:44 14.6.0/7.8.0/1.1.85
() UA-5231(M) UA-Series-40bd32c78696 |192.168.101.2:80 40:bd:32:c7:86:96 1.5.4.10/9.0.0/1.1.97
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 11014
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1.2.0.0

Figure 5-51 Secondary Development - Read UA Modbus Tags and Send Notifications to Telegram (4)

Step 5: Receive Notification

After the configuration is completed, users will be able to receive notification messages sent from the

UA module through Telegram.

0101 trigger
0to 1 trigger

0to 1 trigger

0101 trigger

1| 0101 trigger

0to1 trigger
{0101 trigger
0to1 trigger
0101 trigger
010 1 trigger
0101 trigger
0101 trigger

0to1 trigger

0 ICP DAS BMP
bot

0101 trigger .
0101 trigger

0101 trigger

3 .
B 0o 1 tigger 1.

Figure 5-52 Secondary Development - Read UA Modbus Tags and Send Notifications to Telegram (5)
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3. Monitor SCADA Communication and Control Modbus 1/0

Using the UA Internal - OPC UA function, a WatchDog mechanism can be established. When SCADA
communication is interrupted, the module can automatically output a predefined Safe Value to the
Modbus 1/0.

This function requires configuration in the following two parts:
= Create the WatchDog mechanism
=  Monitor the SCADA WatchDog status

a. Create the WatchDog Mechanism
The UA Internal To OPC UA function is used to create a WatchDog tag for monitoring the SCADA

communication status.

Step 1: Edit the Modbus Configuration File
Configure the ModbusToOPCUA TCP configuration file to create the communication module and
configure the corresponding tags.

(ModbusToOPCUA)UA-5231(M)_TCP.xlsx - Excel

Home Insert Page Layout Formulas Data Review View Help Q Tell me what you want to do

112 - F -

A B | ¢ | o | E | F | 6 | H | 1 J K | L | M -
1 ModulelIP Port SlavelD Timeout PollingRate
2 PAC 192.168.80.1 502 1 500 500
3 —
4 —
5 ModulelVariableName  DataTyp Functior Functior Address Swap  Descripi OpcuaEnablec ScalingEnabled ScalingReference(Mi ScalingOutput(Min~ ScalingOffs
6 PAC AA_ALARM Unsigned 4x 1 100 FALSE TRUE TRUE 10 20750 0
7 PAC AA_DROPCMD_1  Unsigned 4x 1 101 FALSE TRUE FALSE o~ie 20750 0
8 |PAC AA_DROPCMD_2  Unsigned 4x 1 102 FALSE TRUE FALSE 10 20750 0
9 —
10|
11

| Tcp | RU | asal | @ ‘ v

Figure 5-53 Secondary Development - Monitor SCADA Communication and Control Modbus 1/0 (1)

Step 2: Upload the Modbus Configuration File (via EZ-UAQ Utility)

(1) Click the [.-]]button and select the edited ModbusToOPCUA TCP configuration file.
(2) Select the modules to update the Modbus configuration.
(3) Click the [Modbus Configuration] button. Two confirmation message windows will appear

sequentially ( Figure | ~ Figure Il ) . Click [YES] for both prompts.

%% EZ-UAQ Utility — a X

@ Language:  English - Q Module ISeIect Module H

Basic Advanced Upload Download Certificate

: : Modbus
C:\Users\RD6-Sandy\Deskto & Firmware s Project B oniglation
Doub 0 od or IP Addre 0 Ope e web erface o odule
0oa e d e (0] d e P Addre - Addre e (0] o1le
A A-Series-68c90be4d6 92.168.82.201:80 8:c9:0b:e4:d6 0/ 9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
0 |U-7524M |000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10

For detailed operation procedures, please refer to _Update Modbus Configuration
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(4) Key in password to update the configuration file. After the upload is completed successfully, the
[Notes] field of the selected module will display “Update Successfully”.

4% EZ-UAQ Utility - m] X
@ Language:  English - Q Module | Select Module -
Basic Advanced Upload Download Certificate
e pa pdate
C:\Users\RD6-Sandy\Desktofl = l Firmware s Project £ Modbus:
* Configuration
Doub 0 od or IP Ad O ope e web erface o od
od 0 P Addre Addre ersio ote
% A A-Series-68c90be4d 92.168.82.201:80 8:c9:0b:e4:d 0/9.2.0/1.2.00 pda
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.200/17.10

Figure 5-54 Secondary Development - Monitor SCADA Communication and Control Modbus 1/0 (2)

Step 3: Configure and Enable the WatchDog Module (via UA Webpage)

(1) Navigate to [Internal <=> OPC UA] - [Internal Module].

(2) Set the module name to “WatchDog” and click the [ .&,a ] button to create a new module.
(3) Click the [Edit] button to create two tags within the module. (Please refer to UA User Manual section

5.2.7 Internal Module)

v @ 192168:82201/Mainhtml x 4+ =
« c 192.168.82.201/Main.htm| Bx ©
5 UA-2200/5200
ICP r110T Communication Server |Internal & OPC UA v
DAS ICP DAS CO,. LTD.
Usage U 15% Memory 20.86% SDCard E Log Out
!\ Module Setting > OPC UA Certificate > OPC UA Connection @ Enable Converting Module @ Save Project 2
Run the project
Module Setting
Modbus . -
Internal Register Module List
ect All
2 1 No. *Module Name / Nickname Edit
- 2 v WalchDog 3 !
MQTT OJ 1 WatchDog m
(o] Hi 1G]
EtherNet/IP
Remove all
it P ol ol TP i s mirrnsiiln.... B —iins PN P . il e
Internal
Internal Module

After creating the following two tags, click [Confirm].
e Flag : Used to determine whether communication between the UA and SCADA is normal.
« Value : Used to receive values transmitted from SCADA and forward them to the Modbus I/O below.

Internal Variable Table

Remove Tables Remove

| Remove ‘ No. Name Attribute Data Type Description
|:| 1 ‘Flag | Read / Write v Bool
D 2 ‘Value | Read te v Int64 :
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(4) Click the [Save] button. When the “Success” message appears, the configuration has been saved

successfully.

Internal Register Module List

‘ Copy H Remove ‘

‘ Remove all

Select All z
|—‘ No. *Module Name / Nickname
@ |2 v| WatchDog
[] 1 WatchDog

Qam

Edit

| Edit |

=]

(5) Click [Enable Conversion Module] - Enable the WatchDog module - Click [Save].
When the “Success” message appears, the configuration has been saved successfully.

7 UA-2200/5200
ICP 110T Communication Server Internal & OPC UA b
DAS ICP DAS CO,. LTD.
Q, CPU  14% Memory 20.36% SD Card E Log Out
Module Setting ) OPC UA Certificate g OPC UA Connection } nable Converting Module @ Save Project )
Run the project
Convert Setting
OPC UA . CheCk
Internal Module List
N Module N / Nicki Edit Allagbied
0. *Module Name / Nickname i
1 WatchDog | Edit |
B GIE
[Save

Internal

(6) Click [Save Project] to save the current project configuration.

Module Setting @ OPC UA Certificate @ OPC UA Connection @ Enable Converting Module Save Project )

Run the project

(7) Click [Run Project] to apply the current configuration.

Module Setting } OPC UA Certificate ) OPC UA Connection ) Enable Converting Module @ Save Project )

e Run the project

Figure 5-55 Secondary Development - Monitor SCADA Communication and Control Modbus 1/0 (3)
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b. Monitor SCADA WatchDog Status
Use a [Secondary Development function] sample program to monitor the SCADA WatchDog status,

and automatically control the Modbus I/0O to output a Safe Value in case of communication failure.

Step 4: Insert Code Example (via EZ-UAQ Utility Secondary Development Function)

(1) In the “Tag Selection” drop-down menu, select [Internal Watch Dog And Safe Value Function].

(2) Click the [Insert Tag] button. The corresponding sample code will automatically appear in the editor
area.

&% Secondary Development - m} X
Module Name: |UA-5231M IP Address: [192.168.82.201 | MAC Address: |68:c9:0b:e4:d6:cc
Label Selection: |Internal Watch Dog And Safe Value Function v =1 Label Inserti
Programming: | JavaScript v
Td '): . Clear Compiler ‘ 'f Save Compiler
Label Selection: ' Internal Watch Dog And Safe Value Function v ]ff{j Label Copy ]
Programming: | JavaScript v
= - , ' - i Corresponding
-_?.’ = . Clear Compiler - Save Compiler
— M = = Code
1 function InternalWatchDogAndSafeValueCountFunction() { ~ A
2 var BoolInternalVariable = getVariableValue("Internal No.1l_WachDog.Flag");
3 var InternalVariable = getVariableValue("Internal_ No.1l_WachDog.Value");
4 if(BoolInternalVariable == false)
5 {
6 if(Count ==3){
7 writeVariableValue("MTCP_No.1_PAC_AO.AA_ALARM", 20);
8 H
9 Count++;

Figure 5-56 Secondary Development - Monitor SCADA Communication and Control Modbus 1/0 (4)

After clicking [Insert Tag], the button will change to [Copy Tag]. Press Ctrl+V to paste the Modbus tag
into the editor area.(Please refer to the Tag Selection Description).

Step 5: Configure Parameters and Save
Click the [Save Editor] button. When the “Save Successfully” message appears, click [OK].

Module Name: [UA-5231M |IP Address: [192.168.82.201 | MAC Address: [68:co:0b:ed:d6:cc |
Label Selection: | Internal Watch Dog And Safe Value Function v | Label Copy |
Programming: | JavaScript v

B ’):»;: 7 = = .

ﬂ' — . Clear Compiler = Save Compiler

1 function InternalWatchDogAndSafeValueCountFunction() { A
2 var BoolInternalVariable = getVariableValue("Internal_ No.1_WachDog.Flag");

3 var InternalVariable = getVariableValue("Internal_No.1_WachDog.Value");

4 if(BoolInternalVariable == false)

5

6 if(Count ==3){

7 writeVariableValue("MTCP_No.1_ PAC_AO.AA_ALARM", 20);

8 ¥

9 Count++;

R £

Archived successfully

%)

Figure 5-57 Secondary Development - Monitor SCADA Communication and Control Modbus I/0 (5)
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Step 6: Upload Code

When the interface displays “Updating Module Project, Please Wait”, it indicates that the code is being
uploaded to the UA module.

&R EZ-UAQ Utility — m]
@ Language: | |English -| @ Module |Select Module o

Basic Advanced Upload Download Certificate

: Seconda .
800 =y ry —
° Add Details o Development .— Firmware Log
@ Range Settings Reduce Protocol = ;
@ Reset CPU security — Configuration
Double O odule Name or IP Addre O ope e web erface o odule
- odule Name 0 ame P Addre AC Addre ersio
¥ A JA-Series-68c90be4d6 92.168.82.201:80 68:c9:0b:e4:d6 6.0/ 9.2.0/1.2.00
* Updating the module(s) project, please wait :so00 00000182007 11014
O \ BRK-2841M \ ICPDAS-BRK-2841M 1192.168.84.62:8000 14:02:f7:28:a1:3f 1200

Figure 5-58 Secondary Development - Monitor SCADA Communication and Control Modbus I/0 (6)

Step 7: Code Upload Completed

After the upload is completed successfully, the [Notes] field of the selected module will display
“Update Successfully”

#R EZ-UAQ Utility - O

@ Language:  English - Q Module Select Module -

Basic Advanced Upload Download Certificate

anguage se g O
Pa y Secondary o
eout : Ei0 B =
Lo Add ¢} Details ﬂDeveIopment = Firmware Log
ﬁRange Settings \110 Reset <ol R?:,l:fe 0 Z(reocg:::t(;/' 5= Configuration
Double O odule Name or IP Addre O ope e web erface o od
elie A (o]0 e d e 0 a = P Addre A Addre e 0 ote
. = es-68c90beddb 92.168.82.201:80 68:c9:0b:e4:d6 6.0/ 9.2.0 00 pdate
m] |BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.81:8000 | 00:0d:e0:18:20:07 |1.1014
m] |BRK-2841M |ICPDAS-BRK-2841M 1192.168.84.62:8000 | 14:02:f7:28:a1:3f [12.00 1

Figure 5-59 Secondary Development - Monitor SCADA Communication and Control Modbus I/0 (7)

Step 8: Monitor SCADA Communication and Control Modbus I/0

The following example uses UaExpert (left figure) and Modbus Slave (right figure) to simulate the
operating scenario:
Normal: The Value in UaExpert matches the value in Modbus Slave.

d Architecture Client - NewProject® % Modbus Slave - Mbslavel
Help File Edit Connection Sef
o ; 0= = g
X% 2R RO HolEllE )
Data Acces View Q M. EI
# Server MNode Id Display Name Value Datatype ource Timestam)| ierver Timestall (D =1:F =03
1 ICPDAS_OPC_.. MNS2[String|inte... Flag false Boolean EF06:27:16... EF 06:27:16.
2 ICPDAS_OPC_.. NS2|String|inte.. Value IntB4 EF 062644, EF 06:26:44. 00100
1 0

Abnormal: The Value in UaExpert does not match the value in Modbus Slave.

~ F u =
A XX B ED Cewa =
P Diata Access View Q
Mo [ O]
Node Id Display Mame Value Datatype ource Timestam| ierver Timestamp  Statuscode ID=1F=03
|_Mo.1_WachDog.Flag Flag false Boolean +F EF10: Good
A b_No Value 60 Int64 1e5E BT Good
V]
ll 0

Figure 5-60 Secondary Development - Monitor SCADA Communication and Control Modbus 1/0 (8)
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<> BRK Series:
1. Through the “Built-in Code” and “Prompt Example Files” functions, users can generate various
types of BRK reports.
> Built-in code templates include: Line_Chart, Pie_Chart, and Bar_Chart.

The following example demonstrates report generation using the built-in Line Chart template. For
generating other types of BRK reports using prompt example files, please refer to FAQ-006

1. Generate BRK Reports Using Built-in Code (Line Chart Example)
Step 1: Select Template
(1) In the “Select Template” drop-down menu, choose [Line_Chart].
(2) Click the [Insert Template] button. The corresponding code will automatically appear in the editor

area.
&R
Module Name: ‘BRK-2841M ‘ IP Address: ‘192.168.84.80 ‘ MAC Address: iOO:Od:eO:lS:Zb:OS
Select template: |Line_Chart v| = Insert Templ
Programming: | Python v
= E '\Importing Python Clear Compiler i Save Compiler . ¢ 1|Report generator
Select template: | Line_Chart | v |8 Insert Template
Programming: | Python v
3 -) hlmporting Python Clear Compiler Save Compiler . ¢ 1| Report generator
1 import pandas as pd A
2 import matplotlib.pyplot as plt
3  from matplotlib.backends.backend_pdf import PdfPages COrresponding
4  from matplotlib.patches import Rectangle
5 from matplotlib.lines import Line2D COde
6 from matplotlib.ticker import Multiplelocator
7  import random
8 import math
9  import numpy as np
10 Key =
11 def run(data, filename_path, PdfDateTitle, tagValue, field key):

Figure 5-61 Secondary Development-Generate BRK Reports Using Built-in Code (1)

Step 2: Save the Code
(1) Click the [Save Compiler] button.
(2) In the “Save File” window, enter the file name and click icon to [Save].
(3) When the “Save Successfully” message appears, click [OK].

@ 4

Module Name: IBRKA2841M \ IP Address: |192.168.84.80 MAC AddresE;

Select template: Line_Chart o

v

Programming:  Python v

= ')7 = nImporting Python Clear Compiler Save Complle

import pandas as pd @ Z
import matplotlib.pyplot [ .
from matplotlib.backends G Savefile
from matplotlib.patches i
from matplotlib.lines img ’
from matplotlib.ticker in File Name: ReportGenerator m Archived successfully
import random
import math

9 import numpy as np
10 Key ="" oK
11 def run(data, filename_pa

12 #Example
13 Line_Chart(data,filename_path, PdfDateTitle,tagValue,field key)

Figure 5-62 Secondary Development-Generate BRK Reports Using Built-in Code (2)

0NV A WNRE
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Step 3: Upload Code
The code will be uploaded automatically to the BRK module.

EZ-UAQ Utility User Manual ICP DAS

After completion, the “Upload Successfully” message window will appear. Click [OK].

@ Secon
BRK-2841M 192.168.84.80
Line_Chart

Python
')

:Uploading n

Clear Compiler

Save Compiler

00:0d:e0:18:2b:05

Insert Template

. 1| Report generator

import pandas as pd

import matplotlib.pyplot al ##cZ
from matplotlib.backends.b
from matplotlib.patches im
from matplotlib.lines impo
from matplotlib.ticker imp
import random

import math

import numpy as np

Key =""

def run(data, filename pat|

Upload successful

(]

PR WOWONOUV AR WNRE

[y

Figure 5-63 Secondary Development-Generate BRK Re

Step 4: Open the Report Generator

ports Using Built-in Code (3)

Click the [Report Generator] button to open the “BRK Report Generator” webpage.

@ Se
Module Name: ]BRK»2841M

Select template: |Line_Chart

‘ IP Address: |192.168.84.80 MAC Address: 100:0d:eO:18:2b:05

v

“1 Insert Template

Programming:

v

Python

o . 2 .
w0 Importing Python » . Clear Compiler

Iﬂ Save Compiler

. ¢ ||Report generator

1 import pandas as pd

2  import matplotlib.pyplot as plt

3  from matplotlib.backends.backend_pdf import PdfPages
4  from matplotlib.patches import Rectangle

5  from matplotlib.lines import Line2D

6  from matplotlib.ticker import Multiplelocator

7  import random

8  import math

2 import numpy as np

10 Key =""

11 def run(data, filename_path, PdfDateTitle, tagValue, field_key)
12 #Example

13

Line_Chart(data,filename_path, PdeateTi‘agValue, fie

v @ 192.168.84.80:8000/ReportG x

&

Report generator

Data sources: Default_InfluxDBO

Aggregation function:  Mean (MEAN)

Time unit: Hourly

h hour within the selected time range.

Select data columns (choose up to 1 data source)

Start time End time

YYYY/MM/DD YYYY/MM/DD

o

Chart type: Line Chart

c 192.168.84.80:8000/ReportGenerator/Dash.. & ¥

Download report

1d_key)
> a X

o

Figure 5-64 Secondary Development-Generate BRK Re
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Step 5: Configure Report Data

EZ-UAQ Utility User Manual ICP DAS

Under Data Sources, users can adjust the aggregation function and time interval. This example uses

the default settings (Average Value / Hourly).

(1) Click the [Add Data Source] button and select the report data under “Data Source 1”.
(2) Configure the report start and end time under “Date Range”.
(3) In the “Report Type” drop-down menu, select the file that was previously uploaded and named

in EZ-UAQ Utility.

Report generator

Data sources: Default_InfluxDBO .

Aggregation function: Mean (MEAN) -

Time unit: Hourly ~
View the average value for each hour within the selected time range.

Select data columns (choose up to 1 data source)

Selected: 0/ 1 data source

»

Limit reached (1/1)

Data source 1
Measurements: Avg_DaykWh v
Tag key: device_id v
Tag value: MTCP_PMC v
Field: CoolingPump1_1_DaykWh v

Date range Yearly comparison

End time

2025/11/19 05:00 PM (m] 2025/11/20 07:00 AM (]

ReportGenerator_02 e v

Download report

Report type:

Figure 5-65 Secondary Development-Generate BRK Reports Using Built-in Code (5)

Step 6: Generate BRK Report

Click the [Download Report] button to generate the BRK report (Excel or PDF format).

Report generator
Data sources: Default_InfluxDBO v
Aggregation function:  Mean (MEAN) h
Time unit: Hourly e

View the average value for each hour within the selected time range.

Select data columns (choose up to 1 data source)

Selected: 1/ 1 data source
Limit reached (1/1)
‘ Data source 1
| Measurements: Avg_DaykWh v
‘ Tag key: device_id ~
| Tag value: MTCP_PMC v
| Field: CoolingPump1_1_DaykWh ~
Yearly comparison

Start time End time

2025/11/19 05:00 PM (] 2025/11/20 07:00 AM (]
Report type: ReportGenerator_02 v

Download report

MTCP_PMC
2025-11-19 17:00 ~ 2025-11-20 07:00
Data Source : CoolingPump1_1_DaykWh

20251119 18:00:00 0.098
2025-11-19 19:00:00 0099
2025-11-19 20:00:00 0097
2025-11-19 21:00:00 0097
20251119 22:00:00 0100
2025-11-19 23:00:00 0108
2025-11-20 00:00:00 0094
2025-11-20 01:00:00 0.098
2025-11-20 02:00:00 0106
2025-11-20 03:00:00 0099
2025-11-20 04:00:00 0.098
2025-11-20 05:00:00 0095
2025-11-20 06:00:00 0106
2025-11-20 07:00:00 0097
MTCP_PMC

.....
Data Source : CosingPumpt 1 Daykih

CouingPump 1 Dorsh

Figure 5-66 Secondary Development-Generate BRK Reports Using Built-in Code (6)
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Protocol Security
This function allows users to check the security status of module communication protocols, including

HTTPS, OPC UA Server/Client, and MQTT Broker/Client, and verify whether encryption and certificate
functions are enabled.

Note: When retrieving protocol security information from multiple modules simultaneously, all
module passwords must be identical. It is recommended to configure passwords in advance to avoid
security risks caused by using default passwords. (Refer to Appendix B)

Step 1: Select Modules
Select the modules to be queried.

4% EZ-UAQ Utility — ] X

@ Language:  English - Q Module  Select Module -

Basic Advanced Upload Download Certificate
ed e J anguage e a O e anage e
o : Secondary o=
e 800 (a8 e
0 L@ Add ﬁ Details @Development «— Firmware Log
Range Settings ea) Reduce Protocol = :
ﬁ @ Reset o o o iy "= Configuration
Double 0 odule Name or IP Addre 0 ope D 0 0
A A-Series-68c90bedd 9 01:80 8:c9:0b:e4:d 0/ 9.2.0/1.2.00
| O | _BRK-2841M ICPDAS-BRK-2841M-84... _‘192.168.84.81:8000 »_00:0d:eO:18:2b:07 »»1.1.0.14
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
1 U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10
Figure 5-67 Protocol Security (1)
Step 2: Execute Protocol Security
Click the [Protocol Security] button.
%% EZ-UAQ Utility - [m} X

@ Language: English - Q Module Select Module -

Basic Advanced Upload Download Certificate
J anguage e d O e
= : Secondary =
e0 800 (38 =
g Add 1 Details EDevelopment «— Firmware Log
Range Settings e Reduce Protocol = : ;
ﬁ e Reset m CPU a S &= Configuration
Double 0 od or IP Addre 0 ope D 0 od
A odule 0 e P Addre AC Addre 0
A A-Se 8c90be4d6 92.168.82.201:80 8:9:0b:e4:d6 0/ 9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 11014
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10

Figure 5-68 Protocol Security (2)

Step 3: Enter Password

After the “Password” window appears, enter the EZ-UAQ Utility password configured in the module

and click [OK].

4% Password

Password

— O

X

=
)4

Figure 5-69 Protocol Security (3)
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Step 4: Retrieving Protocol Security Information
When the interface displays “Get Module Protocol Security”, it indicates that the protocol security
information is being collected.

& EZ-UAQ Utility - [m} X

¢ Language: ‘English - Q, Module }SelectModuIe v}

Basic Advanced Upload Download Certificate

800 o Add Details .,J Dis(;?::r?\gn . - — Firmware Log
@ Range Settings Reduce Protocol = : :
® Reset CPU security ~— Configuration

Double 0 odule Name or IP Addre 0 ope e web erface o od
od e d € O a e P Addre A Adare e 0O ote
/| A A-Series-68c90be4db 92.168.82.201:80 8:c9:0b:e4.d 6.0/ 9.2.0 00
= 'Get Module Protocol Security :41m-84.. 1921688481:8000  |00:0:0:1820:07 11014
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 | 00:0d:¢0:18:20:05 11014
O U-7524M 000de018200f7000 1921688220280  |00:0d:e0:18:21:b1 9.20.0/17.10

Figure 5-70 Protocol Security (4)

Step 5: View Module Protocol Security Information
After completion, the results will be displayed in the “Module Protocol Security” window.

Module Name | [P Address | | OPCUAServer | OPCUAClient |  MQTT Broker | MQTT Client

UA-5231M 192.168.82.201 o ‘ 0 ‘ a 0
Figure 5-71 Protocol Security (5)

Icon Status Description

0 The protocol function is disabled

a The protocol is enabled but encryption and
certificate functions are not used

0 The protocol is enabled and encryption/certificate
functions are applied

Table 5-2 Module Protocol Security Description
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» Firmware Log

Firmware update records are automatically generated after each firmware upgrade, allowing users to
track and manage the update history of multiple modules.

Step 1: Open Firmware Log
Click the [Firmware Log] button.

£ EZ-UAQ Utility - ] X
‘@ Language:  English - Q Module |Se|ect Module -
Basic Advanced Upload Download Certificate
ed e J dage e d O anage e
eout : Bl Cw  Add Details Ziteiial ‘.= Firmware Lo
=) 1. EDevelopment n-= 9
Range Settings R Reduce Protocol ~— ;
ﬂ (@ Reset ﬂl cPU 0 L &= Configuration
Double 0 od e or IP Addre 0 ope e web erface o odule
elect A odule 0 ame P Add AC Add ersio 0
O UA-5231M !UA-Series—68c90be4d6cc 192.168.82.201:80 68:c9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00
O BRK-2841M I ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
O U-7524M §000d6018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0/17.10

Figure 5-72 Firmware Log (1)
Step 2: View Update Records

In the “Firmware Log” window, users can view the firmware update history of each module

| Firwmare Pa

Figure 5-73 Firmware Log (2)

Users can enter notes in the Notes field and click [Save]. The information will automatically be
displayed the next time the log is opened.

ﬁ Firmware Log
Date Time | Module Name | IP Address

| MAC Address | Firwmare Package Name | Notes

2026/04/02 11:12:54  VESSPEIY] 192168.82.201 68.c9.0b:ed.dbicc ua-am335x_1.5.4.7_app.tar -

Note: The maximum storage size for firmware log information is 5 GB. When the limit is
exceeded, the system will automatically delete the oldest records to release storage space.

Record Information Description:

Field Description

Date Time Firmware update time

Module Name Module name

IP Address Module IP address

MAC Address Module MAC address

Firmware Package Name Firmware package file name

Notes

User-defined remarks

Table 5-3 Firmware Log Record Description

51



EZ-UAQ Utility User Manual ICP DAS

» Configuration

Whenever a project is downloaded, the system automatically records and backs up the configuration
files, allowing users to track historical records and restore module configurations when necessary.

Step 1: Open Configuration
Click the [Configuration] button.

% EZ-UAQ Utility — [m}

@ Language:  English

- Q Module [Select Module

Basic Advanced Upload Download Certificate
J anguage e d od age
o : Seconda a——
eout : Bl & o 1y =
0 © Add {1  Details B Development ~— Firmware Log
40 Range Settings oy Reduce Protocol e > :
- 9 Reset v’ CPU @ security 5= Configuration
Bleltle 0 od e or IP Addre 0 ope eb erface o od
O 1UA—5231M | UA-Series-68c90bed4dbcc |192.168.82.201:80 68:¢9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00
O 1 BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.80:3000 90:0d:eO:18:2b:05 11014
O |U-7524M |000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.00/17.10
Figure 5-74 Configuration (1)
Step 2: View Update Records
In the “Manage Configurations” window, users can view the update history of each module.
#R Manage Configurations - O X

Saved Configurations Limit :

2026/04/02 12:20:35 |UA-5231M 192168.82.201

68:c9:0b:ed:db:cc UA-5231M_192.168.82.201_Projectzip O

Restore

Figure 5-75 Configuration (2)

+»+ Users can enter notes in the Notes field and click [Save]. The information will automatically be

displayed the next time the window is opened.

ﬂ anage Configu

-ations

Saved Configurations Limit :

P Add

AC Add

UA-5231M

192168.82.201

68:¢9:0b:ed:dbicc UA-5231M_192.168.82.201_Projectzip (] Restore

rea

Saved Configurations Limit: Sets the maximum number of retained backups (default: 10). When the

limit is exceeded, the oldest

backup will be deleted automatically.

Record Information Description:

Field

Description

Date Time

Date and time the configuration backup was created

Module Name

Module name

IP Address

Module IP address

MAC Address

Module MAC address

Package Name

Automatically generated compressed package name

Lock

When enabled, the backup configuration will be protected. Only
unlocked backups will be deleted when the limit is exceeded.

Restore Configurations

Click to restore the backup configuration to the module

Notes

User-defined remarks

Table 5-4 Configuration Record Description
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5.2.3 Upload

» Firmware Update

Using the [Firmware Update] function, users can batch update firmware for multiple UA, UA 1/0O, and
BRK modules.

Note: When updating firmware for multiple modules simultaneously, the module model and
password must be identical. It is recommended to configure passwords in advance to avoid security
risks caused by using default passwords. (Refer to Appendix B)

The following example demonstrates the firmware update procedure for a single U-7524M module.

Step 1: Select Firmware Package
'
Click the [Browse] _-] button and select the firmware package to be updated.

4% EZ-UAQ Utility - m} X

;@Language: English - Q Module ' Select Module -

Basic Advanced Upload Download Certificate
e P4 datle
C:\Users\RD6-Sandy\Deskto ‘ Firmware s Project 5 Mf)dbus.
* Configuration
Double O od O ad O Op D O od
elect A odule Name 0 a P Addre AC Addre 0
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0/17.10
Od BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 11.0.23
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1.2.00
O UA-5231M UA-Series-68c90beddbcc |192.168.82.201:80 68:c9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00
Figure 5-76 Firmware Update (1)
@ Open
&« v 1 > ThisPC > Desktop » Firmwa h Firmware el
Organize v New folder ==« [TH o
& Name hodified Type
5+ Quick access
D . £ u-7524m_9.0.0.0_app.zip  2026/4/28 T4 05:34  Compressed (zipp...

Step 2: Select Module

Check the module(s) to be updated.

&% EZ-UAQ Utility - m] X
@ Language:  English - Q Module ' Select Module -
Basic Advanced Upload Download Certificate
e pa pdate
2 : Modbus
: -San E 2
C:\Users\RD6-Sandy\Desktofl (i lll Ul Firmware % Project Fconfiguration
Double 0 od e or IP Addre 0 ope eb erface o odule
odule 0 P Add Add 0
4 000de018200f7000 92.168.82.202:80 00:0d:e0:18:21:b 9.0.0.0 0
] BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 1.1.023
I O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1.2.0.0
I [ UA-5231M UA-Series-68c90be4dbcc |192.168.82.201:80 68:¢9:0b:e4:d6:cc 1.5.6.0/9.2.0/1.2.00

Figure 5-77 Firmware Update (2)
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Step 3: Execute Firmware Update
Click the [Firmware] button.
Two confirmation message windows will appear sequentially (Figure | and Figure 1l). Click [YES] in both
windows to continue.

%& EZ-UAQ Utility - m] X

@ Language: English - Q Module ' Select Module -

Basic Advanced Upload Download Certificate
e pa pdate
C:\Users\RD6-Sandy\Desktoff & Firmware s Project g e
* Configuration
Doub 0 od or IP Add 0 Op eb 0 od
odule 0 P Add Addre ersio
4 000de018200f7000 92.168.82.202:80 00:0d:20:18:21:b 9.0.0.0 0

a | BRK-2841M |ICPDAS-BRK-2841M  |192.168.84.65:8000  |00:0d:0:1820:27 11023

O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:7:28:al1:3f 1.2.00

O UA-5231M UA-Series-68c90be4dbcc |192.168.82.201:80 68:¢9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-78 Firmware Update (3)

O X

&% EZ-UAQ Utility

43« This action is irreversible. Are you sure?

O

(Figure 1)

£% EZ-UAQ Utility O X

A Are you sure you want to update the firmware?

=9

(Figure 1)
Step 4: Enter Password
After the "Password" window appears, enter the EZ-UAQ Utility password configured in the module
and click [OK].

The following table describes the password handling differences between different UA 1/0 firmware
versions.

UA 1/0 Before V13.8 UA 1/0 V13.8 and Later

If the default password is deleted, the

system will use the legacy firmware update
mechanism. After the update is completed,
the updated module may not be accessible

(Figure 1)

using the new firmware update mechanism.

A password entry window will appear,
allowing users to enter the password
configured in the module. (Figure 1V)

Table 5-1 UA 1/0 Differences Between UA 1/O Firmware Versions
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nﬁ Password - O x
Password
| |
OK
(Figure 1)

Step 5: Firmware Updating

EZ-UAQ Utility User Manual ICP DAS
&% Password — O ¥

Password
|W

x|

(Figure 1V)

Figure 5-79 Firmware Update (4)

When the interface displays: "Updating the Module(s) firmware, please wait"

the firmware update process is in progress.

&% EZ-UAQ Utility

@ Language: || English -|| Q. Module ISeIect Module

Basic Advanced Upload Download

Certificate

Double click on Module Name or IP Address to open the web interface of Module.

M Select Al | Module Name

U-7524M

| Host Name
000de018200f7000

A | IP Address
192.168.82.202:80

| MAC Address
00:0d:e0:18:21:b1

NESE
9.0.0.0/17.10

00:0d:e0:18:2b:27
14:02:f7:28:a1:3f

11.0.23
1.2.0.0

68:¢9:0b:ed:db:cc

1.5.6.0/9.2.0/1.2.00

Figure 5-80 Firmware Update (5)

Step 6: Firmware Update Completed

After the update is completed successfully, the [Notes] field of the selected module(s) will display:

"Update Successfully"
&R EZ-UAQ Uil - O
@ Language: English - Q Module  Select Module -
Basic Advanced Upload Download Certificate
e pPa
: : . Modbus
C:\Users\RD6-Sandy\Desktol| i ll B Firmware i Project o nituation
Double 0 od e or IP Ad O ope e web erface o od
= odule 0 ame P Addre AC Addre 0 ote
4 000de018200f7000 92.168.8 80 00:0d:0:18:21:b 9.0.0.0 0 pdate
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 11.0.23
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1200
O UA-5231M UA-Series-68c90be4d6cc |192.168.82.201:80 68:c9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-81 Firmware Update (6)

Note: If a warning message window appears, or a warning message is displayed in the [Notes]

field, please refer to 6. Warning Messages
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» Update Project

The Update Project function allows users to update project files for multiple UA Communication
Servers, UA I/O modules, and BRK Communication Servers.

Note: When updating projects for multiple modules simultaneously, all selected modules must be
the same model and use the same password. It is recommended to configure passwords in advance

to avoid security risks caused by the use of default passwords. (Refer to Appendix B) °

The following example demonstrates the project update procedure for a single U-7524M module.

Step 1: Select Project File
T
Click the [Browse] ..-] button and select the project file to be updated.

&% EZ-UAQ Utility = O X
‘@ Language:  English - Q Module |Select Module |v|
Basic Advanced Upload Download Certificate

; i ... Modbus
C:\Users\RD6-Sandy\Desktof§ 1=/ ‘ Firmware [ Project & Configuration
Double 0 odule Name or IP Addre 0 ope e web erface o 0
ele A od O ame P Addre AC Addre 0

O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0/17.10

O BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 11023

O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:al1:3f 1200

O UA-5231M UA-Series-68c90be4d6cc |192.168.82.201:80 68:¢9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-82 Update Project (1)

Open the Project folder and double-click the ZIP project file.

Open
@ . @ Open
v 4 > ThisPC > Desktop » Project - -
<« v 4 <« Project » U-7524M_192.168.82.202_Project
Organize v New folder ;
R # Organize v New folder
. N A
&3 This PC o B8 This PC £ Name Date
“B3D0b U-7524M_192.168.82.202_Project =2 —
B 3D0b 2 U-7524M_192.168.82.202_Project.zip 2026,
Step 2: Select Module
Check the module(s) to be updated.
£ EZ-UAQ Utility X
@ Language: | English - Q Module  Select Module -
Basic Advanced Upload Download Certificate
e pPa
C:\Users\RD6-Sandy\Deskto = ‘ Firmware [ Project & M_odbus.
* Configuration
Doub O 0d ad O Op D O od
4 000de0182007000 9 82.202:80 00:0d:e0 b 9.0.0.0 0
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 11.0.23
I O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 12.0.0
I ] UA-5231M UA-Series-68c90beddbec | 192.168.82.201:80 68:c9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-83 Update Project (2)
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Step 3: Execute Project Update
Click the [Project] button. Two confirmation message windows will appear sequentially (Figure | and
Figure Il). Click [YES] in both windows.
%% EZ-UAQ Utility

@D Language:  English - Q Module Select Module .

Basic Advanced Upload Download Certificate

; : 2 ... Modbus
C:\Users\RD6-Sandy\Desktof} = ‘ Firmware s Project '%Conﬁguration
Double 0 0 e Name or IP Aadre O ope e web erface o od
odule Name 0 ame P Addre AC Addre ersio 0
4 000de018200f7000 92.168.82.202:80 00:0d:e0:18:21:b 9.0.0.0 0

a BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 11.023

O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 12.00

O UA-5231M UA-Series-68c90beddbcc |192.168.82.201:80 68.c9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-84 Update Project (3)
&% EZ-UAQ Utility - O X

'é Are you sure you want to update the project?

w1 (=

(Figure 1)

£& EZ-UAQ Utility - O X

/B, This action is irreversible. Are you sure?

] [

(Figurell)

Step 4: Enter Password
After the confirmation is completed, a "Password" window will appear. Enter the EZ-UAQ Utility

password configured in the module and click [OK].

-ﬁ Password = O x

Passward

|W |
vy

Figure 5-85 Update Project (4)

57



EZ-UAQ Utility User Manual ICP DAS

Step 5: Project Updating
When the interface displays: "Updating Module Project, Please Wait"
the project update process is in progress.

%% EZ-UAQ Utility - ] X
: @ Language: ||English -|| @, Module ‘Select Module -
Basic Advanced Upload Download Certificate
. : Modbus
C:\Users\RD6-Sandy\Deskt " o Firmware . Project S .
\Users\ andy\Deskio e W i ) Configuration
Double 0 0 e NameoriP A = 0 ope e web erface o od
ect A odule Na 0 S P Addre AC Addre ersio ote
92.168.82.202:80 00:0d:e0:18:21:b 9.0.0.0 0
ydating the modul iroject, please wait soo0  |00:0d:e0:18:20:27 11023
BRK-2841M -BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1.2.00
UA-5231M UA-Series-68c90be4dbcc (192.168.82.201:80 68:¢9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-86 Update Project (5)

Step 6: Project Update Completed
After the update is completed successfully, the [Notes] field of the selected module(s) will display:

"Update Successfully"

%% EZ-UAQ Utility
‘@ Language:  English - Q Module |Select Module

i

Basic Advanced Upload Download Certificate

. , ’ ... Modbus
C:\Users\RD6-Sandy\Desktof} = ‘ Firmware s Project & Configuration
Doub 0 0 or IP A = 0 ope e web erface o odule
ele A odule Name 0 P Addre AC Addre ersio ote
4 000de018200f7000 9 82.202:8 00:0d:e0:18:21:b 9.0.0.0 0 pdate e

O BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 11.0.23

O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1200

O UA-5231M UA-Series-68c90be4d6cc |192.168.82.201:80 68:c9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-87 Update Project (6)

Note: If a warning message window appears, or a warning message is displayed in the [Notes] field,
please refer to 6. Warning Messages
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» Update Modbus Configuration

Note: This function is supported only by the UA Communication Server Series.

The Update Modbus Configuration function allows users to create or modify a large number of Modbus
variables efficiently. The utility supports either:

e  Single-file upload (Convert Modbus data to OPC UA or MQTT)

e  Dual-file upload (Convert Modbus data to both OPC UA and MQTT simultaneously)

Note: When updating multiple modules simultaneously, all selected modules must be the same model
and use the same password. It is recommended to configure passwords in advance to avoid security risks
caused by using the default password. (Refer to Appendix B)

- Existing Modules with Modbus Configurations: users can export the configuration files using the
Download Modbus Configuration function, modify the files, and then upload them again.

- New Modules or Unconfigured Modules: please download the template files from the EZ-UAQ Utility
webpage, edit the templates, and upload them to complete the configuration

+» Detailed operating procedures can be found in FAQ-003 and FAQ-004

Please download the template files from the EZ-UAQ Utility download page:
https://www.icpdas.com/en/download/show.php?num=8560&nation=TW&kind1=&model=&kw=EZ-UAQ

FILE NAME VERSION | FILE DATE SIZE NOTE

<< Template file>>--

Modpus 1o UPLUA ZUZ25-U5-30 | IUZ KB ZIp

Modbus To MQTT 2026-03-31 | 146 KB zip

il

After extracting the downloaded package, the following template files will be available:

I & = | Mc YPCUA I ¥ = | Modbus To MQTT - O
Home Share View Home Share View
&« v > Modbus To OPCUA > Modbus To OPCUA vd Sea &« v > Modbus To MQTT » Modbus To MQTT v @ Search M..
o~ Name Type A Name Type
7 Quick acces # Quick acces
B’ (ModbusToOPCUA)UA-2241M.xlsx Microsoft Excel B (ModbusToMQTT)UA-2241M.xlsx Microsoft Excel
[ Desktog # = [ Desktop # =
B (ModbusToOPCUA)UA-2241M_XVboard....  Microsoft Excel B3 (ModbusToMQTT)UA-2241M__XVboard.xlsx Microsoft Excel
f Downio 1 (ModbusToOPCUA)UA-2841M.xlsx Microsoft Excel ‘ Dovinla A 8% (ModbusToMGTT)UA-2841M.xlsx Microsoft Excel
%] Docum # % (ModbusToOPCUA)UA-2841M_XVboard....  Microsoft Excel = Docum # B (ModbusToMQTT)UA-2841M_XVboard.xlsx Microsoft Excel
=] Pictures # 5 (ModbusToOPCUA)UA-5231(M).xlsx Microsoft Excel | Pictures # 8 (ModbusToMQTT)UA-5231(M).xIsx Microsoft Excel
AppDat # B (ModbusToOPCUA)UA-7231M.xlsx Microsoft Excel AppDat # B (ModbusToMQTT)UA-7231M.xlsx Microsoft Excel

< If the module is using an XVboard, please use the corresponding _XVboard template file.

Template File Description:
When editing the Excel template, please use the format of Numbers and Text, do not use formulas,
otherwise it will display abnormal or incorrect.

Blue Box: Basic Modbus module settings

Orange Box: Modbus communication parameter settings

["Broker | TCP | RTU | ASCIl | @ ‘
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https://www.icpdas.com/en/download/show.php?num=8560&nation=TW&kind1=&model=&kw=EZ-UAQ
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Red Box (Serial Port Section): Used to configure Serial Port communication parameters for RTU or ASCII
Modbus communication

scanRat DeadBai Brokerindex

12 iModuIel Variable DataTyp Functior Functior Address Swap  Descript Subscrik PublishC Retain MqttEnabled ScalingEnabled
13 |
14|

| Broker [ TcP | RTU [ ASCl | @ gl 3

Template Configuration Procedure:
Edit the Excel template according to application requirements and complete both the basic module
settings and Modbus parameter settings.
o Single File Upload (OPC UA or MQTT)
This example uses a Modbus To OPC UA file with Modbus TCP as the communication protocol.

B S B~ - (ModbusToOPCUAU
Fle  Home Inset Pagelayout Formulas Data  Review Help  Q Tell me what you want to do
F2l x fe ¥
A B C | D E S S G H I ] K i
1 |ModuleN P Port SlavelD Timeo PollingRate |
2 |PAC 192.168.82 502 1 500 500 |
3 |
4 |
5 ModuleN VariableN DataType Functior Functi Address Swap  Des« OpcuaEne ScalingEn ScalingRe Scalin%
6 [PAC AA_ALARN Unsigned $4x 1 100 False True True 0~10 20~50
7 |PAC AA_DROP Unsigned $4x 1 101 False True False 0~10 20~50 |
8 |PAC AA_DROP Unsigned $4x 1 102 False True False 0~10 20~50 |
9 |PAC AA_DROP Unsigned $4x 1 103 False True False 0~10 20~50 |
10 |PAC AA_LIGHT Unsigned $4x 1 104 False True False 0~10 20~50 |
11 |PAC AA_RISEC Unsigned $4x 1 105 False True False 0~10 20~50 |
12 | |
13 , | [ | I -
TCP | RTU | ASCII ‘ (O] <« »

o Dual File Upload (OPC UA and MQTT)
This example uses both: Modbus To OPC UA / Modbus To MQTT with Modbus TCP communication
configured in both files.

H - UA ) HE S B- - (ModbusToMQTT)UA-UA-5231(M).xlsx - Exce
File Home Inset  Pagelayout Formulas  Data  Review View Help  Q Tell mewhatyouwantto do File Home Insett Pagelayout Formulas Data  Review View Hep  Q Tellmewhatyouwanttodo
F2l ¥ fe cl6 - fe
A B @ D E F | G H| I | | K it A B C D _E F G H 1 I | K
1 ModuleN IP Port SlavelD Timeo PollingRate 1 |ModuleN IP Port SlavelD Timeout PollingRa ScanRate DeadE Brokerindex
2 |PAC 192.168.82 502 1 500 500 2 |PAC 192.168.82.1 502 1 500 500 1000 00,1
3 3
4 ‘ . i r . . . - .
5 ModuleN VariableN DataType Functior Functi Address Swap ~ Des: OpcuaEn: ScalingEn ScalingRe Scalin, 5 ModuleN VariableName DataType‘ Functio Functior Address Swap  Descri Subs:PublishQ¢ Retain |
6 |PAC AA_ALARNK Unsigned $4x 1 100 False True True 0~10 20~50 6 |PAC AA_ALARM Unsigned £4x 1 100 False 2 2 False
7 |PAC AA_DROP Unsigned $4x 1 101 False True False 0~10 20~50 7 |PAC AA_DROPCMD_1  Unsigned {4x 1 101 False 2 2 False
8 |PAC AA_DROP Unsigned $4x 1 102 False True False  0~10 20~50 8 |PAC AA_DROPCMD_2  Unsigned $4x 1 102 False 2 2 False
9 |PAC AA_DROP Unsigned ¢4x 1 103 False True False 0~10 20~50 9 |PAC AA_DROPCMD_3 Unsigned {4x 1 103 False 2 2 False
10 |PAC AA_LIGHT Unsigned $4x 1 104 False True False 0~10 20~50 10 |PAC AA_LIGHT Unsigned $4x 1 104 False 2 2 False
11 |PAC AA_RISEC Unsigned $4x 1 105 False True False 0~10 20~50 11 |PAC AA_RISECMD_1  Unsigned {4x 1 105 False 2 2 False
2] 12
13| 13
| ice [ ru [asal | @ . 1 Broker [TcP [JRTU [ Asc [ @ ‘ >

Note: When uploading a Modbus To MQTT file, if the PrefixString field is left blank, a warning message

window will appear. o =
SerialP BaudRate Dataz Pari StopBi PollingRate

tty02 115200 8 Nor 1 500 L Should a prefix string be added to the MQTT
y04 9500 8 Nor 1 500 = Topic?

ttyQ5 9600 8 Nor 1 500

NO I YES

SerialP ModuleNe Slavi Tim Retry Write ScanRat: Dead| Brokerindex r

1y02  RiTest | 500 TRUE L 1 5000, R

Modul VariableN: Datz Fun Functic Addre Swap  Descr Sub Publis Reta Mtk Scaling Scal Scalir Scali Scalirf PrefixString Show Bxample Topic

EtnTest RtuTest_TaglShort 3x 1 0 FALSE 2 2 False True TRUE 35~10 15-20 5 Publish:

RinTest RinTest_Tag Short 3x 1 1 FALSE 2 2 False True TRUE 5~10 15~20 5 Subscribe:

RinTest RinTest_TagiShort 3x 1 2 FALSE 2 2 False True TRUE 5~10 15~20 5
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After completing the configuration, upload the Modbus To OPC UA file through EZ-UAQ Utility. The
following example demonstrates the single-file upload procedure.
Note: Two files can be uploaded simultaneously. However, the two files must be different types:

e Modbus To OPC UA

e Modbus To MQTT
Uploading two files of the same type is not supported.
This method allows the same Modbus data source to be converted to both MQTT and OPC UA
simultaneously.

Step 1: Select Modbus Configuration File
i~
Click the [Browse]h-] button and select the Modbus configuration file to be uploaded.

£ EZ-UAQ Utility - m] X

@ Language:  English - Q Module 1Select Module

Basic Advanced Upload Download Certificate

: . . Modbus
C:\Users\RD6-Sandy\Deskto Firmware Project S A
\ \ A ‘ L& ) a'B'Configuratlon
Double 0 0 e Name or IP Addre 0 ope e web erface o odule
od e a e 0 a e P Addre - Adare e 0 ote
O |UA-5231M UA-Series-68c90be4d6cc |192.168.82.201:80 68:c9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00
O | UA-2241MX-4GE UA-Series-68474%ecc80a |192.168.85.220:80 68:47:49:ec:c8:0a 1.5.6.0/ 9.2.0/1.2.00

Figure 5-88 Update Modbus Configuration (1)
4 I > ThisPC > Desktop

grch Desktop el

By @ @

Date A
ﬂ;‘ (ModbusToOPCUA)UA-5231(M)_TCP.xlsx ~ Microsoft Excel ... 2026/4/14 T4 02:18

Organize v New folder

Double -click

A

3 Quick ar

Name

Step 2: Select Module
Check the module(s) to be updated.

£k EZ-UAQ Utility - =] X

@ Language: English - Q Module  Select Module -

Basic Advanced Upload Download Certificate

e pa pdate
C:\Users\RD6-Sandy\Desktoll 1= ‘ Firmware % Project S Modbu§
* Configuration
Doub 0 0 0 d 0 op D 0 0
O e a e o) a e P Addre A Addre e ) ote
68c90be4 92.168.82.20 68:c9:0b:e4:d 6.0/ 9.2.0/1.2.00
] UA-2241MX-4GE ;UA-Series-684749ecc803 192.168.85.220:80 68:47:4%:ec:c8.0a 1.5.6.0/ 9.2.0/1.2.00

Figure 5-89 Update Modbus Configuration (2)

Step 3: Execute Modbus Configuration Update

Click the [Modbus Configuration] button. Two confirmation message windows will appear sequentially
(Figure | and Figure Il). Click [YES] in both windows.

4% EZ-UAQ Utility - =] X

€ Language:  English - Q Module  Select Module -

Basic Advanced Upload Download Certificate

& Modbus
~ Configuration

C:\Users\RD6-Sandy\Desktofl ' ‘ Firmware [ Project

] |UA-2241MX-4GE | 68:47:49:ec:c8:0a
Figure 5-90 Update Modbus Configuration (3)
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&% EZ-UAQ Utility — O X

._lé\ Are you sure you want fo update the Modbus

= configuration?
[Two ] . ¥ES
(Figure 1)
£% EZ-UAQ Utility - O X

/L, This action is irreversible. Are you sure?

D

(Figure 1)

Step 4: Enter Password
After confirmation, a "Password" window will appear. Enter the EZ-UAQ Utility password configured in
the module and click [OK].

Password - O X

Password

|%Q |

Figure 5-91 Update Modbus Configuration (4)

Step 5: Updating Modbus Configuration
When the interface displays: "Updating Modbus Configuration, Please Wait" the configuration file is
being uploaded.

&% EZ-UAQ Utility - ] X

: (9 Language: | English - O, Module ' Select Module -

Basic Advanced Upload Download Certificate

Modbus

C:\Users\RD6-Sandy\Deskto JQ Firmware % Project Configuration

Double 0 odule Name or IP Addre 0 ope e web erface o odule
od e a e 0 a e P Addre = Adadre e 0} ote
es-68c90bed 9 8.82.201:80 8:c9:0b:ed:.d 0 0 00

s Updating modbus configuration file, please wait 6s474%eccs0a  [1560/920/1200
Figure 5-92 Update Modbus Configuration (5)

Step 6: Modbus Configuration Update Completed
After the update is completed successfully, the [Notes] field of the selected module(s) will display:
"Update Successfully"

& EZ-UAQ Utility - O X

@ Language:  English - Q Module  Select Module -

Basic Advanced Upload Download Certificate

7 : . ... Modbus
C:\Users\RD6-Sandy\Deskto ] ‘ Firmware Y Project K8 koo hon
Double 0 odule Name or IP Addre 0 ope e web erface o odule
odule Name 0 ame P Addre AC Addre ersio ote
A A 8c90beddb 9 8.82.201:8 8:¢9:0b:ed:d 6.0/ 9.2.0 00 pdate
O \UA-2241IMX-4GE  |UA-Series-684749%ecc80a |192.168.85.220:80 | 68:47:49:ecic8:0a |1.5.6.0/ 9.2.0/1.2.00

Figure 5-93 Update Modbus Configuration (6)
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5.2.4 Download

The Download function allows users to download log files, project files, and Modbus configuration files
from UA Communication Servers, UA I/O modules, and BRK Communication Servers for backup,
maintenance, and troubleshooting purposes.

» Download Log

The Download Log function allows users to download log files from multiple UA Communication
Servees, UA I/O modules, and BRK Communication Servers.

Note: When downloading log files from multiple modules simultaneously, all selected modules must
belong to the same series and use the same EZ-UAQ Utility password. It is recommended to configure
passwords in advance to avoid security risks caused by using the default password. (Refer to Appendix
B)

The following example demonstrates the log download procedure for a single U-7524M module.

Step 1: Select Folder
Click the [_-]] button and select the destination folder for storing log files.

&R EZ-UAQ Utilit - ]
@ Language: |English || @ Module  Select Module .
Basic Advanced Upload Download Certificate
orage pa Do 0a
C:\Users\RD6-Sandy\Deskto ; E Log g Project 0. Modbus'
* Configuration
Double 0 odule Name or IP Addre 0 ope e web erface o 0
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.00.0/17.10
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
O UA-5231M UA-Series-68c90be4dbcc |192.168.82.201:80 68:c9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00
Figure 5-94 Download Log (1)
Select Folder X
<« v 1 > ThisPC > Desktop > Log v Search Log yel
Organize v New folder 0
Vi3 A Name . Date modified
V324
No items match your search.
I Desktc v < >
Folder: | Log
Select Fol ‘ Cancel
Step 2: Select Module
Check the module(s) from which the log files will be downloaded.
£ EZ-UAQ Utility - O X
@ Language:  English - Q Module | Select Module .
Basic Advanced Upload Download Certificate
orage pa Do 0a
C:\Users\RD6-Sandy\Desktofl i llf 5ip  Log % Project i Modens
* Configuration
Double 0 odule Name or IP A e O ope ewe erface o 0
& 0od e a e 0 a e P Addre = Addre e 8
4 000de018200f7000 92.168.82.202:80 00:0d:e0:18:21:b 9.0.0.0 0
O BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.80:8000  |000c:e0:1820:05  |1.10.14
O UA-5231M ‘UA»Series—68c90be4d6cc 1192.168.82.201:80 68:c9:0b:e4:d6:cc |1.5.6.0/9.2.0/1.2.00

Figure 5-95 Download Log (2)
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Step 3: Execute Log Download
Click the [Log] button. When the interface displays: "Download Log File, Please Wait" the log
download process is in progress.

EZ-UAQ Utilit — |

: @ Language: |English -/ Q, Module ]SelectModuIe -

Basic Advanced Upload Download Certificate

C:\Users\RD6-Sandy\Deskto g Log o Project ; Co:}i(;(:f:::ion
Double 0 odule Name or IP Addre 0 Ope e web erface o odule
gie - od e d e (8 a e PA adare - Adare e (@)
4 000de018200f7000 9 8.8 02:80 00:0d:e0:18 b 9.0.0.0 0
Download Log file, please wait 1M-84.. [19216884.80:8000  |00:0d:e0:18:2b:05 11014
O (UA-5231M |UA-Series-68c90bedd6cc |192.168.82.201:80 68:c9:00:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-96 Download Log (3)
Step 4: Log Download Completed
After the download is completed successfully, the [Notes] field of the selected module(s) will
display: "Download Successful”
% £2-UAQ Uty - o
:@Language: English - Q Module  Select Module -

Basic Advanced Upload Download Certificate

: : Modbus
C:\Users\RD6-Sandy\Desktoll (= ‘ Firmware s Project “FConfiguration
Double 0 0 e Nameor P A e 0 ope e web erface o 0
oa e a e o) a e P Addre 4 Addre e 0 ote
000de018200f7000 9 68.8 02:8 00:0d:e0 b 9.0.0.0 0 BJe 0
=] BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.80:8000  |00:0d:e0:18:20:05 | 1.1.014
=] UA-5231M |UA-Series-68c90bedd6ec |192.168.82.201:80 68:c0.0bieddbic 1560/ 9.20/1.2.00

Figure 5-97 Download Log (4)

The utility automatically creates a folder using the following naming convention:
ModuleName_IP_Log to store the downloaded log files.

3+ Quick access

U-7524M_192.168.82.202_LOG
[ Desktop

Note: If a warning message window appears, or a warning message is displayed in the [Notes] field,
please refer to 6. Warning Messages
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» Download Project

The Download Project function allows users to download project files from multiple UA
Communication Servers, UA 1/O modules, and BRK Communication Servers.

Note: When downloading projects from multiple modules simultaneously, all selected modules must
belong to the same series and use the same password. It is recommended to configure passwords in
advance to avoid security risks caused by using default passwords. (Refer to Appendix B)

The following example demonstrates the project download procedure for a single U-7524M module.

Step 1: Select Folder
i
Click the [h-]] button and select the destination folder for storing project files.

4% EZ-UAQ Utility — m] X
@ Language: English - Q Module Select Module .
Basic Advanced Upload Download Certificate
orage pa Do oF:
C:\Users\RD6-Sandy\Desktoll o Bl (59 Log e Project s Mlodbis
* Configuration
Double O odule Name or IP Addre O ope e web erface o 0
ele S oauie Name 0 ame P Addre A Aadre ersio

O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0/17.10

Od BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1.2.0.0

O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014

O UA-5231M UA-Series-68c90be4dbec |192.168.82.201:80 68:¢9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00

Select Folder X
v 4 > ThisPC > Desktop > Project v Search Project P
Organize v New folder == ~ (7]
Il Des# # Name - Type Date modified Size
Doy #
!_ _.o‘ . No items match your search.
Folder: | Project
Select Folder ’ Cancei
Figure 5-98 Download Project (1)
Step 2: Select Module
Check the module(s) from which the project files will be downloaded.
% EZ-UAQ Utility - O X
@ Language:  English - Q Module Select Module -
Basic Advanced Upload Download Certificate

Storage path Download

Double click on Module Name or IP Address to open the web interface of Module.

B Select Al | Module Name | Host Name a | IP Address | MAC Address | version
V] U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0/17.10
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1200
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
g UA-5231M UA-Series-68c90be4dbcc |192.168.82.201:80 |68:c9:0b:e4:dbicc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-99 Download Project (2)
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Step 3: Execute Project Download

Click the [Project] button.

&% EZ-UAQ Utility

@D Language: English - Q Module Select Module -

Basic Advanced Upload Download Certificate

Storage path Download

C:\Users\RD6-Sandy\Deskto m s Project o ConMﬁ(;lt::tsion

Double click on Module Name or IP Address to open the web interface of Module.

W Select Al | Module Name | Host Name a | IP Address | MAC Address | version
U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0 /1710
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:7:28:a1:3f 1.2.0.0
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
O UA-5231M UA-Series-68c90be4dbec |192.168.82.201:80 68:c9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-100 Download Project (3)

Step 4: Enter Password

When the "Password" window appears, enter the EZ-UAQ Utility password configured in the module
and click [OK].

%% Password — O x

Passwaord

Figure 5-101 Download Project (4)

Step 5: Project Downloading

When the interface displays: "Downloading Project File, Please Wait" the project download process
is in progress.

4% EZ-UAQ Utility

(& Language: ||English -|| @ Module ‘Select Module -

Basic Advanced Upload Download Certificate

Double click on Module Name or IP Address to open the web interface of Module.
M Select All | Module Name | Host Name a | IP Address | MAC Address | Version
] 524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0 /17.10
ownlc g pt please w. 168.84.62: 1402:7:28:31:3f 1200
|BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
UA-5231M UA-Series-68c90be4dbecc |192.168.82.201:80 68:c9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00

mifm}S

Figure 5-102 Download Project (5)
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Step 6: Project Download Completed
After the download is completed successfully, the [Notes] field of the selected module(s) will
display: "Download Successfully"

% EZ-UAQ Utility - [m] X

@ Language: English - Q Module  Select Module -

Basic Advanced Upload Download Certificate

- .. Modbus
C:\Users\RD6-Sandy\Deskto g E) Log g Project ol Configuration
Double 0 odule Name or IP Add O ope D 0 od
ele = oa - a (8] a = P Adare - Addre e (8] ote
4 000de0182007000 92.168.82.202:80 00:0d:e0 9.0.0.0 0 ownload

O BRK-2841M ICPDAS-BRK-2841M 192.168.84.62:8000 14:02:f7:28:a1:3f 1.2.0.0

O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 1.1.0.14

O UA-5231M UA-Series-68c90be4d6ec [192.168.82.201:80 68:¢9:0b:ed:d6:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-103 Download Project (6)

The following figure shows the downloaded files and storage location.
During project download, the utility automatically creates: ModuleName_IP_Project as both the
project folder name and compressed package name.

The downloaded project package is password protected. (Please enter the EZ-UAQ Utility password
configured in the module when extracting the compressed file.)

Project . O X
T > Project v ® Search Pr... O
A Name Date modified Type
s+ Quick access
U-7524M_192.168.82.202_Project 2026/4/29 T4 03:40 File folder
[ Desktop
[&] Pictures o
v < >

litem  State: 3R Shared =]

Note: If a warning message window appears, or a warning message is displayed in the [Notes] field,
please refer to 6. Warning Messages)
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» Download Modbus Configuration

Note: This function is supported only by the UA Communication Server Series.
The Download Modbus Configuration function allows users to export UA Modbus and OPC UA
configuration information, including: Modbus TCP settings / Modbus RTU settings / Module Name / OPC
UA Node ID. The exported information is saved as Excel files for backup, editing, and future configuration
deployment.

Note: When downloading Modbus configurations from multiple modules simultaneously, all selected
modules must belong to the same series and use the same password. It is recommended to configure

passwords in advance to avoid security risks caused by using default passwords. (Refer to Appendix B) °

Step 1: Select Folder
Click the [..-.]] button and select the destination folder for storing the Modbus configuration files.

£ EZ-UAQ Utility - O X

@ Language:  English - Q Module  Select Module -

Basic Advanced Upload Download Certificate

orage pa Do 03
C:\Users\RD6-Sandy\Deskto E’ Log g Project S Modbus_
* Configuration
Double 0 odule Name or IP A e O ope e web erface o od
= odule Name 0 ame P Addre AC Addre ersio
O UA-5231M UA-Series-68c90beddbcc |192.168.82.201:80 68:c9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 11014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.00/17.10
Figure 5-104 Download Modbus Configuration (1)
Select Folder X
<« v e <« Desk... » Modbus Configurati... v O Search Modbus Configuration @
Organize v New folder == - 0
A Name - Date modified Type
3 Quick a
B Des # No items match your search.
= pine ¥ € 2
Folder: I Modbus Configuration |
Select Fol Cancel i

<> If no Folder is specified, the downloaded files will be saved to the Windows Desktop by default.

Step 2: Select Module
Check the module(s) from which the Modbus configuration files will be downloaded.

% EZ-UAQ Utility - ] X

@ Language: | English - Q Module Select Module -

Basic Advanced Upload Download Certificate

orage pa Do 0a
C:\Users\RD6-Sandy\Desktof§ a Log g Project o Modbus_
* Configuration
Double 0 odule e or IP Addre 0 Op e web eo odule
eie = 0oa e a e 0 a e P Addre . Adare e 0
A A es-68c90beddb 9 8.82.201:80 68:¢9:0b:e4:d6 0/ 9.2.0 00
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 11014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0/17.10

Figure 5-105 Download Modbus Configuration (2)
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Step 3: Execute Modbus Configuration Download
Click the [Modbus Configuration] button. When the interface displays: "Downloading Modbus
Configuration, Please Wait" the configuration download process is in progress.

% EZ-UAQ Utility - m] X

¢ Language: ||English -|| @ Module ||Select Module -

Basic Advanced Upload Download Certificate

5 . Modbus
C:\Users\RD6-Sandy\Deskto o Log o Project Cor fintation
Double 0 O e Name or IP Aadre 0 ope e web erface o 0
A A-Series-68c90be4d6 92.168.82.201:80 8:c9:0b:e4:d 6.0/ 9.2.0/1.2.00
- Downloading the Modbus configuration file, please wait 2007 11014
O U-7524M iOOOdeOlSZOOﬂOOO ‘192.168.82.202:80 ‘00:0d:e0:18:21:b1 9.000/17.10

Figure 5-106 Download Modbus Configuration (3)

Step 4: Modbus Configuration Download Completed
After the download is completed successfully, the [Notes] field of the selected module(s) will
display: "Download Successful".

% EZ-UAQ Utility — m] X
@ Language:  English - Q Module ISeIect Module H
Basic Advanced Upload Download Certificate
orage pa Do oa
; . .. Modbus
C:\Users\RD6-Sandy\Desktofl o llf (55  Log e Project - Confiquration
Bleltle O od e 0 d O Op D O O
od e a e (0] a e P Add = Addre e 0 ote
% A A 8c90bedd 92.168.82.201:80 8:c9:0b:e4:d 0/ 9.2.0/1.2.00 ownload
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:€0:18:2b:07 11.014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.00/17.10

Figure 5-107 Download Modbus Configuration (4)

The following files will be generated after the download is completed:
e (ModbusToMQTT)_ModuleName_IP.xlIs
e (ModbusToOPCUA) ModuleName_IP.xlsx
These Excel files can subsequently be used with the Update Modbus Configuration function.

Modbus Configuration — O X
T > Modbus Configuration v D Search M... 0
A Name Type
& Quick access
B Deskt 3 ﬂj’] (ModbusToMQTT)UA-5231M_192.168.82.201.xlsx Microsoft Excel
esktop
P £ (ModbusToOPCUA)UA-5231M_192.168.82.201.xIsx  Microsoft Excel

Note: If a warning message window appears, or a warning message is displayed in the [Notes]
field, please refer to 6. Warning Messages
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5.2.5 Certificate

EZ-UAQ Utility provides a complete certificate management mechanism that allows users to generate
certificates and deploy them to modules for secure communication among UA Communication Servers,
UA I/0 modules, and BRK Communication Servers. The utility supports certificate deployment for: HTTPS/
OPC UA/ MQTT.

1.

Efficient Certificate Generation and Deployment

e Quickly generate certificates based on security requirements, and update all modules in the field
with one click.

e Simplify certificate configuration procedures and reduce configuration errors caused by manual
operations.

Centralized Certificate Management
e Centrally manage the status of certificates across the field, allowing users to view certificate
information and check expiration dates and operational status.

Enhanced Factory Site Security
e Supports mainstream encryption protocols such as HTTPS, OPC UA, and MQTT to ensure the
security of data transmission.

Authentication Types :

One-Way Authentication : Only the server provides a certificate for verification. Typical
applications include HTTPS and MQTT Broker

Two-Way Authentication / Mutual Authentication : Both the server and client must provide

certificates. Typical applications include OPC UA Server / Client and MQTT Broker / Client. This
authentication method is recommended for high-security communication environments.

Note: Before certificate-based communication can be used, the certificate function must first be

enabled from the UA or UA 1/O module webpage.

Add CA Certificate

The Add CA Certificate function creates a new Certificate Authority (CA) certificate that can be used
as the root certificate for MQTT-related certificates.

Step 1: Execute Add CA Certificate
Click the [Add] button.

£#% EZ-UAQ Utility - m] X
@ Language:  English - Q Module ’Select Module - I
Basic Advanced Upload Download Certificate
alid Period 4 pdate
: OPC UA Server MQTT Broker == Export
% Query o New =y HTTPS —
. . -~
OPC UA Client MQTT Client == Import
Double 0 odule Name or IP Addre O ope e web erface o odule
ect A odule Name 0 ame P Addre AC Addre ersio Response
O UA-5231M |UA-Series-68c90be4dbec |192.168.82.201:80 |68:c9:0b:e4:dbicc |1.5.6.0/ 9.2.0/1.2.00 |172ms
O BRK-2841M :lCPDAS—BRK—2841M—84... ;192.168.84.80:8000 |00:00:¢0:18:20:05 11014 172ms
O U-7524M |000de018200f7000 1192.168.82.202:80 |00:00:¢0:18:21:b1 9.0.0.0/17.10 |407ms

Figure 5-108 Add CA Certificate (1)
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Step 2: Enter Certificate Validity Period
In the dialog window, enter the validity period (in days) for the CA certificate and click [OK].
+»* Please refer to Appendix C— Certificate Date Input Restrictions for recommended values and input
limitations.

%% Centificate validity date - O *

Day [] Month ] Year

x @

Figure 5-109 Add CA Certificate (2)

|2

Step 3: CA Certificate Created Successfully
When the "Create Successfully" message appears, click [OK] to complete the CA certificate generation
process.

&R E2-UAQ Utilit

Create successfully

« @

Figure 5-110 Add CA Certificate (3)

Update HTTPS Certificate

The Update HTTPS Certificate function allows users to update HTTPS certificates for modules. After
the update is completed, HTTPS secure access will be automatically enabled when users log in to the
module webpage.

Note: When updating HTTPS certificates for multiple modules simultaneously, all selected modules
must use the same EZ-UAQ Utility password. It is recommended to configure passwords in advance
to avoid security risks caused by using default passwords. (Refer to Appendix B)

Before updating HTTPS certificates, please enable the HTTPS function from the UA or UA I/O webpage.
(Refer to the corresponding UA or UA 1/O User Manual.)

Step 1: Select Modules
Check the modules that require HTTPS certificate updates.

&R EZ-UAQ Utilit — O
@ Language: | English - Q Module Select Module

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker = Export
- =X
% Query a New my HTIPS
OPC UA Client MQTT Client == Import
Double 0 odule Name or IP Addre 0 ope e web erface o odule
ele A oa e a e o) a e P Addre A Adare e 0 espo e
UA-5231M UA-Series-68c90bed4dbcc |192.168.82.201:80 68:c9:0b:e4:db:cc i1.5.6.0/ 9.2.0/1.2.00 [172ms
O UA-5231M-4GE UA-Series-f4e11e950bb0 |192.168.1.95:80 f4:e1:1e:95:0b:00 |1.5.8.0/ 9.2.0/1.2.00 172ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:.0d:e0:18:2b:05 |11.0.14 172ms

U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0/17.10

Figure 5-111 Update HTTPS Certificate (1)
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Step 2: Execute HTTPS Certificate Update

Click the [HTTPS] button. Two confirmation windows (Figure | and Figure Il) will appear sequentially.
Click [YES] in both windows.

& £7-un0 Ut - |

@ Language:  English - Q Module Select Module .

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker Export
% Query e New ( HTIPS
OPC UA Client MQTT Client == Import
Double 0 od or IP Addre 0 ope e web erface o odule
elect A odule Name 0 ame P Addre AC Addre ersio Response
%] UA-5231M UA-Series-68c90be4d6bec |192.168.82.201:80 |68:9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00 172ms
O UA-5231M-4GE UA-Series-f4e11e950bb0 |192.168.1.95:80 | f4:e1:1e:95:0b:00 1.5.8.0/ 9.2.0/1.2.00 172ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 |00:0d:e0:18:2b:05 11.014 172ms
] U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0 /17.10 407ms

Figure 5-112 Update HTTPS Certificate (2)

R

-UAQ Utilit — O

~N

A Are you sure you want to update the certificate?

m@

(Figure 1)

£% EZ-UAQ Utility - m] X

/B, This action is irreversible. Are you sure?

W ] YEQ

(Figure ) ]

Step 3: Configure Certificate Validity Period

In the "Certificate validity date" window, enter the certificate validity period and click [OK].
Please refer to Appendix C— Certificate Date Input Restrictions for detailed recommendations and
limitations.

#f Certificate validity date — O X

Day ] Month [ Year

x @

Figure 5-113 Update HTTPS Certificate (3)

|2

Step 4: Enter Password
In the "Password" window, enter the EZ-UAQ Utility password configured in the module and click [OK].
Figure 5-114 Update HTTPS Certificate (4)

4% Password - O X

Password

=
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Step 5: Updating Certificate
When the interface displays: "Updating certificate, please wait" the certificate update process is in

progress.
£ EZ-UAQ Utility - [m} X
@ Language: || English -/ @ Module |Select Module -
Basic Advanced Upload Download Certificate
OPC UA Server MQTT Broker Export
% Query g New , HTIPS
OPC UA Client MQTT Client Import
Double 0 odule Name or IP Addre O ope e web erface o od
(o]0 e d - 0 = P Add Addre e (0] Respo
., ‘UA-5231M — UA-Series-68c90be4dbcc 1192.168.82.201:80 68:c9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00 172ms
pdating certificate, please wait 100 19216819580 f4elle950000  |1580/920/1200  |172ms
O ‘ BRK-2841M ‘ ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014 172ms
% 4 000de018200f7000 92.168.82.202:80 00:0d:0:18:21:b 9.0.0.0 0 40

Figure 5-115 Update HTTPS Certificate (5)

Step 6: HTTPS Certificate Update Completed
After the update is completed successfully, the [Notes] field of the selected module(s) will display:
"Update Successfully"

£ EZ-UAQ Utility - u] X

@ Language: English - Q Module  Select Module -

Basic Advanced Upload Download Certificate
Perio A date
- OPC UA Server MQTT Broker = Export
R Query a New - § HTTPS
OPC UA Client MQTT Client =5 Import
Double 0 odule Name or IP Addre 0 ope e web erface o odule
elect A odule Name 0 e P Addre AC Addre ersio esponse e ote
UA-5231M UA-Series-68c90be4dbcc |192.168.82.201:80 68:c9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00 172ms Update successful
O UA-5231M-4GE UA-Series-f4e11e950bb0 |192.168.1.95:80 f4:e1:1e:95:00:00 1.5.8.0/9.2.0/1.2.00 172ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 1.1.0.14 172ms

000de018200f7000 192.168.82.202:80

00:0d:20:18:21:b1

Figure 5-116 Update HTTPS Certificate (6)

9.000/17.10

Update successful

After updating the HTTPS certificate, export and extract the HTTPS certificate package. (Refer to
Export Files) °

<« EZ-U.. » U-7524M192.168.82.202Https
Name Type
> HTTPSER v O > HTT.. » EZ-UAQ Utility_Certificate _ - —
s % % ;] icpdashttps.crt Security Certificate
== Name | | icpdashttps.key  KEY File

-

EZ-UAQ Utility_Certificate_2025_03_05
‘g EZ-UAQ Utility_Certificate_2025_03_05.zip|

U-7524M192.168.82.202Https « EZ-U... » UA-5231M192.168.82.201Https

UA-5231M192.168.82.201Https A
Name Type
) icpdashttps.crt Security Certificate
0] icpdashttps.key KEY File

Follow the procedure described in Appendix D to verify that HTTPS secure communication has been
enabled successfully.

@ Unseres x4 . PRpEp— x B - 3 x
5 @ % 192.16882201:843 # O 0 «
2 - O Qs (=R
Certificate Viewer: UA-5231M_192.168.82.201 20250305054615 X
— —
AT
(ICP nari  fmecn
DAS S
guz
.
cnten
A
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» Update OPC UA Server and OPC UA Client Certificates

The Update OPC UA Server Certificate and Update OPC UA Client Certificate functions allow users to
quickly replace OPC UA Server and Client certificates installed on modules and establish encrypted OPC
UA communications through certificate authentication.

Note: When updating certificates for multiple modules simultaneously, all selected modules must use the
same EZ-UAQ Utility password. It is recommended to set the EZ-UAQ Utility password on the module's
web page in advance. (Refer to Appendix B)

The following example demonstrates how to establish secure OPC UA certificate communication between
a UA Communication Server and a UA I/O Module.(Please refer to Appendix A Module Function Support.)

OPC UA Secure Communication Workflow

4. Enable Cert.
Authentication

1. Update UA Server
Cert.

2. Update UA I/O
Client Cert.

3. Export OPC UA
Certificates

8. OPC UA Secure
Connection
Established

7. Get Node IDs
from UA /O

6. Import Server Cert. to
UAI/O

5. Import OPC UA
Client Cert. to UA

4 UA and UA I/0 Establish OPC UA Secure Communication

1. Update UA OPC UA Server Certificate
Step 1: Select Module
Check the UA module that requires certificate updates.
4% EZ-UAQ Utility - m] X

- Q Module Select Module

@ Language:  English

Basic Advanced Upload Download Certificate
Porio ! ot 7
- OPC UA Server MQTT Broker -" Export
S Query e New (4 HTIPS
OPC UA Client MQTT Client o Import
Do e 0 0 e Name or IP Addre O ope e web erface o (o
oa e (0] P Addre A Addre e 0 p
% 8c90bedd 8.82.201:80 8:c9:0b:e:d 6.0/ 9.2.0/1.2.00 40
=) BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:€0:18:2b:27 11023 219ms
] U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.00/17.10 469ms

Figure 5-117 UA and UA I/0 OPC UA Secure Communication — Update OPC UA Server Certificate (1)

Step 2: Execute OPC UA Server Certificate Update
Click the [OPC UA Server] button. Two confirmation windows (Figure | and Figure 1) will appear
sequentially. Click [YES] in both windows.

4% EZ-UAQ Utility = o %

€ Language: | English - Q Module Select Module

Basic Advanced Upload Download Certificate
Perio A pdate
OPC UA Server MQTT Broker -"‘ Export
% Query e New (% HTIPS
OPC UA Client MQTT Client o Import
Doub 0O od O d O Oope e eb errace o od e
oa 0 P Addre Addre 0 espo e
= 8¢c90beddb 01:80 68:c9:0b:ed:d 6.0/ 9.2.0 00 40
&) BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 |00:0d:e0:18:2b:27 11.0.23 219ms
O U-7524M 000de018200f7000 192.168.82.202:80 |00:0d:e0:18:21:b1 9.0.0.0/17.10 469ms

Figure 5-118 UA and UA I/0 OPC UA Secure Communication — Update OPC UA Server Certificate (2)
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@ EZ-UAQ Utility - ]

™~

/L. Are you sure you want to update the certificate?

[wo ] ‘1550
(Figure 1)
£% EZ-UAQ Utility - O X

/b, This action is irreversible. Are you sure?

[w ] YEQ
(Figure 1)

Step 3: Configure Certificate Validity Period

In the "Certificate validity date" window, enter the certificate validity period and click [OK].

%+ Please refer to Appendix C —Certificate Date Input Restrictions for recommended settings.

%k Certificate validity date - O X

Day [1 Month [1 Year

g |

9

Figure 5-119 UA and UA 1/0 OPC UA Secure Communication — Update OPC UA Server Certificate (3)

Step 4: Enter Password
When the "Password" window appears, enter the EZ-UAQ Utility password configured in the module
and click [OK].

£& Password — O x

Password
— |
(0] 4 0

Figure 5-120 UA and UA I/0 OPC UA Secure Communication — Update OPC UA Server Certificate (4)

Step 5: Updating OPC UA Server Certificate

When the interface displays: "Updating Certificate, Please Wait" the certificate update process is in
progress.

MR Ez-UAQ Utilit - o

@ Language: |English -‘ Q, Module ||Select Module -

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker = Export
Query e New % HTTPS
OPC UA Client MQTT Client = Import
Double 0 odule Name or IP Addre 0 ope e web erface o odule
odule Name o} ame P Addre AC Addre ersio Response
V| A A-Se 68c90beddb 9 68.8 01:80 8:¢9:0b:ed.d 0/9.20 00 40
" Updating certificate, please wait 192.1688465:8000  |00:0de0:18:2027  |11.0.23 219ms
a |u-7524M |000de018200f7000 1192.168.82.202:80 00:0d:e0:18:21:01 9.000/17.10 469ms

Figure 5-121 UA and UA I/0 OPC UA Secure Communication — Update OPC UA Server Certificate (5)

75



EZ-UAQ Utility User Manual ICP DAS
Step 6: OPC UA Server Certificate Update Completed

After the update is completed successfully, the [Notes] field of the selected module(s) will display:
"Update Successfully"

% EZ-UAQ Utility - a X
‘@ Language: English - Q Module Select Module -
Basic Advanced Upload Download Certificate
Period A pdate e
OPC UA Server MQTT Broker -"‘ Export
% Query o New =, HTIPS
OPC UA Client MQTT Client == Import
Double 0 odule Name or IP Addre O ope e web erface o od
oa e d e 0 ame P Addre A Addre 0o ote
A A-Series-68c90bedd 92.168.82.201:80 8:c9:0b:e4:d 0/ 9.2.0/1.2.00 pdate
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 11.0.23
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.00/17.10

Figure 5-122 UA and UA 1/0 OPC UA Secure Communication — Update OPC UA Server Certificate (6)

2. Update UA I/0 OPC UA Client Certificate
Step 1: Select Module

Check the UA 1I/0 module that requires certificate updates.

£R EZ-UAQ Utilit
@ Language:  English - Q Module  Select Module .

Basic Advanced Upload Download Certificate
Validity Period

- OPC UA Server MQTT Broker
% Query

OPC UA Client MQTT Client

Double click on Module Name or IP Address to open the web interface of Module.

W Select All | Module Name | Host Name a| IP Address | MAC Address | Version
U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.00.0/17.10
O BRK-2841M ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 1.1.023
] UA-5231M UA-Series-68c90be4dbcc |192.168.82.201:80 68:c9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-123 UA and UA I/0 OPC UA Secure Communication — Update OPC UA Client Certificate (1)

Step 2: Execute OPC UA Client Certificate Update

Click the [OPC UA Client] button. Two confirmation windows (Figure | and Figure Il) will appear
sequentially. Click [YES] in both windows.

&R £2-UAQ Utilit
€ Language:  English - Q Module Select Module :

Basic Advanced Upload Download Certificate
Validity Period Update

|
[ OPC UA Server MQTT Broker
78 Query =, HTIPS |
|
|

[

|

——
OPC UA Client { MQTT Client

Double click on Module Name or IP Address to open the web interface of Module.

W SelectAll | Module Name | Host Name a|IP Address | MAC Address | Version
U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.0.0.0/17.10
O BRK-2841M |ICPDAS-BRK-2841M 192.168.84.65:8000 00:0d:e0:18:2b:27 11.0.23 [
O UA-5231M |UA-Series-68c90be4d6ee |192.168.82.201:80 68:c9:0b:e4:db:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-124 UA and UA I/0 OPC UA Secure Communication — Update OPC UA Client Certificate (2)
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&R EZ-UAQ Utility - |

/L. Are you sure you want to update the certificate?

[wo ] YE@
(Figure 1)
£%& EZ-UAQ Utility - a X

/B, This action is irreversible. Are you sure?

mQ

(Figure 11)

Step 3: Configure Certificate Validity Period
In the "Certificate validity date" window, enter the certificate validity period and click [OK].
+» Please refer to Appendix C- Certificate Date Input Restrictions for recommended settings.

£E Certificate validity date - O x

Day [ Month [ Year

g |

«&

Figure 5-125 UA and UA I/0 OPC UA Secure Communication — Update OPC UA Client Certificate (3)

Step 4: Enter Password
When the "Password" window appears, enter the EZ-UAQ Utility password configured in the module
and click [OK].

%% Password — O *

Passwaord
|W
D

Figure 5-126 UA and UA I/0 OPC UA Secure Communication — Update OPC UA Client Certificate (4)

Step 5: Updating OPC UA Client Certificate
When the interface displays: "Updating Certificate, Please Wait" the certificate update process is
in progress.

£ EZ-UAQ Utility - m] X

¢ Language: |English -/ @, Module ([Select Module

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker = Export
Query Lo New HTTPS
OPC UA Client MQTT Client = Import

Double 0 odule Name or IP Addre 0 ope e web erface o odule
odule Name 0 ame P Addre AC Addre ersio ote
] 4 000de01820017000 9 68.8 02:80 00:0d:e0:18 b 9.0.0.0 0
% 'Updating certificate, please wait (1921688465800  [000d:e0:1820:27 11023 1
O \UA-5231M |UA-Series-68c90bedd6ec |192.168.82.201:80 | 68:c9:0bred:dbice |1560/920/1200 |

Figure 5-127 UA and UA 1/0O OPC UA Secure Communication — Update OPC UA Client Certificate (5)
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Step 6: OPC UA Client Certificate Update Completed
After the update is completed successfully, the [Notes] field of the selected module(s) will
display:"Update Successfully"

£ EZ-UAQ Utility
@ Language:  English - Q Module Select Module .
Basic Advanced Upload Download Certificate
alid Perio date
. OPC UA Server
% Query o New (= HTIPS
OPC UA Client
Doub 0 od or IP Add O Op D 0 0
odule 0 e P Addre Addre
4 000de018200f7000 68.82.202:80 00:0d:e0:18 b
] |BRK-2841M |ICPDAS-BRK-2841M  |192.168.8465:8000 | 00:0d:€0:18:2b:27
O |UA-5231M |UA-Series-68c90be4d6bec |192.168.82.201:80 |68:c9:0b:e4:d6:cc

MQTT Broker -" Export

MQTT Client =o  Import

9.0.0.0 0 pda
|11023 _‘
1560/920/1200 |

Figure 5-128 UA and UA I/0 OPC UA Secure Communication — Update OPC UA Client Certificate (6)

3. Export Generated Certificates (OPC UA Server and OPC UA Client)
Click the [Export] button and enter the password to export the generated certificates. (Refer to Export

Files)
#R EZ-UAQ Utility - m]
@ Language:  English - Q Module Select Module .
Basic Advanced Upload Download Certificate
alid Period pdate
: OPC UA Server MQTT Broker == Export
% Query e New =, HTIPS
- P - o X
OPC UA Client 7 i
Password (At least 3 characters)
Doub O od or IP Add O Op D 0 0
elect A odule e o e D Addre Aadie |mm)«x1 |
O \ UA-5231M UA-Series-68c90be4dbcc 1192.168.82.201:80 68:c9:0b:e4:db:cc 1 0K
O |UA-2241MX-4GE UA-Series-684749%ecc80a |192.168.82.44:80 68:47:49:ec:c8:.0a | 1. 5oy zorTzoe—
O 'iU—7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 [9.0.0.0/17.10 |
> OPC UA Certificate s> OPC.. » EZ-UAQ Utility_... v B

Name

EZ-UAQ Utility_Certificate_20.
“ EZ-UAQ Utility_Certificate_2026_04_30.zip Compressed (zipped..

-~

password is required when
extracting the package

ile folder

EE

e

U-7524M192.168.82.2020PCUAClient
UA-5231M182.168.82.2010PCUAServer

N

OPC UA Server Folder: Contains 2 files, OPC UA Server Certificate(.der) and Private Key(.pem)

B Des|

€ > v

~

3# Quick ac

ko

UA-5231M192.168.82.2010PCUAServer

« EZ-U.. » UA-5231M192.168.82.2010PCUAServer

~

Name Type

icpdasuaserver.der Security Certificate
D icpdasuaserver.pem PEM File

- v

1\

~

3 Quick ac
I Desk #

U-7524M192.168.82.2020PCUAClient

« EZ-U... » U-7524M192.168.82.2020PCUAClient

~

Name Type
[} icpdasuaclient.der Security Certificate
[:j icpdasuaclient.pem PEM File

78

OPC UA Server Certificate

5 icpdasuaserver.der

OPC UA Client Folder: Contains 2 files, OPC UA Client Certificate(.der) and Private Key(.pem)




4. Enable Certificate Authentication on the UA Webpage

EZ-UAQ Utility User Manual ICP DAS

Navigate to: (1) (Master) Modbus TCP <> OPC UA = (2) Click OPC UA Connection = (3) Enable

Certificate Authentication = (4) Click Save

x 4+

@ 192.168.82.201/Mainhtml

c Uas:=4) 192.168.82.201/Main.html

<

= UA-2200/5200
ICP 1107 Communication Server

DAS

Usaz

Run the project

loT Platform Setting

MQTT Connection Security Setting
None
Basic128Rsa15
Basic256
Security Policy ] gagic2565ha256

(Master) Modbus TCP < OPC UA

o

ICP DAS CO,,
Crage
Module Settngqc UA Connection @ OPC UA Certificate @ Enable Converting Module @ Save Project 2

= o X
et ©
v
1% Memory 2081% sDcad 1% B Log Out

Sign, Sign and Encrypt v
Sign, Sign and Encrypt v

) Aes128_Sha256_RsaOaep
[[) Aes256_Sha256_RsaPss

Sign v
l Sign v
[ Sign v

OPC UA Connection

User Identity Tokens

Local Server

Anonymous Login (] Enabled

User Password Login  [] Enabled

e()emﬁcale Login

Enabled
‘ Save

When "Success" is displayed beside the Save button, certificate authentication has been enabled

successfully.

Certificate Login Enabled

‘Sa

ve J Success.

5. Import the OPC UA Client Certificate into the UA Webpage
(1) Click OPC UA Certificate = (2) Select the file icpdasuaclie

nt.der = (3) Click Upload

Module Setting @ OPC UA Connection

Run the project

File Setting

OPC UA Server
| OPC UA Certificate Remove the File

Trusted Certificate ‘ Remove ‘

OPC UA Server Certificate ‘ Remove ‘

Upload the file to the

a @ 192.168.82.201/Main.html x + = i
< ¢} VoS4 192.168.82.201/Main.html @ W e
~ ") UA-2200/5200
ICP 110T communication Server (Master) Modbus TCP < OPC UA v
DAS (croasco. L.
Ui U 7% Memory 3053% sDcwd 1% B Log Out

ssaze
QC UA Certificate @ Enable Converting Module @ Save Project 2

er
Trusted Certificat elect File |icpdasuaciient der | Uploa

When "Success" is displayed beside the Upload button, the OPC UA Client certificate has been importe

successfully.
Trusted Certificate ‘ Select File |

‘ Upload ‘ Success]
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6. Import the OPC UA Server Certificate into the UA 1I/O Webpage
Navigate to: (1) OPC UA Settings = (2) Select Client Certificate = (3) Click Upload, Select icpdasuaserver.der

v 4% U-T524M x [
« ¢ (D 19216882202 i
aaa >
E
(Icp UA /O
DAS (cpoasco. L. 0 y 4
System Settings Module Settings OPC UA Settings MQTT Settings '
. £
Server Settings Download the file from device
Server Certificate ‘({
Client Certificate Download
Client SEHNgs 4 » Server Trusted Certificate  Upload M
4 puccess
I Client Certificate i
Upload the file to the device 1
¥
Server Trusted Certificate Up\oag :
4

When "Success" is displayed beside the Upload
imported successfully.

7. Obtain Node IDs from the UA 1/0 Webpage
Navigate to: (1) OPC UA Settings —>(2) Click Clie

button, the OPC UA Server certificate has been

nt Settings - (3) Enable OPC UA Client—>(4) Click Save

x +

laEs==4) 192.168.82.202

"
)

[1 cp UAIIO

DAS ICP DAS CO,. LTD.

System Settings

I8 U-7524M

[¢]

Module Settings

Server Settings Functional Status
Server Certificate

I Client Settings

Client Certificate

QPC UA Settings MQTT Settings Advanced Settings

OPC UA Client Settings @D Enable

O

(o]

) &

Save

(5) Under Authentication Settings: > Select Certificate & Private Key - (6) Upload Certificate 2(7)
Upload Private Key = (8) Click Connect and Get Node ID
Certificate: (icpdasuaclient.der) Private Key: (icpdasuaclient.pem)

Connection Settings

P

Port

Security Policy
Message Security Mode

Authentication Settings

Certificate
icpdasuaclient.der

Private Key
icpdasuaclient.pem

Sampling Interval (ms)

Test Connection
Enter settings, click here =)

(8.

192.168.82.201
48010

None

None

Certificate & Private Key
Upload = Success * icpdasuaclient.der
Upload = Success # icpdasuaclient.pem

1000

v

Connect and get the Node Id

8. OPC UA Secure Communication Established Su
When "Success" is displayed beside the Connect

ccessfully
and Get Node ID button, the certificate authentication

test has completed successfully and secure OPC UA communication between the UA Communication

Server and UA I/O module has been established.

Test Connection
(Enter settings, click here =)

Connect and get the Node Id
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» Update MQTT Broker and MQTT Client Certificates
The Update MQTT Broker Certificate and Update MQTT Client Certificate functions allow users to
quickly replace MQTT Broker and MQTT Client certificates on modules and establish encrypted MQTT
communications through certificate authentication to enhance data transmission security.
Note: When updating certificates for multiple modules simultaneously, all selected modules must use
the same EZ-UAQ Utility password. It is recommended to set the EZ-UAQ Utility password on the
module's web page in advance. (Refer to Appendix B)

The following sections describe how to establish secure MQTT communications between BRK, UA
Communication Servers, and UA I/O modules using MQTT certificates.

(Please refer to Appendix A— Module Function Support.)

MQTT Secure Communication Workflow

1. Update BRK
MQTT Broker Cert.

2. Update UA I/O
MQTT Client Cert.

3. Export CA
Certificate

4. Enable Certificate
Authentication

7. MQTT Secure
Connection
Established

6. Connection
1 [=13

5. Import CA
Certificate

€ BRK and UA 1/0 Establish MQTT Secure Communication

1. Update BRK MQTT Broker Certificate
Step 1: Select Module
Check the BRK module that requires certificate updates.

£ EZ-UAQ Utility - [m] X

€ Language:  English - Q Module Select Module

Basic Advanced Upload Download Certificate
alid Period 2 date e
: OPC UA Server MQTT Broker == Export
% Query e  New = HTIPS
OPC UA Client MQTT Client =5 Import
Doub 0o od O ad O Ope e eD erface o od e
:
B PDAS-BR 84 84 9 80:8000 00:0d:e0:18:2b:0 0.14
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.200/17.10
m| U-7555M 000de01821ac7000 192.168.81.150:80 00:0d:e0:18:21:ac 16.0.0.0/18.10_1

Figure 5-129 BRK and UA I/O MQTT Secure Communication — Update MQTT Broker Certificate (1)

Step 2: Execute MQTT Broker Certificate Update

Click the [MQTT Broker] button. Two confirmation windows (Figure | and Figure Il) will appear

sequentially. Click [YES] in both windows.

4% EZ-UAQ Utility

@ Language: English - Q Module | Select Module

Basic Advanced Upload Download Certificate
Perio
. OPC UA Server MQTT Broker -" Export
2% Query e New [, HTIPS
OPC UA Client MQTT Client == Import
Double O od 0 O Ope e eb errace o od e

/] 4 D) 8.84.80:8000 00:0d:e0 b:0 0.14
O U-7524M 000de018200f7000 :192.168.82‘202:80 00:0d:e0:18:21:b1 9.20.0/17.10
0 U-7555M 000de01821ac7000 1192.168.81.150:80 00:0d:e0:18:21:ac 16.0.0.0 /18.10_1

Figure 5-130 BRK and UA I/0 MQTT Secure Communication — Update MQTT Broker Certificate (2)
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I, Are you sure you want to update the certificate?

[wo ] ma
(Figure 1)
& EZ-UAQ Utility — O X

L. This action is irreversible. Are you sure?

=@

(Figure 1)

Step 3: Configure Certificate Validity Period
In the "Certificate validity date" window, enter the certificate validity period and click [OK].

DS

X Please refer to Appendix C— Certificate Date Input Restrictions for recommended settings.

&% Certificate validity date - O X

Day [1 Month (] Year

g |

DKO

Figure 5-131 BRK and UA I/O MQTT Secure Communication — Update MQTT Broker Certificate (3)

Note: If the following message appears, EZ-UAQ Utility has not yet generated a CA certificate.
= Click [Yes]: EZ-UAQ Utility will automatically generate a 5-year CA certificate.
= Click [No]: No CA certificate will be generated.

%% EZ-UAQ Utility - O X

i The CA certificate has not been found. Does
- EZ-UAQ Utility generate a 5-year CA certificate?

=

Alternatively, users may create a new CA certificate using the [Add] function or import a third-party
CA certificate and private key using the [Import] function.

Step 4: Enter Password
Enter the EZ-UAQ Utility password configured in the module and click [OK].

4k Passward - O *

Passward

Figure 5-132 BRK and UA I/O MQTT Secure Communication — Update MQTT Broker Certificate (4)
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Step 5: Updating MQTT Broker Certificate

When the interface displays: "Updating Certificate, Please Wait", the certificate update process is in
progress.

4% EZ-UAQ Utility O
@ Language: || English -|| @ Module ||select Module -
Basic Advanced Upload Download Certificate
OPC UA Server MQTT Broker Export
Query o New .8 HTTPS
OPC UA Client MQTT Client = Import
Doub O od ame or [P A e O ope e web erface o 0 e
o]0 e a e 0 P Addre A Aadre e 0 ote
B 4 PDAS-B 84 84 9 8.84.80:8000 00:0d:e0:18:2b:0 0.14
i U-7524M ~|000de0182007000 192.168.82.202:80 00:0d:e0:18:21:b1 9.200/17.10
.. Updating certificate, please wait 192168.81.150:80 | 00:0d:e0:18:21:ac 1600.0/18.101
Figure 5-133 BRK and UA I/O MQTT Secure Communication — Update MQTT Broker Certificate (5)

Step 6: MQTT Broker Certificate Update Completed

After the update is completed successfully, the [Notes] field of the selected module(s) will display:
"Update Successfully"

*

& EZ-UAQ Utility - m} X
@ Language:  English - Q Module Select Module .
Basic Advanced Upload Download Certificate
Perio A pdate
: OPC UA Server MQTT Broker == Export
% Query e New =, HTIPS
OPC UA Client MQTT Client == Import
Doub 0 0 e Name or IP Addre O ope e web erface o odule
A odule Name 0 e P Addre AC Addre ersio ote
BRK-284 PDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:0 0.14 pdate
O U-7524M |000de018200f7000 192.168.82.202:80 |00:0d:e0:18:21:b1 9.200/17.10
O U-7555M |000de01821ac7000 192.168.81.150:80 |00:0d:e0:18:21:ac 16.0.0.0 /18.10_1
Figure 5-134 BRK and UA I/O MQTT Secure Communication — Update MQTT Broker Certificate (6)
D3

After certificate deployment through EZ-UAQ Utility, the BRK MQTT Broker SSL/TLS function
will be enabled automatically.

2. Update UA I/O MQTT Client Certificate
Step 1: Select Module

Check the UA 1/0 module that requires certificate updates.

4% EZ-UAQ Utility - m] >4
@ Language: English - Q Module ' Select Module -

Basic Advanced Upload Download Certificate
Validity Period

¥ Query

OPC UA Server MQTT Broker

OPC UA Client MQTT Client
Double click on Module Name or IP Address to open the web interface of Module.
W Select All | Module Name

| Host Name a|IP Address | MAC Address | Version
U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.2.0.0/17.10
O BRK-2841M ICPDAS-BRK-2841M-84... |192168.84.80:8000  |00.0cte0:182b:05  |1.1.0.14
0 BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 [11.014
Figure 5-135 BRK and UA I/O MQTT Secure Communication — Update MQTT Client Certificate (1)
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Step 2: Execute MQTT Client Certificate Update
Click the [MQTT Client] button. Two confirmation windows (Figure | and Figure Il) will appear
sequentially. Click [YES] in both windows.

% EZ-UAQ Utility - ] X
@ Language: English - Q Module | Select Module
Basic Advanced Upload Download Certificate
alid Period A pdate e
OPC UA Server MQTT Broker : Bxnort
P
% Query e New =, HTIPS
OPC UA Client MQTT Client Import
Double 0 odule Name or |IP Addre O ope e web erface o odule
0d e a € 0 a e P Addre A Aadre e ) ote
% 4 000de018200f7000 92.168.82.202:80 00:0d:e0:18:21:b 9.2.0.0 0
O |BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.80:3000 00:0d:e0:18:2b:05 111014
O |BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.81:3000 00:0d:e0:18:2b:07 11014

Figure 5-136 BRK and UA I/O MQTT Secure Communication — Update MQTT Client Certificate (2)

% EZ-UAQ Utility - O X

/L. Are you sure you want to update the certificate?

V)

(Figure 1)

£% EZ-UAQ Utility - O X

/b, This action is irreversible. Are you sure?

[w | ' mo
(Figure 1)

Step 3: Configure Certificate Validity Period
Enter the certificate validity period and click [OK].

#k Certificate validity date — O x

Day [] Month ] Year

g |

@D

Figure 5-137 BRK and UA I/0 MQTT Secure Communication — Update MQTT Client Certificate (3)
+»  Please refer to Appendix C— Certificate Date Input Restrictions for recommended settings.

Note: If the following message appears, EZ-UAQ Utility has not yet generated a CA certificate.
= Click [Yes]: EZ-UAQ Utility will automatically generate a 5-year CA certificate.
Click [No]: No CA certificate will be generated.

£% EZ-UAQ Utility - O X

JA The CA certificate has not been found. Does
~== EZ-UAQ Utility generate a 5-year CA certificate?

9

Alternatively, users may create a new CA certificate using the [Add] function or import a third-party CA
certificate and private key using the [Import] function.
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Step 4: Enter Password

Enter the EZ-UAQ Utility password configured in the module and click [OK].

#& Password — O >

Password
|z |

x @

Figure 5-138 BRK and UA I/O MQTT Secure Communication — Update MQTT Client Certificate (4)

Step 5: Updating MQTT Client Certificate

When the interface displays: "Updating Certificate, Please Wait" the certificate update process is in
progress.

#£#% EZ-UAQ Utility - O X
@ Language: ||English -] Q, Module {Select Module -
Basic Advanced Upload Download Certificate
OPC UA Server MQTT Broker = Export
Query o New X HTTPS
OPC UA Client MQTT Client " Import
Double 0 odule Name or [P A e O ope e web erface o odule

4 000de018200f7000 92.168.82.202:80 00:0d:e0:18 b 9.2.0.0 0
"~ Updating certificate, please wait -s+.. |19216884808000  |00:0d:e0:18:20:05 11014

O |BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.81:8000 | 00:0d:e0:18:20:07 11014
Figure 5-139 BRK and UA I/0 MQTT Secure Communication — Update MQTT Client Certificate (5)

Step 6: MQTT Client Certificate Update Completed
After the update is completed successfully, the [Notes] field of the selected module(s) will display:
"Update Successfully"

% EZ-UAQ Utility - ] X

@ Language: | English - Q Module  Select Module -

Basic Advanced Upload Download Certificate

O A pdale
= OPC UA Server MQTT Broker -’“ Export
% Query o New % HTIPS
OPC UA Client MQTT Client == Import
Double 0 0 e Name or IP Addre 0 ope e web erface o odule
0oa e a e O a e P AQdre = Addre e (@) otle
000de018200f7000 92.168.82.202:80 00:0d:e0:18:21:b 9.2.0.0 0 pdate
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 \ 00:0d:e0:18:2b:05 11014
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 } 00:0d:e0:18:2b:07 11.014

Figure 5-140 BRK and UA I/0 MQTT Secure Communication — Update MQTT Client Certificate (6)
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3. Export Generated CA Certificate
Click [Export] and enter the password to export the generated CA certificate. (Refer to Export Files)

— O

AR EZ-UAQ Utilit
@ Language: English - Q Module Select Module .
Basic Advanced Upload Download Certificate
alid Period A pdate g
OPC UA Server MQTT Broker = Export
% Query o New (4 HTIPS
P d = ] X
OPC UA Client MQ At rassi
Password (At least 3 characters)
Doub 0 0 or IP Add 0 op D 0 od
elect A od ame 0 ame P Add Add |****M10 |
=] BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.80:8000 | 00:0d:€0:18:20:05 [12 oK
O BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.81:8000 | 00:0d:€0:18:20:07 (1.1l |
=] U-7524M |000de018200f7000 |192.168.82202:80  |00:0d:e0:18:21:b1 [9200/17.10
) MQT... » EZ-UAQ [INE
. . > CA = ver v >
The password is required R
. ~
to unzip the package e
~— = BRK-2841M192.168.84.80MQT TBroker|
EZ-UAQ Utility_Certificate_2026_05_04 File folder L ca

EZUAQCA
U-7524M192.168.82.202MQTTClient

:‘ EZ-UAQ Utility_Certificate_2026_05_04.zip Compressed (zip

4. Enable Certificate Authentication on the UA 1/0 Webpage
(1) Navigate to: MQTT Settings - (2)Certificate =(3) Enable SSL/TLS =>(3) Click Save

v e U-7524M X o+

¢« > c 192.168.82.202
-y

(icp UAIO

D

AS ICP DAS CO,. LTD.

System Settings Module Settings OPC UA Settings n MQTT Settings

Connection Settings = Content Settings

Client Settings essuns [ Enable
ssuTLS B Enable

I Certiﬁcate
O-- _ IS

When "Success" is displayed beside the Save button, certificate authentication has been enabled
successfully.

L. . e T W

5. Import CA Certificate into the UA 1/0 Webpage
After SSL/TLS has been enabled: Click Upload, Select Ca.crt

Upload the file to the device

Authentication | One-way Authentication V|

Trusted Certificate

Trusted Certificate » BleCatit
File : Ca.crt
When "Success" is displayed beside the Upload button, the CA certificate has been imported
successfully.

|
‘ Upload ] ISuccessl
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6. Perform Connection Test from the UA 1/0 Webpage
Navigate to: (1) MQTT Settings—>(2) Connection Settings = (3) Enter the MQTT Broker IP address or
domain name, eg.:192.168.84.80 and Port 8883 (Certificate-based MQTT communication uses port
8883; Non-encrypted MQTT communication uses port 1883)—> (4) Click Test

v G U-7524M x  + = O
« c 192.168.82.202 o % ©
~Y

icp UAIO

DAS ICP DAS CO,. LTD.

System Settings Module Settings OPC UA Settings n MQTT Settings Advanced Settings

Connection Seﬁine\AQTT Broker Connection Settings

Client Settings

IP/Domain  [192.168.84.80

Certificate

Port (8383 |

Keepalive (Seconds) ‘ 60 ‘

Enable

=0

‘ Save ’

Anonymous Login

Test Connection

7. MQTT Secure Communication Established Successfully
When "Success" is displayed beside the Test button, MQTT certificate authentication has been verified

successfully.

v 4@ U-7524M x + = O

192.168.82.202 o % ©

Y
(Icp UA IO
DAS ICP DAS CO,. LTD.

System Settings

< c

Module Settings OPC UA Settings MQTT Settings Advanced Settings

MQTT Broker Connection Settings

Connection Settings

CliontSeitngs IP/Domain [192.1688480 |

Certificate

Port

Keepalive (Seconds)

Anonymous Login

Test Connection

|8883 |

|60 |

Enable
[Tt

‘ Save ’
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€ UA and UA 1/0 Establish MQTT Secure Communication

Note: When updating certificates for multiple modules simultaneously, all selected modules must use the
same password. It is recommended to set the EZ-UAQ Utility password on the module's web page in

advance. (Refer to Appendix B)

MQTT Secure Communication Workflow

4. Enable Certificate
Authentication

2. Update UA I/O
MAQTT Client Cert.

3. Export CA
Certificate

1. Update UA

MQTT Broker Cert.

8. MQTT Secure
5. Import CA Cert.

to UA

6. Import CA
Cert.to UA I/O

¥ ] 7. Connection Test B2

Connection
Established

1. Update UA MQTT Broker Certificate

Step 1: Select Module
Check the UA module that requires certificate updates.

48 £z-UAQ Utilit = i
@ Language: English - Q Module Select Module
Basic Advanced Upload Download Certificate
Perio pdate
OPC UA Server MQTT Broker -" Export
% Query o New % HTIPS
OPC UA Client MQTT Client == Import
Do e 0 0 e Name or IP A e 0 ope e web erface o 0
odule Name 0 ame P Addre Addre 0
A A-Se 8c90bedd 01:80 8:c9:0b:ed:d 0/9.2.0/1.2.0
O BRK-2841M ICPDAS-BRK-2841M-84... [192.168.84.80:8000 00:0d:e0:18:2b:05 11014 \
m] U-7524M 000de018200f7000 \:192.168.82.202:80 00.0d:e0:18:21:b1 9.20.0/17.10 [

Figure 5-141 UA and UA I/0 MQTT Secure Communication — Update MQTT Broker Certificate (1)

Step 2: Execute MQTT Broker Certificate Update

Click the [MQTT Broker] button. Two confirmation windows (Figure | and Figure Il) will appear

sequentially. Click [YES] in both windows.

&R EZ-UAQ Utility

@ Language:  English - Q Module Select Module

Basic Advanced Upload Download Certificate
ParG p ndate
- OPC UA Server MQTT Broker -"‘ Export
% Query e New (% HTIPS
OPC UA Client MQTT Client = Import
Do e O O O ada O Oop D eo O
- oa (8] e a Add
V] B 8c90beddb 68 01:80 9:0b:ed:d 6.0/ 9.2.0 00
O BRK-2841M ICPDAS-BRK-2841M-84... [192.168.84.80:8000  |00:0d:0:18:2b:05 11014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.200/17.10

Figure 5-142 UA and UA I/0 MQTT Secure Communication — Update MQTT Broker Certificate (2)

&R EZ-UAQ Utility

__Lg Are you sure you want to update the certificate?

— O

(Figure 1)
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&% EZ-UAQ Utility - m] X

/L. This action is irreversible. Are you sure?

[wo ] Yﬁso
(Figure 1)

Step 3: Configure Certificate Validity Period
Enter the certificate validity period and click [OK].

DS

% Please refer to Appendix C— Certificate Date Input Restrictions.

8 Certificate validity date — O >

Day ] Month [ Year

ox @

Figure 5-143 UA and UA I/0 MQTT Secure Communication — Update MQTT Broker Certificate (3)

| 2

Note: If the following message appears, EZ-UAQ Utility has not yet generated a CA certificate.
= Click [Yes]: EZ-UAQ Utility will automatically generate a 5-year CA certificate.
= Click [No]: No CA certificate will be generated.

& EZ-UAQ Utility - O X

i The CA certificate has not been found. Does
* EZ-UAQ Utility generate a 5-year CA certificate?

=

Alternatively, users may create a new CA certificate using the [Add] function or import a third-party
CA certificate and private key using the [Import] function.

Step 4: Enter Password
Enter the EZ-UAQ Utility password configured in the module and click [OK].

%% Password — O X

Password
|W

@ |
)4

Figure 5-144 UA and UA I/0 MQTT Secure Communication — Update MQTT Broker Certificate (4)
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Step 5: Updating MQTT Broker Certificate

When the interface displays: "Updating Certificate, Please Wait" the certificate update process is in

progress.
£3% EZ-UAQ Utility a =] X
‘@ Language: |English -|| Q@ Module iLSelect Module -
Basic Advanced Upload Download Certificate
OPC UA Server MQTT Broker Export
"% Query o New , HTTPS
OPC UA Client MQTT Client Import
Doub 0 0 e or IP Add 0 Op eb 0 od
A od 0 P Addre AC Addre 0 ote
A A-Series-68c90bedd 92.168.82.201:80 8:c9:0b:e4:d6 0/ 9.2.0/1.2.00
" Updating certificate, please wait -s+.. |1921688480:8000  |00:00:e0:18:20:05 11014
O |U-7524M ‘000de018200f7000 192.168.82.202:80 |00:0d:0:18:21:b1 9.20.0/17.10

Figure 5-145 UA and UA I/0 MQTT Secure Communication — Update MQTT Broker Certificate (5)

Step 6: MQTT Broker Certificate Update Completed

After the update is completed successfully, the [Notes] field of the selected module(s) will display:
"Update Successfully"

& EZ-UAQ Utility - ] X
€ Language:  English - Q Module Select Module -
Basic Advanced Upload Download Certificate
Par B
. OPC UA Server MQTT Broker == Export
% Query o New =, HTIPS
OPC UA Client MQTT Client == Import
Double 0 odule Name or IP Addre O Op D 0 od
= oguie ame 0 P Addre = Addre 0 ote
A es-68¢90be4d6 92.168.82.201:80 68:c9:0b:e4:d6 6.0/ 9.2.0/1.2.00 pdate succe
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11014
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10

Figure 5-146 UA and UA I/0 MQTT Secure Communication — Update MQTT Broker Certificate (6)

2. Update UA 1I/0 MQTT Client Certificate
Step 1: Select Module

Check the UA 1/0 module that requires certificate updates.
&R £2-UAQ Utilit

@ Language:  English - Q Module Select Module

Basic Advanced Upload Download Certificate
Validity Period Update

|
- | OPCUAServer MQTT Broker
% Query =y, HTTPS |
|
|

[
|
|
OPC UA Client : MQTT Client

Double click on Module Name or IP Address to open the web interface of Module.
M Select Al | Module Name | Host Name 2| IP Address

| MAC Address | Version
V] U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10
O BRK-2841M ‘ ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11.014
] UA-5231M |UA-Series-68c90be4d6ee | 192.168.82.201:80 68:¢9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00

Figure 5-147 UA and UA I/O MQTT Secure Communication — Update MQTT Client Certificate (1)

90



EZ-UAQ Utility User Manual ICP DAS
Step 2: Execute MQTT Client Certificate Update
Click the [MQTT Client] button. Two confirmation windows (Figure | and Figure Il) will appear
sequentially. Click [YES] in both windows.
&R £2-UAQ Utilt - O
@ Language: English - Q Module Select Module -

|
| OPC UA Server MQTT Broker
|
|

Basic Advanced Upload Download Certificate
Validity Period

¥ Query

| OPC UA Client MQTT Client

Double click on Module Name or IP Address to open the web interface of Module.

B Select Al | Module Name | Host Name 2| IP Address | MAC Address | Version
% U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.200/17.10
O |BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000  |00:0d:¢0:18:20:05 1.1.0.14
O |UA-5231M UA-Series-68c90be4dscc |192.168.82.201:80 68:c0:0b:ed:d6:cc 1.5.6.0/ 9.2.0/1.2.00
Figure 5-148 UA and UA I/O MQTT Secure Communication — Update MQTT Client Certificate (2)
&R EZ-UAQ Utilit - O

/L. Are you sure you want to update the certificate?

[Two ] vﬁso
(Figure 1)
& EZ-UAQ Utility — m| X

/B, This action is irreversible. Are you sure?

[wo ] ' YESo
(Figure 1)

Step 3: Configure Certificate Validity Period
Enter the certificate validity period and click [OK].
+»+ Please refer to Appendix C- Certificate Date Input Restrictions.

#E Centificate validity date - O *

Day ] Month [] Year

DKo

Figure 5-149 UA and UA I/O MQTT Secure Communication — Update MQTT Client Certificate (3)

| 2

Note: If the following message appears, EZ-UAQ Utility has not yet generated a CA certificate.
= Click [Yes]: EZ-UAQ Utility will automatically generate a 5-year CA certificate.
= Click [No]: No CA certificate will be generated.

£%& EZ-UAQ Utility - a X

_!A The CA certificate has not been found. Does
%= EZ-UAQ Utility generate a 5-year CA certificate?

W ] =l
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Alternatively, users may create a new CA certificate using the [Add] function or import a third-party
CA certificate and private key using the [Import] function.

Step 4: Enter Password
Enter the EZ-UAQ Utility password configured in the module and click [OK].

lﬁ Password — O x

Passwaord

Figure 5-150 UA and UA I/O MQTT Secure Communication — Update MQTT Client Certificate (4)

Step 5: Updating MQTT Client Certificate
When the interface displays: "Updating Certificate, Please Wait" the certificate update process is in
progress.

&% EZ-UAQ Utility — ] X

(& Language: || English -|| @ Module |select Module -

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker
n HTTPS

OPC UA Client MQTT Client

Double click on Module Name or IP Address to open the web interface of Module.
M Select Al | Module Name | Host Name a|IP Addr | MAC Address | Version s
U-7524M 000de018200f7000 192.1 2:8 :0d:e 1:b] 9.20.0/17.10
+. Updating certificate, please wait -e4. [192.16884.80:8000  |00:0d:¢0:18:26:05
O |UA*5231M ‘UA*SerieS*BSCQDDMCISCC 192.168.82.201:80 68:c2:0beddéicc 1.5.6.0/9.2.0/1.2.00

Figure 5-151 UA and UA I/O MQTT Secure Communication — Update MQTT Client Certificate (5)

Step 6: MQTT Client Certificate Update Completed
After the update is completed successfully, the [Notes] field of the selected module(s) will display:
"Update Successfully"

&% EZ-UAQ Utility — m] X
@ Language:  English - Q Module  Select Module -
Basic Advanced Upload Download Certificate
alid Period A pdate
- OPC UA Server MQTT Broker == Export
% Query e New (% HTIPS
OPC UA Client MQTT Client == Import
Double o odule Name or IP Addre O ope e web erface o 0
ole e d e 0 a e P Addre = Addre e O ote
000de018200f7000 9 8.82.202:80 00:0d:e0 b 9.2.00 0 pdate
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 11.014
O UA-5231M UA-Series-68c90be4dbcc |192.168.82.201:80 68:¢9:0b:e4:db:cc %1.5.6.0/ 9.2.0/1.2.00

Figure 5-152 UA and UA I/O MQTT Secure Communication — Update MQTT Client Certificate (6)
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Click [Export] and enter the password to export the generated CA certificate.
+» The same CA certificate will be imported into both the UA and UA 1/O webpages during the

following 5 and 6 procedures.

#R EZ-UAQ Utilit - O
@ Language: | English - Q Module  Select Module -
Basic Advanced Upload Download Certificate
alid Period pdate e
: OPC UA Server MQTT Broker == Export
S Query e New (= HTIPS
OPC UA Client MQ] 48 Pessword - Box
Double 5n Mo = or IP Ad S o006 Shinterface 6t Modila Password (At least 3 characters)
e A 0oa e a = O a e P Addre Adare |)‘O‘0«**,|1 |
O UA-5231M UA-Series-68c90bedd6ec |192.168.82.201:80 68:c9:0b:ed:dbicc [15 OK
O UA-2241MX-4GE UA-Series-684749ecc80a |192.168.82.44:80 168:47:49:ec:c8:0a ‘:‘1.': o s ey T
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 [9.20.0/17.10 ‘
> MQTT Broker Certificate Password > MQT.. » EZ-UAQ Utility_... v O
2 . . A ?
2 Name required to Unzip Pame
EZ-UAQ Utility_Certificates TETETTE [ A
g EZ-UAQ Utility_Certificate_2026_05_04.zip Compressed (zip EZUAQCA

U-7524M192.168.82.202MQTTClient
UA-5231M192.168.82.201MQTTBroker

4. Enable Certificate Authentication on UA and UA 1/O

UA Webpage:
Navigate to: (1) (Master) Modbus TCP

(4)Click Save

& MQTT - (2) MQTT Broker Settings—> (3) Enable SSL/TLS>

v @ 192.168.82.201/Mainhtml X 4+
€ c CEED 19216882201/ Mainhtmi

~*7 UA-2200/5200
ICP IIoT Communication Server
D ICP DAS CO,. LTD.

Module Setting } MQTT Certificate EMQTT Broker Setting ) Enable Converting Module > Save Project

Run the project

loT Platform Setting

MQTT Connection .
Local Broker Setting
Local Broker
Port
Remote Broker
Anonymous Login
WebSocket
OPC UA Connection
SSL/TLS
Port
Certificate
Private Key

&
-

®

(Master) Modbus TCP & MQTT o

Usage: CPU 18% Memory 30.7% SD Card

'
]

s LT U S P PR s O TR Y =

4

[1883

Enabled

[CJEnabled

Enabled e

[ess3 |

| Select File |icpdasmagttbroker.crt

Select File |icpdasmgttbroker.key
Savi

Save | Success

When "Success" is displayed beside the Save button, certificate authentication has been enabled

successfully.
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UA I/O Webpage:

Navigate to: (1) MQTT Settings—> (2)Certificate—> (3)Enable SSL/TLS - (4)Click Save

v g U-7524M x + \
{

c 192.168.82.202
(Icp UAI/O j
ICP DAS CO,. LTD. o 4

System Settings Module Settings OPC UA Settings MQTT Settings f

Connection Settings Content Settings

*
-
Client Settings SSUTLS Enable

!‘ SSUTLS 4 Enable
I Certiﬁcate §

\Qa ‘ Save ‘

When "Success" is displayed beside the Save button, certificate authentication has been enabled
successfully.

5. Import the CA Certificate into the UA Webpage

Navigate to:(1) (Master) Modbus TCP <» MQTT-> (2)Click MQTT Certificate—>(3)Select Ca.crt
—(4)Click Upload

v @ 192168.82.201/Main.html x o

- o x
« c 192.168.82.201/Mainhtm B rx ©
UA-2200/5200
ICP IIoT Communication Server (Master) Modbus TCP & MQTT v
ICP DAS CO.. LTD.

Usage CPU  15% Memory 30.81% SDCad 1% E Log Out
Module Setting AQTT Certificate @ MQTT Broker Setting @ Enable Converting Module 2> Save Project 2

Run the project

File Setting

MQTT Client

Remove the File

MQTT Certificate Trusted Certificate ‘ Remove |

Certificate ‘ Remove l

Private Key ‘ Remove

Upload the file to the controller

Trusted Certificate ‘ Select Flle | Upload |
Certificate ‘ Select File |Ca crt |w
Private Key ‘ Select File Upload |

When "Success" is displayed beside the Upload button, the CA certificate has been imported
successfully.

Certificate | Select File | | Upload ||Success|
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6. Import the CA Certificate into the UA 1/0 Webpage
Navigate to: (1) MQTT Settings = (2) Certificate =(3) Upload Ca.crt

v 4@ U-7524M x  + = o

c 192.168.82.202

6.
~—
[1 cp UAIO
DAS ICP DAS CO,. LTD.

& W

System Settings

Connection Settings

Client Settings

Module Settings

OPC UA Settmgsﬂoﬁ Settings Advanced

Content Settings

SSL/TLS

Enable

I Certificate e

‘ Save ‘

Upload the file to the device

Authentication | One-way Authentication V|

Trusted Certificate
File : Ca.crt

»

| ploa

Trusted Certificate
File : Ca.crt

[upees | FS

When "Success" is displayed beside the Upload button, the CA certificate has been imported

successfully.

7. Perform Connection Test from the UA 1I/O Webpage

Navigate to: (1) MQTT Settings—>(2) Connection Settings = (3) Enter the MQTT Broker IP address or
domain name, eg.:192.168.84.80 and Port 8883 (Certificate-based MQTT communication uses port
8883; Non-encrypted MQTT communication uses port 1883)—> (4) Click Test

v (g U-7524M x  +

< c 192.168.82.202
Y

icp UAI/O

DAS ICP DAS CO,. LTD.

System Settings Module Settings

I Connection Setﬁe MQTT Broker Connection Settings

OPC UA SettlnngQTT Settings Advanced Setting

= O

&~ % O

Client Settings

Certificate
Port (8883

IP/Domain [192.168.82.201

Keepalive (Seconds) |60

Enable

= 4

| Save 1

Anonymous Login

Test Connection

8. MQTT Secure Communication Established Successfully

When "Success" is displayed beside the Test button, MQTT certificate authentication has been

verified successfully.

Test Connection ‘ Test ‘
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» Query Certificate Validity
The Query Certificate Validity function is used to check the certificate expiration status of modules.

+  Expiration = Certificate has expired
>30 = More than 30 days remaining before expiration

*  Not enabled = Certificate function is not enabled

Step 1: Select Modules
Check the modules whose certificate validity information will be queried.

&% EZ-UAQ Utility - [m] X
@ Language: English - Q Module Select Module -
Basic Advanced Upload Download Certificate
T o
—h
— OPC UA Server MQTT Broker = Export
S Query e New =, HTIPS
OPC UA Client MQTT Client =0 Import
Double 0 od or IP Add O op D e 0 od
oa O P Add Addre 0O 0
92.168.82.204:80 0:92:8f:47:7a:d8 47/9.0.0/1.1.9
O UA-2841M UA-2841M-000de0182c... |192.168.85.221:80 00:0d:e0:18:2c:24 1.5.4.35/9.2.0/1.2.00
O UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.215:80 68:47:4%:ec:c8:0a 1.5.6.0/ 9.2.0/1.2.00
O U-7524M 000de018200f7000 1192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10
] BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:€0:18:2b:05 11014
Figure 5-153 Query Certificate Validity (1)
Step 2: Execute Query
Click the [Query] button.
% EZ-UAQ Utility — m]
€ Language: English - Q Module  Select Module -
Basic Advanced Upload Download Certificate
T o
. - OPC UA Server MQTT Broker -"‘ Export
S Query e New =, HTIPS
OPC UA Client MQTT Client == Import
Double 0 odule Name or |IP Add 00 D e 0 od
4 od 0 P Add Addre
] 92.168.82.204:80 0:92:8:47:7a:d8 9.0.0/1.19
O |UA-2841M UA-2841M-000de0182c... |192.168.85.221:80 00:0d:e0:18:2c:24 1.5.4.35/9.2.0/1.2.00
O |UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.215:80 68:47:4%:ec:c8:0a 1.5.6.0/ 9.2.0/1.2.00
O |U-7524M 000de018200f7000 1192.168.82.202:80 00:0d:e0:18:21:b1 9.200/17.10
O | BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:€0:18:2b:05 11.014

Figure 5-154 Query Certificate Validity (2)

Step 3: Retrieving Certificate Information
When the interface displays: "Check the Certificate activation and Expiration Date" the utility is
retrieving certificate information from the selected modules.

&R EZ-UAQ Utilit - O
- @ Language: ||English -| @, Module ||Select Module -|
Basic Advanced Upload Download Certificate
OPC UA Server MQTT Broker Export
Query “o New 3 HTTPS
OPC UA Client MQTT Client Import
Doub 0 0 or IP 0 ope e web erface o 0
oda e a e o) a e P Addre = Addre e o) ote
A a 92.168.82.204:8 e0:92:8 8 9.0.0/1.1.9
O luasam |UA-2841M-000de0182c... |192.168.85.221:80 |00:0d:e0:18:2c:24 1.54.35/9.2.0/1.2.00
" Check the certificate activation and expiration date s474ceccsoa 1560/ 9.20/12.00
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.2.00/17.10
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 1.1.0.14

Figure 5-155 Query Certificate Validity (3)
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Step 4: View Certificate Information
After the operation is completed, the "Certificate Information" window will appear. Users can review
the certificate validity status of all selected modules.

i P Addre D OPC UA Serve OPC UA Clie QTT Broke Q
UA-5231M 1192.168.82.204 |Not enabled iExpira:ion |Not enabled |Not enabled
Export
Update Expired Certificate

Figure 5-156 Query Certificate Validity (4)

Additional Functions in the Certificate Information Window
1. Export: Exports both certificate information and module basic information to an Excel file.

H ©- [~ = Basic
File Home Insert Page Layout Formulas Data Review View Help Q Tell me what you want to do

D14 v fe v
A B C D E F G H [} J K L

1 iModuIe Name Host Name 1P Address Mac Address Version Response Https OPC UA Server OPC UA CIMQTT Borker MQTT Client Notes ‘

2 §UA-5231M a 192.168.82.204:80 e0:92:8f:47:7a:d8 1.5.4.7/9.0.0/1.1.96 157ms Not enabled Days:0,Quantity:1 Not enabled Not enabled

3 iUA-ZSdlM UA-2841M-000de0182c24 192.168.85.221:80  00:0d:e0:18:2c:24 1.5.4.35/9.2.0/1.2.00 157ms ‘

4 |UA-2241MX-4GE UA-Series-684749ecc80a 192.168.85.215:80 68:47:49:ec:c8:0a 1.5.6.0/9.2.0/1.2.00 94ms ‘

5 iU-7524M 000de018200f7000 192.168.82.202:80  00:0d:€0:18:21:b1 9.2.0.0/17.10 485ms ‘

6 |BRK-2841M ICPDAS-BRK-2841M-8480 192.168.84.80:8000 00:0d:e0:18:2b:05 1.1.0.14 250ms ‘ =

| Basic And Certificate | [©) <] »
HE o i S i + 100%

2. Renew Expired Certificates: Automatically renews certificates that meet conditions when:
Remaining validity < 1 day or Certificate has already expired.
Note: When renewing certificates for multiple modules simultaneously, all selected modules must
use the same EZ-UAQ Utility password. (Refer to Appendix B)

£ EZ-UAQ Utilit — O

/L. Are you sure you want to update the certificate?

| NO | YEO

Enter the certificate validity period in the "Certificate validity date" window, and click OK.
*¢ Please refer to Appendix C— Certificate Date Input Restrictions for recommendations and
limitations.

@ Certificate validity date - O >

Day ] Month O Year
9

Note: If the following message appears, EZ-UAQ Utility has not yet generated a CA certificate.
= Click [Yes]: EZ-UAQ Utility will automatically generate a 5-year CA certificate.
= Click [No]: No CA certificate will be generated.

|2

& EZ-UAQ Utility — O X

' The CA certificate has not been found. Does
=== EZ-UAQ Utility generate a 5-year CA certificate?
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Alternatively, users may create a new CA certificate using the [Add] function or import a third-party CA
certificate and private key using the [Import] function.

Afterward, enter the EZ-UAQ Utility password configured in the module and click [OK].

&% Password - O *

Password
==/
OK

When the interface displays: "Updating Certificate, Please Wait", the certificate renewal process is in
progress.

&R EZ-UAQ Utilit - o
@ Language: ’English -| @, Module lSeIect Module

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker
X HTTPS

OPC UA Client MQTT Client

Double click on Module Name or IP Address to open the web interface of Module.
M SelectAll | Module Name 7 | Host Name | IP Address | MAC Address [ Version | Notes
UA-5231M a 192.168.82.204:80 e0:92:8f:47:7a:d8 1.54.7/9.0.0/1.1.96

0 “UAV-28471,M_ 53 |UA-2841M-000de0182c... |192.168.85.221:80 00:0d:e0:18:2c:24 15435/ 9.2.0/1.2.00

: Updati’n’ga cert ﬁcate, ‘please Wait ce0a |192.168:85215:80 68:47:49:ec:c8:0a |1.5.6.0/ 9.2.0/1.2.00
O U-7524M |000de018200f7000 192.168.82.202:80 00:0d:0:18:21:b1 19.2.0.0/17.10
O BRK-2841M |ICPDAS-BRK-2841M-84... |192.168.84.80:8000 | 00:0d:e0:18:20:05 |11.014

Figure 5-157 Renew Expired Certificates (1)

After the renewal is completed successfully, the [Notes] field of the selected module(s) will display:
"Update Successful"

% EZ-UAQ Utility - m] X
@ Language: English - Q Module  Select Module - -

Validity Period Update ! File
- | OPC UA Server { MQTT Broker
oo | |
! OPC UA Client I MQTT Client
oa e

Double 0 odule Name or |IP Addre O ope e web erface o
= 0od e d e ) a e P Addre “ Addre e 0 ote
A a 92.168.82.204:80 e0:92:8f:47:7a:d8 47/ 9.0.0/1.1.9 pdate e
O UA-2841M UA-2841M-000de0182c¢... |192.168.85.221:80 200:0d:eO:18:2c:24 1.54.35/9.2.0/1.2.00
O UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.215:80 |68:47:49:ec:c8.0a 1.5.6.0/ 9.2.0/1.2.00
O U-7524M 000de018200f7000 192.168.82.202:80 |00:0d:e0:18:21:b1 9.200/17.10
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 |00:0d:e0:18:2b:05 11014

Figure 5-158 Renew Expired Certificates (2)

After the renewal process is completed, click [Query] again to verify that all expired certificates have
been updated successfully.

‘ IP Address \ Https ‘ OPC UA Server | OPC UA Client ‘ MQTT Broker I MQTT Client
UA-5231M |192.168.82.204 |Not enabled ‘Zday | ‘?.‘o: enabled Not enabled
Export
Update Expired Certificate

Figure 5-159 Renew Expired Certificates (3)
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Export Files
The Export Files function is used to HTTPS ~ OPC UA or MQTT Broker certificates generated by

EZ-UAQ Utility.
The following example demonstrates the MQTT Broker certificate export process.

Step 1: Execute Export
Click the [Export] button.

&R EZ-UAQ Utilit —
@ Language:  English - Q Module Select Module .
Basic Advanced Upload Download Certificate
Perio A pdate
OPC UA Server MQTT Broker 6 Export
% Query a New g4 HTIPS
OPC UA Client MQTT Client == Import
Double 0 0 e Name or IP Addre 0 ope e web erface o odule
ele A oa e a e 0 a e P Addre - Addre e O ote
O UA-5231M UA-Series-68c90be4dbec |192.168.82.201:80 i68:c9:0b:e4:d6:cc 1.5.6.0/ 9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 |00:0d:e0:18:2b:05 11014
O U-7524M 000de0182007000 192.168.82.202:80 iOO:Od:eO:lS:Zl:bl 9.20.0/17.10

Figure 5-160 Export Files(1)

Step 2: Enter Password
When the "Password" window appears, enter the EZ-UAQ Utility password configured in the

module and click [OK].

#& Password - O X

Password (At least 3 characters)

Figure 5-161 Export Files(2)

Step 3: Select Folder
Select the destination folder for storing the exported certificate package.

Celect Enlde
Select Folder

&« v 4 <« Desk... > MQTT Broker Certi... v 0 Search MQTT Broker Certificate ©
Organize v New folder fz - o
V327 A Name Date modified Type
B This PC No items match your search.

[ Desktop
v < >

Folder: I MQTT Broker Certificate 9
Select Fol Cancel

Figure 5-162 Export Files(3)

Step 4: Export Completed
When the "Save Successfully" message appears, click [OK] to complete the export process.

@ EZ-UAQ Utilit

Archived successfully

_9

Figure 5-163 Export Files(4)
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Step 5: Delete Certificates from the EZ-UAQ Utility Directory (Optional)
The system will ask whether the certificates stored in the EZ-UAQ Utility directory should be deleted.

* Yes: Delete the certificates from the EZ-UAQ Utility directory.
* No: Keep the certificates in the EZ-UAQ Utility directory.

#R EZ-UAQ Utility - O

JA. Whether to delete the certificate under the
: EZ-UAQ Utility directory?

— =

Figure 5-164 Export Files(5)

&% EZ-UAQ Utility X

S

Please keep the certificate by yourself

_«9

The figure below shows the exported file and CA certificate.

7~

> MQTT Broker Certificate Password > MQT.. > EZ-UAQ Utility_... v O
7 . . PN 2
A Name required to Unzip Hame o
T 3 G L) @
EZ-UAQ Utility_Certificates LA » cAc_etﬁ ;’-_m;,a-h;.;
¢ EZ-UAQ Utility_Certificate 2026 05 04zip Compressed (zip EZUAQCA SJ Ca.cat

U-7524M192.168.82.202MQT TClient L bl
UA-5231M192.168.82.201MQT TBroker

Import Files

The Import Files function is used to:

e Import certificate packages previously exported from EZ-UAQ Utility.

e Import user-owned CA certificates into EZ-UAQ Utility for MQTT certificate generation.

Step 1: Execute Import
Click the [Import] button.

R EZ-UAQ Utility -
@ Language: English - Q Module ' Select Module -

]

[

Basic Advanced Upload Download Certificate

MQTT Broker

| -
|

| .
| _voraeJla

Double click on Module Name or IP Address to open the web interface of Module.

B Select All | Module Name | Host Name | 1P Address | MAC Address | Version
O UA-5231M UA-Series-68c90be4d6ec | 192.168.82.201:80 |68:c0:0b:e4:d6:cc 1.5.6.0/9.2.0/1.2.00
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:8000 00:0d:e0:18:2b:05 1.1.0.14
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 9.20.0/17.10

Figure 5-165 Import Files (1)
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Step 2: Select Import Method and Certificate File
In the "Certificate Import File" window, choose one of the following import methods:

Method 1 - Import Third-Party CA Certificate
Import a third-party:

o CA Certificate

e Private Key

through the [CA Certificate Key] section.

|- CA Certificate Key

A-5231M192.168.82.201MQTTBroken\Ca.crtf sl
I8.82.201MQTTBroker\icpdasmqttbroker.key F

Method 2 — Import EZ-UAQ Utility Certificate Package

Import a ZIP certificate package previously exported by EZ-UAQ Utility through the [Compressed File]
section.

Note: Importing a certificate ZIP package requires the EZ-UAQ Utility password.

Password

|*M>«**
"0

\EZ-UAQ Utility_Certificate_2026_05_04.zip§ |

Figure 5-166 Import Files (2)

Step 3: Import Completed

Click the [Import] button. When the "Import Successful" message appears, click [OK] to complete
the certificate import process.

Import successful

|- Compressed File
i OKg
I €\EZ-UAQ Utility_Certificate_2026_05_04.zip F'

Figure 5-167 Import Files (3)
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5.3 Display Area

The Display Area provides module information and operational status, including: Module Name, Host
Name, IP Address, MAC Address, Firmware Version, Product Response Time, Notes...

It also provides functions such as: Show / Hide Columns, Column Sorting, Open Module Webpages, Copy
Module Information

MW Select Al | Module Name | Host Name | IP Address a | MAC Address | Version | Response Time | Notes
O UA-2841M UA-2841M-000de01820... |192.168.1.103:80 00:0d:e0:18:20:0d 14.21/7.50/1.181 15ms
O UA-5231 UA-Series-a0f6fd48918f | 192.168.1.63:80 a0:f6:fd:48:91:8F 14.6.0/7.8.0/1.1.85 46ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a%:30:39 14.20/6.6.0/1.1.81 46ms
O UA-5231(M) UA-Series-68c90be4dbee |192.168.1.201:80 68:c9:0b:e4:dbicc 146.0/7.8.0/1.185 46ms
[} UA-2241M UA-Series-684749e4800f |192.168.85.200:80 68:474%:e4:80.0f 14.6.0/7.8.0/1.1.85 125ms

Figure 5-168 Display Area Information
Module Name: Displays the module model name shown on the module housing.

Host Name: The Host Name can be viewed in EZ-UAQ Utility and is also displayed when establishing OPC

UA connections through software such as UaExpert or other OPC UA clients. It allows users to verify that
the correct module is connected.

> Hide / Show All Hidden Columns

When a large amount of information is displayed, users can temporarily hide unnecessary columns
and restore them when needed.

Hide: Right-click the column to be hidden (for example, Version) and select Hide.

W Select Al | Module Name | Host Name | IP Address

7 | MAC Address | Version | Response Time | Notes
O |UA-2841M UA-2841M-000de0182c... |192.168.85.221:80 00:0d:e0:18:2c:24 [15435/92.0/1200 16me ‘
] (UA-5231(M) UA-Series-400d32c78d44 |192.168.85218:80 | 40:0d:32:7:84:44 | 14,60/ 7.8.0/1 Ty \
O |UA-2241MX-4GE | UA-Series-684749ecc80a 1921688521580 |68:47:49:eccB0a ?1.5.6,(-)/ 9.2.0/1 He——— |
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 |1.1.014 TZIUTTS
O U-7524M 000de018200f7000 1192.168.82.202:80 00:0d:e0:18:21:b1 19.200/17.10 1485ms
M SelectAll | Module Name | Host Name | 1P Address 7 | MAC Address | Response Time | Notes
O UA-2841M UA-2841M-000de0182c... |192.168.85.221:80 00:0d:e0:18:2¢:24 16ms
O UA-5231(M) UA-Series-40bd32c78d44 |192.168.85.218:80 40:bd:32:c7:8d:44 79ms
O UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.215:80 68:47:49:ec:c8:.0a 157ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 250ms
O U-7524M 000de018200f7000 192.168.82.202:80 00:0d:e0:18:21:b1 485ms
Figure 5-169 Hide Columns
Unhide all: Right-click anywhere within the Display Area and select Unhide all.
B Select Al | Module Name | Host Name | 1P Address 7 | MAC Address | Response Time | Notes
O UA-2841M UA-2841M-000de0182c... i192.168485.221280 00:0d:e0:18:2c:24 16ms PR
O UA-5231(M) UA-Series-40bd32c78d44 |192.168.85.218:80 40:bd:32:c7:8d:44 79ms hide
O UA-2241MX-4GE UA-Series-684749ecc80a |192.168.85.215:80 68:47:4%:ec:c8:0a 157ms
O BRK-2841M ICPDAS-BRK-2841M-84... ;192.168.84‘81:8000 00:0d:e0:18:2b:07 250ms
O U-7524M 000de018200f7000 1192.168.82.202:80 |00:0d:€0:18:21:b1 485ms
MW SelectAll | Module Name | Host Name | IP Address 7 | MAC Address | Version | Response Time | Notes
O UA-2841M UA-2841M-000de0182c... |192.168.85.221:80 00:0d:e0:18:2c:24 1.54.35/9.2.0/1.2.00 16ms ‘
O UA-5231(M) |UA-Series-40bd32c78d44 |192.168.85.218:80 40:bd:32:c7:8d:44 14.6.0/7.8.0/1.1.85 79ms
O UA-2241MX-4GE | UA-Series-684749ecc80a |192.168.85.215:80 68:47:4%:ec:c8:0a 1.5.6.0/ 9.2.0/1.2.00 157ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:8000 00:0d:e0:18:2b:07 11.014 250ms
O U-7524M 000de018200f7000 1192.168.82.202:80 |00:0d:20:18:21:b1 9.2.00/17.10 485ms

Figure 5-170Unhide Hidden Columns

102



» Open Module Webpage

This function allows users to quickly access the module configuration webpage.
> Double-click anywhere on the module row to open the module webpage directly.

EZ-UAQ Utility User Manual ICP DAS

B Select Al | Module Name | Host Name | IP Address 5| MAC Address | Version | Response Time
O UA-2841M UA-2841M-000de01820... |192.168.1.103:80 00:0d:e(:18:20:0d 14.21/7.50/1181 15ms
O UA-5231 UA-Series-a0fofd48918f |192.168.1.63:80 al:fo.fd:48:91:8f 14.6.0/7.8.0/1.185 46ms
] UA-5231 UA-Series-1442fcaB3039 |192.168.101.2:80 14:42:fc:a9:30:39 14.2.0/ 6.6.0/1.181 46ms
] UA-5231(M) UA-Series-68c90beddbee |192.168.1.201:80 68:c9:0b:ed:dbicc 14.6.0/7.80/1.1.85 46ms
O UA-2241M UA-Series-b84749e4860f |192.168.85.200:80 68:47:49:e4:86.0f 14.6.0/ 7.80/1.1.85 125ms
v @ UA-Series x  + — (m] X
c 192.168.1.201 * A&
Username :| ‘
~"7 UA-2200/5200
(ICP IIoT Communication Server Password : | ‘
DAS ICP DAS CO.. LTD.
Language : |Eﬂg|\sh v‘
Figure 5-171 Open Module Webpage
» Copy

Module information such as: Host Name/ IP Address can be copied directly and pasted into third-

party software, simplifying connection setup with tools such as: UaExpert/ MQTTX/ Other third-party
applications.

The following example demonstrates copying the IP address of a UA module and pasting it into
MQTTX for connection configuration.

B Select All

| Module Name | Host Name | IP Address 7 | MAC Address | Response Time | Notes
O |BRK-2841M | ICPDAS-BRK-2841M 1192.168.84.62:8000 | 14:02:f7:28:a1:3f 250ms
O |U-7524M |000de018200f7000 1192.168.82.202:80 |00:0d:e0:18:21:b1 485ms
A A-Series-68c90be4d 92.168.82.201:80 0
. copy
O |U-7555M ‘000d6018218C7000 1192.168.81.150:80 hide 485ms
O |U-7560M |000de01821ad7000 1192.168.255.10:80 unhide all 360ms
O ‘ U-7526M 000de018206f7000 192.168.102.1:80 UUUOEUTSZUD 485ms
@ o M u)
e &0k View Window o Fie &t View Wndow Hel
Connections O <Bak N Connections O  192.168.82.201:80 ¥ © H B2
192.168.82.201:30@192.168.82... ‘ ‘ Plaintext Receive d  Published
Name | 192168.82201:80
Host [(man | [ zreeszzoneo
Port | 1383
ClientID  mattx_0432b64e
Usermame
Password
ssums (3
MQTT Version 50 90N o ek Med = e
Connect Timeout 10 47" .
Keep Alive 60 y
Auto Recomnect. @D Q

Figure 5-172 Copy
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» Operation Log
The Operation Log window displays communication progress and execution status during: Module
Search/ Upload Operations/ Download Operations/ Certificate Updates.
This allows users to monitor the current operation status and troubleshooting progress in real time.

B Select Al | Module Name | IP Address a | MAC Address | Version

a UA-5231M 192.168.82.201:80 68:c9:0b:eddbicc 1.54.26/ 8.0.0/1.1.97

[11:48:50] [Scan complete]

L

Figure 5-173 Operation Log

104



6. Warning Messages

EZ-UAQ Utility User Manual ICP DAS

* Note: If a warning message box pops up or [Notes] displays a warning message, please refer to this

chapter for instructions.

6.1 Warning Message Form

When the software pops up a warning message box or [Notes] displays a warning message, you can query
the corresponding warning message through the table below.

( ModbusToMQTT / ModbusToOPCUA )

Warning Message Description page
This version does not support this The modules already support some Utility functions, but P106
feature new functions are not yet avaliable. '
. The module must be updated to a version that supports
P.1
Server not responding Utility, or there may be network problems. 06
Please select an updated file File not selected for update. P.106
Tick the module(s) that need to be The update file has been imported, but no module is
P.107
updated checked for an update.
Please confirm whether the selected When updating multiple modules, select different modules p107
module(s) are the same to update. )
The updated file is different from the | The firmware update package is different from the checked p107
selected module(s) series module series. )
Update Fail The firmware update package is different from the selected p107
module model
Please check the same series of Check the different series of modules. P.108
module(s)
The remote module(s? does not have There is no Log file on the module. P.108
any LOG files
Download fail There is a file download error when downloading. P.108
Please check to download the file No module is checked for download. P.108
module(s)
Password error The enter(?(.j password is different f.rom. the module setting p109
utility password, so the action is cancelled.
EZ-UAQ Utility Already Running Only one Utility can be opened at a time. P.109
Unable to download or upload Unable Unable to download or upload files in the module Unable p109
to download to download. '
The Excel file is in use and connot be The Excel file cannot be read by the system. P.110
read by the system
RTU and ASCII serial port names are RTU and ASCII settings in the Excel file use the same serial 110
the same, please change port name )
serial bort format error in Excel RTU or ASCII settings in the Excel file use the same serial
P . port name or The uploaded file is different from the P.110
settings
selected module
Excel ## FunctionCode And DataType The Data Type setting corresponding to the FunctionCode P111
Wrong content in the Excel file is incorrect. )
Excel ## Address Wrong content The address is repeatedly Fonflgured u'nder the same P111
FunctionCode in the Excel file.
The Excel module has been defined, The module has been defined in the Excel file, but no
. . . . P.111
but no variables has been set variable data is configured .
Please upload two different types of
Modbus conversion Excel files Upload two files of the same type simultaneously. P.112

Table 6-1 Warning Message Form
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6.2 Warning Message Description

1.

Message: [ This version does not support this feature ]

Context: [ Module Details * Reduce CPU ~ Protocol security * Update Firmware * Update Project * Update
Modbus Configuration * Download Log * Download Project * Download Modbus Configuration ~ HTTPS *
OPC UA Server/Client * MQTT Broker/Client ]

Issue: This module version does not support this function, or the password is empty (only supported in older
versions).
Solution: Update firmware to a supported version via module web page or EZ-UAQ Utility. Please refer to
Appendix A for each series of versions.

B Select Al | Module Name | Host Name | IP Address | MAC Address | version | Response Time: | Notes
] UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0b:ed:dbicc 1.4.6.29/ 8.5.0/1.1.85 Oms
[} BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:e0:18:2b:05 1.0.079 140ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:18:20:82 13.2.0.0/16.10 140ms This version does not support this feature

Figure 6-1 Warning Message: This version does not support this feature

Message: [Server not responding] and [Unable to receive messages from the server ]

Context: [ Module Details * Reduce CPU * Protocol security * Update Firmware - Update Project * Update
Modbus Configuration * Download Log * Download Project * Download Modbus Configuration ~ HTTPS * OPC
UA Server/Client ~ MQTT Broker/Client * Query validity period ]

Issue: Network error or outdated firmware version.
Solution: Check network or update firmware via module webpage or EZ-UAQ Utility. Please refer to Appendix
A for each series of versions.

M SelectAll | Module Name | Host Name | IP Address | MAC Address | version | Response Time | Notes

O UA-5231M UA-Series-68c90beddéec |192.168.82.201:80 68:c0:0b:ed:déicc 14.6.29/ 8.5.0/1.1.85 16ms

O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14632/850/1185 |47ms

O UA-5231M-4GE UA-Series-68474%ec41d9 | 192.168.85.200:80 68:47:49:ec:41:.d9 146.32/850/1185 62ms

O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 10079 109ms

O BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:e0:18:2b:05 10079 141ms
U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:18:20:82 13.2.0.0 /16.10 156ms Server not responding
| Module Name | Host Name | IP Address | MAC Address | Version | Response Time | Notes

O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0bedidbice 14.6.29/85.0/1.1.85 lems

O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:29 146.22/85.0/1185 |47ms

O UA-5231M-4GE UA-Series-684749ec41d9 |192.168.85.200:80 68:47:4%:ec:41:d9 14.6.22/85.0/1.1.85 62ms

O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 10079 109ms

O

BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:e0:18:2b:05 10079 141ms
U-7526M 000de01820827000 192 2.202:80 :0d:e0:18:20:82 13.20.0/16.10 156ms Unable to receive messages from the server

Figure 6-2 Warning Message: Server not responding and Unable to receive messages from the server

Message: [ Please select an updated file ]

Context: [ Update Firmware * Update Project * Update Modbus Configuration ]

Issue: No update file is selected before clicking the update button.
Solution: Select an update file first, then click the update button.

4% EZ-UAQ Utility
Double click on Module Name or IP Address to open the web|
W Select Al | Module Name | Host Name | | Response Time | Notes
UA-5231M UA-Se 90be: 1 5.0/1.1.85 |16ms
0 UA-5231M-4GE UA-Series-684749ec41d9 |1 R S A LRt Ve 50/L185  16ms
1 UA-5231 UA-Series-1442fca93039 |1 5.0/1185 | 32ms
1 BRK-2841M BRK-2841M-8461 1 110ms
] BRK-2841M BRK-2841M-8460 ] $ 157ms

Figure 6-3 Warning Message: Please select an updated file
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4. Message: [Tick the module(s) that need to be updated ]

Context: [Update Firmware * Update Project * Update Modbus Configuration * HTTPS * OPC UA Server/Client *
MQTT Broker/Client ]

Issue: No module model is checked before clicking the update button.

Solution: Check the module first that needs to be updated, then click the update button.

% EZ-UAQ Utility oo

Double click on Module Name or IP Address to open the web)
B Select Al | Module Name | Host Name |

O UA-5231M UA-Series-68c90beddbec |1 b.0/1.1.85 16ms

=) UA-5231 UA-Series-14427cag2039 |]  Tick the module(s) thatneed tobe updated L1165 [31ms

| BRK-2841M BRK-2841M-8460 1 109ms

| BRK-2841M BRK-2841M-8461 1 125ms

[l U-7526M 000de01820827000 1 Ok l .10 141ms

Figure 6-4 Warning Message: Tick the module(s) that need to be updated

5. Message: [ Please confirm whether the selected module(s) are the same (##Module Name) ]

Context: [Update Firmware * Update Project ]

Issue: When updating multiple modules, modules of different models are selected.
Solution: Select modules of the same model before updating.

e — &k EZ-UAQ Utility B ——————————————
Double click on Module Name or IP Address to open the welj
B Select All | Module Name | Host Name
UA-5231M UA-Series-68c00beddsec |1 Please confirm whether the selected 50/1185 |15ms
O UA-5231 UA-Series-1442fca93039 |1 module(s) are the same(U-7526M 5.0/1.185 |31ms
O BRK-2841M BRK-2841M-8461 1 UA-5231IM) 109ms
] BRK-2841M BRK-2841M-8460 1 oK I 156ms
% [ 156ms

Flgure 6- 5 Warnmg Message Please confirm whether the selected module(s) are the same

6. Message: [ The updated file name is different from the selected module(s) series ]
Context: [ Update Firmware]

Issue: The firmware update package is different from the selected module series (e.g., firmware package is
UA-2841, but U-7526 is selected).

Solution: Use the installation package of the corresponding module to update (UA series: ua-, UA I/O
series: u-, BRK series: brk-).

e —
Double click on Module Name or IP Address to open the web
W Select Al | Module Name | Host Name

] UA-5231M UA-Series-68c90beddbee |1
O UA-5231 UA-Series-1442fca93039 |1
| BRK-2841M BRK-2841M-8460 1
O BRK-2841M BRK-2841M-8461 1

000de01820827000

#f EZ-UAQ Utility

The updated file is different from the

selected module(s) series

oK )

ey
| Response Time | Notes

5.0/1.1.85 |62ms
5.0/1.185 |93ms
390ms
437ms

6.10 437ms

Figure 6-6 Warning Message: The updated file name is different from the selected module(s) series

Message: [ Update Fail ]

Context: [Update Firmware * Update Project * Update Modbus Configuration * HTTPS * OPC UA Server/Client *
MQTT Broker/Client ]

Issue: The firmware update package is different from the selected module model (e.g., UA-5231 selected,
but firmware package is UA-2841) .

Solution: Select the firmware package corresponding to the module model then update again.
[ 1P Address

B Select Al | Module Name
UA-5231M
O UA-5231

| Response Time
16ms
32ms

| Notes

| Host Name | MAC Address
Update Fail

3c90beddbee (1921 .201:80 68 C 8.5.0/1.1.85
UA-Series-1442fca93039 | 192.168.101.2:30 14:42:7c:a9:30:39 146.32/8.5.0/1.185

Figure 6-7 Warning Message: Update Fail
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When [updating firmware], the module will keep the red light on. You only need to turn off the power of the
module, or select the correct model update package and then update it to resolve the issue.

8. Message: [ Please check the same series of module(s) ]

Context: [ Download Log * Download Project * Download Modbus Configuration ]

Issue: When using the 'Download' function, modules from different series are selected (e.g., UA-5231 and

U-7526).
Solution: Select the same series of module(s).
&8 EZ-UAQ Utility X
Double click on Medule Name or IP Address to open the web)
MW Select Al | Module Name | Host Name | Response Time | Notes
UA-5231M UA-Series-68c90beddbec |1 5.0/1.1.85 Oms
] UA-5231 UA Series 1442fca03030 ||  Please check the same series of module(s) 541185 |a1ms
| BRK-2841M BRK-2841M-8461 1 109ms
O BRK-2841M BRK-2841M-8460 1 109ms
U-7526M 000de01820827000 1 o« | 141ms

Figure 6-8 Warning Message: Please check the same series of module(s)

9. Message: [ The remote module(s) does not have any LOG files ]

Context: [ Download Log]

The message shown below indicates that no log is opened in the module.

W SelectAll | Module Name | Host Name | IP Address | MAC Address | Version | Response Time: | Notes
O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/8.5.0/1.1.85 31ms
O UA-5231M UA-Series-68c90beddbec |192.168.82.201:80 68:c9:0b:ed:débicc 1.4.6.29/ 8.5.0/1.1.85 31ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 10079 156ms
[} BRK-2841M BRK-2841M-8460 . 80 ; 1.0.079 156ms
U-7526M 000de01820827000 1921 202:80 00:0d: 20:82 13.2.0.0/16.10 203ms The remote module(s) does not have any LOG files

Figure 6-9 Warning Message: The remote module(s) does not have any LOG files

10. Message: [ Download fail ]

Context: [ Download Log * Download Project * Download Modbus Configuration ]

Download failure may be due to poor network conditions. The system will automatically reload three times. If
it still fails, the folder will be retained for inspection.

B Select All | Module Name | Host Name | IP Address | MAC Address | Version | Response Time | Notes
| UA-5231M UA-Series-68c30beddbec |192.168.82.201:80 68:c9:0b:edidbicc 14.6.28/ 8.5.0/1.1.85 16ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/850/1.1.85 16ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.0.0.7¢ 109ms
O BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:e0:18:2b:05 1.00.79 141ms

U-7526M 000de01820827000 192.1¢ 80

00:0d: .82 13.20.0/16.10

Figure 6-10 Warning Message: Download fail

156ms Download fail

11. Message: [ Please check to download the file module(s) ]

Context: [ Download Project * Download Log * Download Modbus Configuration ]
The message below appears, indicating that the module that needs to be downloaded is not selected.

5 EZ-UAQ Utility
‘ Double click on Module Name or IP Address to open the wel
i M SelectAll | Module Name | Host Name | | Response Time | Notes
O UA-5231M UA-Series-68c90beddécc |1 Please check to download the file 6.0/1.1.85 |lbms
O UA-5231 UA-Series-1442fca93029 |1 module(s) b.0/1.1.85 31ms
O BRK-2841M BRK-2841M-8461 1 109ms
O BRK-2841M BRK-2841M-8460 1 156ms
O U-7526M 000de01820827000 1 ﬁ 6.10 156ms

Figure 6-11 Warning Message: Please check to download the file module(s)
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12. Message: [Password error ]
Context: [Reduce CPU - Protocol security * Update Firmware * Update Project * Update Modbus

Configuration ~ Download Log * Download Project * Download Modbus Configuration ~ HTTPS * OPC UA
Server/Client ~ MQTT Broker/Client ]

Issue: When modules of the same series but different models are used in the [Download Project] at the same
time, the password error occurs and the system does not respond.

Solution: The passwords for modules of the same series must be the same.

* Note: Only the [Update Firmware] and [Update Project] functions require the same model to be updated
in batches at the same time.

W Select Al | Module Name | Host Name [ IP Address | MAC Address | Version | Response Time | Notes
O UA-5231M UA-Series-68c90bed4dbee [192.168.82.201:80 68:c9:0b:ed:dbice 1.4.6.29/ 8.5.0/1.1.85 Oms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:30 14:42:fc:29:30:39 14.6.32/ 8.5.0/1.1.85 16ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.0.079 110ms
O BRK-2841M BRK-2841M-8460 192.168.84.60:8 00:0d:e0:18:2b:05 1.0.079 141ms

U-7526M 000de01820827000 192 :80 00:0c 0:82 13.200/16.10 141ms Password error

Figure 6-12 Warning Message: Password error no response

13. Message: [ EZ-UAQ Utility Already Running]
Context: [ Unable to open Utility repeatedly ]

As long as the Utility is open, it is not possible to open another one.

£R EZ-UAQ Utilit X

EZ-UAQ Utility Already Running

oK |

Figure 6-13 Warning Message: EZ-UAQ Utility Already Running

14. Message: [ Unable to download] or [Unable to upload ]

Context: [ Update Firmware * Update Project * Update Modbus Configuration * Download Log * Download
Project * Download Modbus Configuration * HTTPS * OPC UA Server/Client * MQTT Broker/Client ]

Issue: The EZ-UAQ Utility is unable to download files from the module or upload files to the module.
Solution: The module needs to be restarted to resolve the upload and download problems.

B Select All | Module Name | Host Name | IP Address | MAC Address | Version

| Response Time | Notes
O UA-5231M UA-Series-68c90beddbec (192.168.82.201:80 68:c9:0b:ed:dbicc 14.6.29/ 85.0/1.1.85 16ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/85.0/1.1.85 16ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.0.079 109ms
] BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:e0:18:2b:05 1.0.0.79 141ms
] U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12000/159 156ms
U-7526M 000de01820827000 192.168.82.202:80 00:0d:20:18:20:82 13.200/16.10 187ms Unable to download
| U-7560M 000de01821027000 192.168.81.100:80 00:0d:e0:18:21:02 14.000/16.10 250ms
B Select All | Module Name | Host Name | IP Address | MAC Address | Version | Response Time | Notes
UA-5231M UA-Series-68c90beddbec |192.168.82.201:80 68:¢9:0bed:dbicc 14.6.29/8.5.0/1.1.85 15ms Unable to upload
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.00.79 109ms
] BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:e0:18:2b:05 1.00.79 156ms
] U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:18:20:82 13.2.00/16.10 156ms
] U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 120007159 156ms
] U-7560M 000de01821027000 192.168.81.100:80 00:0d:e0:18:21:02 14.0.00/16.10 281ms

Figure 6-14 Warning Message: Unable to download or Unable to upload
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15. Message: [ The Excel file is in use and connot be read by the system ]

Context: [ Update Modbus Configuration ]

Issue: The Excel file cannot be read by the system because it is already open or being used by another program.
Solution: Close the file and ensure it is not being used by another program, then update again.

£ EZ-UAQ Utility X

The Excel file is in use and cannot be read
by the system

OK '

Figure 6-15 Warning Message: The Excel file is in use and connot be read by the system

16. Message: [ RTU and ASCII serial port names are the same, please change ]

Context: [ Update Modbus Configuration ]

Issue: RTU and ASCII settings in the Excel file use the same serial port name (e.g., both set to tty02).
Solution: Set RTU and ASCII to different serial port names in the Excel file.

& EZ-UAQ Utility X

RTU and ASCII serial port names are the
same, please change

OK I

Figure 6-16 Warning Message: RTU and ASCII serial port names are the same, please change

17. Message: [ Serial port format error in Excel settings ]

Context: [ Update Modbus Configuration ]

Issue 1 : RTU or ASCII settings in the Excel file use the same serial port name (e.g.,RTU is configured with

two tty02 entries).
Issue 2: The uploaded file is different from the selected module (e.g., UA-5231 file is used, but UA-2841M is

selected).
Solution: Remove repeated names of serial port in the Excel file, or ensure the filename is the same as

the selected module, then upload again.

&% EZ-UAQ Utility X

SerialPort format error in Excel settings.

OK '

Figure 6-17 Warning Message: Serial port format error in Excel settings
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18. Message: [ Excel ## FunctionCode And DataType Wrong content )
Context: [ Update Modbus Configuration ]

Issue: The Data Type setting corresponding to the FunctionCode in the Excel file is incorrect. (The “##” indicates
an incorrect communication type setting).

Solution: Modify the Data Type setting corresponding to the Function code in the Excel file, then upload it

again.
& EZ-UAQ Utility X &R EZ-UAQ Utility
Excel RTU FunctionCode And Excel TCP - RTU ~ ASCII FunctionCode And
DataTypeWrong content

DataTypeWrong content

Ll ) —=

Figure 6-18 Warning Message: Excel ## FunctionCode And DataType Wrong content

19. Message: [ Excel ## Address Wrong content ]
Context: [ Update Modbus Configuration ]

Issue: The address is repeatedly configured under the same FunctionCode in the Excel file. (The “##” indicates
an incorrect communication type setting).
Solution: Remove or modify repeated Addresses under the same Function Code in the Excel file, then
upload it again.

£ EZ-UAQ Utility X 4R EZ-UAQ Utilit

Excel TCP AddressWrong content Excel TCP ~ RTUc;:‘:th’lt AddressWrong

Figure 6-19 Warning Message: Excel ## Address Wrong content

20. Message: [ The Excel module has been defined, but no variables has been set ]

Context: [ Update Modbus Configuration ]

Issue: The module communication settings has been defined in the Excel file, but no variable data is configured
in the Modbus variable parameter area.

Solution: Create at least one variable entry in the Modbus variable parameter area in the Excel file, then upload
it again.

)

The Excel module has been defined, but no
variable parameters have been set.

OK '

Figure 6-20 Warning Message: The Excel module has been defined, but no variables has been set
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21. Message: [ Please upload two different types of Modbus conversion Excel files (ModbusToMQTT /

ModbusToOPCUA) ]
Context: [ Update Modbus Configuration ]

Issue: Upload two files of the same type simultaneously (both ModbusToMQTT or both ModbusToOPCUA).
Solution: Upload two files of different types simultaneously (ModbusToMQTT and ModbusToOPCUA).

Gk
Please upload two different types of

Modbus conversion Excel files
(ModbusToMQTT / ModbusToOPCUA)

oK '
Figure 6-21 Warning Message: Please upload two different types of Modbus conversion Excel files
( ModbusToMQTT / ModbusToOPCUA )
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Appendix A

Module Function Support:

1. UA Series

EZ-UAQ Utility User Manual ICP DAS

R D I
Factory Basic Update | Download | Download | Update | Module educe ownload
. . . . . . CPU Modbus
version Function | Firmware Project Log Project | Details . .
usage Configuration
After
1.4.2.0 Qy & Qy & Qy & & &
(inclusive)

Starting from 1.4.6.32, the following new features have been added:

Factory OPCUA | OPCUA | m™maTT MQTT | Protocol Update
. HTTPS . . ) Modbus
version Server Client Broker Client security . .
Configuration
After
1.4.6.32 & & % & & & &
(inclusive)

Starting from 1.5.3.5, the following new features have been added:

Factory Secondary
version Development
After

1535 <
(inclusive)

F

actf)ry Range Search
version
After
1.5.6.0 &
(inclusive)

2. UA 1/O Series

Starting from 1.5.6.0, the following new features have been added:

D

Factory Basic Update Download | Download | Update | Module Reduce ownload
) . . . . . CPU Modbus
version Function | Firmware Project Log Project | Details . .

usage | Configuration
Before
wer [ (&2 [ [ 9832 (38 &
After
13.8 F |&F |&F |&F | | (&K Y
(inclusive)
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Starting from 16.10, the following new features have been added:

Factory Secondary OPCUA | OPCUA | MQTT | MQTT | Protocol Update
. HTTPS . . . Modbus
version Development Server | Client | Broker | Client | security . '
Configuration
After
16.10 g@ L | | 8@ < 2@ 23
(inclusive)

Starting from 17.10, the following new features have been added:

Factory Protocol Range
version security Search
After

17.10 N <
(inclusive)

3. BRK Series

R D |
Factory Basic Update | Download | Download | Update | Module educe ownload
. . . . . . CPU Modbus
version Function | Firmware Project Log Project | Details . .
usage Configuration
After
1.2.0.0 & & & & Qy Qy Q7 g@
(inclusive)
R Update
Factory Secondary ange OPCUA | OPCUA | MQTT | MQTT | Protocol
. Search | HTTPS . . . Modbus
version Development Server Client | Broker | Client | security . .
Configuration
After
@ 8 R R ¥R %
(inclusive) Qy &
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Appendix B

Set EZ-UAQ Utility password:

The EZ-UAQ Utility password prevents unauthorized access and configuration changes. Keep it secure to
ensure the security of the system and modules.

It is recommended to change the default password and set the same password for modules in the same
series to enable simultaneous multi-module operation.

1. UA communication server series

Please go to the UA web interface to configure, and then click System Setting => EZ-UAQ Utility to set
the password.

* Before the password is set, the password displayed on the communication server and EZ-UAQ Utility
software is the default password.

-y
UA-2200/5200 ; :
( ICP 110T Communication Server & IFunctlon Wizard (Click here) v |
DAS ICP DAS CO,. LTD.
U 14% Memary 28.56% S Card B Log Out
System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

I/O Status File Setting

System Setting EZ-UAQ Utility

Controller Service Setting Password Setting

Time Setting Password
Account Setting
Save
Boot
COM Port Interface Setting = Alias Settings
Web and Secure Alias  [Reading room |
I EZ-UAQ Utility

2. UA 1/0 modaule series

Please go to the UA I/O web interface to configure the module, and then click Advanced Setting =>
EZ-UAQ Utility to set the password.

*Before the password is set, the password displayed on the module and EZ-UAQ Utility software is
the default password.

-y
ICP UA Ilo Log out ~
DAS icronsco.Lm

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings

Event Log EZ-UAQ Utility Settings
» Main Settings Paccword

» Messages — Line

Rule Settings

» Main Settings Nickaaie Conference room

» /O Control
» Link-Up

» Schedule

loTstar Settings

I EZ-UAQ Utility
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3. BRK communication server series

Please go to the BRK web interface to configure, and then click Utility => Utility to set the password.

* Before the password is set, the password displayed on the communication server and EZ-UAQ
Utility software is the default password.

9
ﬁ CP BRK Series
lloT MQTT Broker
DAS ICP DAS CO. LTD.
System setting MQTT setting Database Advanced setting
Account Utility Password
Network
Time
Language .
Alias
Project fle T E—
Save
Utiliy
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Appendix C

Certificate Date Input Restrictions:

EZ-UAQ UtiThe maximum validity period of the EZ-UAQ Utility certificate is two years. It is recommended
that users set the certificate expiration date to one month.

&k

(] Day Month [] Year

OK

Have to enter the expiration days of the certificate

® Minimum Value:
Day: The minimum value is 2. If it is lower than this, the message below will be triggered.

%

The certificate validity period cannot be less
than 2 days

oK l

® Maximum Value:

Year: The maximum value is 2; Month: the maximum value is 24; Day: The maximum value is 730. If
it exceeds this value, the message below will be triggered.

Wk

The expiry date of the certificate cannot be
greater than 2 years.

OK l
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Appendix D

Resolving UA and UA I/O Web Connection Security Issues

If the UA or UA 1/O web pages are shown as “Not secure,” please update the HTTPS certificate, export it,
and import it into the browser to restore a secure connection.

Taking the UA communication server as an example, the operation process is shown below. Users can
choose either of the following methods as needed.

<> Method 1:

Step 1: Open the Settings page

(1) Open the browser and enter the IP address of the UA Communication Server.

Note: If a warning window 4 appears, click [Advanced] 2 [ proceed to 192.162.82 202 (unsafe) IN SEQUENCE.
(2) clickthe [:] button in the upper-right corner, and select [Settings].

v @ U-7524M x  + = [m] X
< (] © Notsecure https://192.168.82.202:8888 o * m
O Newtab Ctrl+T
¥ Newwindow Ctrl+N
e e P o o 2t st /‘ 2 P et e P Y Y- ,}')le;go-t‘"".!o.nm‘f"‘AdcndS ™ A
£ Exten..as ’
/ﬁ UA Ilo Passwo @ Delete browsing data... Ctrl+Shift+Del
ﬁ C P Langua¢ & Zoom - 100% +
DAS ICP DAS CO,. LTD.
© Print... Ctrl+P

(! Search this tab with Google Lens

Translate
[  Find and edit >
3 Cast, save, and share >
B8  More tools >
@ Help >
l ] Settings ]
Step 2: Go to the Privacy and Security
(1) Click [Privacy and Security] - (2) Click [Security].
v f% Settings - Privacy and security X 4 = =]
€ c & Chrome  chrome://settings/privacy v e

G Settings Q, Search settings

You and Google
G g Safety Check

@ Autofill and passwords

Chrome found some safety recommendations for your review
) ) ") Go to Safety Check
¢ Privacy and security Passwords

(@  Performance
Privacy and security
€  Appearance
PR N SR SUPUeY SVT _l _SS Se

Y, Downloads
& Ad priva
@ cy

B Customize the info used by sites to show you ads
W Accessibility
® jetem ﬁ Security

Safe Browsing (protection from dangerous sites) and other security settings
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Step 3: Go to the Manage certificate
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(1) Click [Manage certificates] - (2) Click [Manage imported certificates from Windows]

v & Settings - Security X  + = =) X
&« c ® Chrome  chrome://settings/security * 9

@ Settings

Q Search settings

G  You and Google Secure connections

@ Autofill and passwords <
Always use secure connections

For sites that don't support secure connections, get warned before visiting the site

@

@  Privacy and security

G RN s I R T P BN s

[0  Defaun uiowser

Use secure DNS
Make it harder for people with access to your intemet traffic to see which sites you visit. Chrome usesa @
secure connection to look up a site's IP address in the DNS (Domain Name System).

()  On startup

¥ Languages .
Select DNS provider OS default (when available) -
L Downloads
Manage JavaScript optimization & security

T Accessibility Speeds up sites with Chrome's V8 engine but makes Chrome slightly less resistant to attacks. This setting >

is on.
¥, System
Manage certificates @
O Reset settings Manage HTTPS/SSL certificates and settings
v ¢ Settings - Security X B Certificate Manager x |+ = (]
C & Chrome chrome://certificate-manager w e

@ Certificate Manager

=l Local certificates Local certificates

= Your:caitificates Local certificates that have been added by your operating system or your administrator.

-~

(0] Chrome Root Store Windows
Use imported local certificates from your operating system ©
45 certificates
View imported certificates from Windows >
Manage imported certificates from Windows (4] ]

Step 4: Import the certificate

(1) Click [Trusted Root Certification Authorities] - (2) Click [Import]

in the " Certificate Import Wizard" page, Click [Next] to continue the certificate import process.

Intended purpose: <All>

Intermediate Certification Authori

rusted Root Certification Authorities | Trusted Publl « | *» |

Issued To Issued By Expiratio...  Friendly Name A
5] AAA Certificate Ser... AAA Certificate Services  2029/1/1 Sectigo (AAA)
S]Actalis Authenticati... Actalis Authentication... 2030/9/22  Actalis Authentic...

f};] AddTrust External ... AddTrust External CA... 2020/5/30  Sectigo (AddTrust)
1AvG web/Mail Shiel... AVG Web/Mail Shield ...  2040/1/1 <None>

[5JBaltimore CyberTru... Baltimore CyberTrust... 2025/5/13  DigiCert Baltimor...
[;]Certum CA Certum CA 2027/6/11  Certum

) Certum Trusted Ne... Certum Trusted Netw...  2029/12/31 Certum Trusted ...
[5)Class 3 Public Prima... Class 3 Public Primary ... 2028/8/2 VeriSign Class 3 ...
[5JCOMODO RSA Cert... COMODO RSA Certific... 2038/1/19  Sectigo (formerl... ¥
Impor t. 3 Export... Remoave Advanced

Certificate intended purposes
View
Close

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Nex | Cancel
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Certificate Import Process
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(1) Click [Browse] to select the HTTPS certificate, then click [Next].

€ &* Certificate Import Wizard

File to Import

Specify the file you want to import.

N
File name: .
—7524M192. 163,82, 20 2HHps tps.art | Bmwseo Double-click the
HTTPS certificate
’ R, ) ) > EZ-U... » U-7524M192.168.8k
Note: More than one certificate can be stored in a single file in the following formats: J
~
Personal Information Exchange- PKCS #12 (.PFX,.P12) ‘ A Name Date modified v Type
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B) ] icpdashttps.crt 2026/5/6 PM 02:55 Security Certificate

Microsoft Serialized Certificate Store (.SST)

’_Ng Cancel

(2) select [Place all certificates in the following store].

(3) Click [Browse] to select [Trusted Root Certification Authorities], and then click [Next].

e

&+ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store l

Certificate store:
| Trusted Root Certification Authorities ﬁ " Browse..

Cancel

(4) When the " Complete the Certificate Import Wizard" message appears, click [Finish].

&

“£# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

(S5 0ilw- el Sm e Ao d  Trusted Root Certification Authorities

Content Certificate

File Name C:\Users\RD&-Sandy\Desktop\EZ-UAQ Utility_Certific
< >

I Finise Cancel
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(5) A “Security Warning” window appear. Please click [Yes].

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

U-7524M_192.168.82.202_20260506065507

Windows cannot validate that the certificate is actually from
"U-7524M_192.168.82.202_20260506065507". You should
confirm its origin by contacting
"U-7524M_192.168.82.202_20260506065507". The following
number will assist you in this process:

Thumbprint (shal): 3FE463EE 2A01ASFD B1248A3C 9CD405E8
2F851B6B

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click

“Yes” you acknowledge this risk.
Ye@ No

Do you want to install this certificate?

After the HTTPS certificate has been successfully imported into the browser, the message "The Import

was successful" appears in the “Certificate Import Wizard”. Click [OK].

Step 5: Verify Certificate

Verify that the HTTPS certificate has been successfully imported under "Trusted Root Certification

Authorities".

Certificate Import Wizard X

a The import was successful.

Certificates X
Intended purpose: | <All> v
Intermediate Certification Authorities Trusted Root Certification Authorities  Trusted Publl ¢ | * |
Issued To Issued By Expiratio...  Friendly Name A
I TWCA Root Certific... TWCA Root Certificati... TWCA Root Cert...
. U-7524M_192.168.82... 2026/5/8 <None >
UA-5231M_192.16... UA-5231M_192.168.8... 2026/4/15 <None>
R]USERTrust ECC Cer... USERTrust ECC Certifi... 2038/1/19  Sectigo ECC
@USERTrust RSA Cer... USERTrustRSA Certifi... 2038/1/19  Sectigo
[JUTN-USERFirst-Obj... UTN-USERFirst-Object  2019/7/10  Sectigo (UTN Ob...
L;]VeriSign Class 3Pu... VeriSign Class 3 Public... 2036/7/17  VeriSign
"_?JVeriSign Universal ...  VeriSign Universal Ro... 2037122  <None>
v
Import... Expor't. 5 Remove Advanced

Certificate intended purposes

Server Authentication

View
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Step 6 . Reopen the Browser
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Close all open browsers, then reopen them and enter the IP address of the UA communication server.

The browser will display a secure connection.

v g U-T524M x  + i =]
< c 25 192.168.82.202:8888

Certificate Viewer: U-7524M_192.168.82.202_20260506065507 X

General  Details

Issued To

To open the [Certificate Viewer window], first click the

Common Name (CN) U-7524M_192.168.82.202_20260506065507
ICPDAS Inc.

R&D 9 Department

Organization (0)
Organizational Unit (OU)

Issued By

Common Name (CN)
Organization (0)
Organizational Unit (OU)

U-7524M_192.168.82.202_20260506065507
ICPDAS Inc.
R&D 9 Department

Validity Period
Issued On Wednesday, May 6, 2026 at 2:55:07PM
Expires On Friday, May 8, 2026 at 2:55:07PM
SHA-256

Fingerprints

Certificate d4e59972ec72834a375ac59c74f95¢1c3e3442659c799180c821885¢206
8cd88
0df837479ca07966ca833b528478bd8f2fbff47d99af3bae636482bc416f
3b31

Public Key

G
=0

[Secure Connection Established] - [Certificate Valid].

< Method 2:

Step 1: Select HTTPS certificate file
Right-click the icpdashttps.crt credential and select Install Credential.

U-7524M192.168.82.202Https - O X
- v 4 » EZ-U... » U-7524M192.168.82.20... v D Search U-.. @
A Name Date modified Type
3+ Quick acce:
= icpdashttps.crt e e o S — =gt
B Deskto # ? P B Open =
| | icpdashttps.key
& Downlc# 1 Install Certificate

Certificate Import Process

(1) Select [Current user] as the “Store Location”.

£» Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

1 Store Location
(@ Current User |

O Local Machine

To continue, click Next.

Cancel
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(2) select [Place all certificates in the following store].

(3) Click [Browse] to select [Trusted Root Certification Authorities], and then click [Next].

€ ¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

&g Automatically select the certificate store based on the type of certificate

Place all certificates in the following store §

Certificate store:

‘ Trusted Root Certification Authorities ﬁ | Browse.. . 3

v
[ Next | ~ Cancel

(4) When the " Complete the Certificate Import Wizard" message appears, click [Finish].

& &¥ Certificate Import Wizard
Completing the Certificate Import Wizard
The certificate will be imported after you dick Finish.
You have spedified the following settings:

Certificate Store Selected by User Trusted Root Certification Authorities
Content Certificate

m4_: Cancel

(5) A “Security Warning” window appear. Please click [Yes].

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

U-7524M_192.168.82.202_20260506065507

Windows cannot validate that the certificate is actually from
"U-7524M_192.168.82.202_20260506065507". You should
confirm its origin by contacting
"U-7524M_192.168.82.202_20260506065507", The following
number will assist you in this process:

Thumbprint (shal): 3FE463EE 2A01A8FD B1248A3C 9CD405E8
2F851B6B

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
Do you want to install this certificate?

“Yes” you acknowledge this risk.
Yeser No
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After the HTTPS certificate has been successfully imported into the browser, the message "The Import
was successful" appears in the “Certificate Import Wizard”. Click [OK].

Certificate Import Wizard

a The import was successful,
OK&

Step 2 : Verify HTTPS Connection

Open the browser and enter the IP address of the UA I/O communication server to verify that a secure
connection is established.

v g U-7524M x  + - O X

& > C 25 192.168.82.202:8888

Certificate Viewer: U-7524M_192.168.82.202_20260506065507 X

General  Details

Issued To
Common Name (CN) U-7524M_192.168.82.202_20260506065507
Organization (O) ICPDAS Inc.

Organizational Unit (OU) R&D 9 Department

Issued By
Common Name (CN) U-7524M_192.168.82.202_20260506065507
Organization (O) ICPDAS Inc.

Organizational Unit (OU) R&D 9 Department

Validity Period
Issued On Wednesday, May 6, 2026 at 2:55:07 PM
Expires On Friday, May 8, 2026 at 2:55:07 PM
SHA-256
Fingerprints
Certificate d4e59972ec7a834a375ac59¢74195c1c3e3442659c799180c821885e206
8cd88
Public Key 0df837479ca07966ca833b528478bd8f2fbff47d99af3baec636482bc4 16f
3b31

-]

To open the [Certificate Viewer window], first click the 25 button in the upper-left corner, then click
[Secure Connection Established] - [Certificate Valid].
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