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Warning

ICP DAS is not liable for any damages caused by the use of this product. We reserve the
right to change or modify the contents of this document at any time without notice. The information
contained in this document is subject to change without notice.

ICP DAS tries to provide correct and reliable information as much as possible but does not
guarantee that the use of this information or the other parties will use it in violation of patents or
rights. technical or editorial errors contained herein,

Any omission shall not be held legally responsible.

Copyright
Copyright @ 2023 by ICP DAS Co., Ltd. All rights are reserved.

Trademark

The names used for identification only may be registered trademarks of their respective
companies.

License

Users are authorized to use and back up the Software and related data on a single computer and
under limited conditions only, and may not use the Software outside of that single computer at the
same time. ICP DAS retains the copyright and other intellectual property rights in the Software
and related materials. Reproduction, transmission, and distribution of part or all of the software or
related copies are prohibited unless prior written authorization is obtained from our Company.
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1. Introduction

This document is to explain how to use the EZ-UAQ Utility software developed by ICP DAS. This
software is developed to work with the UA Communication Server, UA I/O, and BRK series
products of ICP DAS.EZ-UAQ Utility. The software is installed on the computer (PC) and obtains
UA Communication Server, UA 1/O, and BRK product information (e.g. IP Address, MAC Address,
firmware version...etc.) via Ethernet and displays the information on the screen to provide the field
personnel with information about the product modules. Besides, information show on the screen
can be exported as a Excel file, and the saved Excel file can be imported into the screen for viewing.

Furthermore, using EZ-UAQ Utility software can easily and fast update firmware or project and
download project or LOG files of single (or multiple) devices in the field. EZ-UAQ Utility provide
details of modules that allow IT/OT personnel to be able to realize module information thus to
improve internet safety. (Supported firmware version, please refer to Appendix_A.)
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2. Preparation for installation

EZ-UAQ Utility software support following OS: Windows /10/11, 64/32 bit.

Before using the EZ-UAQ Utility software, please ensure that the UA, UA I/O, and BRK series are
connected to both the power supply and network cable. The users can easily access the module
information, upload/download files, and manage certificates through the software. (please refer to

the user's manual of each series)

Certificate
Modbus Update
Update/Download
Easy
Firmware Troubleshooting
Update

Log
Download Modules
Project —
Upload/Download

¥

UA-5000 - UA-2000 BRK-2800
communication MQTT Broker
server

EZ-UAQ Utility

I1/0 Module

Figure 2-1 lllustration of Operation

Microsoft .NET Framework Version 4.7 is required for the EZ-UAQ Utility software to run. Please
download and install Microsoft .NET Framework before installing the EZ-UAQ Utility. The
download sites are as follows:

€ Microsoft .Net Framework Version 4.7 Download website

Download:

https://dotnet.microsoft.com/en-us/download/dotnet-framework/net47

14
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3. Software Installation
Please click to download EZ-UAQ Utility from following linkage:

https://www.icpdas.com/en/download/show.php?num=8560&nation=TW&kind1=&model=&kw=E
Z-UAQ

Download and unzipped EZ-UAQ Utility version 3.0.10 then shows file as following capture.
r

uN » EZ-UAQ Utility V3.0.10 v O Search EZ-UAQ Utility V3.0.10 y e
2 Mame Date modified Type Size
3 Quick - _ ) ) ) -
ﬁ%‘ EZ-UAQ Ukility. msi 2025/4/1 EF 10:43 Windows Installe... 11,434 KB
D
4D
= D
= P
v
1 item =

Figure 3-1 Unzipped file of EZ-UAQ Utility

And click on the installation file to start the installation. Click [Next].

1 EZ-UAQ Utility - w0

Welcome to the EZ-UAQ Utility Setup Wizard A

The ingtaller will guide wou through the steps required to ingtall EZ-UAL Ltility on wour computer.

WARMIMG: This computer program iz protected by copyright lavw and international treaties.
IInauthorized duplication or distribution of thiz pragram, or any portion of it, may result in zevere civil
or criminal penaltiez. and will be prozecuted to the masimum extent pozzible under the law.

Figure 3-2 EZ-UAQ Utility Installation File Steps (1)
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In the [Select Installation Folder] page, set the installation path and software user. Click [Next].

7 EZ-UAQ Utility - X

Select Installation Folder A

The inztaller will inztall EZ-UAG Utility to the following folder.

To inztall in thiz falder, click "Me=t". To install to a different folder, enter it below ar click "Browse".

Folder:
CMCPDARSNEE-TTAQ TTHlit, Browsze. ..

Diigk. Cost...

Install EZ-UAQ Lkility for yourself, ar for anyone who uses this computer:

() Everyone
(@) Just me

¢ Back Cancel

Figure 3-3 EZ-UAQ Utility Installation File Steps (2)

In the [Confirm Installation] page, make sure it is correct. Then click [Next].

15 EZ-UAQ Utility — w0

Confirm Installation LA

The inztaller iz ready to install EZ-Ua0 Uity on pour computer.

Click "Mext" to start the installation.

¢ Back Cancel

Figure 3-4 EZ-UAQ Utility Installation File Steps (3)
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When the installation is finished, click [Close] to end the installation.

15 EZ-UAQ Utility - ¥

Installation Complete LA

EZ-UAL Utility haz been succeszsfully inztalled.

Click "Cloze"" to exit.

Pleaze uze Windows Update to check for any critical updates to the MET Framework.

< Back Cancel

Figure 3-5 EZ-UAQ Utility Installation File Steps (4)

After installation, the EZ-UAQ Utility software
shortcut will be created on the desktop.

EL-LAG
I_J t' | it_'r"

Figure 3-6 EZ-UAQ Utility software shortcut
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4. User Interface Introduction

The operation interface of EZ-UAQ Utility is introduced as follows:

Toolbar: Switching languages, Select module, About.
Functions: Five main functions of EZ-UAQ Utility

Basic/ Advanced Function: users can get basic and detailed information of modules.
Upload/ Download Function: to update firmware version or download details of single (or
multiple) modules.

Certificate: Provides efficient and convenient certificate management functions for
generating certificates and updating them to the modules.

Display Area: Display Area: to show operation information of modules. Support following
functions:

B Display module information include: Module Name, Host name, IP Address, firmware
version, Respond Time and Note.

B Click module column will link to the module information coordinately.

B Users can choose to hide columns while these columns are too much

information (please refer to 5.3 Display Area).

B Click the "Copy" function to directly paste the Host Name, IP, and other information on

the module to the third-party software.( please refer to 5.3 Display Area).

4 Toolbar

&R EZ-UAQ Ukilit
&3 Language: | English - Q Module | Select Module - About

Basic Advanced Upload Download Certificate

|- Moauie rie
—
Page —

M Select Al | Module Name | Host Name | IP Address | MAC Address | version | Response Time | Notes

Display Area

Figure 4-1 The operation interface of EZ-UAQ Utility
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5. Interface Function Details

5.1 Toolbar

Language: English - Module |SLEEPE)
g

Figure 5-1 Toolbar

5.1.1 Language switching

To change the software language, please click the drop down list in the toolbar (as following
capture) and select the suitable language. Languages currently are available in Traditional
Chinese, Simplified Chinese, and English. (5.2.2 add other anguages)

@ Language: |English -

: EE=chyy
Basic Ad Sk

- Module English

Figure 5-2 Select Language Page

5.1.2 Select Module

* Note : This function requires the use of [Basic Function] >[Select Module](refer to

5.2.1)

If you need to filter specific module, please click “search module”. Confirm that all modules are
shown in the above column and click the drop down list of modules, select the module number,
and the module will be in the Display Area. The following picture shows the selected U-7526M
module.

Q, Module |V
UA-5231(M)
oad DovjA-5231M
UA-5231
BRK-2841M
U-7526M
oduct U-7560M

Figure 5-3 Select Module Page

& EZ-UAQ Utility — u] X

Language: |English Module [VEFEPIY
guag 9

Basic Advanced Upload Download Certificate

0 U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12000/159 375ms

Figure 5-4 Filter Module Information Display Area
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5.1.3 About

Clicking the [About] button on the toolbar will display the version information and update details
of the EZ-UAQ Utility.

&8 E7-UAQ Utility

Welcome: EZ-UAQ Utility Ver. 3.0.10 (Beta)

Version Iinformation

Ver. 3.0.10 (Beta), April 01,2025

1.Download Modbus Configuration Excel ModbusToOPCUADelails appears Null
error when grabbing Bitwise dala.

Ver. 3.0.8 (Beta), February 07,2025

1.Credentials Management Module Credentials.

Z.Multi-language support.

3.Modlule protocol security summary table.
4.Interface adjustment.

5. Display message text location.

6. Modify Note to clear when no module is checked.

Figure 5-5 About page

5.2 Functions

Basic Advanced

Upload Download
Figure 5-6 Functions

Certificate

5.2.1 Basic

Module

Figure 5-7 Basic Functions

> Search Module

Click the [Search] button to scan and display all UA, UA I/O, and BRK series modules with
network segment IP settings in the display area.

&% EZ-UAQ Utility

& Language: English - Q, Module [Select Module

Basic Advanced Upload Download Certificate

IVM(:duIe

T E

Double dick on Module Name or IP Address to open the web interface of Module.

W Select All | Module Name

| Host Name

IP Address

| MAC Address

| version

| Response Time

] UA-5231 UA-Series-1442fca93039 §192.168.101.2:80 14:42:fc .39 14.632/85.0/1.1.85 |31ms
O UA-5231(M) UA-Series-f4e11e954e4c §192.168.85.216:80 f4:elle95:4edc 1.5.00/88.0/1.1.85 94ms
O UA-5231(M) UA-Series-f4e11e955a85 §192.168.255.102:80 f4:e1:1e:95:5a:85 1.5.00/88.0/1.1.85 94ms
O UA-5231M UA-Series-68c90beddoce §192.168.82.201:80 68:c9:0b:ed:dbicc 15.02/880/1.1.85 94ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1100 172ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1100 172ms
] U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.3.0.0/16.10 188ms
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*Note: If any of the following three situations occur, please modify the IP to avoid IP
conflicts and module communication issues. If there is a problem with the MAC

address, please contact technical support personnel.

(1) When module IP Address conflict occurs, the column of [IP Address] will be in orange
background and [notes] column shows in orange text.

| IP Address

B Select Al |Module Name | Host Name | MAC Address | Version | Response Time | Notes

O UA-5231M UA-Series-68c90... 68:c9:0bied:dbice |1.4.6.29/ 8.5.... |[Oms P Address Conflict
O UA-5231 UA-Series-1442fc... |192.168.101.2:80 |14:42:fc:a930:39 |14.6.32/85.. |Oms

O BRK-2841m BRK-2841M-8461 |192.168.84.61:80 |00:0d:e(:18:20:01 |1.0.0.79 110ms

O BRE-2841mM BRK-2841M-8460 |192.168.84.60:80 |00:0d:e0:18:20:05 |1.0.0.79 141ms

[l U-7526M 000de018201170... |192.168.102.1:80 |00:0d:e0:18:20:11 |12.0.0.0 / 15.9 |156ms

O U-7560M 000de018210270... |192.168.81.100:80 |00:0d:e0:18:21:02 |14.0.0.0 / 16.... |250ms

O U-7526M 000de018208270... |102968182201:801 00:00:e0:18:20:82 |13.2.0.0/ 16.... | 938ms P Address Conflict

Figure 5-9 Display page in case of module IP conflict

(2) When module MAC Address conflict occurs, the column of [MAC Address] will be in
red background and [notes] column shows in red text.

B Select All

| Module Name

| Host Name

| IP Address

| MAC Address

| Version

| Response Time

| Notes

O UA-5231M UA-Series-68c90.. |192.168.82.201:80 14.6.29/ 8.5... [ 15ms Mac Address Conflict
O UA-5231 UA-Series-1442fc.. | 192168.101.2:80 |14:42:fc:a®:30:39 14,632/ 8.5... 62ms

O BRK-2841M BRK-2841M-8461 |192.168.84.61:80 |00:0d:e0:18:2b:01 1.0.0.79 109ms

O BRK-2841M BRK-2841M-8460 |192.168.84.60:80 |00:0d:e0:18:2b:05 1.0.0.79 140ms

O U-7526M 000de018201170.. |192.168.102.1:80 |00:0d:e0:18:20:11 12.0.0.0/15.9 156ms

O U-7526M 000de018208270.. 1 192.168.82.202:80 13200/ 16.. 187ms Mac Address Conflict
O U-7560M 000de018210270.. |192.168.81.100:80 |00:0d:e0:18:21:02 14.0.0.0/ 16... 250ms

Figure 5-10 Display page in case of module MAC conflict

(3) When module IP address conflicts with MAC address, the module column will all
display in red text.

W Select All

| IP Address

| Module Name | Host Name | MAC Address | Version | Response Time | Notes

O UA-5231M UA-Series-68c90.. |192.168.82.201:80 |68:c9:0b:ed.dbicc |1.4.6.29/ 8.5... |15ms |P Address And Mac Address Conflict
O UA-5231 UA-Series-1442fc.. 192.168.101.2:80 | 1442:fc:a9:30:39 |14.6.32/85.. |31ms

O BRK-2841M BRK-2841M-8461 192.168.84.61:80 | 00:0d:e0:18:2:01 |1.0.0.78 109ms

| BRK-2841M BRK-2841M-8460 192.168.84.60:80 | 00:0d:e(:18:2b:05 |1.0.0.79 140ms

O U-7526M 000de018208270.. |192.168.82.201:80 |68:c%:.0bedidbice 13.2.0.0 / 16... | 156ms |P Address And Mac Address Conflict
O U-7526M 000de018201170.. 192.168.1021:80 |00:0d:e0:18:20:11 |12.0.0.0 /159 |172ms

| U-7560M 000de018210270.. 192.168.81.100:80 |00:0d:e0:18:21:02 |14.0.0.0 / 16... | 250ms

Figure 5-11 Module IP address and MAC address conflict display page
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» Product Page
When the module checkbox is not selected, clicking the [Product Page] button will
simultaneously open the official websites for the UA, UA I/O, and BRK series, and display
the corresponding pages based on the language setting.

&R EZ-UAQ Utility — m] 'Y

& Language:  English - Q, Module  Select Module .

Basic Advanced Upload Download Certificate

-h Export
Q Search E FiaUz]
Page —,
o Import
Do e 0 0 e Name or I[P A e 0 ope e we erface o 0
] UA-5231(M) UA-Seriyg-f4elle955a85 | 192.168.255.102:80 T4elle95:5a:85 1.5.0.0/ 8.8.0/1.1.85 94ms
] UA-5231M UA—Series\BcQDbM—dBcc 192.168.82.201:80 68:c%:0b:eddbice 1.5.0.2/ 8.8.0/1.1.85 94ms
| BRK-2841M ICPDAS*BRINSA-IM 192.168.255.60:80 00:0d:e0:18:2b:03 1100 172ms
| BRK-2841M BRK—2841M-8& 192.168.84.61:80 00:0d:e0:18:2b:01 1100 172ms
L] U-7526M DDDdeDlS20827[}N 192.168.82.202:80 00:0d:e0:b0:f0:00 133.00/16.10 188ms
—

Figure 5-12 quuct Web Page (Unchecked Module)

. . - " - . DETTT 5 vem

(1cp G (> 3 - (icp T A—

2 i i o i3 s e 18 [ .
T e e T
rrrvero— . e ) —
- OPC UA1/0 Modules 10T Communication Server: UA Serie:  MQTT Broker Communication Server: BRK Series

ice Connectivity System Architecture
10T Cloud Solution

OPC UA
U-7500
Support for f

ol

When the module checkbox is selected, clicking the [Product Page] button opens the
selected module's product webpage based on the language setting. For UA modules,

firmware below V1.4.2.0 opens the selection table directly.

R EZ-UAQ Utility
@ Language: English - Q Module  Select Module

Basic Advanced Upload Download Certificate

W Select All | Module Name SIC

UA-5231(M) 192.168.255.102:80 f4:e1:1e:95:5a:85 15.0.0/ 8.8.0/1.1.85
UA-5231M UA-Series-68c900Wgdd6ce |192.168.82.201:80 68:c9:0b:ed:dbice 15.0.2/88.0/1.1.85 94ms
BRK-2841M ICPDAS—ERK—ZMIM\ 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.0.0 172ms
BRK-2841M BRK-2841M-8461 ! 1.1.0.0
U-7526M 000de01820827000 L 13.3.0.0/16.10

-13 Product Web Page (Checked Modules)

+ &

O®EEO

188ms

Figure 5

[

i @ O oebvunes @ SEIZ & Nboieics oY
=G

% HOME > PRODUCTS > ST 3 Contrallee/Senver > Comm

UA-5231 U-7526M BRK-2841M

» Avaitable soon
HlaT Communication Server with 1 Ethernet Port
OPCUA /O Module with 2-ch DI, 2-ch DO, 6-ch Al, 2-chd  11aT MQTT Communication Server with Quad-core ARM CPU and 2

& '@ ‘ D | Ethernetswitch Ethenet Ports
LN —
= B e & B 2

foer TS AR

Tor
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» Export Search Information

Click the [Export Search Information] button to export the displayed data as an Excel file.
The exported file name will be used as the year, month, day, hour, and minute.

R E2-UAQ Utilit

@ Language:  English - Q Module  Select Module -

Basic

Advanced Upload Download Certificate

Module

Product
Page

EEE

Double click on Module Name or IP Address to open the web interface of Module.

M Select Al | Module Name | Host Name | IP Address | MAC Address | Version | Response Time

O UA-5231(M) UA-Series-fAelle954edc |192.168.85.216:80 fhel:le95:4eidc 1.5.0.0/ 8.8.0/1.1.85 31ms
O UA-5231(M) UA-Series-f4e11e955a85 |192.168.255.102:80 f4el:1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 110ms
O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c8:0beddbicc 1.5.0.2/ 8.8.0/1.1.85 110ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:39:30:39 14.632/85.0/1.1.85 125ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.0.0 125ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 11.00 235ms
O U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.2.0.0 /1610 235ms
O U-7560M 000de01821027000 192.168.81.100:80 00:0d:e0:18:21:.02 14.0.0.0 /1610 235ms
] U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12.0.0.0 / 15.9 328ms
Figure 5-14 Export Searcly Information Page
Exce * — O
T » Excel v O Search Excel yel
2 Name : Date modified Type Size
# Quick
Wm0 Basic Information2025_02_19_15_31.xlsx 2025/2/19 4 03:32 Microsoft Excel T... 5KB
$ 02
D
Epr#
v
1item =z =
H - Basic Information2025_02_19_15_31.xsx - Excel
File Home Insert Page Layout Formulas Data Review View Help Q Tell me what you want to do
J11 - fe -
A | B | c | D | E | E | G | H |l
1 Module Name Host Name [P Address Mac Address Wersion Response Time Notes
2 [UA-52310) UA-Series-fdellef5dede 192.168.85.216:80 fdwel:le:95:4e:de 1.5.0.0/8.8.0/1.1.85 3lms
3 |UA-52310u) UA-Series-f4el1e95585 192.168.255.102:80 f4:el:1e:95:52:85 1.5.0.0/8.8.0/1.185 110ms
4 [UA-5231M  UA-Series-68c90beddbec 192.168.62.201:80  63:c8:0bed:dbiee 1.5.0.2/8.8.0/1.185 110ms
5 |UA-5231 UA-Series-1442fca®3039 192,165,101.2:80  14:42:fc:a9:30:30 1.4.6.32/ 8.5.0/1.1.85 125ms
& |BRE-28410 ICPDAS-BRE-2241M  192,168.255.60:80 00:04:0:18:2b:03 1.1.0.0 123ms
7 |BRE-28410 BRK-28410M-2451 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.0.0 235ms
g |U-7526M 00040 1820827000 192, 16%.82.202:80  00:0d:e0:b0:£0:00 13.3.0.0/ 16,10 235ms
8 |U-7560M 00040 1821027000 192,16%.81.100:80  00:0d:e0:18:21:02 14.0.0.0/ 16,10 235ms
10 1175260 0004e01820117000 192,168,102, 1:80  00:0d:20:18:20:11 12,000/ 15.9 328ms -
Basic ) [ 3
Ready %y Accessibility: Good to go 2] 0 - i +  100%

Figure 5-15 Exported Search Information (xIsx File)
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» Import Search Information
Click the "Import Search Information" button, then click on the data to compare (Excel files
exported from previous or other computers). The system will automatically perform a
comparison with the retrieved data so far.

% EZ-UAQ Utility
&3 Language:

English

- Q Module | Select Module

Basic

Double click on Module Name or IP Address to open the web interface of Module.

W SelectAll |

Advanced

Module Name

Upload

Download

| Host Name

Certificate

| IP Address

| Version

| Response Time

O UA-5231(M) UA-Series-f4elle954ed4c |192.168.85.216:80 fhelle:95:4edc 1500/ 8.8.0/11.85 31ms

O UA-5231(M) UA-Series-f4el1e955a85 |192.168.255.102:80 fhel:le:95:5a:85 1.5.0.0/8.8.0/1.1.85 110ms
O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:.0b:ed:dbice 1.5.0.2/8.8.0/1185 110ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14632/850/1.185 |125ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1100 125ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1100 235ms
] U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.3.0.0 / 16.10 235ms
O U-7560M 000de01821027000 192.168.81.100:80 00:0de0:18:21:02 14.0.0.0 / 16.10 235ms
[] U-7526M 000de01820117000 192.168.102.1:80 00:0de0:18:20:11 12.0.00/159 328ms

Figure 5-16 Export Search Information Page

lﬁ Open / x
1+ » ThisPC » Desktop » CSV v 0 Search C5V o
Organize = Mew folder Bz - T 0
I This PC (] MName a Date modified Type Size
__‘ 00t Basic And Detailed Information2024_09_06_17_0u.xl=x 9/6/2024 5:04 PM Microsoft Bxcel T... 5 KB

After the above steps are completed, the Module Data Comparison window appears. In the figure
below, "Search Module" shows the current data. Any added or missing module will be highlighted
with a red line after comparison with previous data or data from other computers. The following
image indicates that two modules have been added.

B Import Search Information - ] X

Search Module

| Module Name | 1P Address | MAC Address | Notes

| Response Time

Index \ Host Name \ Version

2 UA-2241M UA-Series-907065... | 192.168.74.20:80 1.4.6.0/7.8.0/1.1.85 |47ms

3 UA-5231 UA-Series-1442fc... |192.168.101.2:80 14.20/6.6.0/1.1.81 |47ms

5 UA-5231(M) UA-Series-2c6b7d... | 192.168.82.90:80 2c:6b:7d:44:5e:07 14.64/7.8.0/1.1.85|63ms

6 UA-5231(M) UA-Series-68c90b... | 192.168.1.201:80 68:c9:0b:e4:d6:cc 1.4.6.0/7.8.0/1.1.85 |125ms

7 UA-5231M-4GE UA-Series-684749... | 192.168.85.212:80 | 68:47:49:ec:41:d9 1.4.6.5/7.8.0/1.1.85 | 125ms

8 UA-2241M UA-Series-684749... | 192.168.85.200:80 | 68:47:49:24:86:0f 14.6.0/7.8.0/1.1.85 |125ms

9 BRK-2841M ICPDAS-UA-2841M |192.168.1.91:80 00:0d:e0:18:2b:0e  |1.1.0.0 125ms

10 U-7526M 000de01820827000 ' 192.168.1.202:80 00:0d:e0:18:20:82 12.000/97 219ms

11 U-7526M 000de01820857000 |192.168.81.100:80 | 00:0d:e0:18:20:85 debug / 15.9 219ms v
< >

Basic And Detailed Information2024 09 06_17 04.xlsx
| Module Name

| IP Address | Link-Local

| Response Time

| Host Name | Mac Address | version

1 UA-5231(M) UA-Series-2c6b7d... | 192.168.82.30:80 2c:6b:7d:44:5e:07 | 1.4.64/7.8.0/1.1.85 | 32ms

2 UA-5231(M) UA-Series-68c90b... | 192.168.1.201:80 68:¢9:0b:ed:dé:cc 1.4.6.0/7.8.0/1.1.85 47ms

3 UA-5231 UA-Series-1442fc... | 192.168.101.2:80 14:42:fc:a9:30:39 1.4.2.0/6.6.0/1.1.81 47ms

4 UA-2241M UA-Series-684749... | 192.168.85.200:80 | 68:47:49:e4:86:0f 14.6.0/78.0/1.1.85 63ms

5 UA-2241M UA-Series-907065... | 192.168.74.20:80 90:70:65:40:74:ed | 1.4.6.0/7.8.0/1.1.85 | 63ms

6 UA-5231M-4GE UA-Series-684749... | 192.168.85.212:80 | 68:47:49:ec:41:d9 1.4.6.4/7.8.0/1.1.85 63ms

7 BRK-2841M ICPDAS-UA-2841M |192.168.1.91:80 00:0d:e0:18:2b:0e | 1.1.0.0 125ms.

8 U-7526M 000de01820827000 ' 192.168.1.202:80 00:0d:e0:18:20:82  12.0.0.0/9.7 172ms N/A

9 U-7526M 000de01820857000 | 192.168.81.100:80 | 00:0cke0:18:20:85  debug/15.9 204ms

10 U-7555M 000de0b0f0007000 | 10.10.6.39:80 00:0d:e0:18:20:eb | 13.0.0.0 /15.9 219ms

11 U-7526M 000de01820117000 | 192.168.102.1:80 00:0d:e0:18:20:11 | 12.0.0.0/15.9 250ms. v
< >

Figure 5-17 Module Data Comparison Window
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5.2.2 Advanced

>

Search Timeout

This parameter is used for users to set while in the complicated network environment and
with lower network speed. Default setting is 800ms, maximum is 30000ms and minimum is
500ms. If the search quantity is always different in numbers, we’ll suggest to set the Search
Timeout for higher time range.

&R E7-UAQ Utilit — O X

& Language:  English - Q, Module Select Module

Basic Advanced Upload Download Certificate

(o Add

. Reduce Protocol
800 :
o— Details ml CPU a security P
L i @ Reset
Do o 0 0 e Name or [P A e 0 ope e we erface o 0
O UA-5231(M) UA-Series-fdelle954edc |192.168.85.216:80 f4el:le95:4edc 1.5.00/ 8.8.0/1.1.85 31lms
O UA-5231(M) UA-Series-f4el11e955a85 |192.168.255.102:80 f4d:e1:1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 110ms

Figure 5-18 Search Timeout Settings Page
Module Details
[Module Details]: Check the Module checkbox and click the [Module Details] button to view

the details of the module.

Details shows the TCP/UDP Internet Protocols, the occupied procotols include HTTP, HTTPS,
OPCUA, and etc of this module. Port number and detail information of these modules provide
IT personnel a method to manage internet security in the field. On the other hand, for OT
personnel can provide the information to IT while there is error connects between modules
and SCADA.

#R EZ-UAQ Utility - O ®
¢ Language: | English - Q Module Select Module
Basic Advanced Upload Download Certificate
Timout setting Module Language Setting
pra='y
[(Re Add
i Reduce Protocol
800 c
ili"é Reset
Do e 0 O e Name or IP A e 0 ope ewe erface o 0
UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c0:0b:ed:dbice 1.5.0.2/8.8.0/1.1.85 110ms
O UA-5231 UA-Series-1442ca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/ 8.5.0/1.1.85 125ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.00 125ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:20:01 1.1.00 235ms
U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 133.00/16.10 235ms
Figure 5-19 Module Details Page (1)
&R EZ-UAQ Utility — m| Es

@ Language: Q, Module |Select Module -|

Basic Advanced Upload Download Certificate

Do e 0 0 e Name or IP A e 0 ope ewe erface o O
UA-5231M UA-Series-68c90beddbec |192.168.82.201.:80 68.c9:.0b:ed.dbicc 1.5.0.2/ 8.8.0/1.1.85 110ms
O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:fc:a9:30:29 1.4.6.32/ 8.5.0/1.1.85 125ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.00 125ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.00 235ms
’: Get module(s) details 00de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 133.00/16.10 235ms

Figure 5-20 Module Details Page (2)
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< IPv6: IP address, which is only available in the UA series.
< Alias: Field information for identifying module functions or areas to facilitate management.
(Please go to the web interface first to set it up, and after complete the setting, it will be
displayed in the module details.) Refer to the next page for instructions for Alias
Configuration.

Click the "Export" button, and all the module details and basic information searched will be
merged and converted into a Excel file for the users to save.

col

feB0:6acd:bff:feed:dbec¥eth0 HTTP/HTTPS/OPC UA/MQTT

UA-5231M TCP/UDP 80/8843/48010/1883 Reading room
Get U-7526M 192.168.82.202 |N/A TCP/UDP | /HTTR/HTTPS/OPCUA 80/8888/48010
— /
Figure 5-21 Module Details Page (3)
[ Desktop - [m| X
<« v 4 B> ThisPC » Desktop v O Search Desktop 0
~
~  Date Name Type Size T
s Quicka 2024/12/5 F4F 0416 win-graf_11.0_user_manual_tc.pdf Adobe Acrobat 3T... 6,963 KB
I De ﬁl 2024/1114 £ 10:15 eSearch_Utility_setup_Windows_v130.exe Application 3,840 KB
¥+ Do 8 20 8 T4 02:46 EZ-UAQ Utility V3.0.4(Beta) zip Feed (zipp... 11,549 KB
[ Do B 20 2 T4 05:23 Madbus To MOTT.zip mpressed (zipp... 123 KB
=] Pic @ 2025/2/19 T4 04:18 Basic And Detailed Information2025_02_19_16_18.xlsx Microsoft Excel T... 5 KB W
- v £ >
A0 items  1item selected 4.89 KB E =

Figure 5-22 Exported module details (xIsx file name)

Basic And Detailed Information202

Home Insert Page Layout Formulas Data Review

Al - I Module Name

A B C D E F G H I ] K IL
1 |Module NzHost Name [P Address Mac Addre Version  Response TLink-Loca) Alias TCP/UDF Protocol  Port Motes
2 |UA-52310 UhA-Series 192, 168 8268:c0:0be 1,5.0.2/ 2.5 1 10ms fef0:fac: Beading ro TCRUDE HTTEMHT 80/8843/4¢
3 |UA-5231 UA-Series- 192,168, 10 14:42:c:a8 146,32/ 8 125ms
4 |BRK-2841 ICFDAS-E192.168.2500:0d:e0:1: 1.1.0.0  125ms
5 |BRE-2841 BRE-2841 192.168.8200:0d:20:1:1.1.0.0  235ms
6 U-75260 000de0182 192.168.8200:0d:20:6113.3.0.0 / 235ms /A TCP/UDP MHTTP/HTS0/8588/4¢
7

Basic And Detailed O] [ »

Ready i“’/ Accessibility: Good to go H 0 - 1 100%

Figure 5-23 Exported module details (xIsx file)
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=> Alias Configuration:

UA Communication Server: Open the Web System Setting->EZ-UAQ Utility->Alias
Settings>Save, then you can set an alias for the UA series.

v @ 192.162.82.201/Mainhtm! x o - o By

<« c PaNEs==g 192.168.82.201/Main.html B W

(I/"’ UA-2200/5200

ITIoT Communication Server Function Wizard (Click here) ~ |
ICP DAS CO,.LTD.
Usage CPU  15% Memory 30.25% 5D Card E Log Out
System Setting Module Setting loT Platform Setting Convert Sefting Advanced Setting Logger Setting
I/O Status File Setting
System Setting EZ-UAQ Utility
Contraller Service Seting | Password Setting
Account Setting
Boot

COM Port Interface Setting = Alias Settings

Web and Secure Alias.

\

I EZ-UAQ Utility

Figure 5-24 UA Communication Server: Alias Configuration (1)

ICP r110T Communication Server " Function Wizard (Click here) v

( 7 UA-2200/5200
DAS ICP DAS CO..LTD.

Usage - CPU  13% Memory 30.18% SD Card B Log Out

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
I/O Status File Setting

System Setting ~ EZ-UAQ Utility

Controller Service Setting Password Semng

Time Setting Password

Account Setting

Boot

COM Port Interface Setting  Alias Settings /

Web and Secure Alias |Reading room |

EZ-UAQ Uitili

I ty ‘ [Save] Success

Figure 5-25 UA Communication Server: Alias Configuration (2)

UA I/O Module: Open the Web Advanced Settings->EZ-UAQ Utility->Nickname>Save, then
you can set an alias for the UA I/O series.

v (g U-7526M x  + — O x

< c (EED) 19216852202 a # &
e ]

ﬁCP UAI/O Log out -

DAS ICP DAS CO,. LTD.

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings

Event Log EZ-UAQ Utility Settings
+ Main Settings Password
» Messages — Line
Confirm Password
Rule Settings
» Main Settings Nickname
+ 1/O Control :

» Link-Up

» Schedule
Figure 5-26 UA 1/O Module: Alias Configuration (1)
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]

(Icp UAI/O Log out -
DAS ICP DAS CO.. LTD.

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings

Event Log EZ-UAQ Utility Settings
» Main Settings P
» Messages — Line

Confirm Password
Rule Settings
+ Main Settings Nickname Conference room
+ /O Control “
» Link-Up

Si

» Schedule - ueeess

Figure 5-27 UA 1/O Module: Alias Configuration (2)

BRK Communication Server : Open the Web System Setting > Utility>Alisa> Save, then you
can set an alias for the BRK series.

v @ 192168.84618000/Utlty? X+ - o X
c c 192.168.84.61:8000/Utility,? B e v &
ﬁcp BRK Series
loT MQTT Broker
DAS ICP DAS CO, LTD,
System seatting MQTT setting Database Advanced setting
Account Utility
Network
Verify Password I:I
Time Save
Language
Alias
Project file
Alias
Utility
Figure 5-28 BRK Communication Server: Alias Configuration (1)
)
ﬁcp BRK Series
DAS wromscoin
System setting MQTT setting Database Advanced setting
Account Utility
Network
Time
Language
Alias
Project file
Utility

Figure 5-29 BRK Communication Server: Alias Configuration (2)
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> Reduce CPU

* Warnings: To increase the level of information security, activating this function needs to
first set the password in the module. If users would not set the password, the activating
will use the default password which will be in_higher risk. We suqggest to use same
password for the same series of modules.

[Reduce CPU]: While module CPU is in high usage, click the [Reduce CPU] button to pop-up a
dialog box to make sure if user confirm to perform this action. To continue this action requires a
user password. This function will turn off some function of the module, detail list please refer to
following table:

Series Name Turn-off Functions Restore turn-off function

. There are instructions in the communication
(Run Project) L .
UA MQTT Broker server manual for reactivating closed functions
via the web page.

OPC UA Client
UA I/O loTstar Setting Need to restart to restore

Event log
Table 5-1 Reduce CPU usage (Turn-off Functions and Restore turn-off function)

Step1: Please check the module first, and then click the [Reduce CPU] button. The window
shown in Figure 5-31 will appear. Please click Yes.

% £2-UAQ Utili

@5 Language: | English - Q Module Select Module

Basic Advanced Upload Download Certificate

Cm  Add
. Reduce Protocol -0
800 Details :
0— ml’ CPU a security .
:j;lé Reset
Do e 0 0 0 0 O 0 0
i d DA dd A Add
1 00b 0 9:0b
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0:18:2b:11 1100 172ms
O U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.0.00/16.10 172ms
E U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12.0.00/159 265ms

Figure 5-30 Reduce CPU usage (1)

#% E

]

— O >

St UL

$ Do you need to release CPU usage?

7S

Figure 5-31 Reduce CPU usage (2)
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About password settings, please refer to Appendix_B: Password Settings which describes how
to setup EZ-UAQ Utility password of modules.
If users make progress of “Reduce CPU Usage” without setting password, System will generate
a default password for users to quickly finish the cleanups. We highly recommand users to
change the password and as previously mentioned, we suggest to set the same password for
the same series of products to quickly activate multiple modules at a time.

Step2: In the Password window, please enter the EZ-UAQ Utility password set in the module,

and then click OK. The interface will display "Reduce CPU ", indicating that the operation has
started.

Password — O >
ik

Password

|****** |

)4

Figure 5-32 Reduce CPU usage (3)

4 EZ-UAQ Utility - m] X

% Language: Q, Module ||select Module

Basic Advanced Upload Download Certificate

= A A 90b 9 i
O BRK-2841M ICPDAS-BRK-2841M-84.. |192.168.84.81:80 00:0d:e0:18:2b:11 1100 172ms
O |U-7526M 000d=01820827000 192.168.82.202:80 00:0d:e0:p0:70:00 13.0.00 /1610 172ms
.- Reduce CPU 000d=01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12.00.0/159 265ms

Figure 5-33 Reduce CPU usage (4)

Step3: When the CPU usage is successfully reduced, the words "CPU usage reduction
success" will be displayed in the [Notes] of the selected module.

4% EZ-UAQ Utiliey - m] ®

& Language: | English - Q, Module | Select Module

Basic Advanced Upload Download Certificate

Timout setting Module Language Setting

E Add
- Reduce 6 Frww _
n-ls 0 DEtaIIS
= CPU security =
Qiﬁ Reset

/| b b

O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0:18:20:11 11.00 172ms
O U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:00:f0:00 13.00.0/16.10 172ms
O U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12.000/159 265ms

Figure 5-34 Reduce CPU usage (5)
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The picture below shows the UA communication server web interface. After reducing the CPU

usage, you can know which functions are turned off.

oy
UA-2200/5200
([CP e L e o e .“ Function Wizard (Click here) V‘
DAS ICP DAS CO,.LTD.

Usage : CPU  13% Memory 11.83% SD Card |-§ Log Out

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

I/O Status File Setting

System Setting ~ Controller Service Setting

I Controller Service Setting Function Status

Time Setting RunProject (ORun @ Stop
D MQTT Broker ()Run @ Stop
Account Setting

DDNS (ORun (@ Stop
Boot
COM Port Interface Setting Systemlog  (ORun @ Stop

Web and Secure

EZ-UAQ Utility

Figure 5-35 UA communication server web interface
(function that will be disabled when CPU utilization is reduced)

The picture below shows the UA I/O module web interface. After reducing the CPU usage,
you can know which functions are turned off.

e |
ice UAI/O Log out -
DAS ICP DAS CO,. LTD.

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings

Overview Function Overview
VO Settings OFC UA Server Enable
Scaling

OPC UA Client Enable
110 Status
Project File MQTT Client Enable

RESTiul AFI Server Enable

loTstar Settings '@ ' Enable

Event Log

Download the file from device

Common Settings

Figure 5-36 UA I/0 communication server web interface
(function that will be disabled when CPU utilization is reduced)
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Protocol Security
[Protocol Security]: This function displays the security of module protocols, including
HTTPS, OPC UA Server/Client, and MQTT Broker/Client. It indicates whether the protocol
or protocol function is enabled to use the encrypted certificate feature. The icons below
provide further explanation.

Icon Description

(%) Feature not enabled

a Feature enabled but encryption and certificate functions are not used
(’ Feature enabled and encryption and certificate functions are used

Table 5-2 Module Protocol Security

Step 1: First, select the module, then click the [Protocol Security] button. A password window
will appear. Enter the EZ-UAQ Utility password set in the module configuration, and click OK.
R EZ-UAQ Utility

€ Language:  English - Q Module | Select Module

Basic Advanced Upload Download Certificate

E Add
. Reduce Protocol X
800 .
(1 Details ﬂl 0 security —
@ Reset
Do B 0 0 e Name or [P A B 0 ope ewe erface o O
d P Add AC Add
= 90b g 9:0b
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:20:13 1.1.00 172ms
] U-7560M 000de01821027000 192.168.81.100:80 00:0d:e0:18:21:02 14.0.0.0 / 16.10 250ms
Figure 5-37 Protocol Security (1)
&% Password - O >
Password
FEEER |
oK

Figure 5-38 Protocol Security (2)

Step 2: The interface will then display "Retrieving Module Protocol Security," indicating that
the process has started. Once completed, the results will be shown in the "Module Protocol
Security" window.

& EZ-UAQ Utility

& Language: | English -||Q, Module |Se|ect Module

Basic Advanced Upload Download Certificate

200 Details Reduce Protocol © Add
CPU security
) Reset
Do 0 O O 00 0 0
d P Add AC Add
| A A 90b g 9:0b
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:2b:13 1.1.00 172ms
“* Get Module Protocol Secu rity '000 192.168.81.100:30 00:0d:20:18:21:02 14.0.00/16.10 250ms
Figure 5-39 Protocol Security (3)
&% Module Protocol Security - O X

Module Name | IPAddress | | OPCUA Server | OPCUA Client | MQTT Broker | MQTT Client

UA-5231M 192.168.82.201 0 0 0 o

Figure 5-40 Protocol Security (4)
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» Language Setting
[Add]: Using the "Add Language" feature, users can add languages to the EZ-UAQ Utility.

Step1: Click the [Add] button to open the "Add Multiple Languages” window.

#R EZ-UAQ Utility
@ Language:  English - Q Module  Select Module

Basic Advanced Upload Download Certificate

Reduce Protocol iﬁ;\) Add
800 (1 Details < | R 0 security

T

{ i’é Reset

Figure 5-41 Language Settings - Add (1)

Step 2: First, enter the language you want to add in Add Language, then click [Copy English
Word]. Use translation software to translate the English word into the language you want (e.g.,
Japanese) and copy it.

@ dd Multiple Languages

LGLERELGITER A Japanese Copy Paste
99 1 - EngllshWor Language Word Save

English Word | Languages Word ~
About

Search

Language:

Module

Double click on Module Name or IP Address to open t...
Select Module

Product Page

hide

Figure 5-42 Language Settings — Add (2)

Step 3: Then click [Paste Language Word], and the Japanese text will be displayed in the table
below Add Languages Word. Next, click[Save], and a window shown in Restart EZ-UAQ Utility
message will appear; then click 'OK’.

&% Add Multiple Languages — X

English Word
About
Search ®mE

Language: &% EZ-UAQ Utility x
Module
Double click on Module Name or IP Ad ETING )y T B
Select Module Restart EZ-UAQ Utility
Product Page

hide
unhide all OK E’

Import .
Figure 5-43 Language Settings - Add (3)
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Step 4: Next, restart the software, and Japanese will appear in the language dropdown menu.
Please select Japanese.

& EZ-UAQ Utility

€ Language: |English - Q, Module | Select Module -

Basic Ad %Ei% load Download Certificate
English
= Bxport
Q Search E P Ll —
Page —
v Import

d P Add AC Add

Figure 5-44 Language Settings - Add (4)

Step 5: The EZ-UAQ Utility software interface will automatically switch to Japanese.

AR EZ-URQ Utility
@E%: Japanese - Q-E“/QJ—M/ EVa—ILOER

2K ) Fwro—k goon— K iz

T2 WNBEEZIP T RLAELTNG Vv ITHE - TS IOWeb 18— T AMFEEET -
W Select All | Module Name | Host Name | 1P Address | MAC Address | Version

Figure 5-45 Language Settings - Add (5)

[Reset]: If the newly added language is not functioning properly, users can reset the language
settings to restore the factory default language file, using Japanese as an example.

*Note: Using the [Reset] function will remove all custom languages.

Step 1: Click the [Reset] button to open the "Reset Successful" message window.

4% EZ-UAQ Utility
@ Language: |English - Q Module  Select Module
EL-L0 S
Basic Ad e load Download Certificate
English a a
- o Add
. Reduce Protocol -0
800 Q Details ml e e _— —
i‘\i‘% Reset
Do e 0 0 e Name or [P A e 0 ope ewe erface o 0
O

Figure 5-46 Language Settings — Reset (1)

Step 2: Then, click OK to restart the software and restore the language file to the factory
default settings.

&% EZ-UAQ Utility
&9 Language: |English - Q Module Select Module
Basic Ad §§$§ load Download Certificate
R EZ-UAQ Utility x 3 3
e
- 800 @ Details &l R‘Ei‘ife ° zgjo"cg N
Reset successful ‘ﬂ)\ﬂ Reset

Do e 0 0 e Name or IP A e 0 ope e we erface o 0
OK" A
]

Figure 5-47 Language Settings — Reset (2)
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5.2.3 Upload

* Note: When using the Upload function, must be the same series if multiple modules are
downloaded at the same time.

* Warnings: To enable this feature, you must first set a password in the module settings
to enhance information security. If no settings are made, the default password will be
used. However, using the default password carries certain risks.

» Update Firmware

Users can use the "Update Firmware" function to update the firmware of multiple UA
Communication Server, UA 1/0O, and BRK modules in batches. The following operational
interface shows the update process for a single U-7526M module:

Step1: Click :-] to select the firmware package you want to update.

&R EZ-UAQ Utility - O

@ Language:  English - @ Module  Select Module

Basic Advanced Upload Download Certificate
File path Update

C:\Users\RD6-Sandy\Desktofl | s Project :@:CDan:;‘f:::fion

Double click on Module Name or IP . \d s to open the web interface of Module.
M Select All | Module Name \ me | 1P Address | MAC Address | version | Response Time | Notes

O UA-5231(M) UASeries-f4elle954edc |192.168.85.216:80 fd:el:le:95dedc 1.5.0.0/ 8.8.0/1.1.85 16ms
O UA-5231 UA\EriES—1M2fC693039 192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/85.0/1.1.85 94ms
O UA-5231(M) UA—*{iES—MellEQSSaSE 192.168.255.102:80 fd:el:1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 109ms
O UA-5231M UA—S%ES—BBCQDIJE*MSCC 192.168.82.201:80 68:c9:0bied:dbicc 1.5.0.2/ 8.8.0/1.1.85 109ms
O BRK-2841M ICPDASWRK-ZMIM 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.0.0 188ms
O BRK-2841M ICPDAS-\lK-ZMlM-M... 192.168.84.81:80 00:0d:e0:18:2b:11 1.1.0.0 188ms
O BRK-2841M BRK—ZMIM-SABI 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.0.0 188ms
O BRK-2841M ICPDAS-ER\ZMIM-M... 192.168.84.80:80 00:0d:e(:18:2:13 1.1.0.0 203ms
O U-7526M DUDdEUlBZU&7DUD 192.168.82.202:80 00:0d:e0:b0:f0:00 13.3.00/1610 203ms
Figure 5-48 Update Firmware (1)
&R Open x
« v P > ThisPC » Desktop » Firmware v O Search Firmware el
Organize ~ Mew folder B== - i 0
PS
3 This PC ~ Name Date modified Type Size
“j 3D Objects Q u-7526m_13.0.0.0_app.zip 2025/2/19 T4 06:09 Compressed (zipp... 18,409
Step2: After selecting the file, check the module you want to update
4k EZ-UAQ Utility - m] X

@ Language: | English - Q@ Module | Select Module -

Basic Advanced Upload Download Certificate

File path Update
. . .. Modbus
C:\Users\RD6-Sandy\Deskto - s .
\sers L " W, Project * Configuration

Do e 0 0 e Nameor [P A e 0 ope ewe erface o 0
O UA-5231(M) UA-Series-f4elle954e4c |192.168.85.216:80 fAelle954edc 1.5.0.0/ 8.8.0/1.1.85 16ms
[ UA-5231 UA-Series-1442fca83039 ' 192.168.101.2:80 14:42:fc:a®:30:39 14.6.32/85.0/1.1.85 94ms
[} UA-5231(M) UA-Series-f4e11e955a85 | 192.168.255.102:80 f4elle:85:5a:85 1.5.0.0/ 8.8.0/1.1.85 109ms
[} UA-5231M UA-Series-68c90beddbec | 192.168.82.201:80 68:c9:0b:ed:dbicc 15.0.2/8.8.0/1.1.85 109ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 11.00 188ms
[ BRK-2841M ICPDAS-BRK-2841M-84.. ' 192.168.84.81:80 00:0d:e0:18:2b:11 1.1.00 188ms
[ BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.00 188ms
[} BRK-2841M ICPDAS-BRK-2841M-84... | 192.168.84.80:80 00:0d:e0:18:20:13 11.00 203ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.3.0.0/16.10 203ms

Figure 5-49 Update Firmware (2)
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Step3: Click the [Update Firmware] button, and two prompt boxes will pop-up, as shown in
Figure 5-51 and Figure 5-52 below to make sure it is not an operation error. After clicking YES,
the Password window will pop up. Please enter the EZ-UAQ Utility password set in the module,
and then click OK. The interface will display "Updating the module(s) firmware, please wait",
indicating that the update operation has begun. For previously released UA 1/O modules can
be updated through the new EZ-UAQ Utility, The table below explains the operational
differences across various firmware versions of UA I/O:

UA I/O firmware before V13.8

UA I/O firmware after V13.8 (inclusive)

Deleting the default password will activate the
old firmware update method. After the module

is updated, the new version of the module
cannot be used, as shown in Figure 5-53.

A window will pop up for the user to enter
the password set by the module, as
shown in Figure 5-54.

Table 5-3 Operational Differences Across Various Firmware Versions of UA I/O

% EZ-UAQ Utility

@ Language: | English - Q, Module ' Select Module

Basic Advanced Upload Download Certificate
C:\Users\RD6-Sandy\Deskto L Fimware s Project 4 Modbus
" Configuration
Do e 0 0 e Name or [P A e 00 £ 0 0
a od 0 P Add AC Add 0 DO
O UA-5231(M) UA-Series-f4elle%4edc |192.168.85.216:80 f4el:le:85:4edc 15.0.0/8.8.0/1.1.85 16ms
O UA-5231 UAfSeriesflMﬁca*USQ 192.168.101.2:80 14:42:fc:a%:30:39 14632/850/1.185 94ms
O UA-5231(M) UAfSeriesfﬂlelle%*% 192.168.255.102:80 f4:el:le:95:5a:85 15.0.0/8.8.0/1.1.85 109ms
O UA-5231M UA*SEFiES*BSEQUbE‘Mj‘E 192.168.82.201:80 68:c9:0D:e4:dbicc 15.02/880/1.185 109ms
O BRK-2841M ICPDAS-BRK-2841M \ 192.168.255.60:80 00:0d:e0:18:2b:03 11.00 188ms
O BRK-2841M ICPDAS*BRK*2841M—B4..\ 192.168.84.81:80 00:0d:e0:18:2b:11 11.00 188ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 11.00 188ms
O BRK-2841M ICPDAS-BRK-2841M-84... \92.168.84.80:80 00:0d:e0:18:2:13 1.1.00 203ms
| o
Figure 5-50\Update Firmware (3)
&f EZ-UAQ Utility Y — O x
/L. Are you sure you want to update the firmware?
Figure 5-51 Update Firmware (4)
&R EZ-UAQ Utilit — O X
/Ly This action is irreversible. Are you sure?
A
Figure 5-52 Update Firmwafe (5) \
#& Password — O > %% Password - O x
Password % Password
| | o |
QK Ok

Figure 5-53 Update Firmware (6)

or Figure 5-54 Update Firmware (7)
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About password settings, please refer to Appendix_B: Password Settings which describes how
to setup EZ-UAQ Utility password of modules. If users make progress of “Update Firmware”
without setting password, System will show a default password for users to quickly finish the
updates. We highly recommand users to change the password and as previously mentioned, we
suggest to set the same password for the same series of products to quickly activate multiple
modules at a time.

#f EZ-UAQ Utility - u] X

@ Language: |English +| @, Module |Se|ect Module -

Basic Advanced Upload Download Certificate

C:\Users\RD6-Sandy\Desktolf & . Firmware = Project s Coani(;[ilbrlajtsion

Do e 0 0 e Name or I[P A e 0 ope e we erface o 0
O UA-5231(M) UA-Series-fdel1e054edc |192168.85.216:80 | fhel:le95dedc 1500/880/1185  |16ms
O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:c:a8:30:39 14632/850/1185 |94ms
O UA-5231(M) UA-Series-f4e11e955a85 |192.165.25510280 | f4ielile95:5a:85 1500/880/1185 | 109ms
O UA-5231M UA-Series-68cO0bedd6ec |192168.82201:80 | 68c9:0bedd6ice 1502/880/1185 | 109ms
O BRK-2841M ICPDAS-BRK-2841M  |19216825560:80  |000de0:182003 | 1100 188ms
i BRK-2841M ICPDAS-BRK-284111-84... |192.168.84.81:80 000¢et:i82611 (1100 188ms

: Updating the module(s) firmware, please wait 000420182601 1100 188ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 0000182613 |11.00 203ms

<]

000de01820827000 192.168.82.202:80 00:0d:e0:00:f0:00 13.3.00/16.10 203ms

Figure 5-55 Update Firmware (8)

Step4: When the update is successful, the words "Update successful" will be displayed in the
[Notes] of the selected module.

&% EZ-UAQ Utility O x
@ Language: | English - Q Module  Select Module -
Basic Advanced Upload Download Certificate
File path Update
c . .. Modbus
C:\Users\RD6-Sancy\Deskto & .
Users) it M~ W, Project * Configuration
Do e 0 0 e Name or IP A e 0 ope e we erface o 0
O UA-5231(M) UA-Series-f4elle954edc |192.168.85.216:80 f4:el:le95:4edc 1.5.0.0/ 8.8.0/1.1.85 1lems
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/85.0/1.1.85 94ms
Od UA-5231(M) UA-Series-f4e11e955a85 |192.168.255.102:80 f4:el:1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 109ms
Od UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0b:edidbice 1.5.0.2/ 88.0/1.1.85 109ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 11.00 188ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0:18:20:11 11.00 188ms
O BRK-2841M BRK-2841M-8451 192.168.84.61:80 00:0d:e0:18:2b:01 11.00 188ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:20:13 11.00 202ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:20:b0:f0:00 12.2.0.0 /16.10 203ms Update successful

Figure 5-56 Update Firmware (9)

*Note: If a warning message box pops up or [Notes] displays a warning message (refer to
6. Warning message)
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Users can use the "Update Project" function to update the Project of multiple UA
Communication Server, UA I/0O, and BRK modules in batches. The following operation
interface illustrates the update process for a single U-7526M module:

Step1: Click :-] to select the Project file you want to update.

&R EZ-UAQ Utility

@ Language: | English

- Q Module Select Module

Basic Advanced

C:\Users\RD6-Sandy\Deskto

Upload

Download

‘ Firmware

Certificate

[z Project

Modbus
~* Configuration

D o o o A o o o orface o
O UA-5231 UA-SeNes-1442fca%3039 |192.168.101.2:80 14:42:fc:a8:30:39 14632/ 850/1.1.85 31ms
O UA-5231M UA—SE[N‘.—BSCQDbefI-dSCC 192.168.82.201:80 68:c9:0b:ed:d6icc 1.5.0.2/ 8.8.0/1.1.85 78ms
O UA-5231(M) UA—Serie&4elleQS4e4c 192.168.85.216:80 f4el:1e:95:4edc 1.5.0.0/ 8.8.0/1.1.85 94ms
] UA-5231(M) UA—Series—Mlle%SaSS 192.168.255.102:80 f4:el:1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 156ms
[} BRK-2841M ICPDAS—BRK—¥41M—84... 192.168.84.80:80 00:0d:e0:18:20:13 1.1.00 172ms
O BRK-2841M BRK*2841M784\ 192.168.84.61:80 00:0d:e0:18:20:01 1.1.00 172ms
O BRK-2841M ICPDAS—BRK—284\H 192.168.255.60:80 00:0d:e0:18:20:03 1.1.00 172ms
O BRK-2841M ICPDAS—BRK—2841I\84... 192.168.84.81.:80 00:0d:e0:18:20:11 1.1.00 172ms
O U-7526M 000de01820827000 \ 192.168.82.202:80 00:0d:e0:b0:f0:00 13.0.0.0/ 1610 188ms
Figuré\5-57 Update Project (1)
& Open x
<« v 4 > This PC » Desktop » Project v O Search Project »p
Organize + MNew folder =~ O @
g This PC ~ MName - Date modified Type Size
i 3D Objects U-7526M_192.168.82.202_Project 2025/2/20 T4 02:29 File folder
[ Desktop
Documents
* Downloads LV 4 >
File name: v| |(".zip) V|
| Open |v| | Cancel |
Step2: After selecting the file, check the module you want to update.
&R EZ-UAO Utility
@ Language: | English - Q Module Select Module -
Basic Advanced Upload Download Certificate
. . Modbus
C:\Users\RD6-Sandy\Deskto Firmware Project S .
E i Y\ ‘ e ) " Configuration
' fa O o A O O O O ) O
O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/ 85.0/1.1.85 31ms
O IUA*5231M UA-Series-68c90beddbec | 192,168.82.201:80 68:c2:0beddbicc 1.5.0.2/ 8.8.0/1.1.85 78ms
| IUA-5231(M] UA-Series-f4elle954ed4c | 192.168.85.216:80 fdel:le:954edc 1.5.0.0/ 8.8.0/1.1.85 94ms
] IUA—5231(M] UA-Series-f4e11e955a85 | 192.168.255.102:80 f4:el:1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 156ms
O IBRK—2841M ICPDAS-BRK-2841M-84... | 192.168.84.80:80 00:0d:e0:18:2b:13 11.00 172ms
O IBRK—2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.00 172ms
O IBRK—2841M ICPDAS-BRK-2841M 192,168.255.60:80 00:0d:e0:18:2:03 1.1.0.0 172ms
O BRK-2841M ICPDAS-BRK-2841M-84... 1 192.168.84.81:80 00:0d:e0:18:2b:11 1.1.00 172ms

<]

U-7526M

000de01820827000

13.0.00/16.10

188ms
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Step3: Click the [Project] button, two prompt boxes will pop up asking, as shown in Figure 5-
60 and Figure 5-61 below. Make sure it is not an operation error, then click YES, the
Password window will pop up, please enter the EZ-UAQ Utility set in the module Password,
and then press OK, the interface will display "Updating the module(s) project, please wait",
indicating that the update action has begun.

] EZ-UAQ Utilit
& Language: | English - Q, Module Select Module -

Basic Advanced Upload Download Certificate

: . : ... Modbus
C:\Users\RD6-Sandy\Deskto ‘ Firmware [ ) Project i

~* Configuration

Do o 0 0 0 ope eo 0
a d P Add a Add

O UA-5231 UA-Series-1442fca93039 |192.168.101.2:8 14:42:fc:a9:30:39 14.6.32/8.5.0/1.1.85 31ms
O UA-5231M UA-Series-68c90beddbec 192.]68.82.201:4) 68:c9:0bed:dbicc 1.5.0.2/ 8.8.0/1.1.85 78ms
O UA-5231(M) UA-Series-f4elle954edc 192.]68.85.216:4) f4el1e:954edc 1.5.0.0/ 8.8.0/1.1.85 94ms
O UA-5231(M) UA-Series-f4e11e955a85 | 192.168.255.102:80 f4:el:1e:95:52:85 1.5.0.0/8.8.0/1.1.85 156ms
O BREK-2841M ICPDAS-BREK-2841M-84... | 192.168.84.80:80 00:0d:e0:18:22:13 1.1.00 172ms
[ BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.00 172ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.00 172ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e(:18:20:11 1100 172ms
W q

Figure 5-59 Update}Project (3)

&R EZ-UAQ Utilit v - | *

¥ Are you sure you want to update the project?

ES
Figure 5-60 Update Project (4)
#& EZ-UAQ Utilit — O *®

/by  This action is irreversible. Are you sure?

78S
Figure 5-61 Update Project (5)

About password settings, please refer to Appendix_B: Password Settings which describes how
to setup EZ-UAQ Utility password of modules.

If users make progress of “Update Project” without setting password, System will show a
default password for users to quickly finish the updates. We highly recommand users to change
the password and as previously mentioned, we suggest to set the same password for the same
series of products to quickly activate multiple modules at a time.

%k Password — O >

Password
= |

0K

Figure 5-62 Update Project (6)
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& EZ-UAQ Utility - m] X

@5 Language: ||English -||Q, Module |Select Module -

Basic Advanced Upload Download Certificate

C:\Users\RD6-Sandy\Deskto - s Project sCoan;::j[tl::tsion

O UA-5231 UA-Series-14421ca2039 192168101280  1442fca®2020  |14632/850/1185  3lms
O UA-5231M UA-Series-68c300eddece | 1921688220180 68:c00bieddbcc 1502/ 880/L185  78ms
O UA-52310M) UA-Series-felledSdedc | 1921688521680  f4elleSSdedc | 1500/880/1185  94ms
O UA-5231(M) UA-Series-fe11e955a85 | 1921682510280 | #el1e955a85  |1500/880/1185  156ms
O BRK-2841M ICPDAS-BRK-2841\-84., |192.168348080  000de0:1820:13 | 1100 172ms
O BRK-2841M BRK-2841M-8461 192168845180  000de0:182001 1100 172ms
. Updating the module(s) project, please wait cs0 | 000d:e0182003  [1100 172ms
O BRK-2841M ICPDAS-BRK-2841\1-84., |192.168.8481:80  000d:e0:182011 1100 172ms

e0:b0:f0:00 .0.0/16.10 188ms

Figure 5-63 Update Project (7)

Step4: When the update is successful, the words "Update successful" will be displayed in the
[Notes] of the selected module.

4% EZ-UAQ Utility — m] X

@ Language: English - Q Module Select Module -

Basic Advanced Upload Download Certificate

File path Update

O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:fc:a®:30:39 146.32/85.0/1185 31ms

O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.0.2/ 8.8.0/1.1.85 78ms

O UA-5231(M) UA-Series-f4elle954edc |192.168.85.216:80 f4el:le954edc 1.5.0.0/ 8.8.0/1.1.85 94ms

0 UA-5231(M) UA-Series-f42112955a85 | 192.168.255.102:80 f4el:1e:95.52:85 1.5.00/ 8.8.0/1.1.85 156ms

O BRK-2841M ICPDAS-BRK-2841M-84... 1 192.168.84.80:80 00:0d:e0:18:20:13 1100 172ms o
O BRK-2841M BRK-2841M-8461 192.168.84.61.80 00:0d:e0:18:20:01 1100 172ms

O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1100 172ms

O BRK-2841M ICPDAS-BRK-2841M-84.. | 192.168.84.81:80 1100 172ms

(<]

000de01820827000 1 0 0l E 00 13.0.0.0 / 16.10 188ms Update sui

Figure 5-64 Update Project (8)

*Note: If a warning message box pops up or [Notes] displays a warning message (refer to
6. Warning message)
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*Note: This feature is only available for UA communication servers.

Using the [Update Modbus Configuration] feature, users can quickly create a large number of
Modbus points and convert them to OPC UA or MQTT protocols. Modules with configured
Modbus points can download the configuration using the [Download Modbus Configuration]
option, edit it, and then upload it again. For newly purchased or unconfigured modules, users
can download a template file from the EZ-UAQ Utility webpage for editing.

The template file link from the download center on the EZ-UAQ Utility webpage is as follows:
https://www.icpdas.com/en/download/show.php?num=8560&nation=TW&kind1=&model=&kw=EZ-

UAQ
EZ-UAQ Utility
FILE NAME VERSION FILE DATE SIZE NOTE

-—-<= Software >>-—

EZ-UAQ Utility V3.0.10.zip V3.0.10(Beta) | 2025-04-01 10.7TMB
EZ-UAQ Utility v2.4.40.zip V.2.4.40 (Beta) | 2025-01-06 11.3MB
EZ-UAQ Utility v2.3.1.zip V2.3.1 | 2023-09-13 223 MB
---<< Template file>>---

Modbus To OPCUA.zip 2025-03-06 104 KB
Modbus To MQTT.zip 2025-03-06 148 KB

Download the file and extract it. Inside, you'll find the module's Excel template file. If the module
uses an XVboard, make sure to use the XVboard template file for editing. Below is an

illustration of the Modbus To OPC UA and Modbus To MQTT template files.

I =1 Extract Modbus To OPCUA - a x
Home Share Compressed Folder Tools o
« v 4 <« Modbus To OPCUAzIp » Modbus To OPCUA w Search Modbus To OPCUA o

o) MName Date modified Type Size
3 Quick
mo B3 (ModbusToOPCUAJUA-2241M xlsx 2024/10/16 £4F 10:27 Microsoft Excel T... 26 KB
B (ModbusToOPCUAJUA-2241M_XVboard....  2024/10/16 L5 10:27 Microsoft Excel T... 2T KB
‘ D 07 (ModbusToOPCUAJUA-2841M.xlsx 2024/10/16 L4 10:28 Microsoft Excel T... 26 KB
=D B3 (ModbusToOPCUAJUA-2841M_XVboard....  2024/10/16 £4F 10:22 Microsoft Excel T... 2TKB
= P B (ModbusToOPCUAJUA-5231 (M) .xlsx 2024/10/22 T4 0451 Microsoft Excel T... 26 KB
C 07 (ModbusToOPCUAJUA-T231M.xlsx 2025/2/26 L5 10:24 Microsoft Excel T... 26 KB
I [ = | Extract
Haome Share Compressed Folder Tools 0
«— v « Modbus To... » Modbus To MOTT w 0 Search Modbus To MOTT el
*  MName Type Size
# Ouick
mo 05 (ModbusToMOTTIUA-2241M.xlsx Microsoft Excel TEHR ITKE
B3 (ModbusToMOTT)UA-2241M__KVboard xlsx Microsoft Excel Ti'F5% ITKB
* D B (ModbusToMOTT)UA-2841M.x|sx Microsoft Excel T{'Ff 36 KB
= D B (ModbusToMOTT)UA-2841M_K¥Vboard.xlsx Microsoft Excel T{'Ff 43 KB
= P B3 (ModbusToMOTTIUA-3231 (M).x s Microsoft Excel TEHR ITKE
CA B3 (ModbusToMOTTIUA-T23 1M xlsx Microsoft Excel Ti'F5% ITKB
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Using "Modbus To OPC UA" as an example, set the communication mode to Modbus TCP. First,

edit the template Excel file, and once completed, upload it to the module via the EZ-UAQ Utility.

< When Editing Excel content, Please use numbers and text, Do not using formulas, as they
may display incorrectly or cause errors.

- = ( s - Excel

Insert Page Layout Formulas Data Review View Help Qi _Tell me what you want to do

SN -] = gmes - Banesttegs B8A - X i =
Bk By- B I U- A - b -9 [Fadmioems- Emg - B Lo gg
- W (E- DA 5 04 g E#s- | & PDF
B & FH {1 i {1 #il BEH e Adobe Acrobat ~
H24 - I v
A | B | ¢ ( Db | E | F | & | H | I | I S O e
1 ModuleName IP Port SlavelD Timeout PollingRate
2 | TestIOPCUATCP 192.168.32.92 502 1 500 500
3 | Test2DPCUATCP 192.16882.90 02 2 500 500
4
5_
& ModuleName VariableName DataTyp Functior Functior Address Swap  Descript OpcuaEr ScalingE ScalingR S¢
T | TestlOPCUATCP TestlOPCUATCPDOO Bool O 1 0 TRUE TRUE
8 | TestlOPCUATCP TestlOPCUATCPAID  Shert 3x 1 I TRUE Al TRUE
9 | Test2OPCUATCE Test2QPCUATCFDOL Boel O 1 0 TRUE TRUE
10| Test2OPCUATCE Test20PCUATCPAIL  Short 3x 1 1 TRUE Al TRUE
1
12|
13 =
TCP | RTU | Ascll | @ ] v
Ready (%Y Accessibility: Good to go i B = 1 + 100%

Step 1: Please click :-] to select the edited Excel file that needs to be updated. The image
below shows the file extension for selecting the version package.

% EZ-UAQ Utility

5 Language:  English - Q Module -

Basic Advanced Upload Download Certificate

. ; .. Modbus
C:\Users\RD6-Sandy\Deskto Firmware Project & -
. E W\ l & ) 2 Configuration
Do e 0 0 e Name or [P e 0 ope e we e eo 0 e
A d P Add i Add
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 146.32/85.0/1.185 32ms
O UA-5231(M) UA¥eries—f4elleQS4e4c 192.168.85.216:80 f4elle954edc 1.5.0.0/ 8.8.0/1.1.85 141ms
[ UA-5231M UA-¥lies-68090be4d6t:C 192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.0.2/88.0/1.1.85 141ms
O UA-5231(M) UA—S&ies—fﬂrellegSSaSS 192.168.255.102:80 f4el1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 157ms
O BRE-2841M BRK—2¥1M—8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.0.0 157ms
O BRK-2841M ICPDAS¥RK—2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.0.0 250ms
O BRK-2841M |CPDAS-MK—2841M-B4... 192.168.84.81:80 00:0d:e0:18:2b:11 1100 250ms
Figure\5-65 Update Modbus Configuration (1)
##% Open ‘ X
« v > ThisPC » Desktop » Modbus Test » OPCUA » 20240919 v O Search 20240919 »
Organize » Mew folder ==« [H o
3 This PC 2 MName . Date medified Type Size
_J 3D Objects Ma iterns match your search,
[ Desktop
‘ Downloads v < >
File name: v| (*.zip) ~
(*zip) |
#% Open X
« S » ThisPC » Desktop » Modbus Test » OPCUA » 20240919 v O Search 20240915 =]
Organize v Mew folder =~ @ @
4 3D Objects ~ Mame - Date modified Type Size
I Desktop (ModbusToOPCUA)UA-5231 (M) xlsx 2025/2/20 T4 0409 Microsoft Excel T... 2}
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Step 2: After selecting the file, please check the modules that need to be updated.

% EZ-UAQ Utility
@ Language: | English - Q, Module  Select Module -
Basic Advanced Upload Download Certificate
. . Modbus
C:\Users\RD6-Sandy\Deskto & .
A\ i\ W ‘ Firmware [ Project ¥ configuration
Do o 0 0 e Nameor IP A o 0 ope e Wwe erface o 0
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14632/ 850/1.185 32ms
[]

UA-5231(M) UA-Series-fdelle954ed4c 192.168.85.216:80 fdelle95dedc 1.5.0.0/ 8.8.0/1.1.85 141ms

UA-5231M UA-Series-68c90beddbce | 192.168.82.201:80 68:c0:0b:ed:db:cc 1502/ 8.8.0/1.185 141ms
O UA-5231(M) UA-Series-fde11e955a85 | 192.168.255.102:80 f4el:1e:95:5a:85 1.5.0.0/ 8.8.0/1.185 157ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:20:18:2b:01 1.1.00 157ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:20:18:2b:03 1.1.00 250ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0:18:2b:11 1.1.0.0 250ms

Figure 5-66 Update Modbus Configuration (2)

Step 3: Click the [Modbus Configuration] button, and two confirmation prompts will appear,
as shown in Figures 5-68 and 5-69. This is to ensure no accidental operation. Then, click YES,
and a password window will pop up. Enter the EZ-UAQ Utility password set in the module
configuration and press OK. The interface will display "Updating Modbus Configuration File,
Please Wait," indicating that the update process has begun.

&R E2-UAQ Utility

@5 Language: | English - Q Module Select Module -

Basic Advanced Upload Download Certificate

C:\Users\RD6-Sandy\Deskto ‘ Firmware [ Project S Coan?{ijl:::ion

Do o 0 0 e Name or I[P A = 0 O e e eo D
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:gf:30:39 14.6.32/85.0/1.1.85 |32ms
O UA-5231(M) UA-Series-f4elle954edc |192.168.85.216:80 de: 1.5.0.0/ 8.8.0/1.1.85 141ms
UA-5231M UA-Series-68c90beddbec | 0 141ms

O UA-5231(M) UA-Series-f4e11e955a85 |192.168.255.102:80 1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 157ms
O BRE-2841M BRK-2841M-8461 192.168.84.61:80 . :18:2b:01 11.00 157ms
U BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 ﬁD:Dd:eD:lSQh:DB 1.1.00 250ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0:18:2b:11 1.1.00 250ms
Figure 5-67 Update Modbu;/Configuration (3)
£8 EZ-UAQ Utility l — O x

.f_lé. Are you sure you want to update the Modbus
= configuration?

Figure 5-68 Update Modbus Configuration (4)
&8 EZ-UAQ Utility — O x

/L This action is irreversible. Are you sure?

s

Figure 5-69 Update Modbus Configuration (5)
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The Password can be referenced(Reference in Appendix B: Password Settings), which outlines
how to set the EZ-UAQ Utility password for the module. If no password has been set, the default
password will be displayed during the update process, allowing users to proceed quickly, as both
the software and modules come with default passwords. However, it is highly recommended to
change the default password to enhance security. For easier management, it is also advisable to
use the same password for modules within the same series, enabling seamless multi-module
operations.

#& Password — O >

Password
] |

0K

Figure 5-70 Update Modbus Configuration (6)

& EZ-UAQ Utility — u] X

& Language: || English -|| @, Module ‘Select Maodule -

Basic Advanced Upload Download Certificate

Do e 0 0 e Nameor P A e 0 Ope e we erface o 0
d P Add A Add
[} UA-5231 UA-Series-1442fca93039 192.168.101.2:80 14:42:fc:a%:30:39 14632/ 85.0/1.1.85 32ms
[} UA-5231(M) UA-Series-fdelle954edc |192.168.85.216:80 fdelle95:dedc 1.5.0.0/8.8.0/1.1.85 141ms
UA-5231M UA-Series-68c90beddbeec |192.168.82.201:80 ¢ b:e C 1.5.0.2/8.8.0/1.1.85 141ms
[} UA-5231(M) UA-Series-f4ell1e955a85 1 192.168.255.102:80 fdel:le:95:5a:85 1.5.0.0/8.8.0/1.1.85 157ms
1 BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2:01 1.1.00 157ms
1 BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2:03 1.1.00 250ms
' Updating modbus configuration file, please wait |ooode0182011  |1100 250ms

Figure 5-71 Update Modbus Configuration (7)

Step 4: When the update is successful, the selected module's [Notes] section will display the
text "Update Successful."

& EZ-UAQ Utility — u] X
& Language: | English - Q, Module | Select Module -
Basic Advanced Upload Download Certificate
File path Update
. . .. Modbus
CA\Users\RD6-Sandy\Deskto F Project . .
s 0o-sanyesiof | By rimare
Do e 0 0 e Nameor P A e 0 Ope e we erface o 0
) d P Add AL Add
[} UA-5231 UA-Series-1442fca93039 192.168.101.2:80 14:42:fc:a%:30:39 14632/ 85.0/1.1.85 32ms
[} UA-5231(M) UA-Series-fdelle954edc |192.168.85.216:80 fdelle95:dedc 1.5.0.0/8.8.0/1.1.85 141ms
UA-5231M UA-Series-68c90beddbeec |192.168.82.201:80 68:c9:0b:ed:dbice 1.5.0.2/ 8.8.0/1.1.85 141ms Update successful
[} UA-5231(M) UA-Series-f4ell1e955a85 1 192.168.255.102:80 fdel:le:95:5a:85 1.5.0.0/8.8.0/1.1.85 157ms
1 BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2:01 1.1.00 157ms
1 BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2:03 1.1.00 250ms
[l BRK-2841M ICPDAS-BRK-2841M-84... 1192.168.84.81:80 00:0d:e0:18:2b:11 1.1.00 250ms

Figure 5-72 Update Modbus Configuration (8)
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5.2.4 Download

* Note: When using the Download function, must be the same series if multiple modules
are downloaded at the same time.

#f £Z-UAQ Wility

@ Language:  English - Q Module  Select Module -

Basic Advanced Upload Download Certificate
D
. Modbus
C\Users\RD6-Sandy\Deskto o .
E E Y\ E’ Log o Project " Configuration
Do 0 0 or |IP 0 0 e 0 0
O UA-5231(M) UA-Series-f4elle955a85 |192.168.255.102:80 f4el:le:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 109ms
O UA-5231M UA-Series-68c90beddbee | 192.168.82.201:80 68:c9:0b:ed:dbicc 15.0.2/8.8.0/1.1.85 109ms
O BRK-2841M BRK-2841M-84561 192.168.84.61:80 00:0d:e(:18:2b:01 11.00 125ms
O U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.3.0.0 /1610 203ms

Figure 5-73 Download Function Page

If the storage folder is not selected, the downloaded file will be placed in the default location on
the desktop when performing the download function.

» Download Log
Users can use the "Download Log" function to Download the Log of multiple UA
Communication Server, UA I/0O, and BRK modules in batches. The following screen shows
the process of Downloading a single U-7526M module:

Step1: Click :-] to select the Log file you want to download. The image below shows the
file extension of the Project file.

£# EZ-UAQ Utility

@ Language: English - Q, Module  Select Module .

Basic Advanced Upload Download Certificate

Storage path

C:\Users\RD6-Sandy\DesktoMl |

Download

. . Modbus

Double click on Module Name or IP ¢ ddress to open the web interface of Module.

lect All | Module Name

| kst Name

| IP Address

| Version

| Response Time

O UA-5231M UANSeries-68c80beddbee |192.168.82.201:80 68:c9:.0biedidbice 1.5.0.2/ 8.8.0/1.1.85 78ms
O BRK-2841M |CPI¥.S—BRK—2S41M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.00 188ms
[l BRK-2841M BRK*¥41M78461 192.168.84.61:80 00:0d:e0:18:2:01 11.0.0 188ms
] U-7326M DDDCIE,'MS2DS2TDDD 192.168.82.202:80 00:0d:e0:b0:f0:00 133.0.0/1610 203ms
\Figure 5-74 Download Log (1)
Select Folder ¥ *
« v P » ThisPC » Desktop » Log v O Search Project 2
Organize « Mew folder Bz o
114 2 Mame - Date modified Type Size
EZ-UAQ Utility_en
Mo iterns match your search,
new
[ This PC v < >
Folder: | Log |
Select Folder | | Cancel |
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Step2: Please check the module that needs to be downloaded, and then click the [Log]
button. The interface will display "Downloading Log file, please wait", indicating that the

download action has started.
&8 £7-UAQ Utility
€ Language: | English - Q, Module | Select Module -

Basic Advanced Upload Download Certificate

D
. . Modbus
C:\Users\RD6-Sandy\Deskto L Project o .
£ E A E’ 9 e ) %2 Configuration
D
O UA-5231M UA-Series-68c90beddbee | 192.168.82.201:80 68:c9:0b:ed:dbicc 15.02/8.8.0/1.1.85 78ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.00 188ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 188ms

U-7526M 000de01820827000 1¢ ; 13.3.0.0/16.10 203ms
Figure 5- 75 Download Log (2)
&R EZ-UAQ Utility — O X

€3 Language: Q, Module ‘Select Module -|

Basic Advanced Upload Download Certificate

O UA-5231M UA-Series-68cd0beddfce |19216882201:80  |68:<O0beddbice | 1502/880/1185  78ms
m| |BRK-2841 |ICPDAS-BRK-2841M  |192168.25560:80  |000:e0:18:26:03 | 1100 188ms
= Download Log file, please wait 192.168.34.61:20 000de018200L 1100 188ms

U-7526M 000de01820827000 192.1¢ 202:8 00:0d:e0:b0:f0:00 13.3.00/16.10 203ms

Flgure 5 76 Download Log (3)

Step3: When the download is successful, the words "Download successful" will be
displayed in the [Notes] column of the selected module.
R EZ-UAC Utility - O X

@ Language:  English - Q Module | [

Basic Advanced Upload Download Certificate

Storage path Download

; = . - Modbus

O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.0.2/ 8.80/1.1.85 78ms
] BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:.0d:e0:18:20:03 1100 188ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:20:01 1100 188ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 133.00/1610 203ms Download successful

Figure 5-77 Download Log (4)

Step4: The following figure shows the downloaded files and the storage folder..When the
software is downloaded, a Log file folder will be created with "Module Name_IP_Log".

Log - O s
1 » Log v Search Log n
o Mame Date modified Type Size
#F Quick a
U-7526M_192.168.82.202_LOG 2025/2/12 T4 05:10 File folder
I De #

*Note: If a warning message box pops up or [Notes] displays a warning message (refer to
6. Warning message)
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» Download Project
Warnings: To increase the level of information security, activating this function needs to
first set the password in the module. If users would not set the password, the activating
will use the default password which will be in higher risk. We suggest to use same
password for the same series of modules.

Users can use the "Download Project" function to Download the Project of multiple UA
Communication Server, UA I/O, and BRK modules in batches. The following screen shows the
process of Downloading a single U-7526M module:

Step1: Click :-] to select the Project file you want to download. The image below shows

the file extension of the Project file.
AR EZ-UAQ Utility
@ Language:  English - Q, Module  Select Module -

Basic Advanced Upload Download Certificate
D

. Modbus
C:\Users\RD6-Sandy\Deskto 1 Project o .
\ \ A E’ 9 e ) * Configuration
Do o O O e Name or IP A a 0 ope e we erface o 0
O UA-5231M UA-Sergs-68c90beddbee | 192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.0.2/ 88.0/1.1.85 108ms
] BRK-2841M ICPDAS—NK—2S41M 192.168.255.60:80 00:0d:20:18:2b6:03 1.1.00 203ms
O BRK-2841M ICPDAS—BR\2S41M—84... 192.168.84.81:80 00:0d:e0:18:2:11 1.1.00 203ms
O BRK-2841M ICPDAS—BRK—¥41M—84... 192.168.84.80:80 00:0d:e0:18:2b:13 11.00 203ms
O U-7526M 000d80182082m[} 192.168.82.202:80 00:0d:e0:p0:f0:00 13300/ 1810 203ms

Figuréi-m Download Project (1)

Select Folder =
« v 1 » ThisPC » Desktop » Project v O Search Project p-]
Organize + New folder Bz - o
~
FETER ~ Name Date modified ¥ Type Size
& This pC Mo items match your search.
[ Desktop
Documents v < >
Folder: | Project ‘

Step2: Please check the module you want to download, and then click the [Project] button.
The Password window will pop up. Please enter the EZ-UAQ Utility password set in the
module, and then click OK. The interface will display "Downloading project file, please

"wait" means starting the download action.
R EZ-UAQ Utility
& Language: | English - Q, Module  Select Module -

Basic Advanced Upload Download Certificate
D

. ~ Modbus
C\Users\RD6-Sandy\Deskto L Project o .
\ \ A E °9 e ) 2 Configuration
Do g 0 0 e Name or IP A g 0 ope e we errace o 0
O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:.0b:ed:dbice 150.2/88.0/1.1.85 109ms
[} || BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:22:03 1.1.00 203ms
O || BRK-2841M ICPDAS-BRK-28411M-84... |192.168.84.81:80 00:0d:e0:18:20:11 1100 203ms
[} BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:2:13 1.1.00 203ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:0:b0:f0:00 13.3.0.0 /16.10 203ms

Figure 5-79 Download Project (2)
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%% Password - O >

Password
e |

Figure 5-80 Download Project (3)

& EZ-UAQ Utility

@D Language: ||English -| @, Module |Select Module

Basic Advanced

Double click on Module Name or IP Address to c:pen the web interface of Modul

B Select All
O

| Module Name

Upload

Download

Certificate

[1P Address

68:c9:0bedidbice

1.5.02/88.0/1.1.85

| Response Time

| Notes

0 |BRK 2841M

|ICPDAS BRK-2841M

‘ 192.168.255.60:80

00:0d:e0:18:2b:03

1.1.00

it Downloadmg project file, please walt 12.16884.81:80

U-7526M

000de01820827000

00:0d:e0:18:2b:11

1.1.00

00:0d:e0:18:2b:13

11.00
13.3.0.0/16.10

Figure 5- 81 Download Pro;ect (4)

203ms

Step3: When the download is successful, the words "Download successful" will be
displayed in the [Notes] column of the selected module.

€] EZ-UAQ Utility

@ Language: | English

- Q Module  Select Module

Basic Advanced

Upload

Download

Download

Certificate

¥ 0 F . Modbus

Dc:uble click on Module Name or IP Address to open the web interface of Module.

| Response Time

| Notes

U-7526M

000de01820827000

192.168.82.202:80

00:0d:e0:b0:f0:00

13.3.00 /1610

D UA-Series- 68c90be4d6cc : 0.

O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.00 203ms
O BRK-2841M ICPDAS-BRE-2841M-84... |192.168.84.81:80 00:0d:e0:18:20:11 11.00 203ms
[} BRK-2841M ICPDAS-BRK-2841M-84... | 192.168.84.80:80 00:0d:e0:18:2:13 11.00 203ms

203ms

Download successful

Figure 5-82 Download Project (5)

Step4: The following figure shows the downloaded files and the storage folder.

When the software is downloaded, the project file folder and compressed file will be created
with "Module Name_IP_Project".

The compressed files in the project are password protected (please enter the EZ-UAQ
Utility password set in the module).

Project — O *
A > Project ) Search Project 0
~ Marne Date modified Type Size

7 Quick a

U-7526M_192.168.82.202_Project 2025/2/20 T4 02:29 File folder

B D +
*Note: If a warning message box pops up or [Notes] displays a warning message

(refer to 6. Warning message)

48



» Download Modbus Configuration

EZ-UAQ Utility User Manual ICP DAS

*Note: This function can only be used by UA communication server

Using the [Download Modbus Configuration] function allows users to quickly understand the
Modbus of UA communication server and OPC UA information such as TCP, RTU, Module

Name and OPC UA Node ID,... etc.

Step1: When users download Modbus Configuration, please click :-] to select the
storage folder.

@ EZ-UAQ Utility
@ Language:  English

- Q Module Select Module -

Download

Basic Advanced Upload Certificate

Download
. . Modbus

Double click on Module Name or IP Ai\dress to open the web interface of Module.
W Select All [H n | IP Address | MAC Address

Storage path

C:\Users\RD6-Sandy\Deskto H

| Module Name | Version | Response Time

UA-5231(M) -\eries-f4elle955a85 |192.168.255.102:80 f4el:le95:5a:85 1.5.0.0/ 8.8.0/1.1.85
] UA-5231 UA-S\ies-lMZfCEQSUSQ 192.168.101.2:80 14:42:1c:a9:30:39 14632/ 8.5.0/1185 |94ms
O UA-5231M UA—Se\es—68C90b84d6CC 192.168.82.201:80 68:c9:0b:edidbice 1.5.0.2/ 8.8.0/1.1.85 109ms
] UA-5231(M) UAfSeri\;fMellegSﬁreﬁrc 192.168.85.216:80 f4elle954edc 1.5.0.0/ 8.8.0/1.1.85 187/ms
O BRK-2841M ICPDAS—%K—2S41M—84... 192.168.84.81:80 00:0d:e0:18:2b:11 1.1.0.0 187ms
| BRK-2841M |CPDAS*B**2S41M*84... 192.168.84.80:80 00:0d:e0:18:2b:13 1.1.0.0 281ms
O BRK-2841M BRK—2841W461 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.00 281ms
Figure 5-83\Download Modbus Configuration (1)
Select Folder ¥ >
1 > ThisPC » Desktop > Medbus Configuration ~ D Search Modbus Configuration 2
Organize + MNew folder Bz - e
[ Thic PC 2 Name - Date modified Type Size
1 30 Objects Mo items match your search.
[ Desktop
; Downloads v £ »
Folder: | Modbus Configuration |
‘ Select Folder ‘ | Cancel |

Step2: Please select the module first, and then click the [Modbus Configuration] button. The
interface will display "Downloading the Modbus Configuration file, please wait",
indicating that the download action has started.

@ EZ-UAQ Utility
@5 Language: | English

- QModuIe Select Module -

Basic Advanced Upload Download Certificate
D
. Modbus
C:\Users\RD6-Sandy\Deskto e .
\ \ AL E) Log Wi Project *Configuration
Do 0 0 e or |P A 00 e 0 0 e
| UA-5231(M) UA-Series-f4e11e955a85 |192.168.255.102:80 f4el1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 31ms
O UA-5231 192.168.101.2:80 14:42:f¢:a9:30:39 14.6.32/85.0/1.1.85 94ms

UA-Series-1442fca93039
U 68c90beddbee
UA-Series-f4elle@54edc

UA-5231M

192.168.82.201:80 6 ed: 1.5.0.2/ 8.8.0/1.1.85 109ms
fhelle:95:4edc

O UA-5231(M) 192.168.85.216:80 1.5.0.0/ 8.8.0/1.1.85 187ms
O || BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e(:18:20:11 1100 187ms
] || BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e(:18:2b:13 1100 281ms
Ll | erK-2841M BRK-2841M-8461 192.168.84.61.:80 00:0d:e(:18:20:01 11.0.0 281ms

Figure 5-84 Download Modbus Configuration (2)
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& EZ-UAQ Utility - O K
() Language: ||English - Q, Module ‘Select Module -
Basic Advanced Upload Download Certificate

- . Modbus
C.\Users\RDG—Sandy\Deskto ¢ Project °'Cunﬁguration

UA-5231(M)

UA-Series-f4el1e955a85

192168.255.102:80

f4.el:1e:95:52:85 1.5.0.0/ 8:8.0/1.1.85

31ms

miim|

UA-5231

UA-Series-1442fca93039

192.168.101.2:80

14.6.32/85.0/1.1.85
1.5.0.2/ 8.8.0/1.1.85

14:42:fc:a9:30:39

94ms
109ms

UA-5231M

UA-Series-68c90beddbec

192.168.82.201:80

68:c%:0b:e4dbic
fhel:le:954edc

O UA-5231(M) UA-Series-f4elle954edc |192.168.85.216:80 15.0.0/88.0/1.1.85 187ms
[} BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0:18:2b:11 1.1.00 187ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:2b:13 1.1.00 281ms
.- Downloading the Modbus configuration file, please wait 2001 1100 281ms

Figure 5-85 Download Modbus Configuration (3)

Step3: When the download is successful, the words "Download Successfully" will be
displayed in the [Notes] column of the selected module.

AR EZ-UAQ Utility
@ Language: | English

- Q, Module Select Module

Basic Advanced

Storage path

Upload

Download

Download

Certificate

X N c - Modbus

UA-5231(M)

UA-Series-f4e11e955a85

192.168.255.102:80

f4:e11e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85

31ms

miim|

UA-5231

UA-Series-1442fca93039

192.168.101.2:80

14.6.32/85.0/1.1.85
1.5.0.2/ 8.8.0/1.1.85

14:42:f¢:a9:30:39

94ms
10%ms

Download successful

UA-5231M

UA-Series-68c90be4dbcc

192.168.82.201:80

68:c9:0b:edidbicc

O UA-5231(M) UA-Series-f4elle954edc |192.168.85.216:80 fdel:le:954edc 1.5.0.0/ 8.8.0/1.1.85 187ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:.80 00:0d:e0:18:2:11 11.00 187ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:2b:13 11.00 281ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.00 281ms

Figure 5-86 Download Modbus Configuration (4)

Step4: The image below is for the downloaded file and storage path.

There will be three downloaded files: (ModbusToMQTT)Module_IP.xIsx,
(ModbusToOPCUA)Module_IP.xlsx, and (ModbusToOPCUADetails)Module_IP.xIsx. The two
Excel files starting with (ModbusToMQTT) and (ModbusToOPCUA) are associated with the
'Update Modbus Configuration' function in the upload feature.

Modbus Configuration — O
I » Muodbus Configuration w Search Modbus Configuration 0
s
) Mame Date modified Type
FF Quick a .
I De # (ModbusToMOTTIUA-5231M_192,168.82.200 xlsx 2025/2/20 T4 02:47 Microsoft Excel T...
e

Microsoft Excel T...
Microsoft Excel T ...

2025/2/20 T4 02:47
2025/2/20 T4 02:47

(ModbusToOPCUAJUA-5231M_192,168.82.201 xl=x
(ModbusToOP CUADetails) UA-5231M_192.168.82.201 xIsx

; Do #
*Note: If a warning message box pops up or [Notes] displays a warning message (refer to
6. Warning message)
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5.2.5 Certificates

s Summary:

The EZ-UAQ Utility provides an efficient and convenient certificate management function for
generating certificates and updating them to modules. With this tool, users can easily configure
secure communication among UA, UA I/O, and BRK series modules, supporting HTTPS, OPC
UA, and MQTT protocols.

1. Efficient certificate generation and updates to reduce operational complexity.
« Users can quickly generate certificates that meet security requirements and update them
to all modules in the field with one click, significantly reducing configuration time.
« The certificate configuration process is simplified, eliminating the need for manual
operations on multiple modules, reducing error risks, and improving efficiency.
2. Comprehensive control over certificate status
o Provides unified management of all certificates within the field. Users can query
certificate information to ensure that certificates have not expired and are operating
normally.
3. Enhance field security
e Supports mainstream encryption protocols such as HTTPS, OPC UA, and MQTT to
ensure the security of data transmission.

Certificates are divided into two types of authentication methods: One-Way Authentication and
Two-Way Authentication, both designed to ensure communication security. One-Way
Authentication is the most common method, frequently used in communication between web
browsers and applications, such as HTTPS and MQTT Brokers. Two-Way Authentication, also
known as Mutual Authentication or Two-Way SSL, is a more advanced method. In addition to the
server presenting its certificate, the client is also required to present its own certificate. Examples
include communication between OPC UA Servers and OPC UA Clients, as well as between MQTT
Brokers and MQTT Clients.

*Note: The UA and UA I/O series must connect to the module web page to enable the
certificate function before module certificate communication can be activated.

> Add CA Certificate

Use [Add CA Certificate] feature to create a new CA certificate. Since certificates in the
MQTT series must use a CA certificate as the root certificate, MQTT certificates are
generated accordingly.

Step 1: Click the [New] button to open the 'Certificate Validity Date' window.

£} E2-UAQ Utilit — O
@ Language:  English - Q Module | Select Module - About

Basic Advanced Upload Download Certificate

Validity Period CA Update

[

| OPC UA Server I MQTT Broker

I OPCUAClient f|  MQTT Client

|
P N ——
~ od a 0 a Add ~ Adaa e} Do

] UA-2841M UA-2841M-000de01820.. |192.168.1.103:80 00:0d:e0:18:20:0d 1421/750/1181 31ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 1.4.6.32/8.5.0/1.1.85 31ms

Figure 5-87 Add CA Certificate (1)
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Step 2: Please enter the expiration days for the CA certificate in the 'Certificate Validity

Date' window, then click OK.
« Please refer to Appendix_C for the certificate date input restrictions, which explain the
limitations and recommendations for input.

Day

%% Certificate validity date - O *

[ Month [ Year

|2

OK

Figure 5-88 Add CA Certificate (2)

Step 3: Next, a 'Creation Successful' message will pop up, indicating that the CA certificate
has been successfully created. Click OK to complete the CA certificate creation process.

lﬁ EZ-UAC Utilit

®

Create successfully

OK '

Figure 5-89 Add CA Certificate (3)

» Update HTTPS Certificate

Use the [Update HTTPS Certificate] feature to allow users to quickly replace the HTTPS
certificate on the module. This enables users to access the module's web page using HTTPS

mode when logging in.

Step 1: Select the modules requiring certificate updates, then click the [HTTPS] button. A
prompt box will appear, as shown in Figure 5-91, to ensure it is not an operational error.

Then, click YES.

&% EZ-UAQ Utility

@ Language: English

- Q Module Select Module

Basic Advanced Upload Download Certificate
Perio
OPC UA Server MQTT Broker o Export
% Query E) New =, HTIPS
OPC UA Client MQTT Client oo Import
Do & 0 0 0 ope 0 0
od 0 Add ‘ Ada 0 DO
UA-5231M UA-Series-68c90beddbee | 194.168.82.201:80 68:c9:0b:ed:dbice 1.5.0.2/8.8.0/1.1.85 188ms
O IBRK—2841M ICPDAS-BRK-2841M-84... 00:0d:e0:18:2b:13 1.1.00 188ms
| ICPDAS-BRK-2841M-84... :18:2b: 11.00

13.0.00/16.10

4k e

I ]

Jj\ Are you sure you want to update the certificate?

7]

TER

Figure 5-91 Update HTTPS Certificate(2)

52



EZ-UAQ Utility User Manual ICP DAS
Step 2: Please enter the expiration days for the CA certificate in the 'Certificate Validity Date'

window, and then click OK.
« Please refer to Appendix_C for certificate date input restrictions, which detail the

limitations and recommendations for input.
4% Certificate validity date — O X

Day [] Month [ Year

|2

OK

Figure 5-92 Update HTTPS Certificate (3)

Step 3: A Password window will pop up. Please enter the EZ-UAQ Ultility password set in the
module, then click OK. The interface will display 'Updating Certificate, Please Wait,' indicating
that the update process has started.

&% Password — O et

Passwaord
== |

Ok

Figure 5-93 Update HTTPS Certificate (4)

&R EZ-UAQ Utility

@ Language: Q_ Module |Select Madule -|

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker

OPC UA Client MQTT Client

A a
UA-5221M UA-Series-58c00beddbec | 192.168.82.20180 | 68:c0:0bred:dbice 1502/880/1185  |188ms
.- Updating certificate, please wait -s4.. [192.168.84.30:80 00:0c:e0:18:2013 1100 188ms
] BRK-2841M ICPDAS-BRK-2841M-84... | 192.168.84.8180 00:0dhe0:1826:11  |12.00 266ms
3

]

Figure 5-94 Update HTTPS Certificate (5)

Step 4: When the update is successful, the word 'Update Successful' will appear in the [Notes]
column of the selected module.

4 EZ-UAQ Utility
@ Language: | English - Q Module | Select Module

Basic Advanced Upload Download Certificate

Validity Period
MQTT Broker

:
i MQTT Client

UA-5231M UA-Series-68c20beddbece |192,168.82.201:80 68:c9:0biedidbice 1.5.0.2/ 8.80/1.1.85 188ms Update successful
O BRK-2841M ICPDAS-BRK-2841M-84... | 192.168.84.80:80 00:0d:20:18:2b:13 1.1.0.0 188ms
O BRK-2841M ICPDAS-BRK-2841M-84.. |192.168.84.81:80 00:0d. 2bi11 1.1.0.0 266ms

Update successful

U-7526M 000de01820827000 192.16! 8 i 20:82 13.0.00/16.10 266ms

Figure 5-95 Update HTTPS Certificate (6)
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After completing the steps above, use the Port number to access the webpage. This will indicate

@ UhSeries ® 4 - o v TSI x * 2 3|
: G % 90 ¢ @ s 192180822020000 * O w0
. % @es00 7. AV ncdomet
O - O Qe » | [J Al Boskm 8 s e e SR i
Certificate Viewer: UA-5231M_192.168.82 201_20250305054615 X CoybilicalVimerAP7EAGM. 19216007200 20003206:0/¢81 - %
Lonsenl et
General Dt .
ssued To
vty
Veidity Pericd :
“*3 UA-2 seued O Wesinesday, March 5, 2025 at 1:46:15PM
(ICP MoT€  EpiesOn Friday, March 7, 2025 at 1461 5PM J v
DAS ieroree
Y
SHA-256
Firgerprmts
Cenificate 80700 1 c460c8c 5548400 1 fecelB
Public Key 250 a2bd00Za2be2accf1337589773

Figure 5-96 Update HTTPS Certificate Web

» Update OPC UA Server & OPC UA Client Certificate

Figure 5-97 Update HTTPS Certificate Web

Use the [Update OPC UA Server Certificate ] - [ Update OPC UA Server Certificate ]

feature to allow users to quickly replace the OPC UA Server and OPC UA Client certificates
on the module. When users communicate using the OPC UA protocol to exchange
messages, certificates enhance security during the message exchange. The following
explains how UA and UA I/O modules handle OPC UA certificates for secure data
transmission via OPC UA encryption. (Please refer to Appendix A Module function Support)

Update UA
Communication Server
OPC UA Server Certificate

"Success" Appears
UA Communication Server
Successfully Connected to

the UA 1/0 Module

Update UA 1/O Module
OPC UA Client Certificate

Click On "OPC UA"
Connection in UA I/O
Module Webpage and

Obtain the Node ID

* Export Created Certification

Goto UA
Communication Server
Webpage to Import

icpdasuaclient.der

Go to UA 1/0 Modules
Webpage to Import
icpdasuaserver.der

€4 Use the UA communication server and UA I/O modules for handling OPC UA

certificates

UA Step Process: Select the UA modules that need certificate updates, then click the
[OPC UA Server] button. A prompt box will appear, as shown in Figure 5-99, to confirm

that it is not an operational error. T

hen, click YES.

& EZ-UAQ Utility

@5 Language: | English

- Q Module Select Module

Basic Advanced Upload Download Certificate
- OPC UA Server MQTT Broker -’"‘ Export
% Query e New [z, HTIPS
OPC UA Client MQTT Client i Import
Do e 0 0 e Name or IP 0 ope eo 0
A d P Add AC Add
| UA-7231M UA-Series-aclfOfbead4a |192.168.85.230:80 aclf.0fberad:4a 14.6.26/850/1185 |234ms
™ A A 90b g 9:0b
O UA-5231 UA-Series-1442fca®3039 |192.168.101.2:80 14:42:fc:a9:30:39 146.32/850/1.1.85  250ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:20:01 11.0.0 375ms
O U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.000/ 1610 390ms
| U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 1200.0/159 515ms

Figure 5-98 UA and UA I/O Modules - Updating OPC UA Server Certificates (1)
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&& £Z-UAQ Utili - O X

$ Are you sure you want to update the cerificate?

Figure 5-99 UA and UA I/O Modules - Updating OPC UA Server Certificates (2)

Please enter the expiration days for the CA certificate in the 'Certificate Validity Date' window,

and then click OK.

s Please refer to Appendix_C for certificate date input restrictions, which detail the
limitations and recommendations for input.

&% Certificate validity date — O *

Day 1 Month (] Year

|2

OK

Figure 5-100 UA and UA I/O Modules - Updating OPC UA Server Certificates (3)

A Password window will pop up. Please enter the EZ-UAQ Utility password set in the module,
then click OK. The interface will display ‘Updating Certificate, Please Wait,  indicating that the
update process has started.

Password — O x
ik

Password
|W

Ok

Figure 5-101 UA and UA I/O Modules - Updating OPC UA Server Certificates (4)

% EZ-UAQ Utility -
( Language: | English -|| @ Module ||Select Module g
Basic Advanced Upload Download Certificate
OPC UA Server MQTT Broker “ Export
Query o New HTTPS
OPC UA Client MQTT Client “ Import
Do e 0 0 0 ope eo 0
d P Add AC Add
O UA-7231M UA-Series-aclf0fbead4a |192.168.85.230:80 aclf.0f.beiad:4a 14626/ 8.5.0/1.1.85 |234ms
-. - - . -
“ Updating certificate, please wait 9:0b
O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:fca9:30:39 14.6.32/8.5.0/1.1.85 250ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:26:01 11.0.0 375ms
O U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.00.0/ 1610 390ms
L] U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12.00.0/15.9 515ms

Figure 5-102 UA and UA I/O Modules - Updating OPC UA Server Certificates (5)
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When the update is successful, the word ‘Update Successful’ will appear in the [Notes]
column of the selected module.

% EZ-UnC utilir _ o %
€% Language:  English - Q, Module Select Module
Basic Advanced Upload Download Certificate

Validity Period

OPC UA Server MQTT Broker

OPC UA Client MQTT Client

A d P Add A Add

[l UA-7231M UA-Series-ac1f0fbead4a |192.168.85.230:80 aclf:.0fbead:4a 146.26/8.50/1185 |234ms

] A A 90b 9 9:0b =
O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/8.5.0/11.85 250ms

O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.0.0 375ms

O U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.0.0.0/16.10 390ms

O U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12.000/159 515ms

Figure 5-103 UA and UA I/O Modules - Updating OPC UA Server Certificates (6)

UA I/O Procedure Flow: Select the UA module that requires a certificate update, then click
the [OPC UA Client] button. A prompt will appear, as shown in Figure 5-105, to ensure the
action was not accidental. Next, click “YES.”

&% EZ-UAQ Utility

@ Language: [English  |-| @ Module  Select Module -

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker -’"‘ Export
% Query (g New -, HTTPS
OPC UA Client MQTT Client == Import
Do e 0 0 e Name or [P A e 0 Ope e we erface o 0
i d P Add i Add

O UA-2241M UA-Series-684749ecb709 |192.168.82.91:80 8:47:4%:ec:b7:09 146.29/8.5.0/1.185 |171ms

I [l ||UA—5231M UA-Series-f4el1e955a85 |192.168.255.102:80 f4el:le:95:5a:85 1500/ 880/1.185 250ms

I [l ||UA—5231M UA-Series-68c90bed4dbec |192.168.82.201:80 I 68:c9:0b:ed:dbice 1.5.2.1 Local Datalog ... | 265ms

I [} || UA-5231(M) UA-Series-247d4d13e658 |192.168.85.100:80 I 247d:4d:13:e6:58 150.2/880/1.185 265ms

O BRK-2841M BRK-2841M-8461 192.168.84.61.80 00:0d:e0:18:2b:01 1.1.0.0 265ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.0.0.0 /16,10 359ms

Figure 5-104 UA and UA I/0 Modules - Updating OPC UA Client Certificates (1)

%% EZ-UAQ Utility - O X

@ Are you sure you want to update the certificate?

7B
Figure 5-105 UA and UA I/O Modules - Updating OPC UA Client Certificates (2)

Please enter the expiration days for the CA certificate in the ‘Certificate Validity Date’ window,

and then click OK.

+ Please refer to Appendix_C for certificate date input restrictions, which detail the
limitations and recommendations for input.

%% Certificate validity date - O x
Day 0 Month [0 Year
|2
OK

Figure 5-106 UA and UA I/O Modules - Updating OPC UA Client Certificates (3)
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A Password window will pop up. Please enter the EZ-UAQ Utility password set in the module,
then click OK. The interface will display ‘Updating Certificate, Please Wait,” indicating that the
update process has started.

#R Password - O o

Password

DK

Figure 5-107 UA and UA I/O Modules - Updating OPC UA Client Certificates (4)
4 EZ-UAQ Utility — O X

@ Language: Q, Module |Se|ect Module -|

OPC UA Server MQTT Broker
OPC UA Client MQTT Client
0 0 -

Basic Advanced Upload Download Certificate

HTTPS
&

Do 0 0 or IP 00
d P Add AC Add
] UA-2241M UA-Series-684749ecb709 |192.168.82.91:80 68:47:49:ecin7:09 14529/850/1185  171ms
O |UA-5231M |UA-Series-f4e11e955a85 |192.168.255.10280 | fdrel:1e:05:5a:85 1500/880/1185  250ms
! Updating certificate, please wait occc [1921688220180  |68:co0breadbioe 15.2.1 Local Datalog ... 265ms
O |UA-5231(M) \UA-Series-247d4d13e658 |192.168.85.100:80 | 247d4d:13658 | 15.0.2/880/1185  265ms
] BRK-2841M BRK-2841M-8451 192.168.84.61:80 00:0de0:1826:01 1100 265ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.0.00/16.10 359ms

Figure 5-108 UA and UA I/0O Modules - Updating OPC UA Client Certificates (5)

When the update is successful, the word ‘Update Successful’ will appear in the [Notes]
column of the selected module.

&% EZ-UAQ Utility - m] x

& Language: Q, Module [Select Module |l

Basic Advanced Upload Download Certificate
OPC UA Server

MQTT Broker

\
\
|
OPC UA Client } MQTT Client

O UA-2241M UA-Series-68474%ecb709 ' 192.168.82.91:80 68:47:49:ec:b7.09 14.6.29/85.0/1185 |171ms
O UA-5231M UA-Series-f4el1e@55a85 | 192.168.255.102:80 fhelle:95:5a:85 15.0.0/8.8.0/1.1.85 250ms
Od UA-5231M UA-Series-68c90beddbec 1 192168.82.201:80 68:c9:0beddbice 1.5.21 Local Datalog .. | 265ms
O UA-5231(M) UA-Series-247d4d13e658 1 192.168.85.100:80 24:7d:4d:13:e6:58 15.0.2/88.0/1.1.85 265ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:20:01 1100 265ms
w 9

Figure 5-109 UA and UA I/0 Modules - Updating OPC UA Client Certificates(6)

Next, upload the trusted certificate. The process is as follows.

1. Click the [Export] function in the EZ-UAQ Utility and enter the password for the
compressed file. Then, select the storage path. After exporting the OPC UA certificate, first
decompress the exported certificate file (the compressed file password will be required).

2. Import File Certificate: Then, use the UA and UA I/O web pages to import the certificates
separately.
UA Webpage: First, go to the Functional Area and select (Master) Modbus TCP & OPC

UA. Then, click on OPC UA Certificate > Choose File > Upload. Select the file:
(icpdasuaclient.der)

UA 1/O Webpage: Click on OPC UA Settings > Client Certificate > Upload. Select the file:
(icpdasuaserver.der)
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Open the “EZ-UAQ Utility_Certificate_2xxx_xx_xx" folder, navigate to the OPC UA folder,
select the required file, and then import the file.

The “Upload” button showing success on the right indicates that the OPC UA certificate has
been successfully imported.

v e 192.168.82.201/Main htm| x + - - e 192,168.82.201/Mainhtm| x + -
« c 192.168.82.201/Main.html e B & W € [e] 192.168.82.201,/Main html e Bp &
» »
. . -~
(Icp In2200/5200 - FUNCtion (TGP 1ox commumicsio servr st Mo TP = 07 UA
DAS xrossco.um . DAS crossen,im
Wizard PSS R s o e
Module Setting @ OPC UA Conn 1 » OPCUACedficate »» Enable Converting Module » Save Project 2» on g OPC UACerificate 2» Enabl >
Run the project Run the project
Fila Sefting Fiie Sefting
OPC UA Server OPC UA Server
OFC UA Certificate Remove the File I OPC UA Cerlilcate Remove the File
Trusied Cerlificale | Remove Trusted Certificate | Remove
OFC UAServer Cerlificats | Remove | OPC UA Server Cenficate | Remove
Upload the file to the controller Upload the file to the controller
Trusted Cerlificate | Select File | | Upioad | Trusted Certiicate | Select File |
Download the file from controller Download the file from controller
OPC UA Server Certificate | Download | OPC UA Server Centificate Download
v @ U-TS26M x 4+ = O X v x4 = o
€ [¢] 192.168.82.202 WA « 192.168.82.202 2
» »
~ Y iy
(1cp UAIO (1cp UAIO
DAS crossco.Lm DAS «croasco.um.
System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings System Settings Module Settings OPC UA Settings MQTT Settings Advanced Seftings
Server Settings Download the file from device Server Settings Download the file from device
Server Certificate Server Certificate
Client Certificate Download Client Certificate Download
Client Settings Client Settings
Client Certificate Client Certificate
Upload the file to the device Upload the file to the device
Server Trusted Certificate Upload Server Trusted Certificate Upload IS.\ CeSS I

Next, click on OPC UA Connection on the UA webpage > Local Server Settings, and enable
the certificate login function (as shown in the figure).

hd @ 192.168.82.201/Mainhtml % + v @ 192.168.82.201/Main.html x ar o

¢ c 192.168.82.201/Main.html q « c @EED) 19216282201/ Mainhtm| e B Q %

BB g ICPDAS @ E . BPM @ Welcome to TIPTOP... o8 & ICPDAS qf BBEERE I BAM @ Welcome to TIPTOP.. » C
UA-2200/5200 UA-2200/5200
ICP 116T cCommunication Server (Master) Modbus TCP « OPC UA (ICP IIoT Communication Server (Master) Modbus TCP = OFC UA
DAS crossco.mo. DAS croasco. 1
gt O % ey 2981 e O N Memn 2sTh oo 1%

Module Setting @ OPC UA Connection 2 OPC UA Certificate 2» Enable Converting Module 41 Module Setting @ OPC UA Connection Q» OPC UACertificate 2  Enable Converting Module »  Save Project »

Run the project Run the project
loT Platform Setting loT Platform Setting
MQTT Connection X . MQTT Connection . .
Security Setting Security Setting
None None
Basic128Rsal5 Sige Basic128Rsal5 Sign, Sign and Encrypt
. Basic256 Sige . Basic256 Sign, Sign and Encrypt
Security Policy Basic2565ha2s6 Security Policy Basic256Sha256 Sign -
[ Aes128_Sha256_RsaOaep [ Aes128_Sna256_RsaOaep Sign v
[ Aes256_Sha256_RsaPss [ Aes256_Sha256_RsaPss Sign v
OPC UA Connection OPC UA Connection
| (e CRlIC o User Identity Tokens | RIS User Identity Tokens
Anonymous Login -~ ] Enabled Anonymous Login -~ ] Enabled
User Password Login ~ (J Enabled User Password Login ] Enabled

Certificate Login Enabled

[save]
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After completing the above steps, go to the UA 1/O webpage, click on OPC UA Settings >
Client Settings > Connect and Get Node button.

v g U-T526M X +

¢ c 192.168.82.202

0y
icp UAIO
DAS ICP DAS CO,. LTD.

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings

Server Settings Functional Status

SetvaxCeriificale OPC UA Client Settings @D Enable
Client Settings

Client Certificate Save

Connection Settings

P 192.168.82.201

Pot | 48010
Security Policy MNone ~
Message Security Mode None v

Authentication Setfings Certificate & Private Key ~

Certificate o
oa
icpdasuaclient.der 2
Private Key
Upload

icpdasuaclient.pem

Sampling Interval (ms) 1000

Test Connection

(Enter settings, click here =) I Connect and get the Node ml o

When the “Connect and Get Node ID” button shows success on the right, it indicates that
the connection test using the certificate was successful.

Y

{1 cp UAIO
DAS ICP DAS CO.. LTD.

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings

Server Settings Functional Status

Server Certificate OPC UA Client Settings @D Enable

Client Settings

Client Certificate Save

Connection Settings

IP 192.168.82.201

Port 48010
Security Policy Mone w
Message Security Mode None w

Authentication Settings Cerlificate & Private Key w

Certificate Unload
ploa
icpdasuaclient.der
Private Key
Upload

icpdasuaclient pem

Sampling Interval (ms) 1000

Test Connection
Connect and get the Node Id || Success
(Enter settings, click here =) e
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> Update MQTT Broker & MQTT Client Certificates

Use the [Update MQTT Broker Certificate] and [Update MQTT Client Certificate]
functions to allow users to quickly replace the MQTT Broker & MQTT Client certificates on
the module. When users communicate and exchange messages using the MQTT protocol,
certificates can enhance security during message exchanges.

The following explains how to use the BRK module, UA 1/0O module, and UA module for
MQTT certificates. (Please refer to Appendix_A Module Function Support)

Update BRK
Communication Server Update UA I/0 Module » Export Created Certification

MQTT Broker Certificate MQTT Client Certificate

"Success"” Appears
UA Communication Server Click “Test” in Go to UA 1/0 Modules
Successfully Connected to UA I/0 Modules Webpage Webpage to Import Ca.crt
UA-1/0 Module

4 Using the BRK Communication Server and UA I/0O Module for MQTT Certificate

BRK Procedure Flow: Select the BRK Communication Server that requires a certificate
update, then click the [MQTT Broker] button. A prompt will appear, as shown in Figure 5-111,
to ensure the action was not accidental. Next, click "YES."

4k EZ-UAQ Utility —

5 Language: | English - Q Module Select Module

Basic Advanced Upload Download Certificate

- OPC UA Server MQTT Broker -"‘ Export
"% Query a New n HTTPS
OPC UA Client MQTJl Client o Import
Do e 0 0 e Name or [P A e 0 ope e we erface o 0
i d P Add A Add
O UA-5231M UA-Series-f4e11e955a85 |192.168.255.102:80 fhelle:95:5a:85 .5.0.0/ 8.8.0/1.1.85 32ms
O UA-5231 UA-Series-1442fca®3039 |192.168.101.2:80 14:42:fca%:30:39 14632/ 850/1185 |94ms
O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.2.1 Local Datalog ... |94ms
BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 110ms
] BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:2b:13 1100 188ms
] BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 DO:Dd:eD:18:2b:1ll 1100 203ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 DD:DCI:eD:lSQb:Dl 1100 203ms
[] U-7526M 000de01820827000 192.168.82.202:80 DO:Dd:eD:bD:fD:Lﬂ 13.00.0/16.10 203ms

Figure 5-110 MQTT Certificates with BRK and UA I/O - Updatinythe MQTT Broker Certificate(1)

£R EZ-UAQ Utility —l O %
@ Are you sure you want to update the certificate?

ES
Figure 5-111 MQTT Certificates with BRK and UA I/O - Updating the MQTT Broker Certificate(2)

If the following message appears, it indicates that the EZ-UAQ Utility has not generated a CA
certificate. Users can choose whether to generate a 5-year CA certificate using the EZ-UAQ
Utility. If this function is not used, users can alternatively use the [Add] function to create a
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new CA certificate, or use the [Import] function to import third-party CA certificate and key
files as the basis for MQTT certificates.

KR EZ-UAQ Utilit — a >

J_\. The CA certificate has not been found. Does
== EZ-UAQ Utility generate a 5-year CA certificate?

7ES
Figure 5-112 MQTT Certificates with BRK and UA I/O - Updating the MQTT Broker Certificate(3)

Please enter the expiration days for the CA certificate in the ‘Certificate Validity Date’ window,

and then click OK.

« Please refer to Appendix C for certificate date input restrictions, which detail the
limitations and recommendations for input.

4% Certificate validity date — O X
Day O Month O Year
|2
OK

Figure 5-113 MQTT Certificates with BRK and UA I/O - Updating the MQTT Broker Certificate(4)

A Password window will pop up. Please enter the EZ-UAQ Utility password set in the module,
then click OK. The interface will display ‘Updating Certificate, Please Wait,” indicating that the
update process has started.

&% Password - O x

Password
e |

)4

Figure 5-114 MQTT Certificates with BRK and UA I/O - Updating the MQTT Broker Certificate(5)

4G EZ-UAQ Utility - O X

{ Language: Q, Module |Select Module -|

OPC UA Server MQTT Broker
OPC UA Client MQTT Client
e of Module

Basic Advanced Upload Download Certificate

oa (o] Add o, Add Q Do
O UA-5231M UA-Series-fAe11e955a85 |192168.255102:80  f4elle:95:52:85 1500/880/1.185  32ms
O UA-5231 UA-Series-1442fca93039  192.168.101.2:80 12:42:fc:a9:30:39 14.632/850/1185  94ms
O UA-5231M UA-Series-68c20beddbce | 192.168.82.201:80 68:c9:0b:ed:dbice 1.5.2.1 Local Datalog ... 94ms
BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 110ms
m] BRK-2841M ICPDAS-BRK-2841M-84.. 192.168.84.80:80 00:0d:e0:18:2b:13 1.1.0.0 188ms
m] | BRK-2841M ICPDAS-BRK-2841M-84.. | 192.168.84,81:80 00:0d:e0:18:2b:11 1.1.0.0 203ms
.- Updating certificate, please wait 192.168.255.60:80 00:0d:20:18:20:03 1100 203ms
m] |U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:00:10:00 13.0.0.0 / 16.10 203ms
m] |u-7526M |000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12.000/159 297ms

Figure 5-115 MQTT Certificates with BRK and UA I/O - Updating the MQTT Broker Certificate(6)
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When the update is successful, the word ‘Update Successful’ will appear in the [Notes]
column of the selected module.

&% EZ-UAQ Utility

@ Language: | English

- Q Module  Select Module

Basic Advanced
Validity Period

Upload

Download

Update

I
= I
=, HTIPS [
|

Certificate

OPC UA Server

[
[
|
OPCUA Client |l
|

MQTT Broker

MQTT Client

Do 0 0 00 eo 0
& d P Add AC Add
O UA-5231M UA-Series-f4e11e955a85 |192.168.255.102:80 f4:el1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 22ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a%:30:39 146.32/85.0/1.185 |94ms
] UA-5231M UA-Series-68c90beddbeec |192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.21 Local Datalog ... |94ms

BRK-2841M

BRK-2841M-8461

192.168.84.61:80

00:0d:e0:18:2b:01

110ms

O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:2b:13 1100 188ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0:18:2b:11 1100 203ms
D BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1100 203ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.00.0 /1610 203ms

Figure 5 116 MQTT Certificates with BRK and UA I/O - Updating the MQTT Broker Certificate(7)

« For the BRK series, after updating the certificates through the EZ-UAQ Utility, the
MQTT Broker certificate function will be automatically enabled.

UA I/O Procedure Flow: Select the UA I/O module that requires a certificate update, then
click the [MQTT Client] button. A prompt will appear, as shown in Figure 5-118, to ensure the
action was not accidental. Next, click "YES."

4} EZ-UAQ Utility
&% Language: | English - Q Module  Select Module -
Basic Advanced Upload Download Certificate
. OPC UA Server MQTT Broker = Export
% Query e New g, HTTPS
OPC UA Client MQTT Client = Import
Do e 0 0 e Name or [P A o 0 ope e we erface o 0
A : P Add AC Add
O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:.0b:ed:dbicc 5.2.1 Local Datalog .. 15ms
O UA-5231M UA-Series-f4e11e955a85 |192.168.255.102:80 f4:e1:1e:95:5a:85 1.5.0.0/88.0/1.1.85 15ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 / 14.6.32/8.5.0/1.1.85 15ms
1 BRK-2841M BRK-2841M-8461 192.168.84.61.80 00:0d18011812b:01/ 11.00 94ms
O BRE-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 UU:Dd:eD:lS:Zb:l/ 1.1.00 172ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d190118:2¥1 1.1.00 172ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18.40:03 1100 172ms
U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b’f0:00 13.00.0/16.10 172ms
Figure 5-117 MQTT Certificates with BRK and UA I/O - Updafting the MQTT Client Certificate(1)
&R EZ-UAQ Utility ¥ _ | *

é Are you sure you want to update the cerificate?

YER

Figure 5-118 MQTT Certificates with BRK and UA I/O - Updating the MQTT Client Certificate(2)

If the following message appears, it indicates that the EZ-UAQ Utility has not generated a CA
certificate. The user can choose whether to have the EZ-UAQ Utility generate a 5-year CA
certificate. If this function is not used, the user can also use the [Add] function to generate a
new CA certificate, or use the [Import] function to import third-party CA certificate and Key
files as the basis for the MQTT certificate.
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EZ-UAQ Utility — O >

J_\ The CA cerificate has not been found. Does
~== EZ-UAQ Utility generate a 5-year CA certificate?

Figure 5-119 MQTT Certificates with BRK and UA I/O - Updating the MQTT Client Certificate(3)

Please enter the expiration days for the CA certificate in the ‘Certificate Validity Date’ window,

and then click OK.

% Please refer to Appendix C for certificate date input restrictions, which detail the
limitations and recommendations for input.

&& Certificate validity date — O X
Day ] Month O Year
|2
OK

Figure 5-120 MQTT Certificates with BRK and UA I/O - Updating the MQTT Client Certificate(4)

A Password window will pop up. Please enter the EZ-UAQ Utility password set in the module,
then click OK. The interface will display ‘Updating Certificate, Please Wait, indicating that the
update process has started.

%% Passward - O >

Passwaord
— |

0K

Figure 5-121 MQTT Certificates with BRK and UA I/O - Updating the MQTT Client Certificate(5)

& EZ-UAQ Utility - O X

€ Language: Q, Module ||Select Module 4

Basic Advanced Upload Download Certificate

QOPC UA Server MQTT Broker
o HTIPS
OPC UA Client MQTT Client
0 0 -

4 od 0 P Add AC Add 0 po 0
O UA-5231M UA-Series-68c90beddbce |192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.2.1 Local Datalog ... | 15ms
O UA-5231M UA-Series-f4el11e955a85 |192.168.255.102:80 f4:el:1e:95:5a:85 15.0.0/8.8.0/1.185 15ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:30 14:42:fc:a9:30:39 146.32/850/1.185 |15ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:30 00:0d:e0:18:2b:01 1100 94ms
O BRK-2841M ICPDAS-BRK-28411M-84... |192.168.84.80:30 00:0d:e0:18:2b:13 11.00 172ms
] BRK-2841M ICPDAS-BRK-28411M-84... |192.168.84.81:30 00:0d:e0:18:2b:11 11.00 172ms
... Updating certificate, please wait 192.168.255.60:30 00:0c:0:18:20:03 1.1.00 172ms
U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.0.0.0 /16.10

Figure 5-122 MQTT Certificates with BRK and UA I/O - Updating the MQTT Client Certificate(6)
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When the update is successful, the word ‘Update Successful’ will appear in the [Notes]
column of the selected module.

&R EZ-UAQ Utilit
@ Language: English

- Q Module | Select Module

Basic Advanced

Validity Period

Upload

Download
Update

|
(=, HTIPS [
|

Certificate

OPC UA Server

MQTT Broker

OPC UA Client

MQTT Client

U-7526M

000de01820827000

192.168.82.202:30

00:0d:e0:b0:10:00

& od 0 P Add AC Add 0 po 0
] UA-5231M UA-Series-68c90beddbec |192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.21 Local Datalog ... | 15ms
O UA-5231M UA-Series-f4elle955a85 192.168.255.102:80 f4el:le:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 15ms
O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:fc:a9:30:39 146.32/850/1.1.85 |15ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 11.00 94ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:2b:13 1.1.00 172ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192,168.84.81:80 00:0d:e0:18:2b:11 1.1.00 172ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.0.0 172ms

13.00.0/16.10

172ms

Update successful

Figure 5-123 MQTT Certificates with BRK and UA I/O - Updating the MQTT Client Certificate(7)

After completing the above steps, go to the UA I/O webpage, click on MQTT Settings >
Certificates > check Enable SSL/TLS, and then click Save.

=
(ICP UAI/O
DAS ICP DAS CO,. LTD.

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings
Connection Settings | Content Settings
Client Settings SSUTLS Enable

I Certificate

-t
.

After enabling SSL/TLS and successfully saving the settings, the “Save” button will display
success on the right, indicating that the configuration has been saved.

—
(Icp UAI/O
DAS ICP DAS CO.. LTD.

System Settings

Module Settings OPC UA Settings MQTT Settings Advanced Settings

Connection Settings Content Settings

Client Settings

ssuTLS  EEnable

I Certificate

Success

Next, upload the trusted certificate. The process is as follows.

1. Click the [Export] function in the EZ-UAQ Utility and enter the password for the
compressed file. Then, select the storage path. After exporting the MQTT certificate and
CA certificate, first decompress the exported certificate file (the compressed file
password will be required).

2. Certificate Import Webpage: Then, import the certificate via the UA I/O webpage.
UA I/O Webpage: Please click on MQTT Settings > Certificates > Upload. Select
the file: (Ca.crt).
Open the "EZ-UAQ Utility_Certificate_2xxx_xx_xx" folder, navigate to the CA folder, and
then select the Ca.crt file to import it.
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The "Upload" button showing success on the right (as shown in the figure) indicates that the
CA certificate has been successfully imported.

e ey
{Icp UA IO (Icp UA IO
DAS ICP DAS CO..LTD. DAS ICP DAS CO. LTD.

System Settings Module Settings OPC UA Settings MQTT Settings System Settings Module Settings OPC UA Settings MQTT Settings

Connection Settings  Content Settings Connection Settings  Content Settings
Client Settings SSUTLS Enable Client Settings SSUTLS Enable
I Certificate I Certificate

Success Save | Success

Upload the file to the device Upload the file to the device
Authenfication | One-way Authentication Authentication | One-way Authentication
Trusted Certificate Trusted Certificate
S
File : Ca.crt File : Ca.crt
Remove the file Remove the file

Trusted Certificate Trusted Certificate

On the UA I/O webpage, go to MQTT Settings > Connection Settings > IP/Domain. Enter the
IP address of the MQTT Broker and set the Port to 8883 (if using certificate-based connection,

the original unencrypted connection Port 1883 must be changed to 8883). Then, click the
"Test" button to perform a connection test.

e 192.168.84.61:B000/ LocalBrok: ¥ +
62 16884518000/ LocalBro (ICP UA”O
“ c 0n0,-'| ocalBrokerSetting/? & | DAS icroasco. i
System Settings Module Settings OPC UA Settings MQTT Settings
Yy MQTT Broker IP ]
ICP BRK Series I Connection Settings MQTT Broker Connection Settings
NoT MOTT Broker
DAS IGP DAS €O, LTE. : :
Client Settings )
System setting MQTT setting Database Advanced setting I 7/ Doman |192'168'84'61 I
Certificate
) | Port [2883 |
Local broker Local broker setting
Node name |nnr2541 | Keepalive (Seconds)
Bridge
Port (1883 | Anonymous Login B Enable
Users Allow anonymous
Test Connection
SSLport [8883
Rule
Save
Websocket Save

The "Test" button showing success on the right indicates that the connection test using the
certificate was successful.

(IEF UA 1/O
D

As ICP DAS OO, LTD

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings
——

I Connection Setings  MQTT Broker Connection Seftings

Client Settings
- IP I Domain |19} 168 84 61

Pod | 2883
Keepalive (Saconds) |60 |

Ananymous Login Enable

Test Connection | Test

Carlificala

Save
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€4 Using the UA Communication Server and UA I/O Module for MQTT Certificate

Go to UA
Update UA 1/0 Modules * Export Created Certification * Communication Server

Webpage to Import Ca.crt

Update UA

Communication Server . P
MAQTT Broker Certification L T e, 22

"Success” Appears
UA Communication Server Click “Test” in Go to UA I/0 Modules
Successfully Connected to UA I/0 Modules Webpage Webpage to Import Ca.crt
UA-1/0 Module

UA Procedure Flow: Select the UA module that requires a certificate update, then click the
[MQTT Broker] button. A prompt will appear, as shown in Figure 5-125, to ensure the action
was not accidental. Next, click "YES."

R EZ-UAQ Utility

@b Language:  English - Q Module | Select Module -

Basic Advanced Upload Download Certificate

- OPC UA Server MQTT Broker -’"‘ Export
S Query a New n HTTPS
OPC UA Client TT Client =~ Import
Do e 0 0 e Name or IP A e 0 ope e we erface o 0
A d P Add A Add
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fca®:30: 146.32/85.0/1185  16ms
O UA-5231M UA-Series-f4elle935a85 1.5.0.0/ 8.8.0/1.1.85 110ms
UA-5231M UA-Series-68c90beddbec cal Datalog ... | 110ms

BRK-2841M BRK-2841M-8461 1:80

O .168.84.61: o 110ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 DD:M.&D&SQb:ll 172ms
] BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 Dﬁd:eﬂ:lSQb:lB 11.00 172ms
] BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 lﬁO:Dd:eD:lSQb:H 11.00 172ms
Ll U-7526M 000de01820827000 192.168.82.202:80 / 00:0d:e0:p0:f0:00 13.0.0.0 /16.10 172ms
Figure 5-124 MQTT Certificates with UA and UA I/O// Updating the MQTT Broker Certificate(1)
£R EZ-UAQ Utility ¥ - O ®

é Are you sure you want to update the cerificate?

TES
Figure 5-125 MQTT Certificates with UA and UA I/O - Updating the MQTT Broker Certificate(2)

If the following message appears, it indicates that the EZ-UAQ Utility has not generated a CA
certificate. The user can choose whether to have the EZ-UAQ Ultility generate a 5-year CA
certificate. If this function is not used, the user can also use the [Add] function to generate a
new CA certificate, or use the [Import] function to import third-party CA certificate and Key
files as the basis for the MQTT certificate.

&R E7-UAQ Utility - | *®

/_l&-. The CA certificate has not been found. Does
~— EZ-UAQ Ulility generate a 5-year CA cerificate?

vES
Figure 5-126 MQTT Certificates with UA and UA I/O - Updating the MQTT Broker Certificate(3)
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Please enter the expiration days for the CA certificate in the ‘Certificate Validity Date’ window,
and then click OK.
% Please refer to Appendix C for certificate date input restrictions, which detail the
limitations and recommendations for input.

&% Certificate validity date - O X
Day [0 Month O Year
|2
OK

Figure 5-127 MQTT Certificates with UA and UA I/O - Updating the MQTT Broker Certificate(4)

A Password window will pop up. Please enter the EZ-UAQ Utility password set in the module,
then click OK. The interface will display ‘Updating Certificate, Please Wait, indicating that the
update process has started.

#& Password — O x

Passward

0K

Figure 5-128 MQTT Certificates with UA and UA I/O - Updating the MQTT Broker Certificate(5)

&f EZ-UAQ Utility - m] %

@ Language: Q_ Module |[Select Module -|

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker

OPC UA Client MQTT Client

A d P Add AC Add

O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:fc:a9:30:39 14532/850/1185 | 16ms
O UA-5231M UA-Series-fde11e955a85 |192.168.255.10280 | fdelile55a85 1500/880/1.185  |110ms
UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.21 Local Datalog ... | 110ms
0 BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:20:01 1100 110ms
O BRK-2841M |CPDAS-BRK-2841M-84... | 192.168.84.81:80 000d:e0:18:20:11 1100 172ms
O BRK-2841M |CPDAS-BRK-2841M 192.168.255.60:80 000d:e0:18:26:03 1100 172ms
.+ Updating certificate, please wait -s.. [192168845080 00:0d:e0:18:20:12 1100 172ms
O |U-7526M |000de01820827000 192.168.82.202:80 00:0d:e0:00:F0:00 13.0.00/16.10 172ms

Figure 5-129 MQTT Certificates with UA and UA I/O - Updating the MQTT Broker Certificate(6)

When the update is successful, the word ‘Update Successful’ will appear in the [Notes]
column of the selected module.
% EZ-UAQ Utility - O X

@ Language: | English - Q Module Select Module

Basic Advanced Upload Download Certificate
Validity Period

OPC UA Server MQTT Broker

OPC UA Client MQTT Client

& d P Add AC Add
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a®:30:39 14.6.32/85.0/1.1.85 1léms
O UA-5231M UA-Series-f4el1e0855a85 |192.168.255.102:80 f4:el:1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 110ms
UA-5231M UA-Series-68c90beddbec |192.168.82.201:80 68:¢9:0b:ed:dbicc 1.5.2.1 Local Datalog ... |110ms Update successful

O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 11.00 110ms

O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0:18:2b:11 11.00 172ms I
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 11.00 172ms I
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:2b:13 11.00 172ms I
O U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 12.0.0.0 /16,10 172ms I

Figure 5-130 MQTT Certificates with UA and UA I/O - Updating the MQTT Broker Certificate(7)
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UA I/O Procedure Flow: Select the UA I/O module that requires a certificate update, then click
the [MQTT Client] button. A prompt will appear, as shown in Figure 5-132, to ensure the action
was not accidental. Next, click "YES."
&% £Z-UAQ Utilic
€3 Language: | English - Q Module Select Module

Basic Advanced Upload Download Certificate

Perio
OPC UA Server MQTT Broker o Export
% Query e New =, HTIPS
OPC UA Client MQTT Client == Import
Do e 0 0 e Name or [P A e 0 ope e we erface o 0
a od a 0 a P Add AC Add 0 Do
OJ UA-5231M UA-Series-68c90beddbec |192.168.82.201:80 68:c9:0bred:dbicc 1.5.21 Local Datalog ... | 16ms
[ UA-5231M UA-Series-f4e11e955a85 |192.168.255.102:80 f4elle95:5a:85 / 1.5.0.0/ 8.8.0/1.1.85 110ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:ag:3013y 14.6.32/85.0/1.1.85 |110ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 UD:Ud:eU:18:2M1 11.00 110ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0: 18ﬁ 11 11.00 172ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 : 11.00 172ms
[ BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 11.00 172ms
[ U-7560M 000de01821027000 192.168.255.1:80 15.0.00/16.10 172ms

000de01820827000 192 ! .de : 13.0.0.0 / 16.10 266ms

U-7526M

EZ-UAQ Utility — O >

$ Are you sure you want to update the certificate?

78S
Figure 5-132 MQTT Certificates with UA and UA I/O - Updating the MQTT Client Certificate(2)

If the following message appears, it indicates that the EZ-UAQ Utility has not generated a CA
certificate. The user can choose whether to have the EZ-UAQ Utility generate a 5-year CA
certificate. If this function is not used, the user can also use the [Add] function to generate a
new CA certificate, or use the [Import] function to import third-party CA certificate and Key
files as the basis for the MQTT certificate.

EZ-UAQ Utility — O >

JL The CA certificate has not been found. Does
= EZ-UAQ Ulility generate a 5-year CA certificate?

Figure 5-133 MQTT Certificates with UA and UA I/O - Updating the MQTT Client Certificate(3)

Please enter the expiration days for the CA certificate in the ‘Certificate Validity Date’ window,

and then click OK.

+ Please refer to Appendix C for certificate date input restrictions, which detail the
limitations and recommendations for input.

#f Certificate validity date — O >

Day ] Month [ Year

|2

OK

Figure 5-134 MQTT Certificates with UA and UA I/O - Updating the MQTT Client Certificate(4)
68



EZ-UAQ Utility User Manual ICP DAS
A Password window will pop up. Please enter the EZ-UAQ Utility password set in the module,
then click OK. The interface will display ‘Updating Certificate, Please Wait,” indicating that the
update process has started.

&% Password — O *

Password
e |

0K

Figure 5-135 MQTT Certificates with UA and UA I/O - Updating the MQTT Client Certificate(5)

&% EZ-UAQ Utility - ] X
#3 Language: |English -||Q, Module |Se|ect Module .|
Basic Advanced Upload Download Certificate
OPC UA Server MQTT Broker
OPC UA Client MQTT Client
Do e 0 0 e Name or [P A E 0 ope 0 0 e
A d p Add AC Add
O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0bed:dbice 1.5.2.1 Local Datalog ... | 16ms
O UA-5231M UA-Series-f4e11e955a85 |192.168.255.102:80 f4elile:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 110ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:7c:a9:30:39 14.6.32/ 8.5.0/1.1.85 110ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1100 110ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81.80 00:0d:e0:18:2b:11 1100 172ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:2b:03 1.1.00 172ms
1.7 - . pe .
* Updating certificate, please wait |-s+.. 1921685845080 00:0d:0:18:20:13 1100 172ms
O U-7560M 000de01821027000 192.168.255.1:80 00:0d:e0:18:21.02 15.0.00/16.10 172ms

B\ 3 202:8 00:0d:e0:b0:f0:00 13.0.0.0/16.10 266ms
Figure 5-136 MQTT Certificates with UA and UA I/O - Updating the MQTT Client Certificate(6)
When the update is successful, the word ‘Update Successful’ will appear in the [Notes]
column of the selected module.

&k EZ-UAQ Utility — m] x

@3 Language:  English - Q Module  Select Module

Basic Advanced Upload Download Certificate
Validity Period

OPC UA Server MQTT Broker
-

QOPC UA Client MQTT Client

A a ad ad

O UA-5231M UA-Series-68c90beddbec |192.168.82.201:80 68:c9:0b:edidbicc 1.5.2.1 Local Datalog ... | 16ms

O UA-5231M UA-Series-f4el1e955a85 |192.168.255.102:80 f4:el:1e:95:5a:85 1.5.0.0/ 8.8.0/1.1.85 110ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 146.32/85.0/1.185 |110ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 11.00 110ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.81:80 00:0d:e0:18:2b:11 11.00 172ms
O BRK-2841M ICPDAS-BRK-2841M 192.168.255.60:80 00:0d:e0:18:20:03 11.00 172ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0d:e0:18:2b:13 11.00 172ms
O U-7560M 000de01821027000 192.168.255.1:80 00:0d:e0:18:21:02 15.00.0 /1610 172ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.00.0/16.10 266ms Update successful

Figure 5-137 MQTT Certificates with UA and UA I/O - Updating the MQTT Client Certificate(7)

% For the UA series, updating certificates through the EZ-UAQ Utility does not
automatically enable the MQTT Broker certificate function. To enable this feature,
please configure it on the UA or UA I/O webpage.
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UA Web Page Settings: Select Function Area (Master) > Modbus TCP< MQTT > MQTT
Broker Settings > Local Broker > Check Enable SSL/TSL > Save. A "success" message will
appear to the right of the "Save" button, indicating that the settings have been successfully

saved.

Module Setting @ MQTT Certificate @ MQTT Broker Setting 2 Enable Converting Module 2»

Run the project

loT Platform Setting

MQTT Connection

Local Broker Local Broker Setting

Port 1883

Enabled

Remote Broker

Anonymous Login

WebSocket [ Enabled

SSLTLS Enabled

Port 883

Certificate | Select File | icpdasmagttbroker.crt
Private Key Select File | icpdasmgtibroker.key

-

OPC UA Connection

I

- -
(1cp T o | unction
Froes lea rd R 1% Memory 29.43%)

' UA-2200/5200
(E,gg IIoT Communication Server

ICP DAS €O, LTD.

Module Setting g» MQTT Certificate 2» MQTT Broker Setting 2 Enable Converting Module

Run the project

loT Platform Setting

MQTT Connection

I Local Broker Local Broker Setting

Port
Remote Broker
Anonymous Login
WebSocket
OPC UA Connection
SSUTLS
Port

Certificate

Private Key

(Master) Modbus TCP = MQTT

mo19%

1883

Enabled
[J) Enabled

Enabled

8883
Select File | icpdasmaqttbroker.crt
Select File | icpdasmattbroker.key

After completing the above steps, go to the UA I/O webpage, click on MQTT Settings >

—

(1 cp UAIO
DAS ICP DAS CO..LTD.

System Settings Module Settings

Connection Settings = Content Settings
Client Settings

Certificate

OPC UA Settings

MQTT Settings

SSUTLS Enable

I Save' &

Advanced Settings

Certificates > check Enable SSL/TLS, and then click Save.

After enabling SSL/TLS and successfully saving the settings, the “Save” button will display
success on the right, indicating that the configuration has been saved.

]

(1 cp UAI/O
DAS ICP DAS CO..LTD.

System Settings Module Settings

Connection Settings Content Settings
Client Settings

I Certificate

OPC UA Settings

MQTT Settings

SSUTLS Enable

Save |JSuccess

Advanced Settings

Next, upload the trusted certificate. The process is as follows.
1. Click the Export function in EZ-UAQ Ultility, enter the password for the compressed file,
and then select the storage path. After exporting the MQTT certificate and CA certificate,
first extract the exported certificate file (you will need to enter the password for the

compressed file).

2. Import File Certificate: Then import the certificate through the UA 1/O web page.
UA Web Page: First, go to the Function Area, select (Master) Modbus TCP < MQTT, then
click MQTT Certificate > Select File > Upload. Select File: (Ca.crt)
UA 1/O Web Page: Click MQTT Settings > Certificate > Upload. Select File: (Ca.crt)
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Open the "EZ-UAQ Utility_Certificate_2xxx_xx_xx" folder, go to the CA folder, then select
the Ca.crt file and import it.

A "success" message appears to the right of the Upload button (as shown in the image),
indicating that the CA certificate has been successfully imported.

@ 192.168.82.201/Main.html x o+ @ 192.168.82.201/Main.html x  +

¢ (EED) 192.168.82.201/Mainhtml q c 192.168.82.201/Main html o By @
»
-~ -~
UA-2200/5200 UA-2200/5200
(ICP IIoT Communication Server (Master) Modbus TCP = MQTT (ICP IIoT Communication Server (Master) Mogbus TCP = MQTT
DAS crossco. iro DAS crorsco i

Usage U 1% Mooy 13575

CPU 18%  vemary 1333% S0 ard

Module Setting 2 MQTT Certificate > MQTT Broker Setting 2 Enable Converting Module » Say! Module Setting 2» MQTT Certificate @ MQTT Broker Setting @  Enable Converting Module 2 Save Project 2»

Run the project Run the project

File Setting

File Setting
MQTT Client MQTT Client
Remove the File Remove the File
MQTT Certificate Trusted Certificate I MQTT Centificate Trusted Certificate
Certificate Cerlificate
Private Key Private Key
Upload the file to the controller Upload the file to the controller
Trusted Certificate Trusted Certificate
fcericar o | certicate
N Ny
icp UAIO icp UAI/O
DAS ICP DAS CO..LTD DAS ICP DAS CO.. LTD.
System Settings Module Settings OPC UA Settings MQTT Settings System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings
Connection Settings  Content Settings Connection Settings  Content Settings
Client Settings SSUTLS Enable Client Settings

ssuTLs B Enable
I Certificate I Certificate

Save Save

Upload the file to the device Upload the file to the device
Authenfication | One-way Authentication Authentication |One—way Authentication ~

Trusted Certificate Trusled Certificate
Success
24 IS | piona o0 Corteale [ ioad o]

In the UA1/O web page, go to MQTT Settings > Connection Settings > IP/Domain, enter the
MQTT Broker's IP, and set the port to 8883 (if using certificate-based connection, the original

unencrypted connection port 1883 must be changed to 8883). Then, click the Test button to
perform a connection test.

v @ 10216882201 Mainhtml X+ =]
Icp UAI/O
« c 192.168.82.201Main.html DAS crossco. Lro
MQTT Broker E’\J IP System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings
( IE: gnAY Communication Server WS = s
DAS crossco.im

i I Connection Settings  MQTT Broker Connection Settings

Module Setting @ MQTT Certificate 2 MQTT Broker Setting 2 Enable Converting Module  2» Client Settings

IP / Domain | 192.165.54.61

Run the project

Certificate
Port
|oT Platform Setting
MQTT Connecti ) Anonymous Login Enable
Al Local Broker Setting b J
| Local Broker
Remote Broker Test Connection | Test
Anonymous Login Enabled
‘WebSocket [ Enabled
‘OPC UA Connection SSUTLS 8 Enabled
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A "success" message appears to the right of the Test button, indicating that the connection
test using the certificate was successful.

—
icp UAIIO
DAS ICP DAS CO.. LTD.

System Settings Module Settings OPC UA Settings MQTT Settings Advanced Settings|

I Connection Settings  MQTT Broker Connection Settings

ClonrSalmgs IP /Domain  [192.168 84.61
Certificate

Keepalive (Seconds)

Anonymous Login Enable

Test Connection Tes

Save ISU coess I

» Check Validity Period

The [Query] function is used to check the validity period of the certificate used by the module.

Expiration indicates that the certificate has expired. If the certificate validity is more than 30
days, it will display >30. Not enabled means the certificate has not been activated.

Check the box for the module certificate whose validity period needs to be queried, then click
the [Query] button. The interface will display "Checking certificate activation and expiration

dates," indicating that the check process has begun. Next, a "Certificate Information" window
will pop up (Figure 5-140), where you can view the module certificate's validity period.

&R EZ-UAQ Utility — =] X

& Language: | English - Q Module  Select Module

Basic Advanced Upload Download Certificate

Validity Period C Update

- I OPC UA Server } MQTT Broker
o e | |
I \
\

Do e 0 0 e Name or IP A e 0 ope ewe erface o 0
A d P Add AC Add
O UA-2841M UA-2841M-000de01820.. |192.168.1.103:80 00:0d:e0:18:20:0d 142.1/750/1181 16ms
] UA-5231(M) UA-Series-f4elle954edc | 192.168.85.216:80 fdelle:954edc 1.5.2.2 Local Datalog ... | 16ms
] UA-5231 UA-Series-1442fca®3039 | 192.168.101.2:80 14:42:fc:a%:30:39 14632/ 850/1185 | 94ms
O UA-7231M UA-Series-aclfOfbeadd4a |192.168.85.230:80 ac1f.0fberad:da 14.6.26/ 8.5.0/1.1.85 110ms
UA-5231M UA-Series-68c90bed4dbce 1192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.0.2/8.8.0/1.1.85 172ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:20:01 11.0.0 188ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0 b3 11.00 266ms

U-7526M 000de01820827000 192.168.8. A : 13.0.0.0/16.10
Figure 5-138 Check the Va

AR EZ-UAQ Utilit - u] ®

& Language: Q, Module [Select Module 4

Basic Advanced Upload Download Certificate

OPC UA Server MQTT Broker

-5 HTTPS
OPC UA Client MQTT Client
0 0 e

Do e 0 0 e Name or IP A e 0 ope
A d P Add AC Add
O UA-2841M UA-2841M-000de01820... |192.168.1.103:80 00:0d:e0:18:20:0d 14.21/750/1.181 16ms
O UA-5231(M) UA-Series-f4el1e954edc 192.168.85.216:80 fhel:le:f5dedc 1.5.2.2 Local Datalog ... [16ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:c:a9:30:39 14.6.32/85.0/11.85 |94ms
O UA-7231M UA-Series-aclfOfbead4a | 192.168.85.230:80 aclf0fbe:ad:4a 14.6.26/ 8.5.0/1.1.85 110ms
UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0b:ed:d6ice 15.0.2/8.8.0/1.1.85 172ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.1.00 188ms
7 Check the certificate activation and expiration date oode0182013 1100 266ms

<]

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.0.00/1610 266ms

Figure 5-139 Check the Validity Period of the Module Certificate(2)
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IP Address Https OPC UA Server | OPC UA Client MQTT Broker MQTT Client

UA-5231M 192,168.82.201 |Expiration 2day 2day,CA:=20day
U-7526M 192.168.82.202 |Expiration 2day 2day

Export o

Update Expired Certificate

Figure 5-140 Check the Validity Period of the Module Certificate(3)

"Certificate Information” window description:
1. Export: Both certificate information and basic information are exported together. The
exported Excel data is shown in the diagram below.

d &~ - Basic And Certificate Informatio

File Home Insert Page Layout Formulas Data Review View Help Q Tell me what you want to do

Al - 5 Module Name v

A B C D E F G H I J K L M N o] P -
Module N Host Nam IP Addres: Mac AddreVersion  Response Https OPC UA 5¢ OPC UA CIMQTT Bor MQTT Clie Notes
UA-2841N UA-2841M 192.168.1. 00:0d:e0:11.4.2.1/ 7. 16ms
UA-5231(M UA-Series 192.168.85 f4:el:1e:9 1.5.2.2 Loc 16ms
UA-5231 UA-Series 192.168.1( 14:42:fc:at 1.4.6.32/ £ 94ms
UA-7231M UA-Series 192,168.85 ac:1f:0f:be 1.4.6.26/ £110ms
UA-5231M UA-Series 192.168.82 68:c9:0b:2 1.5.0.2/ 8. 172ms Days:0,Qu Days:2,Qu Days:2,01 Mot enab
BRK-28411 BRK-2841 192.168.84 00:0d:e0:11.1.0.0 188ms
BRK-28411 ICPDAS-BI192.168.8400:0cd:e0:11.1.0.0 266ms
U-7526M 000de018:192.168.8200:0d:e0:£13.0.0.0 /1 266ms Days:0,Qu Days:2,Qu Days:2,Qu Mot enab

Basic And Certificate ® ! '

Ready Y Accessibility: Good to go = m - 1 + 100%

W N R W N

-
=
4

2. Update Expired Certificates: Update all module certificates with a validity period of <= 1
day or marked as Expiration.

&F EZ-UAQ Utility - ] *

_.LL Are you sure you want to update the cerificate?

v

If the following message appears, it indicates that the EZ-UAQ Utility has not generated a CA
certificate. The user can choose whether to have the EZ-UAQ Utility generate a 5-year CA
certificate. If this function is not used, the user can also use the [Add] function to generate a
new CA certificate, or use the [Import] function to import third-party CA certificate and Key
files as the basis for the MQTT certificate.

EZ-UAQ Utility — O 4

i The CA certificate has not been found. Does
S5 EZUAQ Utility generate a 5-year CA ceriificate?

vEs

Please enter the expiration days for the CA certificate in the ‘Certificate Validity Date’ window,

and then click OK.

s Please refer to Appendix C for certificate date input restrictions, which detail the
limitations and recommendations for input.
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&% Certificate validity date — O X
Day [1 Month [] Year
|2
OK

Enter the password for the module settings in EZ-UAQ Utility, then click OK. The interface
will display "Updating certificate, please wait", indicating that the update process has begun.

&8 Passward O >

Password

94

&R £2-UAQ Utility

#5 Language: ||English -| Q, Module ‘Select Module

Advanced Certificate

Basic Upload Download

OPC UA Server MQTT Broker

OPC UA Client MQTT Client

O UA-2841M UA-2841M-000de01820.. 192.168.1.103:80 00:0d:e0:18:20:0d 14.2.1/75.0/1.181 1lems
O UA-5231(M) UA-Series-fdelle954edc |192.168.85.216:80 f4el:le:95:4edc 1.5.2.2 Local Datalog ... | 16ms
O UA-5231 UA-Series-1442fca93039 | 192.168.101.2:80 14:42:fc:29:30:39 14.6.32/85.0/1.1.85 94ms
O UA-7231M UA-Series-aclfOfbead4a | 192.168.85.230:80 ac:1f.0f.be:iad:4a 14.6.26/ 8.5.0/1.1.85 110ms
UA-5231M UA-Series-68c90beddbee | 192.168.82.201:80 68:c9:0b:ed:dbicc 1.5.0.2/8.8.0/1.1.85 172ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:20:01 11.00 188ms
= Updating certificate, please wait -s.. |192.168.84.50:50 00:0d:20:18:2b:13 1100 266ms

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:b0:f0:00 13.000/16.10

266ms

When the update is successful, the word

column of the selected module.

AR EZ-UAQ Utility
@ Language:  English

‘Update Successful’ will appear in the [Notes]

- Q, Module  Select Module

Basic Advanced Upload Download Certificate
- OPC UA Server MQTT Broker -’"‘ Export
% Query e MNew %, HTIPS
OPC UA Client MQTT Client = Import
Do 5 odule or IP A T B R £Z-UAQ Utility X
A d
=] UA-2841M UA-2841M-000de0182 /750/1181  |16ms
O UA-5231(M) UA-Series-f4e11e954e: 1UL?;'5522361|\|:|'LUF:?TE Succesiﬂﬂ'l Local Datalog ...| 16ms
O UA-5231 UA-Series-1442fca930 g “Update successiut 2/850/1185 |94ms
O UA-7231IM UA-Series-ac1f0fbeadd 6/85.0/1185 |110ms
UA-5231M UA-Series-68c90bedds ok | /88.0/1185  |172ms
O BRK-2841M BRK-2841M-8461 188ms
O BRK-2841M ICPDAS-BRK-2841M-84... |192.168.84.80:80 00:0cke0:18:25:13 1.1.00 266ms

<]

U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:00:0:00

13.0.0.0/16.10

266ms

After completing the above steps, click the [Query]
expired certificates have been successfully updated.

button again. You will see that all

#R Certificate Information

Module

IP Address
Name

‘ Https

‘ OPC UA Server ‘ OPC UA Client

‘ MQTT Broker ‘ MQTT Client

UA-5231M 192168.82.201 |2day 2day

2day,CA:>30day Not enabled,CA:>30day

U-7526M 192168.82.202 |2day 2day 2day

Not enabled,CA:>30day

Export

Update Expired Certificate
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» Export Files

[Export] Function: This function exports certificates generated by EZ-UAQ Ultility into a

zip file. The exported zip file will require the user to input a password. If EZ-UAQ Utility has
not generated any certificates, a message will appear. The following explanation assumes
that certificates have already been generated using EZ-UAQ Utility.

Step 1: Click the [Export] button, and a password window will pop up.

£ EZ-UAQ Utility - m] *

€5 Language:  English - Q Module  Select Module

Basic Advanced Upload Download Certificate

Validity Period Update

OPC UA Server MQTT Broker

|
o = |
BRI
==
|
Do 0 0 0 00 0 0 a
A d P Add AC Add
O UA-2841M UA-2841M-000de01820... |192.168.1.103:80 00:0d:e0:18:20:0d 14.21/750/1.1.81 32ms
O UA-7231M UA-Series-aclfOfbead4a |192.168.85.230:80 ac1f:.0fbe:ad:4a 14.6.26/ 8.5.0/1.1.85 63ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/85.0/11.85 |63ms
[l UA-5231(M) UA-Series-f4elle954edc |192.168.85.216:80 f4el:le:f5dedc 1.5.2.2 Local Datalog .. |110ms
[l UA-5231M UA-Series-68c20beddoce |192.168.82.201:80 68:c9:0b:edidbice 1.5.0.2/ 8.8.0/1.1.85 172ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:20:01 11.00 172ms
O U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:60:f0:00 13.0.0.0/16.10 391ms

Figure 5-141 Export Files (1)

Step 2: In the password window, enter the password for the compressed file (a minimum of
3 characters is required). Then, select the storage path. A success message will appear
indicating that the file has been saved. Click OK to proceed.

lﬁ Password — O >

Password (At least 3 characters)

0K

Figure 5-142 Export Files (2)

Select Folder =
« v /4 Il > ThisPC » Desktop v D Search Desktop j=]
Organize = Mew folder fz - 9
~

I De ~ MName Date Type Size Tags ~

Do EZ-UAQ Utility B2 File folder

* Do EZ-UAQ Utility_FACE] File folder

J‘ M EZ-UAQ UtilityZIrEiEE File folder

= pic EZ-UAQ-Utility File folder v

o L 4 >

Folder: | De;ktopl
Select Folder Cancel

Figure 5-143 Export Files (3)

&R EZ-UAQ Utilit .

Archived successfully

ok |
Figure 5-144 Export Files (4)
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Step 3: Next, a message will pop up asking, "Do you want to delete the certificates in the
EZ-UAQ Utility directory?" Please select YES.

&% EZ-UAQ Utility

- O X

Whether to delete the cerfificate under the
EZ-UAQ Utility directory?

YE2

Figure 5-145 Export Files (5)

When the user selects "YES", the certificates generated by EZ-UAQ Utility will be deleted

After deletion, the user must manually save the certificates. On the other hand, selecting
"NO" will retain the certificates generated by EZ-UAQ Utility.

PR

Please keep the certificate by yourself

OK '

Step 4: The following diagram shows the exported file and its file name

&

§

(52 Wpisey
Willisg @i
= 20} OB

> Import Files

Exported File Name:
EZ-UAQ Utility_Certificate_Year_Month_Day.zip

[Import] function: Users are allowed to import their own CA certificates into EZ-UAQ

Utility to generate MQTT certificates. At the same time, they can also import certificates
exported from EZ-UAQ Utility.

8

@ Language: | English

- Q, Module | Select Module

Basic Advanced
Validity Period

Upload Download

Update

Certificate

n HTTPS

| File
| OPC UA Server I MQTT Broker - Export
l |
OPC UA Client I MQTT Client |mp0,1

A ad 0 D

O UA-2841M UA-2841M-000de01820... |192.168.1.103:80 00:0d:e0:18:20:0d 14.21/7.5.0/11.81 32ms

O UA-7231M UA-Series-aclfOfbead4a |192.168.85.230:80 ac:1f:.0fbe:iad:4a 14.6.26/ 8.5.0/1.1.85 63ms

O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/8.50/1.185 |63ms
Figure 5-146 Import Files(1)

[CA Certificate Key]: Users can import third-party CA
certificate keys.
[Compressed File]: After generating and exporting the certificate
via EZ-UAQ Utility, users can import the
exported zip file back into EZ-UAQ Utility.

Figure 5-147 Import Files(2)
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5.3 Display Area

It can display Module Name, Host Name, IP Address, MAC Address, firmware version, product
response time when searching, comments and other information, and has the functions of
setting hidden/show fields, sorting, opening module setting webpage, etc... .

M Select All | Module Name | Host Name | IP Address | MAC Address | version | Response Time | Notes
] UA-5231 UA-Series-a0f6fd48918f |192.168.1.63:80 al:f6:fd:48:91:8f 14.6.0/7.8.0/1.1.85 15ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14.2.0/6.6.0/1.1.81 47ms
O UA-5231(M) UA-Series-68c90beddbce [192.168.1.201:80 68:c9:0b:ed:dbicc 14.6.0/78.0/1.1.85 47ms
O UA-5231(M) UA-Series-40bd32c78696 |192.168.85.30:80 40:bd:32:c7:86:96 14.6.5/7.8.0/1.1.85 47ms
] UA-5231M-4GE UA-Series-68474%ec41d9 |192.168.85.212:80 68:47:4%:ec:41:d9 14.6.5/78.0/1.1.85 47ms

Figure 5-148 Display Area Information

Module Name: Displays the name of the module shell.
Host Name: The Host Name can be obtained on the EZ-UAQ Uitility. In terms of the OPC UA
protocol, for example, when using UaExpert and graphics control software, the software will

display the Host Name of the module connected to it, allowing the user to confirm the software.
Whether the connected module is correct or not.

» [hide/unhide all]
When there is too much information in the display area, use the [hide] function to hide the
unimportant fields and then use the [unhide all] function to display all the information. if you
want to hide the [Version] field please use the mouse to right-click on any position in the
[Version] field, then [hide] and [unhide all] will appear. Click [hide] to hide the [Version]. Field.

Double click on Module Name or IP Address to open the web interface of Module.

B SelectAll | Module Name | Host Name | IP Address | MAC Address | Version | Response Time
UA-Series-a0f6fd489187 |192.168.1.63:80 al:f6:fd:4891:8f 14,60/ 7.8.0/1.185
d UA-Series-1442fca03039 |192.168.101.2:80
(] UA-5231(M) Se 1:80
] UA-5231(M) UA-Series-40bd32c78696 | 192.168.85.30:80
| O |UA-5231M-4GE |UA-Series-684749ec41d9 |192.168.85.212:80 | 68:47:49:ec41:d9 1465/780/1.18 _ unhideall | \ |

Figure 5-149 Hidden Fields Function

Double click on Module Name or IP Address to open the web interface of Module.

M Select Al | Module Name | Host Name | IP Address | MAC Address | Response Time

UA-Series-a0f6fd489187 | 192.168.1.63:80 a0:16:7d:48:91:8f
UA-Series-1442fca93039 | 192.168.101.2:80
UA-5231(M) UA-Series-68c90be4dbec | 192.1¢ 1:80
UA-5231(M) UA-Series-400d32c78696 |192.168.85.30:80
|UA-5231M-4GE |UA-Series-68474%c41d9 |192.168.85.212:80  68:47:49:ec41:d9 47ms I

Figure 5-150 Hide Version Field

mjinl u =i

If you want to display the hidden message again, just right-click [unhide all] anywhere in the
display area to display the hidden information, as shown below.

Double click on Module Name or IP Address to open the web interface of Module.

M SelectAll | Module Name | Host Name | IP Address | MAC Address | Response Time | Notes
O UA-5231 UA-Series-a0f6fd48918f |192.168.1.63:80 a0:f6:fd:48:91:8f 15ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 47ms
A A 90b 9 :0b
copy
O UA-5231(M) UA-Series-40bd32c¢78696 |192.168.85.30:80 A0:bd:32:c7:86:96 47ms hide
O UA-5231M-4GE UA-Series-684749ec41d9 |192.168.85.212:80 68:47:4%:ec:41:d9 47ms unhide all

Figure 5-151 Display Fields Function

Double click on Module Name or IP Address to open the web interface of Module.

B Select Al | Module Name | Host Name | IP Address | MAC Address | version | Response Time
O UA-5231 UA-Series-a0fofd48918f |192.168.1.63:80 a0:f6:fd:48:91:8f 14.6.0/7.80/1.1.85 15ms

14.20/66.0/1.1.81
UA-5231(M) -68c! 192.168. :8 68 :eddbice 1.4.6.0/7.8.0/1.1.85 47ms
UA-5231(M) UA-Series-40bd32c78696 14.6.5/7.8.0/1.1.85 47ms
UA-5231M-4GE UA-Series-684749ec41d9 |192.168.85.212:80 68:47:4%:2c:41:d9 1.4.6.5/7.80/1.1.85 47ms

Figure 5-152 Display the Hidden Version Field
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» Open the module’s setting web page
Open the module's setting web page by double-clicking on the module column, The click is
between the [Module Name] and [IP Address] fields, as shown in the figure below, for
example, the UA I/O module UA, and BRK series also support this function, which is
convenient to modify the various settings.

Double click on Module Name or IP Address to open the web interface of Module.

[ 1P Address

W Select Al | Module Name | Host Name | MAC Address | Version | Response Time | Notes

|UA-5231M-4GE |UA-Series-684749ec41d\| |192.168.85.212:80

68:47:49%:ec41:d9 14.6.5/7.8.0/1.1.85
~ @ UA-Series X+ - (m] b
c Pagis==9) 192.168.1.201 T 2

Username : | |
" UA-2200/5200
ICP 110T communication server Password : | |
DAS crossco.Lm

Language : |Engh5h vl

Figure 5-153 Open the module’s setting web page
Copy

Click the "Copy" function to directly paste the Host Name, IP, and other information on the

module to the third-party software, facilitate module connections with UaExpert, MQTTX, or
other third-party software.

Copy the UA IP address as shown in the example below and paste it to MQTTX for
connection.

Double cdlick on Module Name or IP Address to open the web interface of Module.

M Select All

| Module Name

| Host Name

| IP Address

| MAC Address | version | Response Time | Motes
O UA-5231 UA-Series-a0f6fd48918f |192.168.1.63:80 a0:f6:fd:48:91.:8f 14.6.0/7.8.0/1.1.85 1lems
O UA-5231(M) UA-Series-400d32c78696 |192.168.85.30:8 colpy 96 14.6.5/7.80/11.85 47ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:8( e 139 14.2.0/6.6.0/11.81 62ms
O UA-5231M-4GE UA-Series-58474%ec41d9 |192.168.85.212: unhide all d9 14.65/7.80/1185  62ms
O UA-5231(M) UA-Series-68c90beddbee |192.168.1.201:80 [68:c8:0bedidbicc 1.4.6.0/7.80/1.1.85 62ms
Figure 5-154 Copy Function
@ mMaTTX o x
dow Help File Edit View Window Help
Connections ® O New Connections [ O 192168829080 ¥ © Tz -
* 192.168.82 50:30@192 | \ew Subscription Plaintext Received  Published
Name 162 168 .82 00 20
ChentiD  mam_3emioe
Host | mghi ¥ | | 19216882 5080
Port 1883
Username
assword
SLLS
WICTT Version | 50 Plaintext QoS0 Retain Mot
Connect Timeaut | 10 IRRIJasonfestAAA
gukghiichyik &
Keep A 0
Auto Reconnect @) o
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6. Warning Message

* Note: If a warning message box pops up or [Notes] displays a warning message, please
refer to this chapter for instructions.

6.1 Warning Message Form

When the software pops up a warning message box or [Notes] displays a warning message, you
can query the corresponding warning message through the table below.

download

download

Warning Message Description page
This version does not The modules already support some Utility functions, but
. : . P.80
support this feature new functions are not yet avaliable.
. The module must be updated to a version that supports
Server not responding Utility, or there may be network problems. P.80
Please select an File not selected for update P.80
updated file P ' ’
Tick the module(s) that The update file has been imported, but no module is P81
need to be updated checked for an update. '
Please confirm whether
the selected module(s) | When updating multiple modules, select different modules P81
are the same to update. '
(##Module Name)
The updated file is
different from the The firmware update package is different from the checked P81
selected module(s) module series. '
series
Update Fail Same series but the firmware update package is different P81
from the checked module.
Pleas_e check the same Check the different series of modules. P.82
series of module(s)
The remote module(s)
does not have any LOG There is no Log file on the module. P.82
files
Download fail There is a file download error when downloading. P.82
Please check to
download the file No module is checked for download. P.83
module(s)
Password error no The entered password is different from the module setting P83
response utility password, so the action is cancelled. '
EZ'UA%Ut'I'.ty Already Only one Utility can be opened at a time. P.83
unning
Unable to download or L
uploadUnable to Unable to download or upload files in the moduleUnable to P84

Table 6-1 Warning Message Form
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6.2 Warning Message Description

1. Message:[This version does not support this feature]
Context:[Module Details * Reduce CPU -~ Protocol security * Update Firmware - Update

Download
MQTT Broker/Client]

Project + Update Modbus Configuration * Download Log * Download Project *
Modbus Configuration ~ HTTPS - OPC UA Server/Client ~

When the message below appears, it means that the module does not support this function
or the password must be entered with an empty string. Entering an empty string is a function
that can only be used in older versions. Please refer to Appendix_A for each series of versions.
If the version has not been updated, please first Use the module setting web page to update
the firmware, or update via Utility.

W Select Al | Module Name | Host Name | IP Address
UA-5231M UA-Series-68c90beddbee |192.168.82.201:80

BRK-2841M BRK-2841M-8460 192.168.84.60:80

U-7526M 000de01820827000 192.168.82.202:80

| MAC Address
68:c9:0b:e4:dbicc

| version

1.4.6.29/ 8.5.0/1.1.85

1.0.079
3.200/1610

00:0d:20:18:2b:05

Figure 6-1 Warning Message: Th|s version does not support thls feature

2. Message:[Server not responding]and[Unable to receive messages from the server]
Context:[Module Details * Reduce CPU - Protocol security - Update Firmware - Update Project-

Update Modbus Configuration * Download Log * Download Project - Download Modbus
Configuration ~ HTTPS ~ OPC UA Server/Client ~ MQTT Broker/Client ~ Query validity period]

When the message below appears, please check the network is in good condition. Please
refer to Appendix_A. If the version has not been updated, please use the module’s setting
web page to update the firmware.

M Select All | Module Name

| Host Name

| 1P Address

| MAC Address

| Version

U-7526M

| Module Name

000de01820827000 192.168.82.202:80

| Host Name | 1P Address

00:0d:e0:18:20:82

| MAC Address

13200/16.10

| Version

| Response Time

O UA-5231M UA-Series-68c90beddbec | 192.168.82.201:80 68:c9:00:eddbicc 14.6.29/85.0/1.185 |léms
O UA-5231 UA-Series-1442fca93039 1 192.168.101.2:80 14:42:f:a9:30:39 14.6.32/85.0/1.185 |47ms
O UA-5231M-4GE UA-Series-684749ec41d9 | 192.168.85.200:80 68:47:49:ec41:d9 14.6.32/85.0/1.185 |62ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 10.0.79 109ms
O BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:e0:18:20:05 10.0.79 141ms

O UA-5231M UA-Series-68c90beddbee | 192.168.82.201:80 68:c9:0b:edidbicc 146.29/850/1.185 |léms
O UA-5231 UA-Series-1442fca92039 | 192.168.101.2:80 14:42:¢:a9:30:29 146.32/850/1185 |47ms
O UA-5231M-4GE UA-Series-684749ec41d9 |192.168.85.200:80 68:4749:ec:41:d9 14.632/850/11.85 |62ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.0.079 109ms
O BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:e0:18:2b:05 1.0.079 141ms

| Motes

| Server not responding

| Notes

lu7s26M  |000de01820827000 1921688220280 00:0d:e0:18:20:82 13.200/1610 Inable to receive messages from the server
Figure 6-2 Warning Message: Server not responding and Unable to receive messages from

the server

3. Message:[Please select an updated file]
Context:[Update Firmware * Update Project + Update Modbus Configuration]

If you don’t select the update file, click the [Update Firmware] ~ [Update Project] -~ [Update

Modbus Configuration] button and this dialog box will pop up. Please click _] to select the
update package as shown below.

% E2-UAQ Utility

Double click on Module Name or IP Address to open the web

W Select Al | Module Name

UA-5231M

| Host Name |
UA-Series-68c90beddbee | 1)

Please select an updated file

| Response Time s

| Notes

0 UA-5231M-4GE UA-Series-684749ec41d9 |1 16ms
O UA-5231 UA-Series-14421ca93039 1 0/1185 | 32ms
O BRK-2841M BRK-2841M-8461 E 110ms
0 BRK-2841M BRI-2841M-8460 o) 157ms

Figure 6-3 Warning Message: Please select an updated file
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4. Message:[Tick the module(s) that need to be updated]

Context:[Update Firmware - Update Project ~ Update Modbus Configuration ~ HTTPS -~
OPC UA Server/Client ~ MQTT Broker/Client]

If no module is checked, click the [Update Firmware] - [Update Project] - [Update Modbus

Configuration] buttons directly, and this dialog box will pop up. Please first check the module

model that needs to be updated, as shown below:
|

] & EZ-UAQ Utility

Double click on Module Name or IP Address to open the wekb

W Select Al | Module Name | Host Name [ | Response Time | Notes
O UA-5231M UA-Series-68c90beddbec E i b.0/1.1.85 16ms
O UA-5231 UA-Series-1442fca03039 | ik the module(s) that need to be updated 511 35 [31ms
1 BRK-2841M BRK-2841M-8460 E 109ms
O BRK-2841M BRK-2841M-8461 E 125ms
O U-7526M 000de01820827000 oK I 6.10 141ms

Figure 6-4 Warning Message: Tick the module(s) that need to be updated

5. Message:[Please confirm whether the selected module(s) are the same (#Module Name)]
Context:[Update Firmware * Update Project]

When updating multiple modules, this dialog box will pop up if you select different models.
Please select the same model.

= & EZ-UAQ Utility

Double click on Module Name or IP Address to open the web
B Select All | Module Name | Host Name K | Response Time | Notes

UA-5221M UA-Series-68c90bedd6ec E Please confirm whether the selected

UA-5231 UA-Series-1442fca93039 module(s) are the same( U-7526M

UA-5231M
BRK-2841M BRK-2841M-8461 )
BRK-2841M BRK-2841M-8460
5 ok |

Figure 6-5 Warnlng Message Please confirm whether the selected module(s) are the same

6. Message:[The updated file name is different from the selected module(s) series]
Context:[Update Firmware]

The following message appears, indicating that the firmware update package is different
from the selected module series. Please use the installation package of the corresponding
module to update. For example, the installation package of the UA communication module
series will start with ua-, the installation package of the UA 1/O series will start with u-, and
the installation package of the BRK series will start with brk-.

" & EZ-UAQ Utility
Double click on Module Name or IP Address to open the wekb

M Select Al | Module Name | Host Name
UA-5231M UA-Series-68c90be4dbec The updated file is different from the
UA-5231 UA-Series-1442fca93039 selected module(s) series
BRK-2841M BRK-2841M-8460
BRK-2841M BRK-2841M-8461

0152087 , S
Figure 6-6 Warnmg Message: The updated file name is different from the selected module(s) series

| Response Time | Notes

7. Message:[Update Fail]

Context:[Update Firmware - Update Project -~ Update Modbus Configuration ~ HTTPS -~
OPC UA Server/Client ~ MQTT Broker/Client]

For the same series but the firmware update package is different from the selected module
model, or when the firmware package is updated through an update project, "Update Failed"
will be displayed in the [Notes] field.
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W Select Al | Module Name | Host Name 55 | MAC Address [ version | Response Time | Notes
UA-5231M UA-Series-68c90beddbec |192.168.8 :8 68:c :ed:dbicc 14.6.29/85.0/1.1.85 |16ms Update Fail

O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 146.22/8.5.0/1.1.85 32ms

O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:20:18:2b:01 1.0.0.79 110ms
O BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:20:18:2b:05 1.0.0.79 141ms
O U-7526M 000de01820827000 192.168.82.202:80 00:0d:20:18:20:82 13.2.0.0 /16.10 157ms
O U-7567M 000de01821027000 192.168.81.100:80 00:0d:e0:18:21:02 7.000/16.10 250ms
O U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 12.000/159 297ms

Figure 6-7 Warning Message: Update Fail

When [updating firmware], the module will keep the red light on. You only need to turn off the
power of the module, or select the correct model update package and then update it to
eliminate the problem of the red light always on.

8. Message:[Please check the same series of module(s)]
Context: [Download Log * Download Project - Download Modbus Configuration]

Check different series of modules and directly click the [Download Project], [Download Log],
[Download Modbus Configuration] button. This dialog box will pop up. Please check the
module models of the same series, as shown below:

U.—l— &R EZ-UAQ Utility >
Double click on Module Name or IP Address to open the web
B Select Al | Module Name | Host Name | | Response Time | Notes

UA-5231M UA-Series-68c90beddbee |1 6.0/1.1.85 Oms
O UA-5231 UA-Series-1442icaga0ag |1 Please check the same series of module(s) 51155 [31ms
O BRK-2841M BRK-2841M-8451 1 109ms
O BRK-2841M BRK-2841M-8450 1 109ms
U-7526M 000de01820827000 1 ok 5.10 141ms

Figure 6-8 Warning Message: Please check the same series of module(s)

9. Message:[The remote module(s) does not have any LOG files]
Context:[Download Log]

When no log is opened in the module, the dialog box below will pop up as shown below.

W SelectAll | Module Name | Host Name | IP Address | MAC Address | Version | Response Time | Notes
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:Fc:29:30:39 14.632/85.0/1.1.85 31ms
O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:.0b:ed:dbice 146.29/85.0/1.185 |31ms
O BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 1.0.0.79 156ms
O BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d: b:05 1.0.0.79 156ms

U-7526M 000de01820827000 192.168.82.202:80 :0d: :82 13.2.0.0/16.10 203ms The remote module(s) does not have anv LOG files

O U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 120007159 312ms

Figure 6-9 Warning Message: The remote module(s) does not have any LOG files

10.Message:[Download fail]
Context:[Download Log * Download Project * Download Modbus Configuration]

The download failure might be due to poor network quality in the environment, causing the
file to not download successfully. If there is any issue with the downloaded file, a reload
mechanism will be triggered. If the reload fails three times, the folder will be retained.

M Select Al | Module Name | Host Name: | IP Address | MAC Address | Version | Response Time | Notes
O UA-5231M UA-Series-68c90beddbec |192.168.82.201:80 68:¢9:0b:ed:dbicc 14.6.29/8.5.0/1.1.85 16ms
] UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14.632/850/1.185 |16ms
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:20:01 10079 109ms
O ' e0:18: 20 1.0.0.79

13.20.0/16.10 156ms Download fail
=] 000de01821027000 : : 14000/ 1610
L u] |U 7526M 000de01820117000 1192.168.102.1:80 |DD:Dd:eD:18:20:11 [12.000/159 |281ms

Figure 6-10 Warning Message: Download fail
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The picture below shows the selected storage path.

| d = | U-7526M_192.168.82.202_LOG - O >
Home Share View o
< v » Log » U-7526M_192.168.82.202_LOG v @ Search U-7526M_192. 0
"~ Name - Date modified Type Size
I This folder is empty.

11.Message:[Please check to download the file module(s)]
Context: [Download Project * Download Log * Download Modbus Configuration]

The message below appears, indicating that the module that needs to be downloaded is not
selected.

& E7-UAQ Utility

Double click on Module Name or IP Address to open the welb
i W Select Al | Module Name | Host Name I

| Response Time | Notes
O UA-5231M UA-Serles-68ca0beddsec |1 Please check to download the file 5.0/1185 | 16ms
O UA-5231 UA-Series-1442fca93039 E module(s) 5.0/1.1.85 |31ms
O BRK-2841M BRK-2841M-8461 E 109ms
O BRK-2841M BRK-2841M-8460 E 156ms
O U-7526M 000de01820827000 E L’ 6.10 156ms

Figure 6-11 Warning Message: Please check to download the file module(s)

12. Message:[Password error no response]
Context:[Reduce CPU - Protocol security * Update Firmware * Update Project - Update Modbus

Configuration~Download Log* Download Project* Download Modbus Configuration~HTTPS*
OPC UA Server/Client ~ MQTT Broker/Client]

The figure below shows that when modules of the same series but different models are
used in the [Download Project] at the same time, the passwords set for the models are
different, resulting in the two modules being unable to download at the same time. It is

recommended that the passwords of the same series be set to same.

* Note: Only the [Update Firmware] and [Update Project] functions require the same model
to be updated in batches at the same time.

W Select Al | Module Name: | Host Name | 1P Address | MAC Address

| version | Response Time: | Notes
UA-5231M UA-Series-68c80beddbec | 192.168.82.201:80 68:c9:0b:ed:db:cc 1.4.6.29/ 8.5.0/1.1.85

UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:fc:a9:30:39 14.6.32/85.0/1.1.85

BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:20:18:2b:01 1.0.0.79
BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:20:18:2b:05 1.0.0.79
U-7526M 000de01820827000 192.168.82.202:80 00:0d:20:18:20:82 13.2.0.0 /1610

Password error no response

Figure 6-12 Warning Message: Password error no response

13. Message:[EZ-UAQ Utility Already Running]
Context:[Unable to open Utility repeatedly]

As long as the Utility is open, it is not possible to open another one.

M Select Al | Module Name | Host Name

&% EZ-UAQ Utility | Response Time | Notes

EZ-UAQ Utility Already Running

oK l
Figure 6-13 Warning Message: EZ-UAQ Utility Already Running
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14. Message:[Unable to download]or[Unable to upload]

Context:[Update Firmware * Update Project - Update Modbus Configuration * Download Log *

Download Project * Download Modbus Configuration ~ HTTPS  OPC UA Server/Client- MQTT
Broker/Client]

The message in the image indicates that the EZ-UAQ Utility is unable to download files
from the module or upload files to the module. When encountering this issue, the module
needs to be restarted to resolve the upload and download problems.

M Select Al | Module Name | Host Name | 1P Address | MAC Address | version

| Response Time | Notes
O UA-5231M UA-Series-68c90beddbee |192.168.82.201:80 68:c9:0b:ed:dbicc 146.29/85.0/11.85 |16ms
O UA-5231 UA-Series-1442fca93039 |192.168.101.2:80 14:42:f¢:a%:30:39 1.4.632/85.0/1.1.85 1loms
O BRK-2841M BRK-2841M-8461 192.168.84.61:30 00:0d:e0:18:2b:01 10079 109ms
O BRK-2841M BRK-2841M-8450 192.168.84.60:80 00:0d:0:18:2b:05 1.0.0.79 141ms
O U-7526M 000de01820117000 192.168.102.1:30 00:0d:e0:18:20:11 12000/159 156ms .
U-7526M 000de01820827000 192.168.82.202:80 : :82 13.2.0.0 /16.10 187ms Unable to download
O U-7560M 000de01821027000 192.168.81.100:80 00:0d:e0:18:21:02 14.00.0/16.10 250ms
B Select Al | Module Name | Host Name | 1P Address | MAC Address | version | Response Time | Notes
UA-5231M UA-Series-68c90beddbce |192.168.82.201:80 68:c9:0b:ed:dbicc 14.6.29/ 8.5.0/1.1.85 15ms Unable to upload
] BRK-2841M BRK-2841M-8461 192.168.84.61:80 00:0d:e0:18:2b:01 10.079 109ms
O BRK-2841M BRK-2841M-8460 192.168.84.60:80 00:0d:e0:18:2b:05 1.0.0.79 156ms
] U-7526M 000de01820827000 192.168.82.202:80 00:0d:e0:18:20:82 13200/1610 156ms
O U-7526M 000de01820117000 192.168.102.1:80 00:0d:e0:18:20:11 120007159 156ms
| U-7560M 000de01821027000 192.168.81.100:80 00:0d:e0:18:21:.02 14.0.0.0/16.10 281ms

Figure 6-14 Warning Message: Unable to download or Unable to upload
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Appendix A
Module Function Support:
1. UA Series
i Reduce | Download
Factory Basic Update Download | Download | Update | Module
. . , , . , CPU Modbus
version Function | Firmware | Project Log Project | Details i ,
usage | Configuration
After
1.4.2.0 L |F (&F (F |&F | (K |
(inclusive)
Starting from 1.4.6.32, the following new features have been added:
Updat
Factory yrrps | OPCUA | OPCUA | MQTT | MQTT | Protocol paate
version Server Client Broker Client security | Modbus
Configuration
After
14632 | | | |« |« & |&
(inclusive)
2.UA1/O Series
) Reduce | Download
Factory Basic Update Download | Download | Update | Module
. . ) , : .| CPU Modbus
version Function | Firmware | Project Log Project | Details ) ,
usage | Configuration
Before
13.8 < |& & & R XK XK |XK
After
13.8 & |&F | | | & |« |38
(inclusive)
Starting from 16.10, the following new features have been added:
Updat
Factory 4rrps | OPCUA | OPCUA | MQTT | MQTT | Protocol paate
version Server Client Broker Client security | Modbus
Configuration
After
16.10 & | | X |¥¢ XK X
(inclusive)
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3. BRK Series

EZ-UAQ Utility User Manual ICP DAS

Fact Basi Updat D load | Download | Update | Module Reduce | Download

r [ e ownloa

ac.oy asc. .p 2 . p. , CPU Modbus

version | Function | Firmware | Project Log Project | Details i ,
usage | Configuration

100038 | | X |X X X |XK

Starting from 1.1.0.0, the following new features have been added:

Fact OPCUA | OPCUA | MQTT | MQTT | Protocol | - Pd2t®

actory

version HTTPS Server Client Broker Client security | Modbus

Configuration

After

o (38 38 R | 8 o R

(inclusive)
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Appendix B
Set EZ-UAQ Utility password:

1. UA communication server series

Please go to the UA web interface to configure, and then click System Setting => EZ-UAQ
Utility to set the password.

*Before setting the password, the password displayed on the communication server
and EZ-UAQ Utility software is the default password.

e e 192.168.82.201/Main.html| X + - O =
€ ¢ ENEEEd 192.168.82.201/Main.html e B a W 2
~ 7 UA-2200/5200

(ICP IIeT Communication Server wr |Funcllon Wizard (Click here) v|
DAS

ICP DAS CO,. LTD.

Usage : cPu 14% Memary 28 58% S0 Candd B Log Out

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
/O Status File Setting
System Setting EZ-UAQ Utility

Controller Service Setting ~ P@ssword Setting

Time Setting Lassi

Notwrk Soting i

Account Setting

Boot

COM Port Interface Setting  Alias Settings

Web and Secure Alias  |Reading room |
I EZ-UAQ Utility

2. UA 1/0O module series

Please go to the UA I/O web interface to configure the module, and then click Advanced
Setting => EZ-UAQ Utility to set the password.

*Before the password is set, the password displayed on the module and EZ-UAQ Utility
software is the default password.

v U-7526M x  + — m] x
'3 c 192.168.82.202 & & * A&
» 0O #EES
Ls t
(Icp UA IO cg ou
DAS ICP DAS CO..LTD.
System Seftings Module Settings OPC UA Settings MQTT Settings Advanced Settings
Event Log EZ-UAQ Utility Settings
» Main Settings il [ceeenn
+ Messages — Line
Confirm Password
Rule Settings
» Main Settings Nickname Conference room
+ 11O Control 4
» Link-Up
» Schedule
loTstar Settings
I EZ-UAQ Utility
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3. BRK communication server series

Please go to the BRK web interface to configure, and then click Utility => Utility to set the
password.

*Before setting the password, the password displayed on the communication server
and EZ-UAQ Utility software is the default password.

v @ 1921628461800/ UkliyT X+ - o X
« c 192.168.84,61:8000/ Utility/? Bg & % a
» O mEES
)
ﬁ CP BRK Series
lloT MQTT Broker
DAS ICP DAS CO, LTD
System setting MQTT setting Database Advanced setting
Account Utility Password
Network
Time
Language )
Alias
Project file Mies [ ]
-SBVE
Utility [See]
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Appendix C

Certificate Date Input Restrictions:

EZ-UAQ UtiThe maximum validity period of the EZ-UAQ Utility certificate is two years. It is
recommended that users set the certificate expiration date to one month.

&k

(] Day Month [] Year

OK

Have to enter the expiration days of the certificate

® Minimum Value:
Day: The minimum value is 2. If it is lower than this, the message below will be triggered.

%

The certificate validity period cannot be less
than 2 days

OK '

® Maximum Value:

Year: The maximum value is 2; Month: the maximum value is 24; Day: The maximum
value is 730. If it exceeds this value, the message below will be triggered.

Wk

The expiry date of the certificate cannot be
greater than 2 years.
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Appendix D

Resolving UA, UA I/O, and BRK Web Connection Security Issues

If the UA, UAI/O, or BRK web pages display as insecure, please update the HTTPS certificate,
export it, and then import it into the browser to resolve the issue.

Taking UA Communication Server as an example, the steps are as follows:
Step 1: Open the browser and enter the IP address of the UA Communication Server, then click

the E button in the upper-right corner, and select 'Settings.

v @ Uh-Series x ar — O *
< C O Notsecure hitpsy//192.168.82.201:8443 * O 0
28 O s D L& voutubeDownloader @ BETI= g AboutICPDAS ) spotify [ #miEA 0 Mew tab Crl+]
5 Mew window Ctrl N
&  MNew Incognito window Crl+Shifll+N
o Howard Signed in b
@ Passwords and autofill >
®  History »
& Downloads Ctrl+]
Yr  Bookmarks and lists >
88 Tab groups »
£} Estensions >
@  Delete browsing data... Ctrl+Shift+De
@ Zoom = l0gs  +
Username :
i UA-2200/5200 : .
CP N N Password S Print.. Ctrl+P
IIoT Communication Server .
DAS croas €O, LTD. (! Search with Google Uns
Language : | English
9uag 9 B Translate...
Log [ Find and edit >
[ Cast save, and shffre >
B More tools >
Help »
I #  Settings
3 it
Step 2: Click on [Privacy and Security].
~ @ UA-Series X L Settings x ap — m] *
(&) & Chrome chrome://settings ¥ &3 0
B B O L2 YoutubeDownloader & BHET= g AboutICPDAS ) spotify EE{ER ICPDAS W.., » 3 All Bookmarks
G Setti ngs Q, Search settings
You and Google
G 9 You and Google
@o  Autofill and passwords
Howard Wu
. . Turn off
I @& Privacy and security I Q Syncing to howardwu1156@gmail.com
5 Performance Sync and Google services >
@  Appearance
Manage your Google Account (2]
Q_  Search engine
Customize your Chrome profile >
[0 Default browser
()  Onstartup Import bookmarks and settings >
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Step 3: Click on [Security]

P @ § @ ®

o » @

c

(o)

@ UA-Series x £t Settings - Privacy and security X ar
c & Chrome chrome://settings/privacy y*d
O s O E3YoutubeDownloader & BET=  4F AboutICPDAS & spotify ERRER ICPDAS W... »
Settings Q, Search settings

You and Google
Safety Check

Autofill and passwords

Chrome found some safety recommendations for your review
. . @ Go to Safety Check
Privacy and security Passwords

Performance

Privacy and security
Appearance

Delete by ing dat.
Search engine elete browsing cata

Delete history, cookies, cache, and more
Default browser
Privacy Guide
On startup Review key privacy and security controls

1

Third-party cookies

@

Languages Third-party cookies are blocked in Incognito mode
Downloads Ad privacy
(e
. ® Customize the info used by sites to show you ads
Accessibility
System 8 Security
Safe Browsing (protection from dangerous sites) and other security settings
Reset settings

- Site settings
Controls what information sites can use and show (location, camera, pop-ups, and more}

= (] X

g 0

3 All Bockmarks

Step 4: Click on [Manage certificates]

&~

®

P& P @

g » @

c

]

@ UASeries % £ Settings - Security X+
c & Chrome chrome://settings/security 4
B + DO G2 YoutubeDownloader & BHT=  F AboutICPDAS ) spotify EUETER ICPDAS W... »

Settings Q, Search settings

You and Google .
Secure connections

Autofill and passwords
Always use secure connections

Privacy and security For sites that don't support secure connections, get warned before visiting the site
Performance

Advanced
Appearance

Warn you if a password was compromised in a data breach
When you use a password, Chrome warns you if it has been published online. When doing this, your
passwords and usernames are encrypted, so they can't be read by anyone, including Google.

Search engine

Default browser

On startup Use secure DNS
Make it harder for people with access to your internet traffic to see which sites you visit. Chrome uses a
secure connection to lock up a site's IP address in the DNS (Demain Name System).

Languages
Select DNS provider 05 default (when available)
Downloads
A ibili Manage V8 securty
ceessibility Turn on additional protection in Chrome's JavaScript and WebAssembly engine
System
Manage phones
Reset settings Control which phones you use as security keys
Manage certificates
Extensions [/] Manage HTTPS/SSL certificates and settings

About Chrome Google Advanced Protection Program

Provides Google's strongest account security for people at risk of targeted attacks

- ] X

g0

[ All Bookmarks

«©
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Step 5: Click on [Manage imported certificates from Windows]

-

@ UA-Series x

& Settings - Security * B Certificate Manager x ar — O X

[&] @ Chrome  chrome://certificate-manager ¥

@ Certificate Manager
jmuj Local certificates
&3

Your certificates

(O] Chrome Root Store Windows

L] D = O L2 vYoutubeDownloader @ BEHI=

G About ICP DAS {9 spotify

Local certificates

Local certificates that have been added by your operating system or your administrator.

Use imported local certificates from your operating system

B0 #u2fER ICPDAS W... >

52 certificates ©
View imported certificates from Windows >
I Manage imported certificates from Windows I (2]

o 0

3 All Bookmarks

Step 6: Click on [Trusted Root Certification Authorities], Click 'Import' to import the certificate

generated by the software.

Certificates

Intended purpose:

<Al =

=

S

Intermediate Certification Autharities | Trusted Root Certification Authorities | Trusted publ « | *

Issued To Issued By Expiratio...  Friendly Mame 2
54 AAA Certificate Ser... AAA Certificate Services  1/1/2029 Sectigo (AAA)
@.ﬁ.ciﬁlis Authenticati... Actalis Authentication... 9/22/2030  Actalis Authentic. ..
@AddTrust External ... AddTrust External CA... 5/30/2020  Sectigo (AddTrust)
@Ealﬁmore CyberTru... Baltmore CyberTrust... 5/13/2025  DigiCert Baltimor...
@bmai.icpdas.mm bmai.icpdas. com 572034 <Monex
@bmail.imdas.cum bmail.icpdas. com 11/4/2027  <MNonex
@Euypass Class 2Ro... Buypass Class 2 Root ... 10/26/2040 Buypass Class 2...
@Certum CA Certum CA 6112027  Certum
@Certum Trusted Me... Certum Trusted Metw... 12/31/2029 Certum Trusted ... W
Export... Remove Advanced

Certificate intended purposes

Client Authentication, Code Signing, Encrypting File System, Secure Email, IP

security tunnel termination, IP security user, Server Authentication, Time

Stamping View

Close
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In the [Certificate Import Wizard] page, click 'Next,' and then select 'Browse.'

&+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Mext Ca

-~

=# Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

|| || Browse... I

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (,55T)

Mext Cancel

Step 7: Then, select the HTTPS certificate.

DS

% Export the updated HTTPS certificate as a compressed certificate file using the certificate

export function, then decompress it to retrieve the HTTPS certificate.

6 Open
« ~ 4 s ThisPC » Desktop
Organize ~ Mew folder

*  Name

BRK-ZB4TM_1424.168.84.60_Project
[ | cert

U-7526M Live Demo
U-7526M_192.168.1.202_LOG
U-7526M_192.168.82.202_Praject

~ UA-5231M192.168.82. 201 Hitps

File name: “

X
v O Search Desktop P
= @ @
Type Size e
File folder
File folder
File folder
File folder
File folder
File folder w
v| X.509 Certificate (*.cer*.crt) ~

In the [Certificate Import Wizard] page, Click 'Next,' then select [Place all certificates in the

following store (P)], and then click 'Next' again.

€ L¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
=rsljcpda\Desktop\UA-5231M192, 168,82, 20 Https'icpdashtips. o] |

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store ((55T)

Mext Cancel

=

=# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

IQ Place all certificates in the fUIIowinE sbnrel

Certificate store:
|Trusbed Root Certification Authorities

Browse...

Mext Cancel
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In the [Certificate Import Wizard] page, click ‘Finish.’

€ ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

[0 g o [ et e =2 Trusted Root Certification Authorities

Content Certificate

File Name C:\UsersVicpda\Desktop\UA-5231M192, 168,82, 201H
£ >

Next, a [Security Warning] window will appear. Please click 'Yes (Y).'

Security Warning

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

UA-523T1M_192.168.82.201_20250305054615

Windows cannot validate that the certificate is actually from
"UA-5231M_192.168.82.201_20250305054615", You should
canfirm its origin by contacting
"UA-5231M_192.168.82.201_20250305054615", The following
number will assist you in this process:

Thumbprint (shal): Y7E032F2 30C20048 T3FE3D45 ECFC515B
EC1DF5D3

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk,

Do you want to install this certificate?

Yes I Mo I

In the [Certificate Import Wizard] window, a message will appear indicating that the import was
successful, meaning the HTTPS certificate has been successfully imported into the browser.
Please click 'OK.'

Certificate Import Wizard x

o The import was successful,
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Step 8: Verify that the certificate has been successfully imported into the browser, and then click
'‘Close.'

Certificates >

Intended purpose: <All= w

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ * | *

Issued To Issued By Expiratio...  Friendly Name 2
[GUA-5231(M)_182.1... La?5231(M)_192.168... 10/25/2024 <MNone>
EA UA-5231M_192.16... UA-5231M_192.168.8... 3/7/2025  <Mone>
QUSERTrust RSA Cer... USERTrustRSA Certifi... 1/19/2038  Sectigo
[IUTN-USERFirst-Obj... UTN-USERFirst-Object  7/10/2018  Sectiga (UTN Ob...
Q'u'eriSign Class 3Pu... VeriSign Class 3 Public... 7/17/2036  VeriSign
Q'u'eriSign Universal ...  VeriSign Universal Ro... 1222037  VeriSign Univers...
QB{BL Client IPsec Iss... XBL Client IPsec Issui...  9/21/2028  <Mone=
QB{BL Server IPsec Is,.. XBL Server IPsec Issui... 9/21/2028  <Mone>

v
Import... Export... Remove Advanced

Certificate intended purposes

Server Authentication

View

Close

Step 9: After closing the browser, please reopen it and enter the HTTPS IP address of the UA
Communication Server.

s To open the [Certificate Viewer window], first click the  putton in the upper-left
corner, then click [Secure Connection Established] > [Certificate Valid].

~ @ UA-Series » ar — O x
€« G % 192.168.82.201:8443 7 1 (1]
EE O -~ DO £ vout b3 3 All Bookmarks

Certificate Viewer: UA-5231M_192.168.82.201_20250305054615 X

General | Details

Issued To
Commaon Name (CN) UA-5231M_192.168.82.201_20250305054615
Organization (O) ICPDAS Inc.

Crganizational Unit (OU)  R&D 9 Department

Issued By
Commen Name (CN) UA-5231M_192.168.82.201_20250305034615
Organization (0) ICPDAS Inc.

Organizational Unit (OU)  R&D 9 Department

Validity Period

: ) UA-2 Issued On Wednesday, March 5, 2025 at 1:46:15PM

ICP ITIoeT C Expires On Friday, March 7, 2025 at 1:46:15 PM
DAS (croasc
SHA-256 h

Fingerprints

Certificate 9fe03244b638d2235ea3ebe 1 8f57e80d8079d 1c460c8c55418f2d 1 fecelB
55¢7

Public Key 25d0d410096c5bdb725deddfbbec20822bd002a26e2aeef133 71589773
320f61
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