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1. Introduction: UA lloT Communication Server

This chapter introduces UA series and its functions, software/hardware specifications.

1.1 Introduction

UA-2200/UA-5200/7200 Series is a series of lloT (Industrial IoT) Communication Server for
integrating the system and devices of IT and OT. UA features the lloT Gateway function that
allows users to access the remote I/O modules and controllers via Modbus TCP/RTU/ASCII,
MQTT, and EtherNet/IP communication protocols. lloT gateway function can also convert
these I/0O data to OPC UA or MQTT protocols for the needs of connecting with the MES, ERP,
SCADA and Cloud services. Besides, UA features the Data Logger function that allows users
to write the 1/O data directly into the remote database, and save to the local fi le as the historical
records. UA supports Cloud platform that can connect to Amazon AWS, Microsoft Azure or
other Cloud platforms to send over the 1/O data; and support Cloud logic service platform
“IFTTT” which can connect many web APPs that allows users to receive first-hand notification
messages through the most commonly used mobile APPs when an event triggered. UA Series
enhances the networking and interoperability between IT and OT. Through UA series, users
can easily deploy for Industrial 10T.

® UA Series:

UA-5231M-4GE
UA-5231 UA-5231M UA-5231M-4GC

: ] 1CRas

UA-5200 Series As23, UA-5231M
UA-2241 M-4GE
UA-7231M UA-2241MX-4GC

UA-2200 and
UA-7200 Series




UA-2200/UA-5200/7200 User Manual V8.1 ICP DAS
1.2 Features

B Simultaneous Writing for Remote Database and Local Data Logger
B Offline Data Recovery Mechanism for Remote Database
B Support to Enable OPC UA, MQTT and SNMP at the Same Time
B MQTT Broker (Including WebSocket)
B Support a Complete Information Protection Mechanism
- HTTPS, OpenVPN Client, SNMP v3, Communication Encryption, Dynamic Blocklist,
Whitelist
m [oT Cloud Platform Connection
- Microsoft Azure
- Amazon Web Services
- IBM Bluemix
- ThingSpeak
B IFTTT Logic Control Triggers the APP Notification Function

B PID Logic Operation Function

10
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1.3 Specifications

® Hardware Specifications: UA-2200 Series

Tab. 1) CH1 Hardware Specifications: UA-2200

Model UA-2241M UA-2241MX-4GE UA-2241MX-4GC
Main Unit
CPU ARM CPU, 1.0 GHz

System Memory

512 MB DDR3 SDRAM

512 MB Flash
Storage . ) . .

microSD socket with one 4 GB microSD card (support up to 32 GB microSDHC card)
Non-Volatile

64 KB FRAM
Memory

Real Time Clock

Provide second, minute, hour, date, day of week, month, year

Display

Signal

VGA (Analog RGB), reserved

LED Indicators

Status

PWR (Power), RUN

_ PWR (Power), RUN (Running), L1, L2, L3, 4G
(Running), L1, L2, L3

I/O Expansion

I/0 Type

Support 1 optional XV-board to expand I/O or RS-485 ports (*1)

COM Ports

Console Port

RS-232 (RxD, TxD and GND); Non-isolated

ttyO2 RS-485 ( Data+, Data- ); 2500 VDC isolated
ttyO4 RS-232 (RxD, TxD and GND); Non-isolated
ttyO5 RS-485 ( Data+, Data- ); 2500 VDC isolated
Baud Rate 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200

Data Format

7N1, 7E1, 701, 7N2, 7E2, 702, 8N1, 8E1, 801, 8N2, 8E2, 802
(Among which, Modbus RTU is available in: 8N1, 8E1, 801, 8N2)

HMI

Rotary Switch

1 x 10 Position (0 ~ 9)

Ethernet

Ports

2 x RJ-45, 10/100/1000 Based-TX ( Auto-negotiating, Auto MDI/MDI-X, LED indicators )

11
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Model UA-2241M UA-2241MX-4GE UA-2241MX-4GC
USB

Connector 2 x 2.0 host

Power

Input Range +12 ~+48 VDC

Consumption 4.8 W 6.5W

Mechanical

Casing Metal

Dimensions (mm)

35x 167 x 119 (W x L x H)

Installation

DIN-Rail

Environmental

Temperature

Operating Temperature: -25 ~ +75°C, Storage Temperature: -40 ~ +80°C

Humidity

10 ~ 90% RH, non-condensing

3G System Wireless Communication

Data
Transmission

Rate

- DC-HSPA+ Download: Max. 42 Mbps; Upload: Max 5.76 Mbps
- TD-SCDMA Download: Max. 4.2 Mbps; Upload: Max 2.2 Mbps
- CDMA2000 EVDO Download: Max. 14.7 Mbps; Upload: Max

5.4 Mbps

Frequency Band

WCDMA 850/900/2100 MHz

WCDMA 900/2100 MHz
TD-SCDMA 1900/2100 MHz
CDMA2000 (BC0) 800 MHz

4G System Wireless Communication (*2)

Data
Transmission

Rate

Download Max 100 Mbps; Upload Max 50 Mbps

Frequency Band

FDD LTE:
B1/B3/B5/B7/B8/B20

FDD LTE: B1/B3/B8
TDD LTE: B38/B39/B40/B41

Specification Memo:
*1. Refers to the UA website Supported List for the available XV-board and supported UA

models.

*2. 4G System Note:
UA-2241MX-4GE: Support 4G LTE (FDD) Communication (Asia Only, Except China)
UA-2241MX-4GC: Support 4G LTE (FDD, TDD) Communication (For China only)

12
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® Hardware Specifications: UA-5200 Series

Tab. 2) Hardware Specifications: UA-5200

Model UA-5231 UA-5231M UA-5231M-4Gx
Main Unit
CPU ARM CPU, 1.0 GHz

System Memory

512 MB DDR3 SDRAM

8 GB eMMC
Storage ] . ) .

microSD socket with one 4 GB microSD card (support up to 32 GB microSDHC card)
Non-Volatile

64 KB FRAM
Memory

Real Time Clock

Provide second, minute, hour, date, day of week, month, year

Display

Signal

VGA (Analog RGB), reserved

LED Indicators

Status

PWR/RUN (Power/Running),
L1, L2

PWR/RUN(Power/Running),
L1, L2, 4G

I/O Expansion

I/O Type

Support 1 optional XV-board to expand I/0O or RS-485 ports (for Rev.B version) (*1)

COM Ports

Console Port

RS-232 (RxD, TxD and GND); Non-isolated

ttyO2 RS-485 ( Data+, Data- ); 2500 VDC isolated
ttyO4 RS-232 (RxD, TxD and GND); Non-isolated
ttyO5 RS-485 ( Data+, Data- ); 2500 VDC isolated
Baud Rate 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200

Data Format

7N1, 7E1, 701, 7N2, 7E2, 702, 8N1, 8E1, 801, 8N2, 8E2, 802
(Among which, Modbus RTU is available in: 8N1, 8E1, 801, 8N2)

HMI

Rotary Switch

1 x 10 Position (0 ~ 9)

Ethernet

Ports

1 x RJ-45, 10/100/1000 Based-TX ( Auto-negotiating, Auto MDI/MDI-X, LED indicators )

USB

13
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Model UA-5231 UA-5231M UA-5231M-4Gx
Connector 1 x 2.0 host

Power

Input Range +12 ~ +48 VDC

Consumption 4.8 W 6.5W

Mechanical

Casing Plastic Metal

Dimensions (mm)

91x132x52 (W xLxH)

117 x 126 x 58 (W x L x H)

Installation

DIN-Rail Mounting

Environmental

Operating
-25 ~ +75°C
Temperature
Storage
-40 ~ +80°C
Temperature
Humidity 10 ~ 90% RH, non-condensing

Wireless Model

UA-5231M-4GE

UA-5231M-4GC

Data Transmission

Rate

- DC-HSPA+ Download: Max. 42 Mbps; Upload: Max 5.76 Mbps
- TD-SCDMA Download: Max. 4.2 Mbps; Upload: Max 2.2 Mbps
- CDMA2000 EVDO Download: Max. 14.7 Mbps; Upload: Max 5.4 Mbps

Frequency Band

- WCDMA 850/900/2100 MHz

- WCDMA 900/2100 MHz
- TD-SCDMA 1900/2100 MHz
- CDMA2000 (BCO0) 800 MHz

Data Transmission

Rate

- Download Max 100 Mbps; Upload Max 50 Mbps

Frequency Band

- FDD LTE: B1/B3/B5/B7/B8/B20

- FDD LTE: B1/B3/B8
- TDD LTE: B38/B39/B40/B41

Specification Memo:

*1. Refers to the UA website Supported List for the available XV-board and supported UA

models.
*2. 4G System Note:

UA-5231M-4GE: Support 4G LTE (FDD) Communication (Asia Only, Except China)
UA-5231M-4GC: Support 4G LTE (FDD, TDD) Communication (For China only)

14
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® Hardware Specifications: UA-7200 Series

Tab. 3) Hardware Specifications: UA-7200

Model UA-7231M
Main Unit
CPU ARM CPU, 1.0 GHz
System Memory 512 MB DDR3 SDRAM
8 GB eMMC
Storage

microSD socket with one 4 GB microSD card (support up to 32 GB microSDHC

card)

Non-Volatile Memory 64 KB FRAM

Real Time Clock Provide second, minute, hour, date, day of week, month, year

LED Indicators

1 x PWR
1 x RUN
Status
1 x Ethernet
1 x PoE
COM Ports
Ports 1 x 5-wire RS-232/485 (COM1)
Baud Rate 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200

7N1, 7E1, 701, 7N2, 7E2, 702, 8N1, 8E1, 801, 8N2, 8E2, 802
(Among which, Modbus RTU is available in: 8N1, 8E1, 801, 8N2)

Data Format

Bias Resistor Switch-selectable (1 kQ for RS-485, Non-Resistor for RS-232) (COM1 DIP Switch)
Terminal Resistor Switch-selectable (120 Q, Enable/Disable) (COM1 DIP Switch)

Isolation Isolated

HMI

DIP Switch 1 x 9 Position (0 ~ 8, ON) (System Boot DIP Switch)

Ethernet

Ports 1 x RJ-45, 10/100 Base-TX

PoE PoE (IEEE 802.3af, Class 1)

Power

Input Range +12 ~ +48 VDC

15
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Model UA-7231M
Consumption 3.5W
Mechanical
Casing Metal

Dimensions (mm)

97 x 114 x 38 (W x L x H)

Installation DIN-Rail
Environmental

Operating Temperature | -25 ~ +75°C
Storage Temperature -40 ~ +80°C

Humidity

5 ~ 90% RH, non-condensing

16
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® Software Specifications: UA-2200 / UA-5200 / UA-7200 Series

Tab. 4) Software Specifications: UA Series

Model UA-2200/UA-5200 Series UA-7200 Series
(0N
Linux Linux Kernel 3.2.14

Protocol (Note 1, Note 2)

e OPC Unified Architecture: 1.02
e Core Server Facet
e Data Access Server Facet
e Method Server Facet
e UA-TCP UA-SC UA Binary
e User Authentication: Username/Password, X.509 Certificate
e Security Policy:
OPC UA Server > None
> Basic128Rsal5 (Sign / Sign & Encrypt)
> Basic256 (Sign / Sign & Encrypt)
> Basic256Sha256 (Sign / Sign & Encrypt)
> Aes128 Sha256 RsaOaep (Sign / Sign & Encrypt)
> Aes256_Sha256_RsaPss (Sign / Sign & Encrypt)
e Recommend Max. 20 Client Sessions, and Max. 8000 Tags (Note 1).
(Without using encrypted communication)

Supports the MQTT v3.1.1 protocol, with message transmission and distribution
management. Provides standard MQTT and WebSocket communication, using TLS
v1.2 encryption for security. Recommend client/device connections to 200, with a max
of 400. (Note 1)

MQTT Broker

Connects to an MQTT Broker to read or control devices supporting the MQTT
communication protocol. Enables external systems to read or control devices

T et connected to the UA via MQTT communication. Supports MQTT v3.1.1 and TLS v1.2
encryption for security. Recommended max. 200 connections. (Note 1)
Modbus TCP To read or control the devices that support standard Modbus TCP Slave protocol.
Master Recommend Max. 100 modules. (Note 1)
A max. of 3 ports: ttyO2, ttyO4, ttyO5 to A max. of 1 ports: COM1 to connect other
connect other Modbus RTU Slave devices [ Modbus RTU Slave devices (e.g. M-7000).
Modbus RTU/ASCH | (8-9- M-7000). Recoinmenci Max. 32 Recommend Max. 32 devices per port
Master devices per port (32*3 port=96) for better | (32*1 port=32) for better communication
communication quality. (Note 1) quality. (Note 1)
Inserting an XV511i can expand to 32 * 4
ports = 128 devices
XV-board Support XV-board series modules of ICP |
DAS.
EtherNet/IP Support connect EIP-2000 series modules of ICP DAS.
Scanner Recommend Max. 50 devices per UA. (Note 1)
Provide SNMP Agent service, for users to external access the devices connected with
SNMP Agent the UA through the SNMP communication.
9 Supports V1, V2c¢, and V3 communication. Max. 10 read commands and 10 write
commands at the same time.
VPN Support OpenVPN Client
Firewall
Whitelist List IP addresses and ranges allowed through the firewall to prevent unauthorized

access and system attacks.
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Model UA-2200/UA-5200 Series UA-7200 Series

Set conditions to monitor the connection status of the service port. When the external
IP connections exceed the condition setting value, the dynamic blocklist will
automatically block the subsequent connection of the IP to avoid a large number of
abnormal connections from blocking network services and protect system stability.

Dynamic Blockilist

Data Logger

Record 1/0 data, and save to the local MicroSD card in CSV format.
Support Modbus RTU module (Master), Modbus TCP module (Master)

Record 1/0 data, and send to the remote database of MS SQL / MySQL / MariaDB.
Recommend Max. 1 Databases per Time, and Max. 1000 Tags.

Remote Database Support Modbus RTU module (Master), Modbus TCP module (Master), and MQTT
module. The same I/O tag can only be assigned to one database connection of the
same type.

Local Data Logger

Function

PID Function Combine the remote I/O devices for the PID logic control system.

Can create virtual variables as an intermediary for reading, writing, or data exchange.

el SRt Max. 1000 Internal variables (Tags)

IoT Service Integration

Cloud Connection MQTT Service can connect to Microsoft Azure, Amazon Web Services, IBM Bluemix,
Supported ThingSpeak.

Support Logic event sending to IFTTT Web platform. IFTTT Logic Trigger APP (Line,
Twitter, Gmail ...)

Note 1. The specifications in the table are the maximum number of connections or usage when using a single
Protocol.

Note 2. When using multiple Protocol functions, the user needs to control the device number to under 80% of
the CPU usage. Please refer to the CPU Usage of the UA Web UI. (as the figure below)

IFTTT

*7 UA-2200/5200

[’ ICP ' 5ioT Communication Sarver ‘»Func‘oon Wizard (Click here)
D KKFDAS CO.LTD
sage Memory 30.37% SDCard %
System Setting
CPU Usage < 80%
-
UA-7200

@ | Function Wizard (Click here)

Uiage Mamory 30.37% SDCars 0%

System Setting Module Setting 2T Platform Setting Convert Setting \dvanced S\jting Logger Setting

( ICP 1167 Communication Server
D ICPDAS CO.LTD

CPU Usage < 80%
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1.4 Appearance

UA-2241M / UA-2241MX-4GC / UA-2241MX-4GE

o —— Antenna
(For 4GE/4GC Model only)

Power Input

Rotary Switch >\ . s A ,{ 2xUSB20

microSD Card

2 x RS-232, 2 x RS-485
Pin Assignment

Console Port tty04 tty05 tty02
(RS-232) (RS-232) (RS-485) (RS-485)
SO | L . vy |

Optional XV-board

-

L L]
II II o o
v v
o [ (= (=

[ | oo
= = =5 =
XEGEXEEEAEEAS
B oh - B-__08 _8="_@§8 __8§8 _-—-§ __§___=@&___}

) )t o ) o ¢

Fig. 1) CH1 Appearance: UA-2200
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UA-5231

Front View Top View

Optional XV-board

LED
Indicators

.\ microSD Socket VGA Port
Bottom

Bottom View

Rotary

Pin Assignment

Fig. 2) Appearance: UA-5231
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UA-5231M

Top View

Optional XV-board

LED
Indicators

microSD Socket 1 VGA Port

Pin Assignment

Fig. 3) Appearance: UA-5231M
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UA-5231M-4GE / UA-5231M-4GC

Front View Top View

Antenna

VGA Port

‘C?DAS
UA-5231M-AGE

SIM Card Socket

Optional microSD Socket
XV-board

Bottom View

Rotary
Switch

Pin Assignment

Fig. 4) Appearance: UA-5231M-3GWA/-4GE/-4GC

22



UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS

UA-7231M

Front View Top View

To
g

microSD System Boot
Socket DIP Switch

= s:m_.a__.]

Y
(e om
DAS ..

UVA-7231M

RS-232/485
&——————RBottom DIP Switch COM Port(COM1)

Bottom View

Pin Assignment

Console + 12Vt

[
r ort1 r DC 1
o o g @)
-] =
<<s<2988Z25G
e & 2 O x ~ a'a

-
-
-
-

11 1l 1 1

00

-
=
-
-

0OH |va
OOH |wa
0OH |wa
0OH |wa
i@,
1@,
1[@)
1@
1@

g

Fig. 5) Appearance: UA-7231M
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1.5 Pin Assignment

® UA-2200 Series Pin Assignment
UA-2241M / UA-2241MX-4GC / UA-2241MX-4GE

Console Port tty04 tty05 tty02
(RS-232) (RS-232) (RS-485) (RS-485)
. - - L

1 i 3
. R

| 1l 1 g| g
v )

o o o o
992992+.z+.z
P 2 0O R a0 0VUoo v

e o000

=

Fig. 6) Pin Assignment: UA-2200 Series

® UA-5200 Series Pin Assignment

UA-5231 / UA-5231M / UA-5231M-4GC / UA-5231M-4GE

° Versions shipped before 2021/09

|— tty05 |- ttyUZ-I |-tty04-| rCopnosrfgle-l I-+12D&8v-|

o
E 9
1 a e
[ 0O A O A x =
' -+ = ! -+ = > a = 3 a = T
[} (] (] (] (] (] (=4 = (] (=4 | o (=% a
1 L 1 L L L L L L L L

) Versions shipped after 2021/09

tty05
[ 3

GND. IS0

=

=

[ ]

0
—

g

(an]

N

-
—

23

D

JR— |
_+|
p.GND %
e

o [
= 2 2 = = 9 E
O 2 - o] — o
L L L L L L 1

Fig. 7) Pin Assignment: UA-5200 Series-1
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o Versions shipped between 2021/05 ~ 2021/09 (Notice)

The pin assignment diagram on the shell of the UA-5231 shipped between 2021/05 and
2021/09 (as shown below), the Ground (GND) with the red line is ineffective when
connected to RS-232 (ttyO4, Console), please uses another Ground (GND in blue box)

r tty05 —I rttyDE-I rtt}fﬂtl -II_I-EGPE?'E-I F”’““Eﬂ g
? : ¢ [k

=RxD
=TxD
=RxD
=TxD

i +
e &

(._'J
1 1

R 8] ] AT

Fig. 8) Pin Assignment: UA-5200 Series-2

Because the shell of UA-5231 does not indicate the date of shipment or the hardware version,
the users must log in to the UA Web User Interface and check the Version Information.

When the [Flash Information] of [Version Information] is displayed as “eMMC”, the
connection of RS-232, the Ground should be connected to the GND position in the blue
box above.

Version Information

Firmware Version Version 1.3.3.2
Main Program  Version 1.1.71

Version : 6.5.28

Web Interface 1 “2021/08/12

Install Information  2021/09/02-09:27:11 WebUpdate InstallSuccess

Flash Information eMMC Flash

Fig. 9) [Flash Information] in [Version Information]
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ICP DAS

microSD System Boot
Socket DIP Switch
il Pin Assignment
.......... Console +I2V-48Y
i W e |
o O x o
M— A «s<ss<<<208ZF3F
Z Z2Z2ZZZZ VEEFaa
COMlI RS-232/485 gggggggggggg
DIP Switch COM Port(COM1)
(A) System Boot DIP Switch:
1 2 3 4 5 6 7 8 0
ananAannny
| NN N OO
2zzzsRRz®
PinNo. | © | @ | ® | ® ® | @
SWID RW1 RW2 | RW3 | RwW4 DO D1 D2 D3
OFF/ON ON OFF OFF OFF ON ON OFF OFF
(B) COM1 DIP Switch:
DIP Switch(COM1 Mode) Pull high/low resistors for the RS-485 Port
comi M1 MO DIP Switch | 2 3 4 5 6 7 8
= DIP
,,,,,, ~ RS-485 RS-485
RS232 | ON | OFF HEBBHBERE Switch M1 MO
8§78 | Pull High/Low Terminator
n ON 1KQ 1KQ 1200 | 1200 | 0 0
RS485 | OFF | OFF HHHHHHEE
72345878 | OFF Default 1 1

(C) RS-232/485 COM Port (COM1) & CA-090910-A (DB9 Female to 9-wire Cable [Pin1-9]):

PnNo. @ | @ | ® | @ ®
RS-232 - RXD TXD - - -
RS-485 | Data- | Data+ - -

Fig. 10) Pin Assignment and DIP Switch of UA-7200 Series
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1.6 Dimensions

UA-2241M / UA-2241MX-4GE / UA-2241MX-4GC

Unit: mm
— 129.0 —
— 119.0 -
— 110.0 — —=— 35.0 —=—
[E221 mr ‘t =
=== Tl [TT] {1

62.2

_ 167.0
33.1 € 157.0

ﬂ%
SIS
= ==

61.7

(01 o

Fig. 11) Dimensions: UA-2200 Series
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UA-5231
Unit: mm
52,0
91.0
38.9 \ / =
356 123.0113.5 @ @
38.9 ' / = 2
77 | ] 0000000000000
i
UA-5231M / UA-5231M-4GE / UA-5231M-4GC
Unit: mm
—— 1170 — -
~— 58.0 — P 130913? ]
T @) ©
126.0 745 &

113.0 245~
71.0
14.0 <}
i O 0 0 O
_e)

@8 5/

Y [ _] ’ CO0C0000000000

Fig. 12) Dimensions: UA-5200 Series
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38.0

33
L

@

L]

46.2

Left Side View

UA-2200/UA-5200/7200 User Manual V8.1 ICP DAS
Unit; mm
97.0
86.0
73.0
Fimilii il i 1
4-24.5- |
O
101.0| 249
»58_5—-‘;
114.0
| O)
Front View

Fig. 13) Dimensions: UA-7231M
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2. Quick Start 1: Hardware/Network Connection

This chapter describes the devices hardware connection, network connection and quick setting
for the UA Controller, and how to connect to the UA controller web-based Ul via a browser.
Nest chapter will set up web functions, and complete an example project.

2.1 Hardware Connection
This section describes the hardware wiring and connection for the UA Controller.

2.1.1 Preparations for Devices

In addition to the UA series controllers (Ex: UA-5231), please prepare the following:

1. PC/NB: Can connect to the network and set the network

2. Ethernet Hub or Switch: Ex: NS-205A, or PoE Switch NSM-208PSE for UA-7200
3. Power Supply: +12 ~ +48 VDC (Ex: MDR-60-24)

2.1.2 Hardware Wiring

Connect the UA with the RJ-45 Ethernet port to an Ethernet hub/switch (Fig.2 of Fig.14 for PoE
Switch of UA-7200) and PC. You can also link directly the UA to PC with an Ethernet cable.
After power is connected, please [ wait 1 minute] for UA start-up procedure. When the
"RUN/PWR" light of UA-5200 or "RUN” light for UA-2200/7200 starts flashing, it represents the
boot is complete.

Power Supply

Fig. 14) CH2 Hardware Wiring
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2.2 Network Connection

This section introduces how to connect to the UA Web User Interface (UA Web UlI).
Setting new UA or the new user please uses the method A in the Chapter 2.2.1 (The
same method as the “UA Series Quick Start” manual).

Other users please see the following introductions to choose method B(Sec.2.2.2) or C.

The methods to login the UA series Web Ul:

A. Using Factory Default Setting: Suitable for setting a new UA controller and the PC
network IP is not in the same domain with UA. This method changes the PC network
IP to be the same domain with the UA factory default network IP to login the Web Ul.
(Refer Section 2.2.1)

B. Using Software Utility: Suitable for quick setting when many UA servers are in the

network but the IP are unknown. UA Series provides a free software utility for auto
searching UA controllers in the network and can quick jump to the login web page of UA.
(Refer Section 2.2.2)

C. Using IP Address: Suitable for the UA has a fixed IP and in the same domain with
the PC. If the UA has a fixed IP and in the same domain with the PC, users can directly
enter the IP in the address bar of a web browser and log in to the Web Ul of the UA.

= C O | 192.168.255.1 o

Username : root
-y

UA-2200/5200
ICP IToT Communication Server
DAS «crossco.Lm.

Password : |sees
Language : |English

Legin

Fig. 15) UA Log in Web Page
UA-2200/5200/7200 have the same software functions, and the Web Ul settings are

similar. This manual will use UA-5200 as the main demonstration. If the settings are
different, the manual will explain them separately.
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2.2.1 Connection by Factory Default Settings (For New UA)

The factory default settings of the UA series are as the following table:
Tab. 5) Factory Default Settings of UA Series

Factory Default Settings of UA Series
P LAN1: 192.168.255.1
LAN2: 10.0.0.1 Assign UA a new IP setting
according to your case.
Network | Mask 255.255.0.0 UA-2200 series uses LAN1 to
Gatewa LAN1: 192.168.1.1 connect PC.
Y | LAN2: 10.168.1.1
Username | root After login, change the
Web Ul
Account default username/_password
Password root to use other functions.
The Ping function is disabled by default.
& To use Ping, log in to the Ul and enable it. &
[Steps]

1. Change PC’s Network and Internet IP setting to be in the same network with UA.
Note. Write down the PC’s original IP settings before modifying. And change PC

settings back after setting UA.
EX: Cfl Obtain an IP address automatically

. @) Use the followi ddress:
Example: PC’s IP Setting Example ® Use the following IP address

IP address: | 192 .168 .255 . 10 |
IP address 192.168.255.10

Subnet mask: 1255.255.0 .0 |
Subnet mask 255.255.0.0

Default gateway: |192.168 . 1 . 1 |
Default gateway |192.168.1.1

Fig. 16) PC IP Setting Example
2. Make sure the UA and PC is connecting through Ethernet. And then open a PC side browser
(Ex: Chrome, IE...). Type UA’s IP http://192.168.255.1 in the URL address. Use default
Web Ul username/password root/root to login the system.

& C 0 @|192.168.255.1 O 6

Username & root
i ]

- UA-2200/5200
(II:EP IIoT Communication Server

ICP DAS CO,. LTD.

Password o ==
Language : English

Login

Fig. 17) UA default IP Login Web Page
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3. Click [System Setting] = [Account Setting] to change the default Username /
Password to use other functions (Functions will be gray before changed).

System Setling

Account Settings Page m.

Usemame | root |

Password

I Account Setting

Retype Password | |

Save | Please change default account and password

Fig. 18) Account Setting

4. Click [System Setting] = [Time Setting] , check if the UA time is correct. If not, modify
or set Time Synchronization.

System Setting Module Setting laT Platform Setting Convert Setting Advanced Settin

[/O Status File Setting

System Setting  Time Setting

Controller Service Sefting Date And Time Display

Time Setti
I| ime Setting 0 August 2022 o

Network Setting

Su Mo Tu We Th Fr 3Sa

Account Setting 1| 2 3| 4| 5/ &
Date =
o 7 g| 9| 10| 1| 12| 13
oo 14| 15| 18| 17| 18| 19 20
COM Port Interface Setting 21| 22| 23| 24| 25| 26| 27
28| 29| 30 31
Web Secure

Time | 11 |- [ 10 ]| 4]

NTP Time Synchronization Setting

Functional Status ~ ® NTP Time Server _ Customize The Server

NTP Time Server |time1.g{mg|e.mm A |
Time Zone | Taipei v |

Set The Time Manually
202 |+ 8 s 10 |
| o[ 10 ][ 37 |

Time Setting
"

Read The Local Computer
Time

Fig. 19) Time Setting
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ICP DAS

5. Click [ System Setting] = [ Network Setting] > [ Network Setting(LAN1)] to change

the IP setting by user network.

/O Status File Setting

System Setting Metwork Setting

Controller Service Setting | Network Setting (LAN1)

| System Setting I Module Setting loT Platform Setting Convert Setting

® Specify an IP address

Advanced Setf

Time Setfing Connection Mode () Obtain an IP address automatically(DHCP)
. é N
' Network Setting P [ 192 | [ 168 | [ 255 | [ 102 |
Account Setting
Boot Mask | 255 || 255 | o || o0 |
COM Port Interface Setting Gateway | 192 || 168 H 1 H 1 |
\ i i ' J
Fig. 20) Network Setting
6. Save the IP setting, restore the PC original IP settings, and type the new IP in the
browser to login the Web Ul of UA series. Then configure user’s UA project.
@ UA-5231 X -+
< C O A FZF | 192.168.255.102 [ ¢

Username :
—ry
UA-2200/5200 _
(ICP IIoT Communication Server Password :
D.A.S ICF DAS CO,. LTD.
Language :

root

English

Login

Fig. 21) UA new IP login web page
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2.2.2 Connection by Utility Searching

Setting new UA or the new user please uses the method in the Chapter 2.2.1. (A)
If the UA has a fixed IP and in the same domain as the PC, users can directly enter the IP in
the address bar of a web browser and log in to the Web Ul of the UA. (C)

This section introduces the 2nd method(B) that users use the UA Utility to search the
Network IP. This method is suitable for connecting multiple UA series controllers to the
Internet, but the IP addresses of UA are unknown or need to modify the UA quickly.

The Utility is a free tool software to quickly search each UA/BRK/UA-1O series on the network
and connect to its Web Ul for setting UA/BRK/UA-10 series products and project.

In the PC, download and install the Utility (EZ-UAQ Utility) suitable for your PC, and then run
it to connect the device. Please download the utility program from the website:
https://www.icpdas.com/en/download/show.php?num=8560&model=UA

> About Product > Software > Utility & Tools

EZ-UAQ Utility

FILE NAME VERSION FILE DATE SIZE NOTE

EZ-UAQ Utility-Framework4.7(Beta) V2.2 | 2023-07-28 | 222 MB i

Fig. 22) Download EZ-UAQ Utility
1. Install and execute the Utility
Download and unzip the Utility, double-click the executable file (EZ-UAQ Utility.msi) to
install and execute the Utility software.
(If there is an old version of Utility on the PC, please uninstall it first.)

&R £Z-UAQ Utili

. @ Language: I &Module Select Module -

Basic Function Advanced Function Upload Function Download Function

Search Module Export Search Information B Import Search Information Product Page

Doubile click on Module Name or IP Address to open the web interface of Module.

M Select All | Module Name | Host Name | 1P Address | MAC Address | Version
O

Fig. 23) Install and execute EZ-UAQ Utility
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2. Search the UA/BRK/UA-IO series modules
Click the “Search Module” button, the utility will search and list all UA/BRK/UA-IO
modules in the network.

ICP DAS

&R £2-UAQ Utility Ver . 2.3.0

- D Language: |English I &Module Select Module

Double click on Module Nam<

port Search Information

¥ Address to open the web interface of Module.

Basic Function Advanced Function Upload Function Download Function

Search Module

Import Search Information

Product Page

B Select All | Module Name | Host Name | IP Address MAC Address | Version
| UA-5231(M) UA-Series-1442fca93... | 192.168.101.2 14:42:fc:a9:30:39 1.4.2.0/7.5.0/1.1.81
O UA-5231M-4GE UA-Series-68474%ec... |192.168.85.202 68:47:4%:ec:41:d9  |1.4.2.0/7.5.0/1.1.8])
O BRK-2841M icpdas 192.168.84.60 00:0d:20:18:2b:05 1.0.0.0
O U-7526M 000de01820117000 192.168.102.1 00:0d:e0:18:20:11  |10.0.0.0/13.8
O U-7504M aabbc0a851fc7000 192.168.82.111 00:0d:e0:18:20:09 |10.0.0.0 /9.7
| U-7526M 000de01820007000 192.168.81.250 00:0d:e0:18:20:00 |debug/13.8

Fig. 24) Search Module in EZ-UAQ Utility

3. Connect to the UA Series

Double click the module list (from the “Module Name” to the “IP address”) you want to
connect to, and it will directly link to the UA/BRK/UA-IO webpage via the default Web
browser (Chrome, Edge, IE...).

&F £Z-UAQ Utility Ver . 2.3.0
- @ Language:

glish I (lModule Select Module

Search Module

Export Search Information

Basic Function Advanced Function Upload Function Download Function

Import Search Information

Product Page

Do e 0 0 e 2 0 P A e 0 ope e e e e 0 e
O UASSSTM-4GE UA-Series- 108.85. 68:47:49:ec:41:d9 1.4.2.0/750/1.1.8
O BRK-2841M icpdas 2 ) 192.168.84.60 00:0d:e0:18:2b:05 | 1.0.0.0
O U-7526M ODOdeOlszM 192.168.102.1 00:0d:20:18:20:11 10.0.0.0/13.8
O U-7504M aabbc0a851fc7000 192.168.82.111 00:0d:e0:18:20:09 10.0.0.0 /9.7
O U-7526M 000de01820007000 192.168.81.250 00:0d:e0:18:20:00 | debug/13.8

Fig. 25) Connect to the UA Series via EZ-UAQ Utility
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4. Connection to the UA Web Ul
The default web browser will be run and direct go to the UA login web site.
Please enter the username and password to login the UA series Web UI.
The factory default username: root. The factory default password: root. After login in,
change the default Username/password first, or user cannot use any other function (New

design for data security).

Username : [root

~~*7 UA-2200/5200
ICP IIoT Communication Server
AS ICP DAS CO,. LTD.

Password © s
Language : |English v

Login

Fig. 26) Go to the UA Login web page via EZ-UAQ Utility
5. Login the Web Ul of the UA Series
When login into the web interface, the UA default home page (the main configuration
screen) will as below, and will automatically read setting of that UA to the webpage.

Version & Device Information

Firmware \Wersion “Wersion 1.5.0.0

Main Program
Weab Interface

n=stall Information
Flash Information

Battery Status

System Setting

Controller Service Setting

Time Setting
Metwork Setting
Account Setting

Boot

COM Port Interface Setting

“Wersion 1.1.85

“Wersion : 3.8.0
Date : 20251725

20252M4-11:21:44_EF-UAQ Hility_InstallSuccess

MNAND Flash

Morma

Controller Service Setling provides the function to display and set the running
status of the controller service about the project, MQTT broker and DOMNS.

Time Setting provides the function to display and set the date, time and time zone
of the controller. {Include manuwally, synchronization, etc.)

Mebwork Setting provides the function to display and sst the network settings.
{Include IF, host controller, DDMS, etc.)

Account Setting provides the function to set the usemame and password of the
web LI

Boot function provides the function to reboot the controller, and enable the
function to run the project, MQTT broker or DDMNE at startup.

ZOM Port Interface Setting allows display and set the COM port interface of the
controller for the RS-232/R5-485 senial commumnication.

S ICPDAS Co Ltd. All Fights Fesarvad

Fig. 27) Login the UA web page via EZ-UAQ Utility
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3. Quick Start 2: Web Ul / Setting Steps

This chapter introduces the UA Web User Interface (Ul), the steps for project / function / list
settings, and a project example. For more project examples please see Chapter 4. The detail

parameters of the menus, functions, etc. will introduce in the next chapters Chapter 5.

First, login the UA Web Ul as below. (Default username/password: root/root)
If your UA controller is not connect to the network yet, please refer to Chapter 2.

@ uA-5221

< Cc O A FZEE | 192.168.255.102 o g

UA-2200/5200

iy
ICP oT Communication Server
(DAS IIoT C icati Se

ICP DAS CO,. LTD:

x  +

Username : root
Password : [-=-

Languags : |English

Login

Fig. 28) CH3 The UA Login web page
After log in the Web Ul, users can see the Version & Device Information, including the version
of the install Firmware program, main program, Web Interface, Flash and Battery information.

System Setting

Confroller Service Setting
Time Setting

MNetwork Setting

Account Setfing

Boot

COM Port Interface Sefiing
Web and Secure

EZ-UAG Utility

I'0 Status File Setting

System Setting Module Setting loT Platform Setting

Convert Setting Advanced Setting Logger Setting

Version & Device Information

Firmware Wersion

Main Program

Web Interface

nstall Information

Flash Information

Battery Status

‘“ersion 1.5.4.30

‘“ersion 1.1.87

“ersion : 2.0.0
Date : 2025/3/25

2026/02/05-13:42:35 Successful update by Web

eMMC Flash

Morma

System Setting

Controller Service Setting
Ti

me Setting

Metwork Setting

Controller Service Setting provides the function to display and set the running
status of the controller service about the project, MQTT broker and DOMS.

Time Setting provides the function to display and set the date, time and time zone
of the controller. {Include manually, synchronization, ete.)

Mebwork Setting provides the function to display and set the network settings.
{Include IP, hest controller, DDMNS, etc.)

Fig. 29) Version and Device Information
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3.1 Web Ul Environment Overview

The function areas of the Web Ul:
This chapter will overview these areas. The following chapters will introduce the settings of
the functions and parameters.

1. Function Wizard:

2. Main Menu Area:

3. Sub-Menu Area:

4. Setting Area:

A quick setup area for commonly used projects or functions. The Web
Ul will enable a Wizard mode and show a “Step Box”. The user just
follows the “Step Box” step-by-step and then can complete the project
quickly and rightly. (Refer to Chapter 4)

The main menu contains all the setting functions that classified into
several categories. Click the main menu item, the sub-menu will
appear on the left of the page, and the function descriptions will
appear under the main menu area. (Refer to Chapter 5)

The sub-menu will display detailed functions under the selected main
menu. The user could setup or review detailed function options in the
setting area. (Refer to Chapter 5 )

The setting area is for displaying and setting the functions and
parameters of UA series controller. The content of this area will be
vary according to the selected main menu and sub-menu.

ICP DAS CO,. LTD.

~*7 UA-2200/5200 —
( ICP IIoT Communication Server Function Wizard (Click here)
DAS

{0 Status File Setling

System Setting Module Setting IoT Platform Setting

Convert Setting Advanced Setting Logger Setting

o,

System Setfing  Metwork Settin
Controller Service Setting
Time Setting

I Metwork Setting @

Account Setiing

Boot

COM Port Interface Setting

etwork Setting (LAN1)

® Specify an IP address

Connection Mede  — ) i
'} Obtain an IP address automatically(DHCP)

©

IP | 192 || 168 || 255 || 102 |
Mask | 255 || 255 [[ 0 || 0 |
Gateway | 192 | [ 168 || 1 || 1 |

Save

Fig. 30) Function Area of the UA Ul
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3.2 Setting Steps for Project / List

® [Project Setting Steps] :

The setting for UA series controller is to set up from the left to the right of the main menu
functions. The “Function Wizard” even provides the “Step Box” for users to follow the steps
and prevent from selecting the wrong function.

The Web Ul screen of UA Series is as following; User can set up own UA project.
If user has not login your UA Web UlI, refer to CH2 Quick Start 1.

CH4 [Function Wizard]: In the upper right corner of the web Ul, to guide users quickly set
up a project. It provides many quick setting option items. With the step-by-step guide of the
function wizard, the project can be completed quickly. Please see Chapter 4.

CH5 [Main Menu]: The user can also select the function of the main menu to set projects by
himself. For the detailed function and parameter descriptions, please refer to Chapter 5.

Y
UA-2200/5200 —
( I:!:]EE IIoT Communication Server " Function Wiz

age e 1d% Memary 29.6% 513 Card 1%

ard (Click here)

~
rSystem Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

/O Status File Setting
L (_CH5 ) <
\/

System Setting

Controller Service Setting ~ Version & Device Information

Time Setting Firmware Version  Version 1.5.0.0

Network Setting Main Program  Version 1.1.85

Account Setting

Version : 8.0

Web Interface 10 - 202511725

Boaot

COM Port Interface Seti
v rortinteriace weting Install Information ~ 2025/2/14-11-21:44_EZ-UAQ_Utility_InstallSuccess

Web and Secure

Flash Information  NAND Flash
EZ-UAQ Utility

Battery Status  Mormal

System Setting

Controller Service Setting provides the function to display and set t

Controller Service Seting oy 41 of the controller service about the project, MQTT broker and

Fig. 31) Web interface functions and chapters
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For Example: the setting steps of the Modbus communication conversion with the OPC UA
protocol are as below:

Steps for setting the Project:

Controller Setting > Module Setting > Connecting OPC UA (in loT Platform) > Conversion >
File Setting > Execution

Main Menu:

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting 11O Status File Setting

Function Wizard Step Box: (EX. Modbus RTU <=> OPC UA)

Controller COM Port Setting g Module Setting g OPC UA Connection g Enable Converting Module 2 Save Project g

Run the project

Fig. 32) Project Steps / Main Menu / Function Wizard Step Box
Click the Function Wizard and select the “(Master) Modbus RTU <=> OPC UA” item.

@ |Function Wizard (Click here) v
Function Wizard (Click here)

Module Communication Conversion
(Master) Modbus RTU < OPC UA

Cony  (Master) Modbus TCP = OFC UA

(Master) Modbus ASCIl < OPC UA

MQTT < OPC UA

(EtherNet/IP) EIP = OPC UA

(Master) Modbus RTU < MQTT

(Master) Modbus TCP & MQTT

(Master) Modbus ASCIl < MQTT

(

(

EtherNet/IP) EIP = MQTT
Master) Modbus RTU < MQTT JSON
(Master) Modbus TCP & MQTT JSON

Fig. 33) Function Wizard Items
The Web Ul will enable a Wizard guide and show a “Step Box” (as below picture). The user
just needs to follow the “Step Box” step-by-step and then can complete the project quickly and
correctly.

rsion

ICP 110T Communication Server (Master) Modbus RTU < OPC UA v
D S ICP DAS CO,. LTD.

{ ~ ") UA-2200/5200

Ussge:  CPU 16%  Memory 20.66% SD Card B Log Out

Controller COM Port Setting @ Module Setting g OPC UA Connection @ OPC UA Certificate @ Enable Converting Module

& Save Project 2 Run the project

Fig. 34) Sample of the Step Box
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In the steps of setting up the project, various lists need to be set up, including: modules,

connections, I/O channels, variables, communication connections, database... etc. About the
List setting of module, connection.

Steps for Setting List:

.., they have the similar steps as below.

1. Select the connection port for the module (or connection...)

2. Clicktheicon &> to switch the mode(Name/Select The Module) to add a new module:

Name: give a name, then click the button [&,J ] to add a list of module, connect...

or Select The Module: Select an ICP DAS module/list (For Modbus RTU/TCP)
3. Click the button [Edit] to enter the Content Setting page. Set up the list content.
4. Click [Save] to back, and then [Save] the list page.

Steps for List: e.g. Modbus RTU Module List.

Modbus RTU Module List

Serial Port W 1. Select the port

Select All

Import Module Profile Upload Modu

7

2. Click C‘ Select an ICP DAS module name

or give a Name, click ‘+’ to add one module or

] No. (_ other list.
ey [ Select The Module v O | —
] 1 3. Click Edit to set up content Edit
/1
Remove all 4. Click Save

Fig. 35) List Setting Steps

The next chapter 4.Function Wizard: Project Quick Setup will provide various examples
about setting the commonly projects and functions.
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3.3 Project Setting — A Quick Setup Example

This example will setup a project for conversion of OPC UA and Modbus RTU (Master)
communication protocol using the Function Wizard. The devices include a UA-5231M
controller and an M-7055D module that wired with RS-485 interface to read/write the Modbus
RTU 1I/O data and need the convert setting. The wiring is show as the picture below.

M-7055D
DO x 8
DIx8

Fig. 36) Wiring of the Project example

Note: [ Function Wizard] at the up-right corner of the Web Ul is a quick setup area.
The hardware/network connection methods please see the CH. 2.

This sample uses the conversion function of the Function Wizard to convert the Modbus RTU
and OPC UA. First, click the “(Master) Modbus RTU <=> OPC UA” item of the Function
Wizard.

.‘ Function Wizard (Click here) b

Function Wizard (Click here)
Module Communication Conversion

{Master) Modbus RTU = OPC UA

Con™" (Master) Modbus TCP = OPC UA
(Master) Modbus ASCIl = OPC UA
MOTT = OPC UA

(EtherMet/IP) EIF = COPC UA
(Master) Modbus BETU = MQTT
(Master) Modbus TCP = MQTT
(Master) Modbus ASCI = MQTT

Fig. 37) Function Wizard Example of Modbus RTU < OPC UA
The Web Ul will enable a Wizard guide mode and show a “Step Box” (as below picture). The
user just needs to follow the “Step Box” step-by-step and then can complete the project quickly
and correctly.

Controller COM Port Setting ') Module Setting p OPC UA Connection p OPC UA Certificate ') Enable Converting Module

& SaveProject @ Run the project

Fig. 38) Step Box example
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After click the [(Master) Modbus RTU <=> OPC UA] , follow the “Step Box” to complete the
7 steps: (The step with a bold underline means it is the current step.)

Controller COM Port Setling p Module Setting p OPC UA Connection p OPC UA Certificate p Enable Converting Module

# Save Project @ Run the project

Fig. 39) Steps Box of Function Wizard Modbus RTU < OPC UA
® Step 1. Controller COM Port Setting

Controller COM Port Setting  g»

Fig. 40) Example Step 1: Controller COM Port Setting
This step sets up the COM port interface of the UA controller to connect with the module
and the communication setting.

<This Example>

The UA uses the ttyO2 port to connect with the M-7055D, so set the Serial Port: ttyO2.
The M-7055D module default setting is “9600, 8, N, 1”7, so set Baud Rate: 9600, others
need not to change. After setting, click [Save] button to store this page setting. (The
user also can save the whole project until the step of “Save Project”.)

Note: If user uses other port to link other module, or the module is not in the default
state, please set this step according to your case. The user can find the M-7055D
default state in the Module CD or its Product Web Site .

System Setting Module Setting loT Platform Setting Convert Setting Advang

11O Status File Setting
System Setting  COM Port Interface Setting

Controller Service Setting  COM Port Interface Setting Page

Time Setting Serial Port  |ityO2 ¥
Network Setting

Baud Rate  |9600 v
Account Setting
Soot DataBits |8 bits v|
COM Port Interface Setting Parity [None v|
Web Secure

Stop Bits [ 1 bit v)

Polling Rate(ms) 500 |

Fig. 41) Example Step 1: Setting Interface
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® Step 2. Module Setting

& Module Setting g»

Fig. 42) Example Step 2: Module Setting
Click the next step, and enter the Step 2 [Module Setting] of the Ul setting.
This step is for setting the connected modules. The user can set each module a name

(Default name: Name), click [ # ] button to create a new module, and click [Edit] button
to configure the module content and Modbus mapping table.

<This Example>
In “Module Setting”, select the Serial Port: ttyO2, and select ICP DAS Module: M-7055D,
the system will auto setup the ICP DAS module. If not use ICP DAS module, please give a

name and click the button [ # ] to add a Module List.

Modbus RTU Module List

Serial Port | mr[}.gA 1. Select Port: ttyO02
Import Module Profile | Upload Module Profile | 2. Click G to switch mode.
Select ICP DAS Module M-7055D.
Select All . _
M MNo. *Module Name / Nickname ¢ Edit

® eme S
| Copy || Remove | |E|D / D|E|

| Remove all | | Save |

Fig. 43) Example Step 2: Module Setting 1
Add a module M-7055D as below, and then click [Edit] button to enter the “Module

Content Setting” page.

Modbus RTU Module List

Serial Port | ttyo2 v

Import Module Profile | Upload Module Profile

Select All ) 3 )
|—| MNo. *Module Name [ Nickname Edit
] 1 M-7055D | Edit |

| Copy || Remove |?| i1 |T|
Remove all | | Save |

Fig. 44) Example Step 2: Module Setting 2
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[Module Content Setting] page can set the module and its Modbus mapping table.

If use ICP DAS module, system will auto-setup the module and its Modbus Mapping
Table. Such as this example, we select the module from “Load ICP DAS Module”, it auto-
shows the M-7055D (DO x 8, DI x 8) module content and Modbus Mapping Table as below.

Module Content Setting

M. 1

Medule Name  [M-7055D |

Slave ID |1 |

Timeout(ms) |500 |

Modbus Mapping Table Setting

Data Model |01 Coil Status(0x) v|

Start Address |0 |

Data Number |1 |

Create Tables

Modbus Mapping Table | Address || Nickname Scaling Bitwise
Coil Status(0x) Input Status{1x) Holdingg Registers(4x) Input Registers{3x)
Address ] Address ]
MNumhber 8 Mumber 8
Type Bool Type Bool
| 8] | | Cancel |

Fig. 45) Example Step 2: Module Setting 3
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ICP DAS

If not use ICP DAS Module, please check the module’s user manual to find out the module
Modbus Address, and refer to the chapter “Module Setting” of the UA manual as below.

Please set up the addresses mapping with the module I/O channels in the [Modbus
Mapping Table Setting]. The system provides 4 Modbus data models (as below) “01” to
“04” for mapping to the DO, DI, AO and Al channels.

01 Coil Status(0x)

02 Input Status(1x)
03 Holding Registers(4x)
04 Input Regisiers(3x)

Note: the start address of UA series is bass on “0”.
Some modules start address are bass on “1”, but
please note UA s follow the rule of start address “07,
and set enough Data Number for mapping to the
I/O channels of the linking module.

Fig. 46) Example Step 2: Module Setting 4
In this example, M-7055D has 8 DO and 8 DI channels, please create the table as following

pictures of the [Modbus Mapping Table Setting]. After complete the setting, the DO and
DI Modbus address settings will show in the [Modbus Mapping Table].

M-7055D 8 DO setting (left) and the [Coil Status(0x)] table after setting (right):

|Modt&s Mapping Table Setting Coil Status(0x)
DO mapping 01 P .0 Model |01 Coil Status(0x) v
' Address 0
UA start address: 0 == start Address |0 |
1 Number 8
DO x 8 _> Data Number |8 ‘ Type Bool
|
Click [Add] _>Create Tables | Add

M-7055D 8 DI setting (left) and the [Input Status(1x)] table

after setting (right):

Modbus Mapping Table Setting Input Status(1x)
]| mapping 02 —> Data Model ‘02 Input Status(1x) V‘
: Address 0
UA start address: 0 [ start Address 0 |
| Number 8
DI x 8| — Data Number ‘8 ‘ Type Bool
Click [Add] = Create Tables Success. Edit

Fig. 47) Example Step 2: Module Setting 5
The Modbus Mapping table is showing as below. Click [OK] to save and exit.

Address | Nickng

Input Status(1x)

Modbus Mapping Table
For more setting item
descriptions, please refer to
chapter Chapter 5.2. Module
Setting.

Coil Status(0x) Holding Register:

Address 0 Address 0

Number 8 Number 8

Type Bool Type Bool

Edit Edit

Fig. 48) Example Step 2: Module Setting 6
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® Step 3. OPC UA Connection

& OPC UA Connection 2

Fig. 49) Example Step 3: OPC UA Connection
Click the next step, and enter the Step 3 [OPC UA Connection] of the Ul setting

This step is for setting the IoT platform and the OPC UA connection, e.g. the server
name, port, login identity information, etc.

We select the “Modbus RTU / OPC UA” conversion at the beginning, so this step will auto
enter the [OPC UA Connection > Local Server] page of loT Platform Setting. The “Step
Box” will prevent the user from selecting the wrong platform.

<This Example>

The server name and port of [OPC UA Connection] will auto show up, user needs not to
change in this example, but can change the port if needs.

The Anonymous Login default enables, you need not to change in this example. At last,
click [Save] button.

loT Platform Setting

MQTT Connection Server
Server Name | ICPDAS_OPC_UA Server |
Port | 48010 |
OPC UA Connection User Identity Tokens
I Local Server Anonymous Login Enabled

User Password Login Enabled

Certificate Login  [] Enabled

Save

Fig. 50) Example Step 3: Local Server Setting

For enabling other logins, please see the [OPC UA Connection] in the Chapter 5.3 loT
Platform Setting .
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® Step 4. OPC UA Certificate

& OPC UA Certificate v

Fig. 51) Example Step 4: OPC UA Certificate

Click the next step, and enter the Step 3 [OPC UA Certificate] of the Ul setting.

This step is about setting the OPC UA Certificate for the security and encryption, e.g.

upload, download, remove certificate. If user's project does not need to use the secure

encryption connection, please skip this step and click the next step directly.

The connected Server/Client adds the certificate to each other for secure encryption:

@ Get the Trusted Certificate file from the connecting OPC UA Client and save it in the
PC. In this step, select the file and upload it to the UA controller.

@ Provide the OPC UA Server certificate of this UA controller to the Client device. In
this step, download the certificate file (Certicate_IPAddress_.tar), decompress it
(icpdasuaserver.der) and upload it to the client device.

I OPC UA Certificate Remove the File

OPC UA Server

Trusted Certificate | Remove |

OPC UA Server Certificate | Remove |

Upload the file to the controller A~
I Trusted Certificate | Select File | ( 1 ) | Upload ﬂ
A N

Download the file from controller
OPC UA Server Certificate | Download | 2

Fig. 52) Example Step 4: OPC UA Server

Tab. 6) CH3 Function: File Setting > OPC UA Certificate

File Setting > OPC UA Certificate > Upload the file to the controller

Trusted
Certificate

Select File: select the OPC UA Trusted Certificate file in PC to upload to
the UA controller.

Upload: upload the Trusted Certificate file to the UA controller.

¢ File format must be DER. Extension name must be “der / cer / crt”.

Trusted Certificate | Select File |icpdasuaserver.der Upload

e If select a wrong file, the system will show an error message.

Trusted Cerificate | Select File |Ceriificate_192.168.255.10] Certificate type is wrong. | Upload

File Setting > OPC UA Certificate > Download the file from controller

OPC UA
Server
Certificate

Download: Download the OPC UA Server Certificate file to the current
using computer.
¢ File format: DER. File name: Certicate_IP-address_.tar
‘E Certificate_192.168.255.102_tar
Before using, decompress to |cpdasuaserver der, as below.
» icpdasuaserver.der

For more settings, refer to the [OPC UA Certificate] in the Chapter 5.8 File Setting .
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® Step 5. Enable Converting Module

Enable Converting Module  2»

Fig. 53) Example Step 5: Enable Converting Module
Click the next step, and enter the Step 5 [Enable Converting Module] Ul setting

This step is for enabling the Modbus RTU / OPC UA conversion.

This step will auto enter the [OPC UA > Modbus RTU (Master)] page of Conversion
setting because we select the “Modbus RTU / OPC UA” conversion at the beginning. The
“Step Box” will prevent the user from selecting the wrong platform.

<This Example>
In this setting page, please check the enable box of the module M-7055D we set up in
the previous steps. Then click [Save] button.

The above action will enable all /0O channels of the M-7055D for communication
conversion. If users need to enable some channels only, please click [Edit] to enable
individual channels. (Refer to Chapter 5.4)

Convert Setting

1. Check the box

OPC UA
I Modbus RTU master)

Modbus RTU Module List

All Enabled

MNao. *Module Name / Nicknam Edit D
2. Save
1 M-7055D v
J [
MQTT

Fig. 54) Example Step 5: Module List Steps
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® Step 6. Save Project

The setting of this example is finished now. Click the next step [Save Project], the Step
Box will show an animation as below picture, that means the project is saving. When the
animation disappears, the project is saved completely.

» Save Project 2 —l & Save Project F)

Fig. 55) Example Step 6: Save Project

® Step 7. Run the Project

The project, after saving, needs to be executed. Click the next step [Run the Project].
This step can also via the [System Setting > Controller Service Setting > Run Project]
to Stop and Run the project.

> Runthe project | = | Run the project |Please wait]| | Run the project ‘

Fig. 56) Example Step 7: Run the Project

When the words “Please wait” disappears, the new words “Success” appears, that means
the UA controller is running new project successfully. Then the Step Box will disappear
automatically now, and back to the first screen view of the Web UI.

The new project now completes the setting, uploading and running in the UA controller and

can process the conversion communication. Users can see the 1/O status from the menu
[I/O Status]. For more about the Web Ul settings, please refer to CH4 and CHS5.

| 11O Status | File Setting

IfO Status
Modhus I T4 Wadulg Related Settings
(Master)
MNo. Name Senal Port Number of variables |10 |(Updated 10 points per second)

| 1 [M-7055D ty05 Display Update Time (ms) 1000

(<]
osees . . EEEN ol
Variable Name Data Type Value Description
Modbus TCP Module
(ncetet | |
Mo. Name LAN
1 [DL-302 LAN DI Bool | |

Fig. 57) Example Step finish an view the status
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4. Function Wizard: Project Quick Setup

Chapter 4 is about the UA project setup. [Function Wizard] in the up-right corner of the Web
Ul provides an easy and quick setting “Step Box” that very suitable for the new users.

[Function Wizard Step Box]
(abbreviation [Step Box])

‘P-‘Function Wizard (Click here) J‘

~*7 UA-2200/5200
([CP IIoT Communication Server

DAS

ICP DAS CO,. LTD.

(Master) Modbus TCP < Azure b4

Usage : CPU 12% Memory 29.09% SD Card

B Log Out

& Run the project

Module Setting @ MAQTT Certificate g Azure Setting @ Apply Connection & Enable Converting Module g Save Project

Step Box is a step guide of the Function
Wizard. When users select an item, the Web
Ul will enable a Wizard and show a “Step Box”
for user to follow the “Step Box” step-by-step
and then can complete the project easily &
quickly.

This chapter introduce the Function Wizard
category and items, the examples for setting
steps of the projects/functions are on the FAQ
Webpage. The are several categories (in red
box, they also are the FAQ Category) and
items in each section. We will develop more
items in the future.

When set up the project, please choose an
item from a category and follow the steps.
Please at least refer one example in this
chapter to know the setting steps and tips.

All setting examples of most used Function
Wizard items are put on the UA series FAQ
website. Please refer to ICP DAS homepage
> Support >Product FAQ > 1loT > UA series
>Communication Server > UA FAQ -
Function Wizard.

Function Wizard (Click here)
Function Wizard (Click here)

[Module Communication Conversion [ |
(Master) Modbus RTU = OPC UA
(Master) Modbus TCF < OPC UA
(Master) Modbus ASCIl < OPC UA
MQTT < OPC UA
(EtherNet/IP) EIP = OPC UA
(Master) Modbus RTU < MQTT
(Master) Modbus TCP < MQTT
(Master) Modbus ASCIl & MQTT
{EtherNet/IP) EIP = MQTT
(Master) Modbus RTU < MQTT JSON
(Master) Modbus TCP < MQTT JSON
(Master) Modbus ASCIl & MQTT JSON
Internal < OPC UA

Module Connecting to Azure
(Master) Modbus RTU = Azu
(Master) Modbus TCP < Azure

)
(Master) Maghus ASCIl = Azure
3
aster ds RIU = Local Data Logger

(Master) Modbus TCP = Local Data Logger
(Master) Modbus RTU = M5 SQL
(Master) Modbus TCP = M3 SUL
MQTT = MS SAL
(Master) Modbus RTU = MySQL{ManaDB)
(Master) Modbus TCP = MySQL{ManaDB)
MQ IySAL(ManaDB)
N 4 |
FID 3 gion
PID Operation + OPC UA
APP Message Motify

ication Conversion

IETTT Condition Trigger (Line_ Twitter)
MQTT_Customized 6 h |
MQTT loT Cloud

Fig. 58) CH4 function Wizard: Step Box / function ltems
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Example FAQ of Function Wizard as following:

1.

WD

o

UA

Enter ICP DAS Homepage > SUPPORT > Production FAQ web page

On the left side menu, click the lloT of the Product FAQ

Select UA Series > Communication Server

Select the “+” icon on the right side of the UA FAQ-Function Wizard, find the
Category and Item you want.

Click the “Use Module Name” of the FAQ you need to see the example.

FAQ Web Page: https://www.icpdas.com/en/faqg/index.php?kind=326#950

ﬂ‘ HOME > SUPPORT > Product FAQ > lloT > UA Series > Communication Server

-y [Keyword 1] [ | & cﬂﬁ

ICP

DA s PRODUCTS  SOLUTIONS  NEWS&EVENTS | SUPPORT §j CORPORATE  CONTACT US

Product FAQ Communication Server

PC DAQ Board

Search for Subjects =

Panel Products
SUBJECT

UA FAQ - Function Wizard 172 Software Development 2021-10-28

o How to sat up the UA project by Function Wizard of the UA Web UI?

(g P ... [ E

F DAE CEL kTR

Syshem Sefng Mocie Sotng Flatiorm Seting e Somng

Function Wizard FAQ - Category & [tem

Sensor Module

BA & HA [ Module Communication Conversion ]

Modbus RTU <=> OPC UA Lise M-TO550
Modbus ASCIl <=> OPC UA

Machine Automation el
[(With instru

Remote 1/0 Module and

Unit

-2 | MQTT <=> OPCUA

Fig. 59) UA FAQ Web Page
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4.1 [Module Communication Conversion] Category

“‘Module Communication Conversion” of UA series, a very commonly used function, can
effectively communicate the loT devices or systems (e.g. cloud, database...) with I/0O data of
the module (e.g. Modbus module). This section will introduce the setting steps and the function
parameters of the “Module Communication Conversion”. In the category, there are several
items that can be divided into the following protocol types and will introduce them in the FAQ:
OPC UA, MQTT, MQTT JSON, and Internal for virtual.

Module Communication Conversion
(Master) Modbus RTU = OPC UA
(Master) Modbus TCP < OPC UA (EtherNet/IP) EIP = MQTT
(Master) Modbus ASCIl & OPC UA (Master) Modbus RTU = MQTT JSON
MQTT < OPC UA (Master) Modbus TCP < MQTT JSON
(EtherNet/IP) EIP = OPC UA (Master) Modbus ASCIl & MQTT JSON
(Master) Modbus RTU < MQTT Internal = OPC UA
(Master) Modbus TCP < MQTT (Master) Modbus RTU < SNMP Agent
(Master) Modbus ASCIl & MQTT (Master) Modbus TCP < SNMP Agent

Fig. 60) Module Communication Conversion Function
Tab. 7) CH4 Descriptions: Module Communication Conversion Items

ltem Description
Modbus RTU <=> OPC UA
Modbus TCP <=> OPC UA
Modbus ASCII <=> OPC UA

Using the OPC UA Service to convert with Modbus
RTU/TCP/ ASCII protocols.

Using the OPC UA Service to convert with EtherNet/IP
protocols.
Using the OPC UA Service to convert with EtherNet/IP
protocols.

MQTT <=> OPC UA

EIP <=> OPC UA

Modbus RTU <=> MQTT
Modbus TCP <=> MQTT
Modbus ASCII <=> MQTT

Using the MQTT Service to convert with Modbus
RTU/TCP/ ASCII protocols.

Using the MQTT Service function to convert with
EtherNet/IP protocols.

Modbus RTU <=> MQTT JSON | Using the MQTT Service function in-group of JSSON
Modbus TCP <=> MQTT JSON | format to convert with Modbus RTU/TCP/ ASCII
Modbus ASCII <=> MQTT JSON | protocols.

Using the OPC UA Service function to convert Internal to

EIP <=> MQTT

Internal <=> OPC UA OPC UA (Server) protocol, or as an intermediary to provide
data exchange for OPC UA Client to Client.

Modbus RTU <=> SNMP Agent | Provides SNMP Agent and Modbus RTU/TCP (Master)
Modbus TCP <=> SNMP Agent | communication protocol conversion.
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UA FAQ Web Page: https://www.icpdas.com/en/fag/index.php?kind=326#950

Tab. 8) FAQ Table of Module Communication Conversion Iltems

Function Wizard FAQ - Item

[ Module Communication Conversion ]

cnv-01 Modbus RTU <=> OPC UA Use M-7055D
Modbus ASCII <=> OPC UA (With instructions for verifying OPC UA)
cnv-02 | MQTT <=> OPC UA Use MQ-7255M
cnv-03 | (EtherNet/IP) EIP <=> OPC UA Use EIP-2060
cnv-04 | Modbus TCP <=> MQTT Use DL-302
cnv-05 | (EtherNet/IP) EIP <=> MQTT Use EIP-2060

Modbus RTU <=> MQTT JSON
cnv-06 Use M-7055D
Modbus ASCII <=> MQTT JSON

Data Exchange for OPC UA Client to
Cnv-07 | Internal <=> OPC UA

Client
Modbus / EIP <=> MQTT / MQTT JSON
Cnv-08 Use MQTT to upload data to AWS
==>AWS
Cnv-09 | Modbus RTU <=> SNMP Use UA-7231M [Video]
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4.2 [Module Connecting to Azure] Category

"Module Connecting to Azure" is a common way to integrate loT devices into the cloud. Many
of the applications use MQTT connection to the cloud for the setting is fast and easy. The UA
series also provides the MQTT function for module to connect to the Azure platform and allows
users to publish messages to Microsoft Azure and receive messages from Microsoft Azure.

Before setting the Azure connection, user needs to apply user SAS Token and Root CA from
Microsoft Azure. This FAQ will introduce the setting steps and the function parameters. There
are 3 items about Azure function in the “Function Wizard”. All connections use the MQTT
Service. Here will introduce the Modbus TCP / Azure.

- Connect IT with OT

Fthernet i . )
@ Chrome E ao 'T

‘ Firefox  ERP/MES  Database

RS-485 : Madbus RTU / ASCII Slave devices
Ethernet : MQTT / EIP / Modbus TCP Slave devices

7N " Y 7
N

8 !
-

Modbus I/O MQTT I/O Universal EtherNet/IP
Robots I/O

oT

(OPC UA Server / MQTT : UA-2x/52/72xx)
(SNMP Agent / RESTful : For UA-28xx Only)

Module Connecting to Azure
(Master) Modbus RTU < Azure
(Master) Modbus TCP < Azure
(Master) Modbus ASCIl = Azure

Fig. 61) Module Connection to Azure function
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Tab. 9) Function List of Module connection to Azure

Item

Description

Modbus RTU <=> Azure

Allow the Modbus RTU connecting to the Microsoft Azure
platform and can publish messages to Microsoft Azure and
receive messages from Microsoft Azure.

Modbus TCP <=> Azure

Allow the Modbus RTU connecting to the Microsoft Azure
platform and can publish messages to Microsoft Azure and
receive messages from Microsoft Azure.

Modbus ASCII <=> Azure

Allow the Modbus RTU connecting to the Microsoft Azure
platform and can publish messages to Microsoft Azure and
receive messages from Microsoft Azure.

UA FAQ Web Page: https://www.icpdas.com/en/faq/index.php?kind=326#950

No.

[ Module Connecting to Azure ]

Tab. 10) FAQ Table of Module connection to Azure
Function Wizard FAQ - Item PDF

azr-01

Modbus TCP <=> Azure Use DL-302 [Attachment]
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4.3 [Data Log] Category
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UA series supports Data Logger function. Its Local Data Logger can save |/O data log to local

CSV file, and record I/O status at the scheduled time. Furthermore, users can set the time

interval of which CSV file to generate and divide on the local side. Its Remote Database can
import 1/0 data collection directly into the remote SQL database, e.g. MS SQL, MySQL,

MariaDB ..., for the Big Data analysis.

Local

UA Series

Chas
swarim

Remote

a"iaba;sﬁ&

Fig. 62) Data Log Application

This section will introduce the setting steps and the function parameters of the “Data Log”. In
the category, there are 6 items about Modbus RTU/TCP module for Local Data Logger or MS
SQL, MySQL/MariaDB... Remote Database. This section will introduce the function items in 3

sub-sections.

Data Log

(Master) Modbus RTU = MS SQL
(Master) Modbus TCP = MS SQL
MQTT = MS SQL

MQTT = MySQL(MariaDB)

(Master) Modbus RTU = Local Data Logger
(Master) Modbus TCP = Local Data Logger
)

(Master) Modbus RTU = MySQL(MariaDB)
(Master) Modbus TCP = MySQL(ManaDB)

HMI scm

MES ¢ Ethernet *_CRM |

SCADA o ERP |
Control ] Management
System ] | System

OPC UA Service MQTT Service

f Local | Remote
Data Logger Database

PID ' IFTTT '
Operation Condition Trigger

Modbus ( mMaTT
Device Device Device

Fig. 63) Data Log Function

Tab. 11) Data Log Function Items

Item

Description

Modbus RTU => Local Data Logger
Modbus TCP => Local Data Logger

Provide users to record I/O data of Modbus
RTU/TCP module to internal register.

Modbus RTU => MS SQL
Modbus TCP => MS SQL
MQTT => MS SQL

Provide users to record I/O data of Modbus
RTU/TCP module into remote database MS SQL.
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Item Description
Modbus RTU => MySQL (MariaDB) Provide users to record I/O data of Modbus
Modbus TCP => MySQL (MariaDB) RTU/TCP module into MySQL/MariaDB remote
MQTT => MySQL (MariaDB) database.

UA FAQ Web Page: https://www.icpdas.com/en/fag/index.php?kind=326#950
Tab. 12) FAQ Table of Data Log Function

\[e} Function Wizard FAQ - Iltem PDF
[ Data Log ]
dbl-01 | Modbus RTU => Local Data Logger Use tM-AD4P2C2 and DL-302
dbl-02 | Modbus TCP => Local Data Logger Use DL-302
dbl-03 | Modbus RTU => MS SQL Use tM-AD4P2C2 and DL-302
dbl-04 | Modbus TCP => MS SQL Use DL-302
dbl-05 | Modbus RTU => MySQL (MariaDB) Use M-7026
dbl-06 | Modbus TCP => MySQL(MariaDB) Use TPD-703 and DL-302
dbl-07 | MQTT => MS SQL Use MQ-7255M
dbl-08 | MQTT => MySQL(MariaDB) Use MQ-7255M
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4.4 [PID] Category

PID (Proportional-Integral-Derivative) control is the most widely used in industrial control
systems. A regulator that controlled in accordance with Proportional, Integral and Derivative is
called PID control for short, also called PID regulator. When the user cannot fully grasp or
measure parameters of the control system, the PID regulator is the best solution.

The PID controller is a common feedback loop component in industrial control applications.
The controller compares the collected data with a reference value and then uses this difference
to calculate a new input value whose purpose is to allow the system data to reach or remain at
the reference value.

PV (Input) PID_R[0]
Auto Tune| True
Sample Time| 100 ms
Set\Value 100.00 PID. MY {Qutput)| PID_RWIO]
Controller o ioecT Max 5.00
Mode . d Min| 1.00

wi 2.
Kp| 1.10 I a

Ki| 1.05 |

Kd 1.00

Fig. 64) PID Application
This section introduces the setting steps and the function parameters of the PID. There are 2
items about “PID” function in the “Function Wizard”. The 2" item [PID Operation + OPC UA
Communication Conversion] is combining the 15t item [PID Operation] and the FAQ. The PID
operation is for AI/AO data only, please select the AIO module when use the PID related
Function Wizard.

PID
FID Operation
FID Operation + OPC UA Communication Conversion

[Step Box] of [PID Operation] :

Controller COM Port Setting g Module Setting @ PID Operation g Save Project 2 Run the project

[Step Box] of [PID Operation + OPC UA Conversion] :

Controller COM Port Setting @ Module Setting 2 PID Operation @ OPC UA Connection 2 Enable Converting Module 2

Save Project @ Run the project

Fig. 65) PID Step Box
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UA FAQ Web Page: https://www.icpdas.com/en/faq/index.php?kind=326#950

Tab. 13) FAQ Table of PID Function
No. Function Wizard FAQ - Iltem PDF

[PID]

pid-01 | PID Operation Use M-7026
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4.5 [APP Message Notify] Category

The "APP Message Notify" in the UA Function Wizard provides a condition trigger of IFTTT.
IFTTT (if this then that) is a cloud service platform that easy to get your apps and devices
working together via creating chains of simple conditional statements (applets). An applet is
triggered by changes that occur within other web services such as Line, Twitter, Gmail,
Instagram, etc. For example, “if’ Line (Service A) has a new message, “then” send an email to
Gmail (Service B). With the IFTTT cloud platform and UA functions, the users can send
messages to IFTTT-related cloud services such as Line, Twitter, etc. when the special events
OcCCur.

lFTTT if B this then that

Fig. 66) APP Message Notify — IFTTT Condition Trigger

This section introduces the setting steps and the function parameters of the “APP Message
Notify” and its item of “IFTTT Condition Trigger (Line, Face, Twitter)” function in the “Function
Wizard”.

APP Message Notify
IFTTT Condition Trigger (Line - Twitter)

[Step Box] of [ IFTTT Condition Trigger (Line, Twitter) ] :

Controller COM Port Setting @ Module Setting g IFTTT Condition Trigger g Save Project @ Runthe project 2»

I/O Status

Fig. 67) APP Message Notify — IFTTT Condition Trigger Step Box

UA FAQ Web Page: https://www.icpdas.com/en/faq/index.php?kind=326#950
Tab. 14) FAQ Table of APP Message Notif

No. Function Wizard FAQ - Item PDF

[ APP Message Notify ]

app-01 | IFTTT Condition Trigger (Line, Twitter) Use M-7055D

app-02 | IFTTT Condition Trigger (Line, Twitter) Set up LINE Message Notify on IFTTT
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4.6 [MQTT_Customized] Category

The " MQTT_Customized " in the UA Function Wizard provides a custom MQTT format setting
function. Users can customize the MQTT format layout and add the module value to the
publishing message. With customized MQTT message content, this function can support
multiple loT platforms.

For example, to connect to the Azure platform, the user can use the standard MQTT JSON
format; to connect to the AWS platform, the user can use the general standard MQTT format;
to connect to the ThingSpeak platform, the user needs to customize the MQTT format
according to the user needs. Then, the user can use this [MQTT customization] function to
define and set up the needed MQTT format.

This section introduces the setting steps and the function parameters of the “‘MQTT
_Customized” and its item of “MQTT loT Cloud” function in the “Function Wizard”.

MQTT_Customized
MQTT loT Cloud

[Step Box] of [ MQTT loT Cloud ] :

Controller COM Port Setting @ Module Setting 2 MQTT Certificate @ MQTT Broker Setting 2 MQTT Group Setting g

Apply Connection & Enable Converting Module @ Save Project @ Run the project

Fig. 68) MQTT Customized Function Step Box

UA FAQ Web Page: https://www.icpdas.com/en/faq/index.php?kind=326#950
Tab. 15) FAQ Table of MQTT Customized function

No. Function Wizard FAQ - Item PDF

[ APP Message Notify ]

Use MQTT Customized function to link
Mqc-01 | MQTT IoT Cloud => ThingSpeak and upload Modbus TCP/RTU data to
ThingSpeak
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5 Main Menu: Parameter Settings

5.1 Main Menu: System Setting

System Setting is the first item of the Main Menu and the first screen view when login the UA
Web Ul. The System Setting provides the functions for system management of UA series
controller and displays the version information of the system (Higher-left picture).

[System Setting] includes several sub-menu functions (Left picture) and the function
descriptions are listed on the page of the Main Menu, such as the controller service, time,
network, account, boot and COM port interface settings. This chapter will introduce these
function items and setting parameters.

Syslem Sefting Module Setling leT Platfarm Selfing Converl Sefting Advanced Seling Logger Seliing
latus r Selting

Cantoler Service Seting | | VETSION & DEVICE INTGMMAToN

Time Salfing Firmware Wersion  Version 1.5.4.30

Main Program Version 1.1.87

Version - 9.0.0

Bual Wish Irterfoce £y onoemss

]
2
Lo

Irestall Informetion 2028/02005-13:4235 Succe=shul vpdate by Web

o Flash Information abRAC Flash

Baflery Slabus Momal

Tysiem Setng

S . Controlier Service Selfing provides the funciion 1o display and set the noming
o i EE Y staturs of the confroller service aboul the project, MOTT broker and DDMNS.

. Zpifi Tirne: Seiting provides the fundion fo display and sei the dale, Gme and lime zone
i b of the confrolier. (Indude manually, synchronisstion, eic )

o BMetwork Setling provides the funciion o displry and sel the network sellings.
Me g {Inchude 1P, host contraller, DDRS, eic)

- Aorount Setlie witkes ther funclicn o ==t the L=ername and peesword of the
Aot Setfing | 0SSR EE

B Boal fundlion prosides the fundion o reboot the contrallern, and enoble e
fumnciion to run the project, MOTT broker ar DDMS al starup.

: s Gl COM Port Inierface Setting allows display and set the OOM port intesface of the
COM Pert Interface Selirg . rernlier for the RS 2325485 sevial commurication

Fig. 69) CH5.1 Main menu: System Setting

The setting for UA series controllers is to set up from the left to the right of the main menu
functions. User can find the setting step and Web Ul information in the following chapters.
CH2 Quick Start 1: Hardware/Network Connection
CH3 Quick Start 2: Web Ul / Setting Steps
CH4 Function Wizard: Project Quick Setup
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5.1.1 Controller Service Settingjavascript:void(0)

Controller Service Setting provides the function to display and set the running status of the
controller service about the project, MQTT Broker and DDNS.

| System Setting | Module Setting loT Platform Setting Convert Setting Advance

11O Status File Setting

System Setting  Controller Service Setting
| Controller Service Setting Function Status

Time Setting Run Project @ Run () Stop

Network Setting MQTT Broker @ Run () Stop

Account Setting
DDNS (O Run @ Stop
Boot

Systemlog () Run @ Stop

COM Port Interface Setting

Fig. 70) System Setting > Controller Service Setting
Tab. 16) Descriptions: System Setting > Controller Service Setting

System Setting > Controller Service Setting > Functional status

Run Project Display the current status of project running in the UA series controller
and provide “Run” and “Stop” button to switch the status.

Default: Run.

Run Project > | Users can set the project's scheduled restart. This automatically
restarts UA projects after a set number of hours.

[Advanced]
Project Restart Settings
Configure the interval for automatic project restarts.
Enable Project Restart @® On O Off
Restart Interval (hours) |2 v| Options: 1,2, 4,6, 8, 12,
24 hours

Restart schedule starts from the time you save the setting

| Confirm | | Cancel |

* Enable Project Restart: Select to turn the restart setting on or off.

* Restart Interval (hours): Select the interval for the restart (in hours).
MQTT Broker | Display the current status of MQTT Broker of the UA series controller
and provide “Run” and “Stop” button to switch the status.

Default: Run.

DDNS Display the current status of DDNS Client of the UA series controller

and provide “Run” and “Stop” button to switch the status.

Default: Stop.
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System Setting > Controller Service Setting > Functional status

System Log After being enabled, UA will record the following UA status data every
30 minutes:

1. Record IP information

2. TCP connection status

3. Web service status

4. CPU usage

5. MQTT Broker test connection status
The recorded log data will be stored in MicroSD Card, and the file can
be downloaded through the web interface [File Setting] > [Log File
Download] > [DataLog] > [syslog]
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5.1.2 Time Setting

Time Setting provides the function to display and set the date, time and time zone of the
controller, including manually, synchronization, etc.

Time Setting provides 3 functions: Data and Time Display, NTP Time Synchronization Setting
and Set the Time Manually.

System Setting Module Setting loT Platform Setting Convert Setting Advancg

I/O Status File Setting

System Setting  Time Setting

Controller Service Setting Date And Time Display

Time Settin
I 9 4] January 2020 [+ ]
Network Setting Su Mo Tu We Th Fr Sa
Account Setting Date 1 2| 3 ©
5 6 7 & 9] 10| 1
Boot 12 13| 14 15| 16| 17| 18

19 20| 21 22| 23| 24| 25

COM Port Interface Setting 56 27 28 29 30| 31

Time 11 : 32 : 24

Fig. 71) System Setting > Time Setting > Date and Time
Tab. 17) Descriptions: System Setting > Time Setting > Date and Time

System Setting > Time Setting > Date And Time Display

Date Display the date of the UA series controller. The yellow block means
current day. User can switch to show the date in other month.
Time Display the current time of the UA series controller, including hour,

minute and second.

NTP Time Synchronization Setting

Functional Status ~ ® NTP Time Server "' Customize The Server

NTP Time Server |time1.google.com v

Time Zone | Taipei v

Save

Fig. 72) System Setting > Time Setting > NTP Time Synchronization
Tab. 18) Descriptions: System Setting > Time Setting > NTP Time Synchronization

System Setting > Time Setting > NTP Time Synchronization Setting

Functional Set up one NTP Time Server from the google (4), windows and nist

Status / NTP (4) servers for synchronization. Click “Customize The Server” and

Time Server enter the IP address or the domain name can set up user own time
server.

Time Zone Set up the time zone.

Save Click to save the settings of this item.
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Set The Time Manually

2017 ! i i 27
Time Setting
" : 30 : 16
Read The Local Gompgter Read
Time
Time Zone Taipeli v
Save

Tab. 19) Descriptions

Fig. 73) System Setting > Time Setting > Set the Time Manually
: System Setting > Time Setting > Set the Time Manually

ICP DAS

System Setting > Time Setting > Set The Time Manually

Time Setting

Set the system time of the UA controller by manually. Directly
enter the new year/month/date and hour:minute:second.

Read The Local
Computer Time

the “Time Setting” of this item.

Click [Read] can copy the current time of the using computer to

Time Zone

Set up the time zone.

Save

page.

Click to save the settings of this item and update the data of
“Time Setting” to the “Date And Time Display” on the top of this
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5.1.3 Network Setting

Network Setting provides the function to display and set the network settings, including IP
address, host controller, DDNS, etc.

NOTE:
1. UA-5200/7200 series has 1 LAN (LAN1);
UA-2200 series has 2 LANs (LAN1/LAN2).
2. UA-2200 series supports static IP only, so it needs to specify an IP address for
each LAN1 and LAN2.
3. The IPs of LAN1 and LAN2 of UA-2200 series must be set in different subnets.
Ex: Set one IP to 192.168.84.80, and set the other IP to other subnets, e.g. 10.1.1.2.
4. Reminder for UA-2200 series using mobile network:
A. When there is a mobile network: LAN1 and LAN2 cannot set gateway parameters.
B. When there is no mobile network: Only one of the LAN1 or LAN2 can set the
gateway parameters.

Network Setting (LAN1)

Connection Mode @ Specify an IP address

P | 192 188 | 84 | 80

Mask 255 _ 255 _ 0 _ 0
Gateway 192 /168 | 1 || 1
Save

Network Setting (LAN2)

Connection Mode ® Specify an IP address

IP 10 0 | 0 |1
Mask 256 286 0 | O
Gateway 0 188 || 1 || 1

Fig. 74) System Setting > Network Setting > LAN
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Tab. 20) Descriptions: System Setting > Network Setting > LAN

ICP DAS

System Setting

> Network Setting > Network Setting (LAN1)

Connection Specify an IP address: Users input the values in the fields of IP,
Mode Mask and Gateway according to customer's network. Detail
information for the factory default value of UA controller network
refers to the Section 2.2.1.
IP The LANL1 IP address of this UA.
Factory Default: 192.168.255.1
Mask The LAN1 mask address of this UA.
Factory Default: 255.255.0.0
Gateway The LAN1 gateway address of this UA.
Factory Default: 192.168.1.1
Save Click to save the settings of LAN1 item.

System Setting

> Network Setting > Network Setting (LAN2)

Connection Specify an IP address: Users input the values in the fields of IP,
Mode Mask and Gateway according to customer's network. Detail
information for the factory default value of UA controller network
refers to the Section 2.2.1.
IP The LAN2 IP address of this UA.
Factory Default: 10.0.0.1
Mask The LAN2 mask address of this UA.
Factory Default: 255.255.0.0
Gateway The LAN2 gateway address of this UA.
Factory Default: 10.168.1.1
Save Click to save the settings of LAN2 item.
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IPv6

LAM1

Connection Mode

Prefix length

Gateway

® Specify an IP address
) Obtain an IP address automatically(DHCP)

| feB0::f6e1:1eff-fe895:5a85

|Save|

Fig. 75) System Setting > Network Setting > IPv6

Tab. 21) Descriptions: System Setting > Network Setting > IPv6

System Setting > Network Setting > IPv6

LAN1

IPV6 address of this controller LAN1 or LAN2.
LAN2

Set the IPV6 address and specify the IP, prefix length, and gatewa
Connection _ ) pectly P g gateway
Mode fields below to manually input.

or automatically generated by DHCP
IP IPV6 address of this controller LAN1 or LAN2

Prefix length

IPV6 subnet prefix length of the controller LAN1 or LAN2

Gateway

IPV6 gateway address of the controller LAN1 or LAN2

Save

Click to save the settings of this item.
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Hostname Setting

Hostname  UA-5231-66CS0BE4ESAS

Save

Fig. 76) System Setting > Network Setting > Hostname

Tab. 22) Descriptions: System Setting > Network Setting > Hostname

DAS

System Setting > Network Setting > Hostname Setting

Hostname The host name of this UA. Default: system value. User can give a
new name, but cannot be null.

Save Click to save the settings of this item.

Dynamic DNS Setting

Service Provider |NO-IP v
*Username |undefined
*Password ---------

*Domain Name  |\undefined

Save

Fig. 77) System Setting > Network Setting > DDNS

Tab. 23) Descriptions: System Setting > Network Setting > DDNS

System Setting > Network Setting > Dynamic DNS Setting

Service Select the company of the DDNS service. Default: NO-IP.

Provider Supports: NO-IP, ChangelP.com, DynDNS, FreeDNS.

*Username Set up the login user name. The star * means the field cannot be null.
Default: undefined.

*Password Set up the login password. The star * means the field cannot be null.

*Domain Define the parked domain name of the DDNS.

Name The star * means the field cannot be null. Default: undefined.

Save Click to save the settings of this item.

* The star “ * ” means the field cannot be null.
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® ** VPN Setting:

VPN

OpenVPN [ Enable

P

Connection Profile File | ‘ | Upload

Username | ‘

Password | ‘

| Save ‘

Fig. 78) System Setting > Network Setting > VPN
Tab. 24) Descriptions: System Setting > Network Setting > VPN
System Setting > Network Setting > VPN

OpenVPN Enable: Set whether the OpenVPN connection is enabled or not.

IP OpenVPN Server configured IP, if offline or not enabled the field is blank.
Connection | Upload the OpenVPN Client profile file (sub-flename .conf).

Profile File
Username | Configure the OpenVPN connection Username if the OpenVPN Server
authentication mechanism is using the Username/Password method.
Password | Configure the OpenVPN connection Password if the OpenVPN Server
authentication mechanism is using the Username/Password method.

Save Click to save the settings of this item.

VPN Connection Setup Steps:
1. Upload Connection Profile File: When connecting to OpenVPN Server, you need to set up

the OpenVPN Client Profile (refer to Appendix F for .conf example), click [Upload] to select
the profile.

2. Set the Username and Password: If the OpenVPN Server authentication mechanism uses
the Username/Password method, then the [Username] and [Password] should be set.

3. Click [Save] to save the settings.

4. Check the [Enable] and the IP field will be displayed when the connection is successful.

VPN

OpenVPN Enable

P 10.211.1.173

Connection Profile File |vpngate_\rpn614923953.opw| ‘ Upload

Username | |

Password| | |

| Save | Success.
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® ** Network Setting (Mobile Network):

Network Setting(Mobile Network)

Fig. 79) System Setting > Network Setting > DDNS
Reminder for UA-2200 series using mobile network:

A. When there is a mobile network: LAN1 and LAN2 cannot set gateway parameters.
B. When there is no mobile network: Only one of the LAN1 or LAN2 can set the
gateway parameters.

Setting Steps & Notice:

1. This “Mobile Network” setting items appears only on the mobile model of UA controller (-
4GE/4GC/3GWA).
Insert the SIM card into the SIM card socket of UA, and then power on or restart the
UA. Login the web Ul again. When the “SIM Card Status” item appears “Working”, the
network connection is successful. Users can check the 3G/4G LED Status of UA Series to
know the module status.

Tab. 25) Descriptions: System Setting > Network Setting > 3G/4G LED Status
LED LED Status Module Status

Green Light Flash:
ON for 2 seconds, OFF for 1 sec,
and flashing alternately.

4G |Green Light Flash:
ON for 1 second, OFF for 2 secs,
flashing alternately, or OFF .

The modem is functioning normally, and the
SIM card inside.

The modem is not functioning, no SIM card
inside, or the PIN is still locked.

Green Light Flash: Quickly Data is transmitting.

The modem is functioning normally, and the

Green: ON SIM card inside.

3G

The modem is not functioning, no SIM card

OFF inside, or the PIN is still locked.

2. Enter the PIN number to unlock the SIM card:

* The SIM card of a telecom company is usually locked and protected by a PIN number.
Please unlock the PIN before setting the Mobile Network function.
* The PIN access will be locked out after three fault attempts. The user needs to
contact the telecom company of the SIM card to unlock it before proceeding.
3. Set up the network settings (see next page), check the "Enable" items, and click the "Save
and Connect" button. When the "Connection Status" becomes "Connected", the connection

is successful.
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4. When the mobile network is enabled, the mobile network will serve as the main route to the
external network.

signal  _gilll| 65 aBm
Connection Status Connected
IP  10.238.52.120

Automatic
Connection When ¥ Enable
Power On

Dial-up Number *O9#

APN INTERNET

Usemame |guest

Authentication Password |es--
FPlease refer to this document to configure the setting.

¥ Enable
MCC (466

Mobile Code MNC o2

Please refer to this document to configure the setting.

Disconnect Save and Connection

Fig. 80) System Setting > Network Setting > Mobile
Tab. 26) Descriptions: System Setting > Network Setting > Mobile

System Setting > Network Setting > Network Setting(Mobile Network)

Signal Display the strength level of the Mobile Network Signal.
Signal strength range: 77 dBm
(The strongest signal) -51 ~ -113 (No signal) Ll
Connection Display the connection status:
Status Connected or Disconnected.
IP Display the IP address that UA occupies through Mobile Network.
Automatic If check the “Enable” box, it will enable the UA controller to complete
Connection the Mobile Network connection automatically when power on UA

When Power On | controller.

Dial-up Number | Default: *99#. User can change it by the proprietary number
provided by the Telecommunication Service Company.

APN Please refer to “this document” provided on the UA Web HMI page
to configure the setting.

Authentication Please refer to “this document” provided on the UA Web HMI page
to configure the setting.

Mobile Code It is an optional setting. It depends on the service of the
Telecommunication Company provides. Refer to “this document”.

Disconnect Click button can disconnect the Mobile Network connection.
Save and Click button to save the setting and start to connect the Mobile
Connection Network.
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5.1.4 Account Setting

Account Setting provides the function to set the login username and password of the UA web
ul.

System Setting Account Setting
Controller Service Setting Account Settings Page
= ==y Username root
Metwork Setting
Password ssss
Account Setting
Boot Retype Password sere

COM Port Interface Setting
= Save

Fig. 81) System Setting > Account Setting
Tab. 27) Descriptions: System Setting > Account Setting

System Setting > Account Setting > Account Settings Page
Username The login username for the UA Web Ul. Factory default: root
Password The login password for the UA Web Ul. Factory default: root

A strong password checking mechanism is added to the password
setting. The new password must meet the following conditions:

o Be at least 8 characters’ long

e Contains at least one lowercase letter

¢ Contains at least one uppercase letter

e contains at least one number

e Contains atleastone symbol ! @#$ % * & *(),.?2":{}]|<

>W/;=-[1~4)

Retype Password | Retype the password for the operation conform when setting the
new account information.

Save Click to save the settings of this page.

After first login, change your password as soon as possible for your system safety.

Steps to change the username and password:

1. Type the new username in the “Username” item.

2. Type the new password in the “Password” item.

3. Retype the new password in the “Retype Password” item.

4. Click the “Save”. Then re-login the UA Web Ul with the new username and password.
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Tab. 28) Descriptions: Factory Default Settings of UA Series

ICP DAS

Factory Default Settings of UA Series

IP (LAN1) 192.168.255.1
IP (LAN2) 10.0.0.1 Assign UA a new IP
address according to your
case.
Network Mask 255.255.0.0 For UA-2200 series, set
the LAN1 for the
Gateway LAN1: 192.168.1.1 connection.
LAN2: 10.168.1.1
Username | root After login, change your
Web Ul password as soon as
Account possible.
Password | root (Section 5.1.4 for Web Ul)

77



UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS
5.1.5 Boot

Boot function provides the function to reboot the UA series controller, and enable the function
to run the project, MQTT broker or DDNS at startup.

System Setting Module Setting loT Platform Setting Convert Setting

I/O Status File Setting
System Setting Boot

Controller Service Setting Restart

Time Setting Restart the controller Reboot

Network Setting Run at startup

ety Project Run at startup

I Boot

MQTT Broker Run at startup
COM Port Interface Setting

Web and Secure DDNS  [J Run at startup
= del LY System Log [ Run at startup
| Save |

Fig. 82) System Setting > Boot Setting
Tab. 29) Descriptions: System Setting > Boot Setting

System Setting > Boot > Restart
Restart the controller | Click “Reboot” can restart the UA controller at once.

System Setting > Boot > Run at startup

Project Check the “Run at startup” box can set the project to run at the
UA controller startup. Default: check.

MQTT Broker Check the “Run at startup” box can set the MQTT Broker to
run at the UA controller startup. Default: check.

DDNS Check the “Run at startup” box can set the DDNS to run at the

UA controller startup. Default: uncheck.

System Log After being enabled, UA will record the following UA status
data every 30 minutes:

1. Record IP information

2. TCP connection status

3. Web service status

4. CPU usage

5. MQTT Broker test connection status
The recorded log data will be stored in MicroSD, and the file
can be downloaded through the web interface [File Settings] >
[Log File Download] > [DatalLog] > [syslog]
Save Click to save the settings of this page.
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5.1.6 COM Port Interface Setting

COM Port Interface Setting allows display and set the COM port interface of the UA series
controller for the RS-232/RS-485 serial communication.

System Setting ~ COM Port Interface Setting

Controller Service Setting  COM Port Interface Setting Page

Time Setting Serial Port ‘ttyOQ V‘
Network Setting
Baud Rate | 9600 v|
Account Setting
Boot Data Bits |8 bits v|
I COM Port Interface Setting Parity |None v|
Web Secure
Stop Bits |1 bit v|

EZ-UAQ Utility

Silent Interval(ms) |500 |

| Save |

Fig. 83) System Setting > COM Port Interface Setting
Tab. 30) Descriptions: System Setting > COM Port Interface Setting

System Setting > COM Port Interface Setting > COM Port Interface Setting Page

Serial Port Choose the serial port of UA controller that links with the 1/0O module.
UA-2200/5200: ttyO2 (RS-485); ttyO4 (RS-232); ttyO5 (RS-485)

Default: ttyO2. Select the port that the module is actually connected to.
UA-7200: COM1 (RS-232/485)
Baud Rate Choose a baud rate to communicate with the module: 1200, 2400, 4800,
9600, 19200, 38400, 57600 and 115200. The UA controller and the I/O

module need have the same baud rate. Default: 115200.

Data Bits The number of bits used to represent one byte of data: 7 bits or 8 bits.
Default: 8 Bits.
Parity Choose one way for the parity checking.

Options: None, Even, and Odd. Default: None.
Stop Bits Choose the number of stop bit: 1 bit or 2 bits. Default: 1.

Silent Set a time interval for the command.
Interval (ms) | Minimum: 20 ms. Default: 500 ms
Save Click to save the settings of this page.
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5.1.7 Web and Secure

This function is to set the security options and related parameter descriptions of the web page.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting
/O Status File Setting
System Setting  Web and Secure
Controller Service Setting ~ YVED Server
Time Setting AL
Network Setting HTTPS
Account Setting
Port 8443
Boot
COM Port Interface Setting Certficate | SelectFile | lﬁ'
Web and Secure Private Key |M| |@|
EZ-UAQ Utility
Firewall
Whitelist [ Edit |

Fig. 84) System Setting > Web and Secure > Web Server
Tab. 31) Descriptions: System Setting > Web and Secure > Web Server

System Setting > Web and Secure — Web Sever

HTTP Check box to enable web HTTP communication (Default: Enable)
HTTPS Check box to enable web HTTPS communication (Default: Disable)
When enabled, use the UA dedicated port number 8443 and upload the
certificate and private key files.

Certificate Certificate required for HTTPS communication. The user can select the
certificate file on the browser side by clicking the “Select File” button.
Then upload by clicking the “Upload” button.

Private Key Private key required for HTTPS communication. The user can select the
Private Key file on the browser side by clicking the “Select File” button.
Then upload by clicking the “Upload” button.

After uploading the certificate and private key, when using HTTPS to securely encrypt the
webpage, please enter “https:/I” in the address bar of the browser, add the IP, add the UA
HTTPS port number ":8443" after the IP, and then press Enter to enter the webpage, the
example is as follows:

@ https:;//192.168.85.127:8443
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Firewall

Ping Echo Enable

Whitelist

Fig. 85) System Setting > Web and Secure > Firewall

The firewall includes “Ping Echo” (default: disabled) and “whitelist” settings.
Click [Edit] to expand the [Whitelist] setting page, as follows:

Whitelist | Hide |

Add Rule Type  [Single IP Address v |

Single IPAddress | 192 || 168 || 255 |[ 102 |

| Add Rule |
Or
Add Rule Type  [IP Range v
IPRange | 192 || 168 || 75 || 1 |to| 192 || 168 || 75 || 10 |
| Add Rule |
Rule Type IP Address or Range Action
range 192.168.75 1 to 192 168.75.10 | Delete |
single 192 168.255.102 | Delete |
| Submit |
| Save |

Fig. 86) System Setting > Web and Secure > Firewall > Whitelist
Tab. 32) Descriptions: System Setting > Web and Secure > Firewall

System Setting > Web and Secure — Firewall

Ping Echo If checked, enables the UA to respond to ping command.
(Default: disabled)
Whitelist Click [Edit] to expand the settings page to allow connected

device IP or IP range devices

Add Rule Type

There are two types of whitelist rules: single IP address, IP range

Single IP Address

Allows one single device with a specified IP to connect

IP Range Allow devices within an IP range to connect
Add Rule After setting a rule, click the [Add Rule] button once and the rules
will be listed below.
Action To delete a rule, click the [Delete] button of the rule list
Submit After setting all the rules, click [Submit] to complete the whitelist
setting.
Save Save all settings on this web page.
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5.1.8 EZ-UAQ Utility

ICP DAS

This function is mainly to set up the password for operating the functions from the EZ-UAQ

Utility.
System Setting Module Setting loT Platform Setting
I/O Status File Setting
System Setting ~ EZ-UAQ Utility

Controller Service Setting EZ-UAQ Utility Setting

Convert Setting

Time Seltlng Passwaord ‘ oooooooo

MNetwork Setting

Confirm Password ‘ --------

Account Setting
Boot
COM Port Interface Setting

Web Secure

EZ-UAQ Utility

| Save |

Fig. 87) System Setting > EZ-UAQ Utility
Tab. 33) Descriptions: System Setting > EZ-UAQ Utility

System Setting > EZ-UAQ Utility

at least 4 characters

Password set up the password for operating functions from EZ-UAQ Ultility.
Password rules: Allow English and numbers, no special symbols,

Confirm Password | Type the password to confirm the setting password

UA supports the new version of EZ-UAQ Utility functions starting from V1.4.2.0, as follows

(for details, please refer to the Utility manual)

e  Module Details (TCP ~ UDP - Protocol * Port)
Reduce CPU Usage

Update Firmware, Update Project

Download Modbus and OPC UA Configuration
Download Log

Download Project

When EZ-UAQ Utility uses the above functions and connects to UA, UA will require password
verification, and the operation will only be processed if the verification is passed. The user
sets the EZ-UAQ Utility password here to verify the password sent by the Utility.
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5.2 Main Menu: Module Setting

Module Setting is the second item of the Main Menu. The Module Setting provides the
functions for UA series controller to connect the remote Modbus (RTU/TCP/ASCII module),
remote MQTT and remote EtherNet/IP module.

[Module Setting] includes three sub-menu functions (see the picture below) and the function
descriptions are listed on the page of the Main Menu, such as the Modbus RTU Module
(Master), TCP Module (Master), ASCIl Module (Master), MQTT and ICP DAS EIP Module. The
Module Setting will support more modules in the future. This chapter will introduce the current
function items and setting parameters.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
/O Status File Setting
Module Setting
Modbus Module Setting
ITU Module {master
RTU Modul Modbus
TCP Module pmaster) RTU Module (Master)  This setting is for connecting the remote Modbus RTU Slave module.
ASCI Module pMaster) . o .
TCP Module (Master)  This setting is for connecting the remote Modbus TCP Slave module.
MQTT ] o ]
MQTT Mod ASCII Module (Master)  This setting is for connecting the remote Modbus ASCII Slave module.
MQTT Module
EtherMet/IP MQTT
CPDAS Module
MQTT Module  This setting is for connecting the remote MQTT module.
XV Board
XV Module
EtherNet/IP
Internal ICPDAS Module  This setting is for connecting the remote ICPDAS EIP module.
ntermal Module
XV Board
XV Module  This setting is used to set the XV module on the expansion board.
Internal
Internel Model Iheﬂln_ternal quule can c[eate virtual internal variables for r_eacling and writing g

Fig. 88) CH5.2 Main Menu: Module Setting

The setting for UA series controllers is to set up from the left to the right of the main menu
functions. User can find the setting step and Web Ul information in the following chapters.
CH2 Quick Start 1: Hardware/Network Connection
CHS3 Quick Start 2: Web Ul / Setting Steps
CH4 Function Wizard: Project Quick Setup

Recommend to use ICP DAS module, system will auto set up the Modbus Mapping Table.
The user can check the module Modbus address or I/O number from the user manual.
Website: https://www.icpdas.com/en/product/p02.php?root=537
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5.2.1 Modbus RTU (Master)

This setting is for UA Controller connecting the remote Modbus RTU Slave module.

ICP DAS

Modbus RTU Module List
Serial Port |tty02 v|
Import Module Profile | Upload Module Profile
Select All
|:| No. *Module Mame / Mickname Edit
@ [Name =
Eo_Jro[]
Remove all

Fig. 89) Modbus RTU Module

This page is for setting the communication values with the connected modules. First choose
the serial port that connected with the module, and each module can give a name (Default:
Name). Click [ @ ] button could add a new module. If using ICP DAS module, user just need
to select the model number, system will auto add and setup the module. Click [Edit] button
can configure the module content and the Modbus mapping table.

Setting Steps: M-7055D v
1. Select the module Serial port M-;l]?ﬂélugeries

[ M-7005
2. Click the switch icon - to select the adding mode: m;g];

a) Select The Module: Select an ICP DAS model (as the pic), system will auto setup.

b) Name: Give a name, e.g. M-7055D. Click [-."i:é ] to add a module for user setting.

Click the button [Edit] to enter the Module Content Setting page

View or set the Modbus Mapping Table for the UA series and module 1/0O channels

Modbus RTU Module List 1 Seloct th ; o oort
. Select the connecting serial po
Serial Port ty 02 * T
Import Mo . . . i
2. Click switch icon to select an ICP DAS module for auto setting,

Select All or give a name, click ‘+’ to add a module for user setting.

[]

o ere | 31‘/

[] 1 M-7055D

3. Click to set the module content

Remaove all

Fig. 90) Modbus RTU Module Setting Steps

The function items and setting parameters of the [Modbus RTU Module List]:

84



UA-2200/UA-5200/7200 User Manual V8.1
Modbus RTU Module List
Serial Port [ttyo2 v |
Import Module Profile | Upload Module Profile
Select All
No. *Module Mame [ Nickname Edit
® Name =
1 M-T055D

Fig. 91) Module Setting > Modbus RTU > Module List

Tab. 34) Descriptions: Module Setting > Modbus RTU > Module List

Module Setting > Modbus - RTU Module (Master) > Modbus RTU Module List

Profile: Upload
Module Profile

Serial Port Choose the serial port of UA controller that links with the 1/0O module.
UA-2200/5200: ttyO2 (RS-485); ttyO4 (RS-232); ttyO5 (RS-485)
UA-7200: COM1 (RS-232/485)

Import Module 1.Click to import the pre-edited .csv module profile (see UA-FAQ)

2.Click to import the .json ICP DAS module list. Go to UA Download
Center > Firmware to download the new .json Module List.

Check the box “Select All” will select all modules in the list.

Select All Check the box in the left of the module is to select that module list,
can delete or copy the module.

* Click to add a list of module.

No. The number of the module list (System arrange, not editable)

*Module Name /

i )
Nickname -

Module name (*: cannot be null). Click & can switch setting mode.

Name: User set up the module. Select The Module: Select a ICP
DAS model, system auto-setup the module.

Edit

Click to set the module in the Module Content Setting page.

Copy

Select the module wants to copy by check the
box and click [Copy] can copy module by
assigning port and Number. Yes: copy the

Copy module

Copy to : [ttyos v

Quantity :

module and exit. No: exit without copy. b e

Remove

Click to delete the checked module(s)

Remove all

Click to delete all modules linked with the Remove module

Select : | tty02 v

selected port. Remove: delete the modules

Remove MNo

and exit. No: exit without delete module.

ICP DAS

The page number / total pages of the module list. Click < or > to go
to the previous or the next page.

Click to save the settings of this page.
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Click [Edit] button to enter the “Module Content Setting” page.

Enter the Module Content Setting page.

If select ICP DAS module, system will

Module Content Setting

Module Mame

Slave ID

Timeout{ms)

Write Timeout Retry (Counts)

Retry Interval(3)

Modbus Mapping Table Setting

Data Model |D1 Coil Status{0x)
Start Address |0
Data Number |1 | |

Create Tables

auto set up the Modbus Mapping Table,

or user needs to check the module

Modbus address or I/O number from

the module user manual.

> Modbus Mapping Table Setting:
Set module in the order of Data
Model, Start Address and Data
Number, then click “Add”.

Ex: M-7055D has 8 Data Models of “01

Coil Status (0x)” (Mapping: DO), so

select Model “01”, Start Add. “0”,

Number “8”, and click “Add”.
Coil Status(0x)

Mo. 3

[M-7055D |

178 |

500 |

N

| Number

Address ]
8

Bool

Type

Edit

Add

Fig. 92) Module Setting > Modbus RTU > Module Content

Tab. 35) Descriptions: Module Setting > Modbus RTU > Module Content

Module Content Setting

No. The module number in the module list (Not editable here)
Module Name | Give a name, e.g. model number or name. Default: Name.
Slave ID Set the module Slave ID of the UA. (Range: 1 ~ 247)
Timeout Set the timeout value for the module. Default: 500 (ms)

Write Timeout
Retry

Retry to write again when there is no response after the timeout is up, and
it can be set to Write Timeout Retry up to 3 times. (Counts)

Retry Interval

The min. interval time for the UA to resend the command in seconds(s).
Range: 3~65535 (s)

Modbus Mapp

ing Table Setting

Data Model | System provides 4 Modbus Data Model ~ [Modbus Addr/Ch. Type
data models for mapping to Coil Status 0 DO
the Modbus address of the I d oo
Ch.: Coil Status, Input Status, Input Status 1xxxxx DI
Holding Registers, Input Holding Registers|  2xxxxx AO
Registers. Input Registers |  3xxxxx Al
Start Address | The start address of the Modbus command. Note: the Start Address of

UA is base 0, even if some modules are base 1, here it needs to follow
UA to set base O.

Data Number

Set the number of module channel (DO, DI, AO, Al) data according to
"Data Model". Default: 1.

Type

This item only appears when the data model is 03 or 04. Set it according
to the module data: 16-bit Short, 16-bit Unsigned Short, 32-bit Long, 32-
bit Unsigned Long, 64-bit Int64, 32-bit Float, 64-bit Double.

Note: 32-bit and 64-bit data occupy 2 and 4 Modbus Register addresses.
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Create Tables | Click [Add] button, it will add a table in the Modbus mapping table.

The finished Modbus Mapping Table as below.

Address Setting:
Display and edit the Modbus Mapping Table.

Modbus Mapping Table Address | Nickname Scaling Bitwise
Coil Status(0x) Input Status(1x) Holding Registers(4x) Input Registers(3x)
Address 0 Address 0
Number 8 Number 8
Type Bool Type Bool
Edit Edit

Fig. 93) Module Setting > Modbus RTU > Mapping Table > Address

If user selects ICP DAS module, the system will auto set up the Modbus Mapping Table. If
not, user needs to check the module Modbus address or I/O number from the module user
manual.

Tab. 36) Descriptions: Module Setting > Modbus RTU > Mapping Table > Address
Modbus Mapping Table — Address Setting

Address Setting | The “Address Setting” page of the Modbus Mapping Table

Nickname Click can switch to the The “Nickname Setting” page of the Modbus
Setting Mapping Table. (Next page)
Modbus Coil Status(0x): Mapping to DO Modbus address

Mapping Table Input Status(1x): Mapping to DI Modbus address

Holding Registers(4x): Mapping to AO Modbus address

Input Registers(3x): Mapping to Al Modbus address

Address The start address of the Modbus command. Default: 0.

Note: the Start Address of UA is base 0, even if some modules are
base 1, here it needs to follow UA to set base 0.

Number The number of the Modbus address. Need to give enough number
for the DO, DI, AO, Al channels of the module. At least 1.

Type DO/DI type: Bool (Boolean)
AO/Al type: depend on setting of [Modbus Mapping Table Setting]

Edit Click to change the address and Number.

Delete Click to delete this address table.

Save Click to save and exit this table editing.

Cancel Click to exit without saving and back to the module list page.

OK Click to save this page settings and back to the module list page.
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ICP DAS

Modbus Mapping Table Address Setting | Nickname Setting
01 Coil Status(0x)
Table Display Show | | Hide
Address Variable name Data Type Description
0 Tagl Bool
1 Tag1 Eool
02 Input Status(1x)
Table Display | Show | | Hide
Address Variable name Data Type Description
0 Tag0 Bool
03 Holding Registers(4x)
Table Display | Show | | Hide
Address Variable name Data Type Swap Description
0 Tagl Short
04 Input Registers(3x)
Table Display | Show | | Hide
Address Variable name Data Type Swap Description
0 Tago Float
OK Cancel

Fig. 94) Module Setting > Modbus RTU > Mapping Table > Nickname
Tab. 37) Descriptions: Module Setting > Modbus RTU > Mapping Table > Nickname

Modbus Mapping Table — Nickname Setting

Modbus Mapping
Table

Coil Status(0x): Mapping to DO Modbus address

Input Status(1x): Mapping to DI Modbus address
Holding Registers(4x): Mapping to AO Modbus address
Input Registers(3x): Mapping to Al Modbus address

Table Display

Click [Show] to display all fields, click [Hide] to hide some fields.

Address

Modbus address. System auto arrange.

Variable name

The variable name of the mapping address. Default: Tag0 and auto
arrange the number. User can define the name.

Data Type Display data type of the variable. (Not editable)

Swap Check to swap the byte order (Lo-Hi/Hi-Lo) for 4-byte or 8-byte.
Description Write a note for this variable.

OK Click to save this page settings and back to the module list page.
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Scaling is only available in the AI/AO settings of Modbus RTU/TCP. When the variable
value needs to be scaled or converted before output, click the "Advanced Setting" button of
the variable on the Scaling page, input the Min./Max./Offset of the Reference/Output items,
add a description, and check "Enable" box, The Scaling conversion function will be activated.

Mickname Scaling Bitwise

Dew_point_temperatu

Dew_point_temperatu

Scale_Dew_point_tempe

Scale_Dew_point_tempe

Show Detail

Show Detail

Modbus Mapping Table Address
03 Holding Registers(4x)
Table Display Show Hide
Address Reference Output Scaling Enabled Description
04 Input Registers(3x)
Table Display Show Hide
Address Reference Ouwtput Scaling Enabled Description
co2 Scale_CO2
o S | Cle | Hide Detail co2
Max. 10000 Max. 10000
Offset (]
1 Relative_humidity Scale_Relative_humidity Show Detail Relative_humidity
2 Temperature_Celsius Scale_Temperature_Cel: Show Detail Temperature_Celsius
Temperature_Fahrenk |Scale_Temperature_Fah
3 LT 0 A o Hide Detail Temperature Fahrenheit
Max. 10000 Max. 100
Offset (]

OK Cancel

Fig. 95) Module Setting > Modbus RTU > Mapping Table > Scaling

Tab. 38) Descriptions: Module Setting > Modbus RTU > Mapping Table > Scaling

Modbus Mapping Table — Scaling
Modbus Holding Registers(4x): Mapping to AO Modbus address
_ Input Registers(3x): Mapping to Al Modbus address

Mapping Table . .

Scaling do not support 01 Coil Status(0x):DO & 02 Input Status(1x):DI

Table Display | Click [Show] to display all fields, click [Hide] to hide some fields.

Address Modbus address. System auto arrange.

Reference The 1/O variable of the Modbus address.

Output The scaling variable for scaling output. User can define the variable name.
Click [Show Detail] to set up the Scaling parameters, and click [Hide Detail]
to hide the parameters.

Scaling Fill in the Min/Max range values of the source in the Reference column. Fill
in the Min/Max range values after scaling in the Output column. If needs
offset, fill the offset value in the Offset item. Remember check “Enable” box.

Enable Check the box of the variable can enable just that variable for scaling.

Description Write a note for this variable.

OK Click to save this page settings and back to the module list page.
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® ** Bitwise
Bitwise is only available in the AI/AO settings of Modbus RTU/TCP. When the data
needed to take out the value of the specified bit, fill in the variable name in the specified Bit#
of the required address, and the value of the bit can be output to the filled variable.

Modbus Mapping Table Address Nickname Scaling | Bitwise

03 Holding Registers(4x)

Table Display Show Hide

Address Reference Bitwise
Tag14 Hide
BitD ) HR14_Bit0 Bit1 ) HR14_Bit1
Bit2 }|HR14_Bit2 Bit3 }|HR14_Bit3
Bit4 }|HR14_Bit4 Bit5 ) HR14_Bit5
L Bit6 )|HR14_Bit6 Bit7 )|HR14_Bit7
Bit8 ) HR14_Bits Bit9 ) HR14_Bitg
Bit10 )[HR14_Bit10 Bit11 )|HR14_Bit11
Bit12 )|HR14_Bit12 Bit13 )|HR14_Bit13
Bit14 )|HR14_Bit14 Bit15 )|HR14_Bit15
15 Tagis Advanced settings

04 Input Registers(3x)

Table Display Show Hide

Address Reference Bitwise

oK Cancel

Fig. 96) Module Setting > Modbus RTU > Mapping Table > Bitwise
Tab. 39) Descriptions: Module Setting > Modbus RTU > Mapping Table > Bitwise

Modbus Mapping Table — Bitwise

Holding Registers(4x): Mapping to AO Modbus address

Modbus Input Registers(3x): Mapping to Al Modbus address

Mapping Table | Bitwise do not support 01 Coil Status(0x):DO & 02 Input Status(1x):DI
Bitwise do not supports 32-bit Float & 64-bit Double data types.

Table Display | Click [Show] to display all fields, click [Hide] to hide some fields.

Address Modbus address. System auto arrange.

Reference The Bit# variables of the Modbus address.

Set up the variables for Bitwise. Click [Advanced Settings] to set up the
Bitwise parameters, and click [Hide] to hide the parameters.

Bitwise
W Fill in the variable names to the Bit# that wanted to do the Bitwise. The value
in the fixed bit number will be assigned into the variable.
OK Click to save this page settings and back to the module list page.

90



UA-2200/UA-5200/7200 User Manual V8.1
5.2.2 Modbus TCP (Master)

This setting is for UA Controller connecting the remote Modbus TCP Slave module.

ICP DAS

Modbus TCP Module List
Import Module Profile | Upload Module Profile |
Select All
D Mo, *Module Mame [ Mickname Edit
@ Name S
] 1 DL-302
X
Remove all

Fig. 97) Modbus TCP Module

This section shows the settings for the Modbus TCP module on Ethernet LAN. User can give
module a name (Default: Name), click [-éi:é] button to add a new module, and then setup the
module. If using ICP DAS module, user can just select the model, system will auto add and
setup the module. Click [Edit] button to set the module content and the Modbus mapping table.

Selet The Module r
Setting Steps:

M-T000 Series

(PJET-7002

1. Click the switch icon & to select the adding mode: (P)ET-7005

a) Select The Module: Select an ICP DAS model (as the pic), system will auto setup.

b) Name: Give a name, e.g. DL-302. Click [-&J ] to add a module for user setting.
2. Click the button [Edit] to enter the Module Content Setting page

View or set the Modbus Mapping Table for the UA Series and module 1/O channels

Modbus TCP Module List

Import Module Pro

1. Click switch icon to select an ICP DAS module for auto setting,

Select All " or give a name, click ‘+’ to add a module for user setting.
@ e | Gf/
] 1 DL-302
Palra—rHeS

2. Click to set the module content

Remove all Save

Fig. 98) Modbus TCP Module Setting Steps

The function items and setting parameters of the [Modbus TCP Module List]:
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Modbus TCP Module List
Import Module Profile | Upload Module Profile |
Select All
Mo. *Module Mame [ Nickname Edit
+ Name [ &
1 DL-302

Fig. 99) Module Setting > Modbus TCP > Module List

Tab. 40) Descriptions: Module Setting > Modbus TCP > Module List

ICP DAS

Module Setting > Modbus - RTU Module (Master) > Modbus RTU Module List
Import Module | 1.Click to import the pre-edited .csv module profile (see UA-FAQ)
Profile: Upload | 2.Click to import the .json ICP DAS module list. Go to UA Download
Module Profile | Center > Firmware to download the new .json Module List.
Check the box “Select All” will select all modules in the list.
Select Al Check the box in the left of the module is to select that module list, can
delete or copy the module.
oy Click to add a list of module.
No. The module number in the module list (System arrange, not editable)
*Module Name =
/ Nickname Module name (*: cannot be null). Click - can switch setting mode.
4 Name: User give a name to set up the module. Select The Module:
Select a ICP DAS model, system auto-setup the module.
Edit Click to set the module in the Module Content Setting page.
Copy Select the module wants to copy by check Copy module
the box and click [Copy] can copy module Copy o - [LAN .
by assigning port and quantity. o
Yes: copy the module and exit. e
No: exit without copy. = =
Remove Click to delete the checked module(s)
Remove all Click to delete all modules linked with the Remove module
selected port. setect : (AN -
Remove: delete the modules and exit.
No: exit without delete module. Remove Mo
= = The page number / total pages of the module list. Click < or >to go to
the previous or the next page.
Save Click to save the settings of this page.

Click [Edit] can enter the [Module Content Setting] page to set up the module and the
Modbus address mapping table.
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Module Content Setting

Ma. |

Module Name

[(PET-7019 |
module Modbus address or 1/0O
e [0 [[o [0 ][0 ] number from the module user manual.
| > Modbus Mapping Table Setting:
Port  |302

Slave D |1
Timeout(ms) 500

Polling Interval(ms) 500

Modbus Mapping Table Setting

Data Model |D1 Coil Status{0x) v]\
Address o
Start Address |0 | R 2
Shorl

Data Mumber |I

Create Tables

If select ICP DAS module, system will
auto set up the Modbus Mapping
Table, or user needs to check the

Set module in the order of Data
Model, Start Address and Data
Number, then click “Add”.
Ex: DL-302 has 6 Data Models of “04
Input Registers (3x)” (Mapping: Al), so
select Model “04”, start 0, number 6,
type Short, and click “Add”.

Input Registars(3ux)

<

| Type
| Edit |

Fig. 100) Module Setting > Modbus TCP > Module Content

Tab. 41) Descriptions: Module Setting > Modbus TCP > Module Content

Module Content Setting

No. The module number in the module list (Not editable here)
Module Name | Give a name, e.g. model number or name. Default: Name.
IP The IP address of the connected module. Default: 0.0.0.0
Port The port number for Modbus TCP. Default: 502

Slave ID Set the Slave ID of the UA. (Range: 1 ~ 247)

Timeout Set the timeout value for the module. Default: 500 ms

Polling Interval

Set a time interval for the command. Default: 500 ms

Modbus Mapping Table Setting

Data Model System provides 4 Modbus data Data Model [Modbus Addr.Ch. Type
models for mapping to the Coil Status OXXxXX DO
Modbus address of the Ch.: Coil Input Status TXXXXX DI
Status, Input Status, Holding Holding Registers)  2xxxxx AO
Registers, Input Registers. Input Registers 3XXXXX Al

Start Address | The start address of the Modbus command. Note: the Start Address of

UAis base 0, even if some modules are base 1, here it needs to follow
UA to set base 0.

Data Number

Set the number of module channel (DO, DI, AO, Al) data according to
"Data Model". Default: 1.

Type

This item only appears when the data model is 03 or 04. Set it according
to the module data: 16-bit Short, 16-bit Unsigned Short, 32-bit Long, 32-
bit Unsigned Long, 64-bit Int64, 32-bit Float, 64-bit Double.

Note: 32-bit and 64-bit data occupy 2 and 4 Modbus Register
addresses.

Create Tables

Click [Add] button, it will add a table in the Modbus mapping table.

93



UA-2200/UA-5200/7200 User Manual V8.1

The finished Modbus Mapping Table as below is in order of DO, DI, AO and All.

Address Setting:

Display and edit the Modbus Mapping Table.

ICP DAS

Coil Status(0x)

Modbus Mapping Table

_| Address | Nickname Scaling Bitwise

Input Status(1x) Holding Registers(4x) Input Registers(3x)

Address 0
Number 6
Type Short

| OK | | Cancel |

Fig. 101) Module Setting > Modbus TCP > Mapping Table > Address
If user selects ICP DAS module, the system will auto set up the Modbus Mapping Table. If
not, user needs to check the module Modbus address or I/O number from the module user

manual.

Tab. 42) Descriptions: Module Setting > Modbus TCP > Mapping Table > Address

Modbus Mapping Table — Address Setting

Address Setting

The “Address Setting” page of the Modbus Mapping Table

Nickname Setting

Click can switch to the The “Nickname Setting” page of the
Modbus Mapping Table. (Next page)

Modbus Mapping
Table

Coil Status(0x): Mapping to DO Modbus address

Input Status(1x): Mapping to DI Modbus address
Holding Registers(4x): Mapping to AO Modbus address
Input Registers(3x): Mapping to Al Modbus address

Address The start address of the Modbus command. Default: 0. Note: the
Start Address of UA is base 0, even if some modules are base 1,
here it needs to follow UA to set base 0.

Number The number of the Modbus address. Need to give enough number
for the DO, DI, AO, Al channels of the module. At least 1.

Type DO/DI type: Bool (Boolean)
AO/AI type: depend on setting of [Modbus Mapping Table Setting]

Edit Click to change the address and Number.

Delete Click to delete this address table.

Save Click to save and exit this table editing.

Cancel Click to exit without saving and back to the module list page.

OK Click to save this page settings and back to the module list page.
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Setting the variable nickname and description.

Modbus Mapping Table

01 Coil Status(0x)

_ Address | Nickname | Scaling Bitwise

Table Display
Address Variable name Data Type Description
02 Input Status(1x)
Table Display
Address Variable name Data Type Description
03 Holding Registers(4x)
Table Display
Address Variable name Data Type Swap Description
04 Input Registers(3x)
Table Display
Address Variable name Data Type Swap Description
0 |co2 | Short ] |room1 |
1 Relative_humidity | Short ] | |
2 |Temperaiure_CeIsius | Short D | |

Fig. 102) Module Setting > Modbus TCP > Mapping Table > Nickname

Tab. 43) Descriptions: Module Setting >

Modbus TCP > Mapping Table > Nickname

ICP DAS

Modbus Mapping Table — Nickname Setting

Modbus Mapping

Coil Status(0x): Mapping to DO Modbus address

Table Input Status(1x): Mapping to DI Modbus address

Holding Registers(4x): Mapping to AO Modbus address

Input Registers(3x): Mapping to Al Modbus address
Table Display Click [Show] to display all fields, click [Hide] to hide some fields.
Address Modbus address. System auto arrange.

Variable name

The variable name of the mapping address. Default: Tag0 and auto
arrange the number. User can define the name.

Data Type Display data type of the variable. (Not editable)

Swap Check to swap the byte order (Lo-Hi/Hi-Lo) for 4-byte or 8-byte.
Description Write a note for this variable.

OK Click to save this page settings and back to the module list page.
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Scaling is only available in the AI/AO settings of Modbus RTU/TCP. When the variable
value needs to be scaled or converted before output, click the "Advanced Setting" button of
the variable on the Scaling page, input the Min./Max./Offset of the Reference/Output items,
add a description, and check "Enable" box, The Scaling conversion function will be activated.

Modbus Mapping Table Address Nickname Scaling Bitwise
03 Holding Registers(4x)
Table Display Show Hide
Address Reference Chutput Scaling Enabled Description
04 Input Registers(3x)
Table Display Show Hide
Address Reference COutput Scaling Enabled Description
cCOo2 Scale CO2
i 0 i [t}
o Min. Min. Hide Detail co2
Max. 10000 Max 10000
Offset i)
1 Relative humidity Scale_ Relative_humidity Showr Detail Relative  humidity
2 Temperature_Celsius Scale Temperature_Cel: Showe Detail Temperature_ Celsius
Temperature_Fahrenk| |Scale_Temperature_Fah
3 i o M= o Hide Detail Temperature_Fahrenheit
Masx. 10000 Max. 100
Offset (]
4 Dew_ point_temperatu | Scale_Dew_point_tempe Show Detail
5 Dew_point_temperatu |Scale_Dew_point_tempe Show Detail
Ok Cancel

Fig. 103) Module Setting > Modbus TCP > Mapping Table > Scaling

Tab. 44) Descriptions: Module Setting > Modbus TCP > Mapping Table > Scaling

Modbus Mapping Table — Scaling
Modbus Holding Registers(4x): Mapping to AO Modbus address
. Input Registers(3x): Mapping to Al Modbus address

Mapping Table . .

Scaling do not support 01 Coil Status(0x):DO & 02 Input Status(1x):DI

Table Display | Click [Show] to display all fields, click [Hide] to hide some fields.

Address Modbus address. System auto arrange.

Reference The 1/O variable of the Modbus address.

Output The scaling variable for scaling output. User can define the variable name.
Click [Show Detail] to set up the Scaling parameters, and click [Hide Detail]
to hide the parameters.

Scaling Fill in the Min/Max range values of the source in the Reference column. Fill
in the Min/Max range values after scaling in the Output column. If needs
offset, fill the offset value in the Offset item. Remember check “Enable” box.

Enable Check the box of the variable can enable just that variable for scaling.

Description Write a note for this variable.

OK Click to save this page settings and back to the module list page.
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Bitwise is only available in the AI/AO settings of Modbus RTU/TCP. When the data
needed to take out the value of the specified bit, fill in the variable name in the specified Bit#
of the required address, and the value of the bit can be output to the filled variable.

Address

Modbus Mapping Table Address Nickname Scaling | Bitwise

03 Holding Reqgisters(4x)

Address

04 Input Registers(3x)

Table Display | Show | | Hide |

Reference Bitwise

Table Display | Show | | Hide |

Reference Bitwise
coz [ Hide Detail |
Bit1)[ | Bitt1 )| |
Bit12)| | Bit13)[ |
Bitld )| | Bitts)[ |

Fig. 104) Module Setting > Modbus TCP > Mapping Table > Bitwise

Tab. 45) Descriptions: Module Setting > Modbus TCP > Mapping Table > Bitwise

Modbus Mapping Table — Bitwise

Holding Registers(4x): Mapping to AO Modbus address

Modbus Input Registers(3x): Mapping to Al Modbus address

Mapping Table | Bitwise do not support 01 Coil Status(0x):DO & 02 Input Status(1x):DI
Bitwise do not supports 32-bit Float & 64-bit Double data types.

Table Display | Click [Show] to display all fields, click [Hide] to hide some fields.

Address Modbus address. System auto arrange.

Reference The Bit# variables of the Modbus address.
Set up the variables for Bitwise. Click [Advanced Settings] to set up the

Bitwise Bitwise parameters, and click [Hide] to hide the parameters.
Fill in the variable names to the Bit# that wanted to do the Bitwise. The value
in the fixed bit number will be assigned into the variable.

OK Click to save this page settings and back to the module list page.
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5.2.3 Modbus ASCII (Master)

This setting is for UA Controller connecting the remote Modbus ASCII Slave module.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
/O Status File Setting
Module Setting  ASCI Module (Master)
Modbus i
) Modbus ASCII Module List
RTU Module Master
Serial Port 02 v
TCP Module (Master) s
Select All
ASCI Module (Master) © Mo. *Module Name / Nickname Edit
MQTT ij 1 v Mame
MQTT Module
Copy || Remove < |[0 0| =
EtherNet/IP
ICPDAS Module Remaove all Save

Fig. 105) Modbus ASCII Module
This page is for setting the communication values with the connected modules. First choose

the serial port that connected with the module, and each module can give a name (Default
name: Name). Click [ @ ] button could add a new module, and then click [Edit] button to
configure the module content and the Modbus mapping table.

Setting Steps:
1. Select the module connecting Serial port
2. Give the module name or nickname, e.g. module number. Default: Name
3. Click the button [-&J ] to add a new module
4. Click the button [Edit] to enter the Module Content Setting page
Set up the Modbus Mapping Table for the UA controller and module 1/0O channels

Modbus ASCI| Module List

Serial Port | ttyO4 <€—| 1. Select the connecting serial port
3. Click to add

J o *Module Name / Nickname Edit
s |2 v Name <= 2. Give a name, ex: module name
1 Name Edit
Copy || Remove <1 f1) = T
Remove all Save 4. Click to set the module content

Fig. 106) Modbus ASCII Module Setting Steps
The function items and setting parameters of the [Modbus ASCII Module List]:
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Modbus ASCI| Module List
Serial Port | ttyO4 v
Select All
No. *Module Name / Nickname Edit
:i: 2 v Name
1 Name Edit
Copy || Remove <N f1] =
Remove all Save

Fig. 107) Module Setting > Modbus ASCII > Module List
Tab. 46) Descriptions: Module Setting > Modbus ASCIl > Module List

Module Setting > Modbus - ASCIl Module (Master) > Modbus ASCII Module List
Serial Port Choose the serial port of UA controller that links with the 1/0 module.
UA-2200/5200: ttyO2 (RS-485); ttyO4 (RS-232); ttyO5 (RS-485)

UA-7200: COM1 (RS-232/485)

oy Click to add a list of module.

Check the box in the left of the module is to select that module list,
can delete or copy the module.
Check the box “Select All” will select all modules in the list.

No. The module number in the module list (System arrange, not
editable)
*Module Name / | Module name or nick name. User can give a new name.
Nickname (The star * means this field cannot be null.)
Edit Click to set the module in the Module Content Setting page.
Copy Select the module wants to copy by Copy module
check the box and click [Copy] can copy Copy to : [{y05 =
module by assigning port and Quantity. - '
Yes: copy the module and exit. e
No: exit without copy. re o
Remove Click to delete the checked module(s)
Remove all Click to delete all modules linked with

Remove module
the selected port.

Remove: delete the modules and exit.
No: exit without delete module.

Select - |tty02 v

Remove No

The page number / total pages of the module list. Click < or > to go
to the previous or the next page.
Save Click to save the settings of this page.

< |1 I >

Click [Edit] button to enter the “Module Content Setting” page.
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(Master)  Module Content Setting

Module Content Setting

> Modbus Mapping Table Setting:
Set module in the order of Data
Model, Start Address and Data

No. |1

Module Name - [Name Number, then click “Add”.
slavelD [ Ex: Module has 6 Data Models of “04
: Input Registers (3x)” (Mapping: Al), so
fimeout 500 select Model “04”, start O, number 6,
t Short, and click “Add”.
Modbus Mapping Table Setting J YPe Short, and clic
Data Model 01 Coll Status(0x) Input Registers(3x)
Start Address 0 Adddress o
Mumber (i
Data Number |1 Type Shorl

| | Ean |

Create Tables Add

Fig. 108) Module Setting > Modbus ASCII > Module Content
Tab. 47) Descriptions: Module Setting > Modbus ASCIl > Module Content

Module Content Setting

No. The module number in the module list (Not editable here)

Module Name | Give a name, e.g. model number or name. Default: Name.

Slave ID Set the module Slave ID of the UA. (Range: 1 ~ 247)

Timeout Set the timeout value for the module. Default: 500 ms

Modbus Mapping Table Setting

Data Model System provides 4 Modbus data Data Model  |Modbus Addr.(Ch. Type
models for mapping to the Coil Status OxxxxX DO
Modbus address of the Ch.: Coil Input Status 1XXXXX DI
Status, Input Status, Holding Holding Registers| ~ 2xxxxx AO
Registers, Input Registers. Input Registers | 3xxxxx Al

Start Address | The start address of the Modbus command. Note: the Start Address of

UA is base 0, even if some modules are base 1, here it needs to follow
UA to set base 0.

Data Number

Set the number of module channel (DO, DI, AO, Al) data according to
"Data Model". Default: 1.

Type

This item only appears when the data model is 03 or 04. Set it according

to the module data: 16-bit Short, 16-bit Unsigned Short, 32-bit Long, 32-

bit Unsigned Long, 64-bit Int64, 32-bit Float, 64-bit Double.

Note: 32-bit and 64-bit data occupy 2 and 4 Modbus Register addresses.

Create Tables

Click [Add] button, it will add a table in the Modbus mapping table.

The finished Modbus Mapping Table as below is in order of DO, DI, AO and Al.

100




UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS
Address Setting:

Display and edit the Modbus Mapping Table.

Modbus Mapping Table ‘ Address Setting | Nickname Setting

Coil Status(0x)

Input Status(1x)

Holding Registers(4x)

Input Registers(3x)

Address 0 Address III Address 0 Address 0
Number 2 Number Number 1 Number 1
Type Bool Type Bool Type Short Type Float
(Dowe]  [Save ]
Press Save to finish editing.
‘ OK ‘ ‘ Cancel ‘

Fig. 109) Module Setting > Modbus ASCIl > Mapping Table > Address
Tab. 48) Descriptions: Module Setting > Modbus ASCIl > Mapping Table > Address

Modbus Mapping Table — Address Setting

Address Setting

The “Address Setting” page of the Modbus Mapping Table

Nickname Setting

Click can switch to the The “Nickname Setting” page of the
Modbus Mapping Table. (Next page)

Modbus Mapping
Table

Coil Status(0x): Mapping to DO Modbus address

Input Status(1x): Mapping to DI Modbus address
Holding Registers(4x): Mapping to AO Modbus address
Input Registers(3x): Mapping to Al Modbus address

Address The start address of the Modbus command. Default: 0. Note: the
Start Address of UA is base 0, even if some modules are base 1,
here it needs to follow UA to set base 0.

Number The number of the Modbus address. Need to give enough number
for the DO, DI, AO, Al channels of the module. At least 1.

Type DO/DI type: Bool (Boolean)
AO/Al type: depend on setting of [Modbus Mapping Table Setting]

Edit Click to change the address and Number.

Delete Click to delete this address table.

Save Click to save and exit this table editing.

Cancel Click to exit without saving and back to the module list page.

OK Click to save this page settings and back to the module list page.
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Setting the variable nickname and description.
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Modbus Mapping Table Address Setting | Nickname Setting
01 Coil Status(0x)
Table Display Show Hide
Address Variable name Data Type Descripiion
0 Tag0 Bool
1 Tag1 Bool
02 Input Status(1x)
Table Display | Show | | Hide
Address Variable name Data Type Descripfion
0 Tag0 Bool
03 Holding Registers{4x)
Table Display | Show | | Hide
Address Variable name Data Type Swap Description
0 [Tagd Short
04 Input Registers(3x)
Table Display Show Hide
Address Variable name Data Type Swap Description
0 Tagl Float
oK Cancel

Fig. 110) Module Setting > Modbus ASCIl > Mapping Table > Nickname
Tab. 49) Descriptions: Module Setting > Modbus ASCIl > Mapping Table > Nickname

Modbus Mapping Table — Nickname Setting

Modbus Mapping
Table

Coil Status(0x): Mapping to DO Modbus address

Input Status(1x): Mapping to DI Modbus address
Holding Registers(4x): Mapping to AO Modbus address
Input Registers(3x): Mapping to Al Modbus address

Table Display

Click [Show] to display all fields, click [Hide] to hide some fields.

Address

Modbus address. System auto arrange.

Variable name

The variable name of the mapping address. Default: Tag0 and auto
arrange the number. User can define the name.

Data Type Display data type of the variable. (Not editable)

Swap Check to swap the byte order (Lo-Hi/Hi-Lo) for 4-byte or 8-byte.
Description Write a note for this variable.

OK Click to save this page settings and back to the module list page.
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5.2.4 MQTT Module

This setting is for UA Controller connecting the remote MQTT module.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
I/ Status File Setting
Module Setting MQTT Module
Modbus .
) MQTT Module List
RTU Module (Master
LAN | LAN v
TCP Module (Master)
Select All
ASCIl Module (Master) ¢ MNo. *Module Mame / Nickname Edit
MQTT &J 1 v Mame
MQTT Module
Copy || Remove = | |1 )=
EtherMet/IP
ICPDAS Module Remave all Save

Fig. 111) MQTT Module
This page is for setting the communication values with the connected modules. First choose

the Ethernet LAN port that connected with the module, and each module can give a name
(Default name: Name). Click [ @) ] button could add a new module, and then click [Edit]
button to configure the module content and the MQTT variable table.

Setting Steps:
1. Give the module name or nickname, e.g. MQ-7255, DL-302. Default: Name
2. Click the button [# ] to add a new module
3. Click the button [Edit] to enter the Module Content Setting page
Set up the Modbus Mapping Table for the UA controller and module I/O channels

MQTT Module List
LAN  [LAN L 4
2. Click to add
S
© J Mo. *Module Name [ Nickname Edit
@ [2 v MQ-7255 <@— 1. Give a name, Default: Name
1 MQ-7255 Edit
Copy || Remaove = |1 )= T
Remove all cave | 3- Click to set the module content

Fig. 112) MQTT Module Setting Steps
The function items and setting parameters of the [MQTT Module List]:
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MQTT Module List
LAN LAN v
Select All
® *Module Mame / Nickname Edit
@& |2 v MQ-7255
MQ-T255 Edit
Copy || Remove < |1 I =
Remove all Save

Fig. 113) Module Setting > MQTT Module > List

Tab. 50) Descriptions: Module Setting > MQTT Module > List

ICP DAS

Module Setting > MQTT - MQTT Module > MQTT Module List
oy Click to add a list of module.
Check the box in the left of the module is to select that module list,
can delete or copy the module.
Check the box “Select All” will select all modules in the list.
No. The module number in the module list (System arrange, not
editable)
*Module Name / | Module name or nick name. User can give a new name.
Nickname (The star * means this field cannot be null.)
Edit Click to set the module in the Module Content Setting page.
Copy Select the module wants to copy by Copy module
check the box and click [Copy] can copy Copy 1o - [[AN -
module by assigning port and quantity. _
Yes: copy the module and exit. s
No: exit without copy. ves Ne
Remove Click to delete the checked module(s)
Remove all Click to delete all modules linked with Remove module
the selected port. cotect : [N .
Remove: delete the modules and exit.
No: exit without delete module. remove "
= = The page number / total pages of the module list. Click < or > to go
to the previous or the next page.
Save Click to save the settings of this page.

Click [Edit] can enter the [MQTT Client Setting] page.
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[MQTT Client Setting] page: to set up the module and the variable table

MQTT Client Setting
No. |1

Module Name  |MQ-7255

MQTT Connection (@) Broker (Local)

MQTT Variable Setting
Attribute | Read L4

Data Type | Bool v
Data Number 1
Create Tables Add

Details Show | | Hide

Tab. 51) Descriptions

Fig. 114) Module Setting > MQTT Module > Setting

: Module Setting > MQTT Module > Setting

MQTT Client Setting

No. The module number in the module list (Not editable here)
Module Name | Give a name, e.g. model number or name. Default: Name.
MQTT Broker (Local): The using Local Broker. Broker Name (Remote) will be
Connection another option if there is another Remote Broker setting.
MQTT Variable Setting
Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...
Data Type Display data type of the MQTT variable. Include: Bool, Short, Unsigned

Short, Long, Unsigned Long, Int64, Float, Double, String.

Data Number

The number for the I/O variables of the module. Default: 1.

Create Tables

Click [Add] button, it will add a variable list in the MQTT Variable Table.

Details
Show / Hide

Click [Show] to display all fields, click [Hide] to hide some fields.
The hide fields: Subscribe QoS, Publish QoS, Retain.
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[MQTT Variable Table] :
Details Show | | Hide
MQTT Variable Table
Remove Tables Remaove
i i i i Retai
Remova Mame Attribute %?;: Su-lr—f;ilbe Sul()]socgbe P-Fob;'iih PuOl;th i Description e

MQTT_MNo.1_MQ-
Tag2 Read v | Short |7255/Tag2/Subscribs 2 2 ¥

/MATT_Mo.1_MQ-
Tag1 Read v | Bool |7255/Tag1/Subscribe Zv 2v

OK Cancel

Fig. 115) Module Setting > MQTT Module > Variable Table

Tab. 52) Descriptions: Module Setting > MQTT Module > Variable Table

MQTT Variable Table

Details
Show / Hide

Click [Show] to display all fields, click [Hide] to hide some fields.
The hide fields: Subscribe QoS, Publish QoS and Retain.

Remove Table /

Check the box in the left of the variable is to select that variable list,

Remove and click the “remove” on the box can delete that variable list.
Click the “Remove” of the “Remove Table” will delete all lists.

Name The name of the MQTT variable. Default: Tag#

Attribute Display data attribute of the variable. (Not editable)

Include: Read, Read/Write...

Data Type Display data type of the variable. Include: Bool, Short, Unsigned
Short, Long, Unsigned Long, Int64, Float, Double, String

Subscribe Topic | The topic of receiving/subscribing data message.

The subscribe QoS (Quality of Service) levels. Default: 2
. 0: Delivering a message at most once.
Subscribe QoS .
1: Delivering a message at least once.
2: Delivering a message at exactly once.
Publish Topic The topic of sending/publishing data message.
The publish QoS (Quality of Service) levels. Default: 2
, 0: Delivering a message at most once.

Publish QoS o
1: Delivering a message at least once.

2: Delivering a message at exactly once.

Description For users set up the description for the variables.

Retain Check [Retain] box of the top row can store the broker message for all
variables in list. Check the box of each variable can store the broker
message just that variable. Default: Uncheck.

OK / Cancer Click [OK] to save and exit the page settings.

Click [Cancer] to exit without saving.
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5.2.5 EtherNet/IP ICP DAS Module

This setting is for UA Controller connecting the remote ICP DAS EIP module.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
I/0 Status File Setting
Module Setting ICPDAS Module
Modbus , .
) EtherNet/IP Module List
RTU Module (Master
LAN  |LAN v
TCP Module (Master)
Select All
ASCII Module (Master ¢ No. ModuleName NickName Edit
MaTT @® |1 v EIP-2055 v
MQTT Module
Copy || Remove < |0 10| =
EtherNet/IP
I ICPDAS Module Remove all Save

Fig. 116) EtherNet/IP ICP DAS Module
This page is for setting the communication values with the connected EIP modules. First,
choose the Ethernet LAN port that connected with the module, and select the name of EIP
module. Click [ & ] button could add a new module, and then click [Edit] button to configure
the module content and the MQTT variable table.

Setting Steps:
1. Select the module name of EIP-2000
2. Click the button [ @ ] to add a new module
3. Click the button [Edit] to enter the Module Content Setting page
Set up the module IP and module I/O channels

EtherNet/IP Module List
LAN LAaM v
2. Click to add
sel J No. ModuleName NickName Edit
& |2 v EIP-2060 — 1. Select the module name

1 EIP-20860 EIP-20&0 Edit
Copy || Remove < | |1 )= T
3. Click to set the module content

Remove all Save

Fig. 117) EtherNet/IP ICP DAS Module Setting Steps

The function items and setting parameters of the [EtherNet/IP Module List]:
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EtherNet/IP Module List
LAN LAMN v
Select Al ModuleMName MickMame Edit
& 2 v EIP-2060 v
EIP-2060 EIP-2060 Edit
Copy || Remove < [ [1 M=
Remove all Save

Fig. 118) Module Setting > EtherNet/IP Module > List

Tab. 53) Descriptions: Module Setting > EtherNet/IP Module > List

Module Setting > EtherNet/IP — ICPDAS Module > EtherNet/IP Module List

Select All Check the box in the left of the module is to select that module list,
can delete or copy the module.
Check the box “Select All” will select all modules in the list.

* Click to add a list of module.

No. The module number in the module list (System arrange, not
editable)

ModuleName Select the connecting EIP-2000 module name.

NickName User can define a nickname for the EIP-2000 module.

Edit Click to set the module in the Module Content Setting page.

Copy Select the module wants to copy by Copy module
check the box and click [Copy] can copy Copy 10 - [[AN .
module by assigning port and quantity.
Yes: copy the module and exit. Sy
No: exit without copy. ves Ne

Remove Click to delete the checked module(s)

Remove all Click to delete all modules linked with Remove module
the selected port. setect - [ .
Remove: delete the modules and exit.
No: exit without delete module. Remove o

R = The page number / total pages of the module list. Click < or > to go

to the previous or the next page.

Save Click to save the settings of this page.

Click [Edit] can enter the [Module Content Setting] page to set up the module.
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[Module Content Setting] page:

Module Content Setting
No. |1

Module Name  |EIP-2060
MickMame |EIP-20&0
P 0 _ 0 _ 1] _ 0

ChannelMumber | 12-ch(6DI+6D0O) L4

Fig. 119) Module Setting > EtherNet/IP Module > Content

Tab. 54) Descriptions: Module Setting > EtherNet/IP Module > Content
Module Setting > EtherNet/IP — ICPDAS Module > Module Content Setting

No. The module number in the module list (Not editable here)

Module Name The selected EIP module number.

NickName User can define a nickname for the module. Default: Module name.
IP Enter the IP address of the module. Default: 0.0.0.0

ChannelNumber | System auto setup the I/O channel numbers and the I/O table. Some
module provides 2 or more channel mode needed user to select one.
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DI/DO/AI/AO Channel Table: System auto setup the table according to the module name.

Digital Input
Channel MName Attributes Data Type Description
0 o Read Bool
Digital Output
Channel Name Attributes Data Type Description
0 Do Head ite Boaol
Analogy Input
Channel Mame Attributes Data Type Description
0 Al Read Float
Analogy Output
Channel MName Aftributes Data Type Description
oK

Fig. 120) Module Setting > EtherNet/IP Module > 1/O Channel Table

Tab. 55) Descriptions: Module Setting > EtherNet/IP Module > I/O Channel Table

Module Setting > EtherNet/IP — ICPDAS Module > Di/Do/Al/AO Channel Table

Include: Read, Read / Write...

Channel Channel number set by system. (Not editable)
Name Channel name. User can define a new channel name.
Attribute Display data attribute of the channel. (Not editable)

Click [Cancer] to exit without saving.

Data Type Display data type of the channel. Include: Bool, Short, Float, ...
according to the module.

Description User can set up the description for the channel.

OK / Cancer Click [OK] to save and exit the page settings.
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This function can set the XV Board module on the expansion slot of the UA server. The user
inserts the XV board into the UA slot and uses this function to select and set the XV module.

UA series provides one XV expansion board slot (except for UA-7231). Users can purchase
one XV511i module to expand 4 RS-485 ports (the UA-5231 series limits to the Rev. B version).
Or, One of XV107/110/111/116/119/303/306/307/310 modules to expand the I/O channel. (For

XV-board installation instructions, refer to Appendix D)

IO Status

Module Setting

Modbus
BETU Module

TCP Module

ASCI Modu

MaTT
MQTT Modu

EtherNet/IP

XV Board

XV Module

System Sefting Maodule Setting loT Platform Setting

File Setting
XV Module

XV Module List

Master)

Convert Setting Ay

ModuleMame XN-310

[Master

2 [Master

le

ICPDAS Module

|| Edit |

Fig. 121) Module Setting > XV Board - XV Module > List
Tab. 56) Descriptions: Module Setting > XV Board — XV Module > List

Module Setting > XV Board — XV Module > XV Module List

Module Name

Displays the model number of the module listed in the drop-down

menu. Default; None.

Edit

Edit selected module content.

Select the module name, and click "Edit".

ModuleMame X310

XN-07
XV-10TA
V110
X111
AV-11A
V118
V119
AV-303
X\-308
ZN-307
HV-310

w || Edit

111



UA-2200/UA-5200/7200 User Manual V8.1 ICP DAS
Fig. 122) XV Board Module Name and Edit

Module Content Setting

Module Mame  X\W-310

NickName  [XV-310 |

Fig. 123) Module Setting > XV Board > Content

Tab. 57) Descriptions: Module Setting > XV Board > Content

Module Setting > XV Board — XV Module > XV Module List > Module Content Setting

Module Name

Display the current module name

Nick Name Display/edit the nick name of the current module (default: current
module name)
Digital Input
Channel Mame Description

[DI0 | | |

[or | | |

[DI2 | | |

Channel

Digital Input Counter

Name Counter Type Description

[Counter0 | Faling~| | |
[Counter | Faling~| | |
[Counter2 | Faliing v | | |

Fig. 124) Module Setting > XV Board > DI (Counter)

Tab. 58) Descriptions: Module Setting > XV Board > DI (Counter)

Module Setting > XV Board — XV Module > XV Module List > Digital Input (Counter)

Channel Display the current channel number

Name Display/edit the current channel name (default: DIO, 1, 2... or CounterO,
1,2.)

Counter Type Set the trigger counting type of the Counter. Select Falling or Rising
(default: Falling)

Description Display and edit current channel descriptions (user defined)
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Digital Output
Channel Name PowerCn Value Description
0 [Boo | | |
1 [Do1 | | |

Fig. 125) Module Setting > XV Board > DO
Tab. 59) Descriptions: Module Setting > XV Board > DO

Module Setting > XV Board — XV Module > XV Module List > Digital Input (Counter)
Channel Display the current channel number
Name Display/edit the current channel name (default: DOO, 1, 2...)
PowerOn Value | Set the DO channel power-on default value. Select ON or OFF (default:
OFF)
Description Display and edit current channel descriptions (user defined)
Analogy Input
Channel Name Type Description
T | [eveiov V] —
1 A1 | [ov~10v v [ ]
2 [z | [ev-iov v I
s [ | [ev-iov V] —
Analogy Output
Channel Mame Type Power(On Value Description
0o [pos R s S s R
1 o | [veov o] @]

Fig. 126) Module Setting > XV Board > Al/O
Tab. 60) Descriptions: Module Setting > XV Board > Al/O

Module Setting > XV Board — XV Module > XV Module List > Analogy Input / Output
Channel Display the current channel number

Name Display/edit the current channel name (default: AOO, 1... or AOQ, 1...)
Type Set AI/AO channel signal type (default: -10V~10V)

PowerOn Value | Set the AO channel power-on default value. (default: 0)

Description Display and edit current channel descriptions (user defined)
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5.2.7 Internal Module

The function can create internal modules and variables for virtual reading and writing, or as an
intermediary to provide data exchange of communication protocols.

* Internal Variable: max. 1000 internal variables (tags)

* Protocol Communication Conversion: provide Internal to OPC UA (Server)

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
I/O Status File Setting
Module Setting Internal Module
Modbus . .
STU Module o Internal Register Module List
8 viodule (Master Sealect All i .
— Nao. *Module Mame / Nickname Edit
TCP Module (master) -
ASCIl Module (Master ey [Name
MarTT | Copy || Remove | |E|IZ|.HJ |E|
MQTT Module
| Remove all | | Save |
EtherNet/IP
ICPDAS Module
Internal
Internal Module

Fig. 127) Internal Module
This page is for setting the internal module list. First, enter the name for the module. Click [-;-i-,; ]
button to add a new module, and then click [Edit] button to configure the module variables.

Setting Steps:
1. Enter a name for the internal module
2. Click the button [ @) ] to add the module
3. Click the button [Edit] to enter the Module Content Setting page.
Set up the module variables

Internal Register Module List
Select Al 1. Enter an internal module]

] 2. Click to add “Module Name / Ni name

ey internal-1 <=l |

1 internal-1 | Edit |

] 1 5 Ll |

3. Click to set the module
content

| Copy || Remove |

| Remove all | | Save |

Fig. 128) Internal Module Setting Steps
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The function items and setting parameters of the [Internal Register Module List]:

Internal Register Module List

Salect All
— MNo. *Module Mame [ Nickname Edit

® emat

1 Internal-1 | Edit |

| Copy || Remove | |E| / 1|E|

| Remove all | | Save |

Fig. 129) Module Setting > Internal Module > List
Tab. 61) Descriptions: Module Setting > Internal Module > List

Module Setting > Internal — Internal Module > Internal Register Module List

Select All Check the box “Select All” will select all modules in the list.
Check the box in the left of the module is to select that module list,
can delete or copy the module.

oy Click to add a list of module.

No. The module number in the module list (System arrange, not
editable)

*Module Name / | Module name or nickname. User can give a new name.

Nickname (The star * means this field cannot be null.)

Edit Click to set the module in the Module Content Setting page.

Copy Select the module wants to copy by
check the box and click [Copy] can copy Copy module
module by assigning port and quantity. Quanity: 1]
Yes: copy the module and exit. Yes| o)
No: exit without copy.

Remove Click to delete the checked module(s)

Remove all Click to delete all modules linked with
the selected port. Remove module
Remove: delete the modules and exit. [ Remove | [No |
No: exit without delete module.

= = The page number / total pages of the module list. Click < or > to go

to the previous or the next page.

Save Click to save the settings of this page.

Click [Edit] can enter the [Internal Module Content Setting] page.
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[Internal Module Content Setting] page: to set up the module and the variable table

Internal Module Content Setting
Module name  [Interal-1 | Data Type, and Data Number of
Internal Variable Setting

Data Type  |Bool v | Number “2”, then click [Add]. If

Diata Number |1 |

Create Tables | Add |

> Internal Variable Table:

No. |1 Sequentially select the Attribute,

the variable, and then click [Add].

EX: Internal-1 has 2 “Bool” type
variables, then select Type “Bool’,

Aftribute |Read ! Writa ~ :

add more variables by your case.

1 user needs other variables, please

Tab. 62) Descriptions:

Fig. 130) Module Setting > Internal Module > Content
Module Setting > Internal Module > Content

Internal Module Content Setting

No.

The module number in the module list (Not editable here)

Module Name

Give a name, e.g. model number or name.

Internal Variable

Setting

Attribute Display data attribute of the variable. (Not editable)
Include: Read/Write...
Data Type Display data type of the MQTT variable. Include: Bool, Short, Unsigned

Short, Long, Unsigned Long, Float, Double, String.

Data Number

The number for the I/O variables of the module. Default: 1.

Create Tables

Click [Add] button, it will add a variable list in the Variable Table.

The Internal Variable Table is as below.

| Remove |

L

L

Internal Variable Table

Remove Tables | Remove |

No. MName Attribute Data Type Description

1 ag0 Bool | |

2 ag1 Bool | |

age String | |

[¥&]

4 ag3 String | |

|E| | Cancel |

Fig. 131) Internal Variable Table
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[Internal Variable Table] :

Internal Variable Table

Remove Tables | Remove |

| Remove | MNo. MName Attribute Data Type Description

L] 1 Bool | |
[] 2 Bool | |
0 sivg | |
n 4 Tags String | |

|E| | Cancel |

Fig. 132) Module Setting > Internal Module > Variable Table
Tab. 63) Descriptions: Module Setting > Internal Module > Variable Table

Internal Variable Table

Remove Table / | Check the box in the left of the variable is to select that variable list,

Remove and click the “remove” on the box can delete that variable list.
Click the “Remove” of the “Remove Table” will delete all lists.
No. The module number in the module list (Not editable here)
Name The name of the variable. Default: Tag#
Attribute Display data attribute of the variable. (Not editable)
Include: Read/Write...
Data Type Display data type of the variable. Include: Bool, Short, Unsigned Short,
Long, Unsigned Long, Int64, Float, Double, String (Not editable)
Description For users set up the description for the variables.

OK / Cancer Click [OK] to save and exit the page settings.
Click [Cancer] to exit without saving.
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5.3 Main Menu: loT Platform Setting

loT Platform Setting is the third item of the Main Menu. It manages the interaction of the UA
series connecting with the host computer in the Internet of Things. It provides OPC UA and
MQTT protocols connection services via the Ethernet interface for data transmission.

UA series is generally connected to loT Cloud platforms such as Amazon AWS, IBM Bluemix
and Microsoft Azure through MQTT connections. Common cloud platform connections can use
the "MQTT Connection > Remote Broker" item, such as Amazon AWS, IBM Bluemix,
Thingspeak, Baidu Cloud... However, connect to the Azure platform is more complicated,
please use the "MQTT Connection > Microsoft Azure Platform" item. For the setting examples,
please refer to the UA FAQ web site.

s -

HMI scm_ |
‘ ] SCADA S .5 ERP
Control ] Management
System I I System

PID
Operation

Remote
Database

Condition Trlg__g_er Data Log__ger

UA Main Control Program

Modbus RTU/TCP/ASCII EtherNetIP
Driver Driver

Modbus f MQTT ’ EIP-2000 1
Device Device Device

Fig. 133) CH5.3 IoT Platform Function
[loT Platform Setting] includes five sub-menu functions in MQTT and OPC UA two connections

and the function descriptions are listed on the page of the Main Menu. This chapter will
introduce these function items and setting parameters.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

/0O Status File Setting

loT Platform Setting

MQTT Connection loT Platform Setting
Locallbiokey MQTT Connection
Remote Broker This setting provides to build a user MQTT Broker via the built-in MQTT Broker

Local Broker ;
service of the controller.

MQTT Group Connection

This function can set up the MQTT connection with the remote Broker. User can

MiciosolEAUrGIBlatiom) RemuolelBokey publish and subscribe messages to the remote Broker through this connection.

OPC UA Connection ) i
This function can set up the MQTT connection with local and remote brokers.
Local Server ) Setting with the MQTT JSON function in the Convert Transmission, It can make
pageetelConsction the I/O module messages in groups and then mapping to the user-defined publish
and subscribe topics

The system features the connection ability to the Microsoft Azure platform. It
Microsoft Azure Platform  allows users to publish messages to Microsoft Azure and receive messages from
Microsoft Azure.

OPC UA Connection

Local Server  This function provides the settings for the OPC UA Server.

Fig. 134) Main Menu: loT Platform Setting
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UA series controller built-in MQTT Broker that compliance with MQTT v3.1.1 protocol and
supporting MQTT message distribution management. When using MQTT communication,

there is no need to build a new Broker system.

/O Status File Setting

loT Platform Setting Local Broker
MQTT Connection

Local Broker Local Broker Setting

System Setting Module Setting loT Platform Setting Convert Setting

i

Remote Broker
MQTT Group Connection Anonymous Login Enabled
Microsoft Azure Platform

OPC UA Connection

Local Server

Port 1883

Username |root |

Password |-- - |

WebSocket Enabled

Port

SSLTLS Enabled

Port

Certificate Select File
Private Key Select File

Save

Fig. 135) loT Platform Setting > MQTT > Local Broker

Tab. 64) Descriptions: loT Platform Setting > MQTT > Local Broker

MQTT Connection > Local Broker Setting

Port MQTT Local Broker's COM port. System default: 1883

Anonymous | Check to allow anonymous login. Default: Not Enabled. The default

Login Username/Password: root/root.

WebSocket | Check to enable MQTT Broker WebSocket communication

Port Set WebSocket port

SSL/TLS Check to enable MQTT Broker SSL/TLS communication

Port Set SSL/TLS port

Certificate The Certificate required for MQTT Broker SSL/TLS communication. The
user clicks Select File to select the certificate file to be uploaded on the
browser side. Then click Upload to upload the file.

Private Key | The Private Key required for MQTT Broker SSL/TLS communication.
The user clicks Select File to select the certificate file to be uploaded on
the browser side. Then click Upload to upload the file.

Save Click to save the settings of this page.
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5.3.2 MQTT Remote Broker

UA series is generally connected to loT Cloud platforms such as Amazon AWS, IBM Bluemix
and Microsoft Azure through MQTT connections. Common cloud platform connections can use
the "MQTT Connection > Remote Broker" item, such as Amazon AWS, IBM Bluemix,
Thingspeak, Baidu Cloud... However, connect to the Azure platform is more complicated,
please refer to the next two section "MQTT Connection > Microsoft Azure Platform". For the
setting examples, please refer to the UA FAQ web site.

- Connect IT with OT

OEIL e e’ Edge :
: cthernet :"E$ -~ "
: @ = Q 'T

RS-485 : Modbus RTU / ASCII Slave devices
Ethernet : MQTT / EIP / Modbus TCP Slave devices

O ) O Omeep OT

RS
¥

Modbus I/O MQTT I/O Universal EtherNet/IP
Robots I/O

(OPC UA Server / MQTT : UA-2x/52/7 2xx)
(SNMP Agent / RESTful : For UA-28xx Only)

Fig. 136) MQTT Remote Broker Application

UA series controller built-in MQTT Broker, but when users want to use the external MQTT
Broker, UA system also provides the settings to connect and publish/subscript messages with
the MQTT Remote Broker.
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This page can set up the MQTT connection with the remote Broker. User can publish and
subscribe messages to the remote Broker through this connection.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

I/O Status File Setting

oT Platform Setting ~ Remote Broker

MQTT Connection .
_ Remote Broker List
Local Broker
Remaove
Broker Name IP / Domain Port Edit
Remote Broker
MQTT Group Connection ;}_, Name
Micro Azure Platfor
icrosoft Azure Platiorm Name 127.0.0.1 1883 Edit
OPC UA Connection
- Remove <1 /1| =
Local Server
Save

Fig. 137) loT Platform Setting > MQTT > Remote Broker

Setting Sequence for the MQTT Connection:
1. Add and set up a connection Broker name in the Remote Broker List.

2. Set up the contents of the Topic messages published/subscribed by other external MQTT
devices for mapping to the Variables Table of the UA controller.

3. Convert the data contents of the MQTT device to communicate with other protocols.

For the certificate about the communication security, please refer to Chapter 7.

This section will introduce the function items and setting parameters.

121



UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS

Remote Broker List
Broker Mame IP / Domain Port Edit
¢. e MName o
Remove < |0 g =
Save

Fig. 138) loT Platform Setting > MQTT > Remote Broker List
Tab. 65) Descriptions: loT Platform Setting > MQTT > Remote Broker List

MQTT Connection > Remote Broker > Remote Broker List
Broker Name MQTT Remote Broker name.
User can give a new name, e.g. Broker1. Default: Name.
oy Click to add a list of remote Broker.
Save Click to save the settings of this page.

After adding a list of the Remote Broker:

Remote Broker List
Broker Mame IP / Domain Port Edit
& Mame1
Broker1 + 127.0.0.1 1883 6 Edit ]
Remove < |1 IR
Save

Fig. 139) loT Platform Setting > MQTT > Remote Broker List > Edit
Tab. 66) Descriptions: IoT Platform Setting > MQTT > Remote Broker List > Edit

MQTT Connection > Remote Broker > Remote Broker List
Broker Name The MQTT remote Broker name.

IP / Domain The IP address or domain name of the remote Broker.

Port The communication port of the remote Broker.

Check the box in the left of the Broker is to select that Broker, can
delete or copy the Broker. Check the box on the top of the list will
select all Brokers in the list.

Edit Click to set up the remote Broker in the Broker Content Setting
page.
Remove Click to delete the checked Broker(s)

R = The page number / total pages of the Broker list. Click < or > to go to

the previous or the next page.
Save Click to save the settings of this page.
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Click [Edit] to set up the group in the Broker Content Setting page.

Broker Content Settings
Broker Mame |Name | Trusted Certificate | V|
IP/Domain  [127.0.0.1 | Cerfificate | v|
Port [1883 | Private Key | v
ClientID  |e6c7ee7ced3db803 | Anonymous Login Enabled
Keep Alive Time(second) |60 | Test Connection
SSUTLS Enabled

Fig. 140) loT Platform Setting > MQTT > Remote Broker Content
Tab. 67) Descriptions: loT Platform Setting > MQTT > Remote Broker Content

MQTT Connection > Remote Broker List > Broker Content Settings

Broker Name

The name of the remote MQTT Broker. User can define a new name.

IP / Domain Set the IP address or domain name of the Remote MQTT Broker. Default:
127.0.0.1

Port The remote Broker port. Default: 1883.

Client ID Set the MQTT Client ID value.

Default: The system automatically generates a random value.

Recommendation: If multiple MQTT Clients use this same configuration file,

leave this field blank to avoid using the same fixed Client ID, which may cause

the Broker to detect duplicate connections and result in disconnection or

connection conflicts.

/\ When using the "Test Connection" function, the Client ID field must be
filled in and cannot be left blank.

Keep Alive Time

Set the time in second that pass away without communication between the

(second) UA controller and Cloud platform. Default: 60 second.

SSL/TLS Check to enable SSL/TLS security communication. Default: Uncheck. Sub-
item: Trusted Certificate/Certificate/Private Key. Before enabling, upload
the needed file from [File Setting] function menu.

Trusted Select the trusted root CA file name uploaded to the controller via the File

Certificate Setting function to verify the broker side certificate.

Certificate Select the name of the certificate file uploaded to the controller via the File
Setting function as the client side certification. When the "Certificate" field
is not empty, the "Private Key" field cannot be empty.

Private Key Select the name of the Private Key file uploaded to the controller via the

File Setting function as the client side Private Key. When the "Private Key"

field is not empty, the "Certificate" field cannot be empty.

Anonymous Login

Check to allow anonymous login. Default: Check Enabled.

Test Connection

Test whether the current parameters can successfully connect to the Broker.

/\ The Client ID field is required when using Test Connection function.

OK / Cancel

Click: save the setting and exit this page. Cancel: exit without saving.
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5.3.3 MQTT Group Connection

This function is mainly the MQTT group list of UA series controllers, including adding, removing,
setting, and function parameter description.

MQTT groups can combine with the MQTT JSON function of conversion settings to
encapsulate device I/0O data into JSON format content in groups and then publish or subscribe
to a single topic.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
IYO Status File Setting
oT Platform Setting ~ MQTT Group Connection
MQTT Connection . .
~ MQTT Connection Group Name List
Local Broker
Remove ]
Group Name Edit
Remote Broker
MQTT Group Connection ;b Name
Micro Azure Platfor
licrosoft Azure Platform Default Edit
OPC UA Connection
~ Remove < (|1 1| =
Local Server
Save

Fig. 141) loT Platform Setting > MQTT Group Connection

Setting Sequence for the MQTT Group Connection:

1. Set up a connection MQTT Broker of Local or Remote Broker.

2. Add and set up a MQTT connection group name in the List.
Set up the contents of the Topic messages published/subscribed by other external MQTT
devices that supporting JSON format for mapping to the Variables Table of the UA
controller.

3. Convert the data contents of the MQTT device into JSON format of groups to communicate
with other protocols.

For the certificate about the communication security, please refer to Chapter 7.

This section will introduce the function items and setting parameters.
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MQTT Connection Group Name List

Group Name Edit

\-bo Mame o

Remove < 0 jal| >

Save

Fig. 142) loT Platform Setting > MQTT Connection > Group Name List
Tab. 68) Descriptions: loT Platform Setting > MQTT Connection > Group Name List

loT Platform Setting > MQTT Connection > MQTT Connection Group Name List
Group Name MQTT connection group name.
User can give a new name, e.g. Group1. Default: Name.
oy Click to add a list of MQTT connection group.
Save Click to save the settings of this page.

After adding a list of the MQTT connection group:

MQTT Group Connection Name List
Remove ,
Group Name Edit
'Ci'/ Name1
Name o Edit
Remove = |1 1| =
Save

Fig. 143) loT Platform Setting > MQTT Connection > Group Name List Edit
Tab. 69) Descriptions: loT Platform Setting > MQTT Connection > Group Name List Edit

loT Platform Setting > MQTT Connection > MQTT Connection Group Name List
Group Name The MQTT connection group name.

Check the box in the left of the Group name is to select that group,
can delete or copy the group. Check the box on the top of the list will
select all groups in the list.

Edit Click to set up the group in the MQTT Client Setting page.

Remove Click to delete the checked group(s)

The page number / total pages of the group list. Click < or >to go to
the previous or the next page.

Save Click to save the settings of this page.
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Click [Edit] to set up the group in the MQTT Client Setting page.

MQTT Client Setting

MNo. 2

Group Mame | test

Scan Rate(ms) (1000

Dead Band |0

Will Topic

Will

Add Timestamp

MQTT Connection Broker (Local)

Fig. 144) loT Platform Setting > MQTT Connection > Group Client Setting
Tab. 70) Descriptions: IoT Platform Setting > MQTT Connection > Group Client Setting

loT Platform Setting > MQTT Connection > MQTT Client Setting

No. The MQTT Client Number. (Un-editable)

Group Name The name of the Group. User can define a new name.

Scan Rate(ms) | Set an update frequency for the data. Unit: ms. Default: 1000 ms.
Dead Band Give a dead bend value for updating a float signal. Default: 0

Dead Band: The minimum amount by which the tag value must
change in order for the new tag value to be saved.

Will Topic The title of a disconnect notice. Default: Null.

Will The disconnect notice. Default: Null.

Add Timestamp | Add the timestamp in MQTT JSON format message

MQTT Check the Broker for this MQTT connection, Local Broker or Remote
Connection Broker. Remote Broker option will appear only when set in advance.
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Publish & Subscribe

Publish Topic  |/Name/Publish

Publish QoS 2 \

Subscribe Topic  /Name/Subscribe

Subscribe QoS 2 v

Retain Mo v

OK Cancel

Fig. 145) loT Platform Setting > MQTT Connection > Group — Publish & Subscribe

Tab. 71) Descriptions: loT Platform Setting > MQTT Connection > Group — Publish & Subscribe

loT Platform Setting > MQTT Connection > MQTT Client Setting — Publish &
Subscribe
Publish Topic The topic of sending/publishing data message.
The publish QoS (Quality of Service) levels. Default: 2.
, 0: Delivering a message at most once.
Publish QoS .
1: Delivering a message at least once.
2: Delivering a message at exactly once.
Subscribe Topic | The topic of receiving/subscribing data message.
The subscribe QoS (Quality of Service) levels. Default: 2.
. 0: Delivering a message at most once.
Subscribe QoS o
1: Delivering a message at least once.
2: Delivering a message at exactly once.
Retain Whether the Broker to store the message. Default: No.
OK Click to save the setting and exit this page.
Click [Cancel] to exit this page without saving.
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5.3.4 MQTT Connection - Microsoft Azure Platform

Microsoft Azure Platform is a common platform to integrate IoT devices into the cloud. Many
of the applications use MQTT connection to the cloud for the setting is fast and easy. The UA
series also provides the MQTT function for module to connect to the Azure platform and allows

users to publish messages to Microsoft Azure and receive messages from Microsoft Azure.

- Connect IT with OT

@ e
Ethernet T E l% .
@ Chrome Q , T

________ HMI SCADA

% O @ oT

RS-485 : Modbus RTU / ASCII Slave devices
Ethernet : MQTT / EIP / Modbus TCP Slave devices

O o, O Omeep OT

¥

___1f}

Modbus IO MQTT IO Universal EtherNet/IP
Robots 1/O

(OPC UA Server / MQTT : UA-2x/52/72)§)
(SNMP Agent / RESTful : For UA-28xx Only)

Fig. 146) MQTT Connection Microsoft Azure Application
This page will introduce the settings for UA series controller using MQTT service to connect to
the Microsoft Azure Platform. It includes new, remove and set up the Azure list and the function

parameters
System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

/O Status File Setting

loT Platform Setting Microsoft Azure Platiorm
MQTT Connection )
Azure List
Local Broker Lonin
Azure Name Edit

Remote Broker

MQTT Group Connection * Namea
I Microsoft Azure Platform

Remove L<] ] /o =]

OPC UA Connection
Local Server @

Fig. 147) loT Platform Setting > MQTT > Microsoft Azure Platform
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Azure List
Azure Name Edit
-0 @
Remove = [0 0| >
Save

Fig. 148) loT Platform Setting > MQTT > Azure > Azure List
Tab. 72) Descriptions: 10T Platform Setting > MQTT > Azure > Azure List

loT Platform Setting > MQTT Connection > Microsoft Azure Platform > Azure List

Azure Name Azure name. User can give a new name. Default: Name.
ey Click to add a list of Azure.

After adding a list of the Azure:

Azure List
Azure Name Edit
Y Mame1
Name o Edit
Remove < |1 11| =
Save

Fig. 149) loT Platform Setting > MQTT > Azure > Azure List Edit
Tab. 73) Descriptions: loT Platform Setting > MQTT > Azure > Azure List Edit

loT Platform Setting > MQTT Connection > Microsoft Azure Platform > Azure List

Azure Name Azure name. User can define the name. Default: Name.
oy Click to add a new Azure list.

Check the box in the left of a Azure name is to select that Azure,
can delete or copy the Azure. Check the box on the top of the list
will select all Azures in the list.

Edit Click to set up the Azure in the Azure Content Setting page.
Remove Click to delete the checked Azure(s).

The page number / total pages of the Azure list. Click < or > to go
to the previous or the next page.

< |1 I >

Save Click to save the settings of this page.

Click [Edit] to set up the Azure in the Azure Content Setting page.
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Azure Content Settings

Azure Name  Name

HostName=:Deviceld=SharedA
ccesssignature=

SAS Token

Trusted Certificate v
Keep Alive Time(second) |60
Scan Rate(ms) 1000

Dead Band |0

QK Cancel

Fig. 150) loT Platform Setting > MQTT > Azure > Azure Content
Tab. 74) Descriptions: IoT Platform Setting > MQTT > Azure > Azure Content

loT Platform Setting > MQTT Connection > Microsoft Azure Platform > Azure Content Settings
Azure Name Azure name. User can define the name. Default: Name.

SAS Token Input the SAS Token which you previously registered for the UA
controller from Microsoft Azure. For the procedure to generate a SAS
Token, please refer to the “Documentation > Azure loT Hub > loT
Hub MQTT support” section on the Microsoft Azure Web Site for
detailed information.

Trusted Select the Trusted Certificate file that you previously got for the UA
Certificate controller from Microsoft Azure, and uploaded in the menu [MQTT
Certificate] of [File Setting] function. Sub-filename: .crt

Keep Alive Time | Set the time in second that pass away without communication
(second) between the UA controller and Microsoft Azure. Default: 60 second.
Scan Rate(ms) | Set an update frequency for the task data.

Default: 1000 (Unit: ms)

Dead Band Give a dead bend value for updating a float signal. Default: 0

Dead Band: The minimum amount by which the tag value must

change in order for the new tag value to be saved.
OK / Cancel OK: save and exit this page.
Cancel: exit without saving.
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5.3.5 OPC UA Connection - Local Server

UA series controller built-in OPC UA Server service can integrate the 1/0 products and the
third-party devices, import their data to the back-end SCADA management system or the big-
data analysis/decision system, to satisfy the reliability, interoperability and security needs of
the Industrial 4.0 automation system.

This setting is for the related service function of OPC UA Server built in UA series controller.
The Security policy function is default all enabled of the None, Basic128Rsa15, Basic256,
Basic256Sha256, Aes128_Sha256_RsaOaep, Aes256_Sha256_RsaPss, and provides the
options of "Sign", "Sign and Encrypt" and "Sign; Sign and Encrypt".

Systemn Setting Module Setting loT Platform Setting Convert Setfing Advance:

1]
03]

11O Status ettin

q
=

loT Flatform Setting Local Server

MQTT Connection Server
Local Broker
Server Name | ICPDAS_OPC_UA_Server |
Remote Broker
MQTT Group Connection Port | 48010 |
Microsoft Azure Platform OPC UA ExDOrt Name Rule
Export Name Option [ Hide 1O Attribute Prefix

OPC UA Connection

Local Server Server Certificate

Common Name ICPDAS_QPC_UA_Server

Fig. 151) IoT Platform Setting > OPC UA > Local Server > Server
Tab. 75) Descriptions: loT Platform Setting > OPC UA > Local Server > Server

OPC UA Connection > Local Server — Server
Server Display the active OPC UA Server name, which can be edited and adjusted.
Name The [Common Name] of [Server Certificate] will change according to this
[Server Name]. System default: ICPDAS_OPC_UA_Server

Port The communication port number of the OPC UA Server. System: 48010.
OPC UA Connection > Local Server — OPC UA Export Name Rule

Export Checking "Hide 10 Attribute Prefix" will prevent the Modbus address attribute
Name prefix from being displayed in the Display Name of the OPC UA Server Tag
Option when using OPC UA Export.

Left Image: (Unchecked)

When using OPC UA Export, the
screen will display the Modbus

address attribute prefix by default, as
shown in the red box.

Right Image: (Checked)
If "Hide 10 Attribute Prefix" is checked,
the screen will look like the right
image when using OPC UA Export,
without the attribute prefix string.
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Server Certificate
Common Name Server Name
Organization | ICPDAS |
Organization Unit ‘ RD |
Locality ‘ LocationName |
State \ State |
Country ‘ T™wW |
Certificate Validity (Years) \ 20 |
Key Length | 2048 v|
P | |

Fig. 152) IoT Platform Setting > OPC UA > Local Server > Server Certificate

Tab. 76) Descriptions: loT Platform Setting > OPC UA > Local Server > Server Certificate

OPC UA Connection > Local Server — Server Certificate

Common Name

Organization

Organization Unit Set the content of the self-signed certificate automatically
Locality generated by the OPC UA Server

State

Country

Certificate Validity (Years) | Set the validity period of the certificate (unit year)

Key Length Set the length of Key (2048)

IP Set the IP address of the OPC UA Server service

Note: The format of the generated certificate is SHA256.
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Security Setting
None
Basic128Rsa15 Sign v
Basic256 Sign and Encrypt v
Security Policy g Basico56Sha256 Sign, Sign and Encrypt v
Aes128 Sha256 RsaOaep Sign, Sign and Encrypt v
Aes256 Sha256 RsaPss Sign, Sign and Encrypt v

Fig. 153) loT Platform Setting > OPC UA > Local Server > Security Setting
Tab. 77) Descriptions: loT Platform Setting > OPC UA > Local Server > Security Setting

OPC UA Connection > Local Server — Security Setting

Set the message security mode that the OPC UA Server
opens to the Client. 6 Policy: None, Basic128Rsa15,
Basic256, Basic256Sha256, Aes128 Sha256 RsaOaep,
Aes256 Sha256 RsaPss. All default enabled.

Security Policy

None This policy do not use any security policy.
Basic128Rsa15 Each policy has 3 selections:

Basic256 Sign: Message Signing

Basic256Sha256 Sign and Encrypt: Message Signing and Encryption

Aes128_Sha256 RsaOaep | Sign; Sign and Encrypt: Message Signing; Message
Aes256_Sha256_RsaPss | S!gning and Encryption

User Identity Tokens

Anonymous Login [ Enabled

User Password Login Enabled

UserName | root |
Password | eeees |
Certificate Login (] Enabled
| Save |

Fig. 154) loT Platform Setting > OPC UA > Local Server > Tokens
Tab. 78) Descriptions: loT Platform Setting > OPC UA > Local Server > Tokens

OPC UA Connection > Local Server — User Identity Tokens
Anonymous Login | Check to enable the anonymous login of clients. Default: check.

User Password Check to enable the user password login of clients. Default: uncheck.
Login User Name: If check the “Enabled”, show the User name for setting.
Password: If check the “Enabled”, show the Password for setting.
Certificate Login | Check to enable the certificate login of clients. Default: uncheck.
Save Click to save the settings of this item.
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5.4 Main Menu: Convert Setting

Convert Setting is the 4! item of the Main Menu for the communication conversion.

There are 4 converting types: OPC UA, MQTT, MQTT JSON & MQTT Custom, SNMP. Each
type has some convert settings items for conversion with the Modbus RTU/TCP/ASCII (Master),
MQTT, EtherNet/IP protocols, the OPC UA with XV Module or Internal virtual converting for the
data communication, and user custom converting. The function descriptions are on the home
page of the Main Menu. This chapter will introduce these function items and setting parameters.

Systermn Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

I/O Status File Setting

Convert Setting

OPC UA Convert Setting
Modbus RTU aster
OPC UA
Modbus TCP puase

Provides OPC UA and Modbus RTU (Master) communication protocol conversion.
Modbus RTU (Master)  With this function, the OPC UA Server can read and write the Modbus RTU device

Modbus ASCI masier that connected to the controller.

MQTT

Provides OPC UA and Modbus TCP (Master) communication protocol conversion.
EtharMat/|P Modbus TCP (Master)  With this function, the OPC UA Server can read and write the Modbus TCP device
that connected to the controller.

XV Module
Provides OPC UA and Modbus ASCII (Master) communication protocol

Internal Modbus ASCIl (Master)  conversion. With this function, the OPC UA Server can read and write the Modbus
ASCII device that connected to the controller.

MQTT
Modbus RTU Provides OPC UA and MQTT communication protocol conversion. With this

DU o MQTT  function, the OPC UA Server can read and write the MQTT device that connected
to the controller.

Modbus TCP puast
Modbus ASCH o Provides OPC UA and ICPDAS EtherNet/IP module communication protocol
' o EtherNet/IP  conversion. With this function, the OPC UA Server can read and write the EIP
module that connected to the controller.
EtherMet/IP
¥V Module Provides OPC UA and ICPDAS XV module data conversion. With this function,
MQTT JSON the OPC UA Server can read and write the X\ module that on to the controller.
Modbus RTU master
Modbus TCP Mass MQTT
Modbus ASCII jmaster Provides MQTT and Modbus RTU (Master) communication protocol conversion.
With this function, users can set the MQTT client to publish the message to the
LITIEEIL Lizin specified broker or subscribe the topic, and so to read and write the single
MQTT Custom channel of the Modbus RTU device that connected to the controller.
loTCloud
Provides MQTT and Modbus TCP (Master) communication protocol conversion.
With this function, users can set the MQTT client to publish the message to the
SNMP Modbus TCF (Master) specified broker or subscribe the topic, and so to read and write the single
Modbus BTU s channel of the Modbus TCP device that connected to the controller.
Modbus TCP mas: Provides MQTT and Modbus ASCIl (Master) communication protocol conversion.

Fig. 155) CH5.4 Main Menu: Convert Setting
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The settings of Modbus RTU/ASCII are the same. Here will introduce them together.

Tab. 79) CH5.4 Convert Setting Function Item Chapter Table

OPC
UA

Use OPC UA Service to convert with Modbus RTU/ASCII protocol. (5.4.1)
Use OPC UA Service to convert with Modbus TCP protocol. (5.4.2)

Use OPC UA Service to convert with MQTT protocol. (5.4.3)

Use OPC UA Service to convert with EtherNet/IP protocol. (5.4.4)

Use OPC UA Service to convert with XV Module communication. (5.4.5)
Use OPC UA Service to convert with Internal communication. (5.4.6)

MQTT

Use MQTT Service to convert with Modbus RTU/ASCII protocol. (5.4.7)
Use MQTT Service to convert with Modbus TCP protocol. (5.4.8)
Use MQTT Service to convert with EtherNet/IP protocol. (5.4.9)

MQTT
JSON

Use MQTT Service in group of JSON format to convert with Modbus
RTU/ASCII protocol. (5.4.10)
Use MQTT Service in group of JSON format to convert with Modbus TCP
protocol. (5.4.11)

MQTT
Custom

loTCloud: Users can customize the MQTT format layout and add the
module value to the publishing message. With customized MQTT
message content, this function can support multiple loT platforms. (5.4.12)

SNMP

Use SNMP Agent Service to convert with Modbus RTU protocol. (5.4.13)
Use SNMP Agent Service to convert with Modbus TCP protocol. (5.4.14)

Application Solution:

(Modbus €= =» OPC UA)

Database IPC or P
InduSoft
&

—

- =

Ethernet (OPC UA Client)

[ (0PC UA Server)
{ =

e/

tSL-P4RL (DC-Type)  tSL-PAGR1 (AC-Type)

RS-485
(Modbus RTU)

PM series

(MQTT &= OPC UA)

e
‘ (_/(:) InduSoft
~

o
— f
Ethernet (OPC UA Client

1PC or PC

Database

UA-5200

UA-2241
e (OPC UA Server)

DL~
SV-2201 L0

MQ-7200M

(EtherNet/IP &= => OPC UA)

Database 1PC of

1} B
EIP-2000

EIP-2000 EIP-2000

(OPC UA & = Internal)
Data exchange among Clients

~
& InduSoft

2 Copcuaciient
T P 4
Database/MES ’
OPC UA Client
Ethernet (OPC UA Client)|

1IPC or PC

Ethernet

-

e
OPC UA Client

PLC
OPC UA Client

Fig. 156) Convert Setting Function Diagram and Application Solution
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5.4.1 OPC UA and Modbus RTU/ASCII Conversion

This page provides OPC UA and Modbus RTU/ASCIlI (Master) communication protocol
conversion. With this function, the OPC UA Server can read and write the Modbus RTU / ASCI|
device that connected to the controller.

The settings of Modbus RTU/ASCII are the same. Here will introduce them together.

Function Diagram:
HMI scM_
MES |¢mmriificiier = CRM |
£

e .
- | SCADA Jd\r ERP B

Control Manageﬁent
System l System
OPC UA Service MQTT Service 1
PID IFTTT ~  Local  Remote |
Operation Condition Trigger Data Logger Database

UA Main Control Program

Modbus RTU/TCP/ASCII
Driver |

Modbus l MQTT I EIP I
Device Device Device

MQTT
Driver

EtherNet/IP
Driver

Fig. 157) OPC UA and Modbus RTU/ASCII Convert Setting Function Diagram
Application Solution:

(Medbus € = OPC UA)

Database IPCor PC

~?
L.&/ InduSoft

Ethernet (OPC UA Client)

UA-5200
(OPC UA Server)

Ethernet
(Modbus TCP)

RS-485
(Modbus RTU)

ET-7251

Fig. 158) OPC UA and Modbus RTU/ASCII Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [OPC UA] > Modbus RTU
(Master) or Modbus ASCII (Master), the Modbus RTU/ASCII modules preset in the [Module
Setting] will show up in the Module List. (Refer to Chapter 5.2 for the Module Setting.)

Modbus RTU (Masten
Modbus TCP (Master
Modbus ASCII (Master
MQTT

EtherNet/IP

MQTT

Systemn Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
11O Status File Setting
Convert Setting  Modbus RTU (Master)
IOPC UA

Modbus RTU Module List

All Enabled
Mo. *Module Mame / Nickname Edit
1 M-7055D Edit
< |1 i1 =
Save

Fig. 159) Convert Setting > OPC UA > Modbus RTU > Module List

Tab. 80) Descriptions: Convert Setting > OPC UA > Modbus RTU > Module List

Convert Setting > OPC UA > Modbus RTU (Master) Module List

No. The module number in the module list (Not editable here)

*Module Name / | The module name set in the module list (Not editable here)

Nickname
Check [All Enabled] box to enable all modules in list for conversion.

All Enabled Default: Uncheck.

Enable Check the box of each module can enable just that module for
conversion.

Edit If user wants to enable some |/O channels for conversion, click
[Edit] of that module to enter the “Variable Tale” setting. It is normal
to set all channels as enabled, and the conversion will not affect
the unconnected channels.

= = The page number of the module list: Current page / Total pages.
Click < or > to go to the previous or next page.
Save Click to save the settings of this page.

This function is to enable the communication conversion module, please

v check the

box of the converting module. If user wants to enable some I/0O of the module, please
click [Edit] button to enter the “Module Content Setting” page.
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The “Module Content Setting” page after clicking the [Edit] button:
Module Content Setting
No. |1
Module Name  Example
Variable Table
. Enabled
Name Attribute Data Type
Tag0 Read v Float
Tag0 Read /Write v Short U4
Tag0 Read v Bool U4
Tag1 Read v Bool
Tag0 Read /Write v Bool U4
Tag1 Read /Write v Bool
OK Cancel
Fig. 160) Convert Setting > OPC UA > Modbus RTU > Module Content
Tab. 81) Descriptions: Convert Setting > OPC UA > Modbus RTU > Module Content
Convert Setting > OPC UA > Modbus RTU (Master) — Module Content Setting
No. The module number in the module list (Not editable here)
Module Name | The module name set in the module list (Not editable here)
Convert Setting > OPC UA > Modbus RTU (Master) — Variable Table
Name Display the variable name that set in the Modbus Address Mapping
Table page (Not editable here)
Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...
Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...
Enabled Check [Enabled] box of the top row can enable all variables in list.

conversion. Default: Uncheck.

Check the box of each variable can enable just that variable for

OK Click to save this page settings and back to the module list page.

When complete the setting, click [OK] to save this page settings and back to the module list

page. Remember to click [Save] to save the Convert Setting.
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5.4.2 OPC UA and Modbus TCP Conversion

ICP DAS

This page provides OPC UA and Modbus TCP (Master) communication protocol conversion.
With this function, the OPC UA Server can read and write the Modbus TCP device that

connected to the controller.

Function Diagram:

HMI scM_

MES _Eﬁl\eﬂfet_h_c&i F |

SCADA T ERP |
Control \14’ Management

System l System

OPC UA Service MQTT Service

PID IFTTT ( Local " Remote |
Operation Condition Trigger Data Logger Database

UA Main Control Program

MQTT
Driver

Modbus RTU/TCP/ASCII
Driver

Modbus I MQTT I
Device Device

EtherNet/IP
Driver

EIP
Device

Fig. 161) OPC UA and Modbus TCP Convert Setting Function Diagram

Application Solution:

(Medbus € = OPC UA)

Database IPCor PC
~
— InduSoft
(A
&-‘
-

Ethernet
(Modbus TCP)

Ethernet (OPC UA Client)

UA-5200
(OPC UA Server)

RS-485
(Modbus RTU)

PM series

Fig. 162) OPC UA and Modbus TCP Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [OPC UA] > Modbus TCP
(Master), the Modbus TCP modules preset in the [Module Setting] will show up in the Module
List. (Refer to Chapter 5.2 for the Module Setting.)

System Setting Module Setting loT Platform Setting Caonvert Setting Advanced Setting Logger Setting
/O Status File Setting
Convert Setting  Modbus TCP (Master)
s Modbus TCP Module List
Modbus TCP (Master No. “Module Name / Nickname Edit All Enabled
Modbus ASCII (Master
MQTT 1 DL-302 Edit
EtherNevIP < >
mMarT Save
T Fig. 163) Convert Setting > OPC UA > Modbus TCP > Module List
Tab. 82) Descriptions: Convert Setting > OPC UA > Modbus TCP > Module List
Convert Setting > OPC UA > Modbus TCP (Master) Module List
No. The module number in the module list (Not editable here)
*Module Name | The module name set in the module list (Not editable here)
/ Nickname
All Enabled Check [All Enabled] box to enable all modules in list for conversion.
Enable Default: Uncheck.
Check the box of each module can enable just that module for
conversion.
Edit Click to enter the “Module Content Setting” page to set up and
enable the 1/O.
—h 1 The page number of the module list: Current page / Total pages. Click
< or > to go to the previous or next page.
Save Click to save the settings of this page.

This function is to enable the communication conversion module, please v check the

box of the converting module. If user wants to enable some 1/O of the module, please
click [Edit] button to enter the “Module Content Setting” page.
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The “Module Content Setting” page after clicking the [Edit] button:

Module Content Setting
No. |1
Module Name  Example
Variable Table
Enabled
Name Attribute Data Type v
Tag0 Read v Short v
Tag0 Read / Write v Short v
Tago Read v Bool v
Tag0 Read / Write v Bool v
Tag1 Read / Write v Bool v
OK Cancel

Fig. 164) Convert Setting > OPC UA > Modbus TCP > Module Content

Tab. 83) Descriptions: Convert Setting > OPC UA > Modbus TCP > Module Content

Convert Setting > OPC UA > Modbus TCP (Master) — Module Content Setting

No. The module number in the module list (Not editable here)

Module Name | The module name set in the module list (Not editable here)

Convert Setting > OPC UA > Modbus TCP (Master) — Variable Table

Name Display the variable name that set in the Modbus Address
Mapping Table page (Not editable here)

Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...

Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...

Enabled Check [Enabled] box of the top row can enable all variables in
list. Check the box of each variable can enable just that variable
for conversion. Default: Uncheck.

OK Click to save this page settings and back to the module list page.

When complete the setting, click [OK] to save this page settings and back to the module list

page. And remember to click [Save] to save the Convert Setting.
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5.4.3 OPC UA and MQTT Conversion

This page provides OPC UA and MQTT communication protocol conversion. With this function,
the OPC UA Server can read and write the MQTT device that connected to the controller.

Function Diagram:
HMI SCM r>j‘
MES 4_I_Ethtarnet_’l_C&}

= d
.| SCADA N\r ERP =~

Control Management
System l System
OPC UA Service MQTT Service 1
PID IFTTT ~  Local  Remote |
Operation Condition Trigger Data Logger Database

UA Main Control Program

Modbus RTU/TCP/ASCII
Driver

MQTT
Driver

EtherNet/IP
Driver

EIP I
Device

MQTT I
Device

Modbus l
Device

Fig. 165) OPC UA and MQTT Convert Setting Function Diagram
Application Solution:

(MQTT & => OPC UA)

Database IPC or PC

i &
=
D

Ethernet (OPC UA Client)

| e ———
—
-

UA-5200
(OPC UA Server)

MQ-7200M

Fig. 166) OPC UA and MQTT Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [OPC UA] > MQTT, the MQTT
modules preset in the [Module Setting] will show up in the Module List. (Refer to Chapter 5.2
for the Module Setting.)

System Setting ~ Module Setting  loT Platform Setting ~ Convert Setting  Advanced Setting  Logger Setting
/O Status  File Setting
Convert Setting MQTT
OPC UA
odbus BTU s MQTT Module List
Modbus TCP (uaster No. “Module Name / Nickname Edit AllEnabled
Modbus ASCII (Master -
MarTT [<Jlo__Jro[z]
EtherNet/IP [ Save |
Fig. 167) Convert Setting > OPC UA > MQT_T> Module List
Tab. 84) Descriptions: Convert Setting > OPC UA > MQTT > Module List
Convert Setting > OPC UA > MQTT - MQTT Module List
No. The module number in the module list (Not editable here)
*Module Name | The module name set in the module list (Not editable here)
/ Nickname
All Enabled Check [All Enabled] box to enable all modules in list for conversion.
Enable Default: Uncheck.
Check the box of each module can enable just that module for
conversion.
Edit Click to enter the “MQTT Client Setting” page to enable the 1/O.
—h 1 The page number of the module list: Current page / Total pages. Click
< or > to go to the previous or next page.
Save Click to save the settings of this page.

v

This function is to enable the communication conversion module, please check the

box of the converting module. If user wants to enable some I/0O of the module, please
click [Edit] button to enter the “Module Content Setting” page.
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[Module Content Setting] page:

Module Content Setting

No. 1

Module Name |DL-302

Variable Table

MName Attribute Data Type Enabled
Temperature Read v Float v
Humidity Read v Float v
coz Read v Short v
OK Cancel
Fig. 168) Convert Setting > OPC UA > MQTT > Module Content
Tab. 85) Descriptions: Convert Setting > OPC UA > MQTT > Module Content
Convert Setting > OPC UA > MQTT - MQTT Module List > Module Content Setting
No. The module number in the module list (Not editable here)
Module Name | Give a name, e.g. model number or name. Default: Name.
Convert Setting > OPC UA > MQTT - MQTT Module List > Variable Table
No. The module name in the module list (Not editable here)
Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...
Data Type Display data type of the MQTT variable. Include: Bool, Short,
Unsigned Short, Long, Unsigned Long, Float, Double, String.
Enabled Check [Enabled] box of the top row can enable all variables in
list. Check the box of each variable can enable just that variable
for conversion. Default: Uncheck.
OK'/ Cancer Click [OK] to save and exit the page settings.
Click [Cancer] to exit without saving.
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5.4.4 OPC UA and EtherNet/IP Conversion

This page provides OPC UA and EtherNet/IP communication protocol conversion. With this
function, the OPC UA Server can read and write the EtherNet/IP EIP-2000 device that

connected to the controller.

Function Diagram:

HMI scM_
MES 4_I_Efﬁeﬁfetﬂ_"——‘cRM |
SCADA CZ W ERP |
Control \14’ Management
System | System

OPC UA Service MQTT Service 1

PID IFTTT Local | Remote
Operation Condition Trigger Data Log_ger Database

UA Main Control Program

EtherNet/IP
Driver

Modbus RTU/TCP/ASCII
Driver

MQTT
Driver

MQTT I EIP l
Device Device Device
—

Fig. 169) OPC UA and EtherNet/IP Convert Setting Function Diagram
Application Solution:

(EtherNet/IP €= =» OPC UA)

Database IPCo
“~
9 InduSoft

—
: 19
. 3

3 A

F" Ethernet (OPC UA Client)

UA-2241

Fig. 170) OPC UA and EtherNet/IP Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [OPC UA] > EtherNet/IP, the
EIP-2000 modules preset in the [Module Setting] will show up in the Module List. (Refer to
Chapter 5.2 for the Module Setting.)

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
I/O Status File Setting
Convert Setting EtherMet/IP
OPC UA .
) N EtherNet/IP Module List
Viodbus RTU (Master
All Enabled
Modbus TCP (Master MNo. Module Name Nickname Edit
Modbus ASCII (Master
- 1 EIP-2055 EIP-demo Edit
EtherNet/IP < [ i1 >
mMarT Save
Fig. 171) Convert Setting > OPC UA > EtherNet/IP > Module List
Tab. 86) Descriptions: Convert Setting > OPC UA > EtherNet/IP > Module List
Convert Setting > OPC UA > EtherNet/IP Module List
No. The module number in the module list (Not editable here)
Module Name | The module name selected in the module list (Not editable here)
Nickname The user defined name for the module (Not editable here)

Check [All Enabled] box to enable all modules in list for conversion.
All Enabled Default: Uncheck.

Enable Check the box of each module can enable just that module for
conversion.
Edit Click to enter the “Module Content Setting” page to set up and

enable the 1/O.

The page number of the module list: Current page / Total pages. Click
< or > to go to the previous or next page.

Save Click to save the settings of this page.

v

This function is to enable the communication conversion module, please check the

box of the converting module. If user wants to enable some I/O of the module, please
click [Edit] button to enter the “Module Content Setting” page.

146



UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS
The “Module Content Setting” page after clicking the [Edit] button:

Module Content Setting
Mo. |1

Module Mame  |EIP-2055

MickMame  |EIP-demo

Variable Table

MName Attribute Data Type Enabled
DI0 Read v Bool
DI Read v Bool
DOG Read [ \Write v Eool
Dov? Read [ \Write v Eool
oK Cancel

Fig. 172) Convert Setting > OPC UA > EtherNet/IP > Module Content

Tab. 87) Descriptions: Convert Setting > OPC UA > EtherNet/IP > Module Content
Convert Setting > OPC UA > EtherNet/IP — Module Content Setting

No. The module number in the module list (Not editable here)

Module Name | The module name set in the module list (Not editable here)
Convert Setting > OPC UA > EtherNet/IP — Variable Table

Name Display the variable name that set in the Modbus Address
Mapping Table page (Not editable here)

Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...

Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...

Enabled Check [Enabled] box of the top row can enable all variables in

list. Check the box of each variable can enable just that variable
for conversion. Default: Uncheck.
OK Click to save this page settings and back to the module list page.

When complete the setting, click [OK] to save this page settings and back to the module list
page. Remember to click [Save] to save the Convert Setting.

147



UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS
5.4.5 OPC UA and XV Module Conversion

This page provides OPC UA and ICP DAS XV module data conversion. With this function, the
OPC UA Server can read and write the XV module on the controller.

UA series supplies one XV expansion board slot (except the UA-7231). Users can purchase 1
XV511i module to expand 4 RS-485 ports (the UA-5231 series limits to the Rev. B version.),
or, buy one of the XV107/110/111/116/119/303/306/307/310 modules to expand the /O
channels. (For XV-board installation instructions, refer to Appendix D)

When entering the menu [Convert Setting] and the sub-menu [OPC UA] > XV Module, the XV
module preset in the [Module Setting] will show up in the Module List. (Refer to Chapter 5.2
for the Module Setting.)

System Setting Module Setting oT Platform Setting Convert Setting Advanced Setting Logger Setting
/O Status File Setting
Convert Setting XV Module
OPC UA .
_ XV Module List
Modbus RTU (Master)
_ _ _ All Enabled
Modbus TCP (Master) NO. Module Name Mickname Edit ]
Modbus ASCII (Master
- 1 XV-310 XV-310 ]
EtherNet/IP 1 o
XV Module

Fig. 173) Convert Setting > OPC UA > XV Module > Module List
Tab. 88) Descriptions: Convert Setting > OPC UA > XV Module > Module List

Convert Setting > OPC UA > XV Module > XV Module List

No. The module number in the module list (Not editable here)
Module Name | The module name selected in the module list (Not editable here)
Nickname The user defined name for the module (Not editable here)

Edit Click to enter the “Module Content Setting” page to set up and

enable the 1/O.
Check [All Enabled] box to enable all modules in list for conversion.

All Enabled Check the box of each module can enable just that module for
Enable .
conversion. Default: Uncheck.
—h i The page number of the module list: Current page / Total pages. Click
' < or > to go to the previous or next page.
Save Click to save the settings of this page.

This function is to enable the communication conversion module, please L4 check the

box of the converting modaule. If user wants to enable some 1/0O of the module, please
click [Edit] button to enter the “Module Content Setting” page.
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The “Module Content Setting” page after clicking the [Edit] button:

Module Content Setting
MNo. 1
Module Name  XV-310
NickName  XV-310
Variable Table
. Enabled
Name Attribute Data Type |—|
AlD Float []
Al1 Float []
Do2 Bool L
DO3 Bool (]
|E| | Cancel |
Fig. 174) Convert Setting > OPC UA > XV Module > Module Content
Tab. 89) Descriptions: Convert Setting > OPC UA > XV Module > Module Content
Convert Setting > OPC UA > EtherNet/IP — Module Content Setting
No. The module number in the module list (Not editable here)
Module Name | The module name set in the module list (Not editable here)
Nickname The user defined name for the module (Not editable here)
Convert Setting > OPC UA > EtherNet/IP — Variable Table
Name Display the variable name that set in the Modbus Address Mapping
Table page (Not editable here)
Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...
Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...
Enabled Check [Enabled] box of the top row can enable all variables in list.
Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.
OK / Cancer Click [OK] to save and exit the page settings.
Click [Cancer] to exit without saving.

When complete the setting, click [OK] to save this page settings and back to the module list

page. Remember to click [Save] to save the Convert Setting.
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5.4.6 OPC UA and Internal Conversion

The Internal function can create internal modules and variables for virtual reading and writing,
or as an intermediary to provide data exchange for the communication of OPC UA Clients.

* Internal Variable: max. 1000 internal variables (tags)
* Protocol Communication Conversion: provide Internal to OPC UA (Server)

Application Solution:

(OPC UA & = Internal)
Client to Client

IPC or PC -
& InduSoft
(" 0pPC UA Client

S——
Database/MES ’
OPC UA Client
Ethernet

Ethernet (OPC UA Client)

UA-5231
(OPC UA Server)

PLC IPC
OPC UA Client OPC UA Client

Fig. 175) OPC UA and Internal Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [OPC UA] > Internal, the
internal modules preset in the [Module Setting] will show up in the Module List. (Refer to
Chapter 5.2 for the Module Setting.)

Convert Setting nternal
OPC UA
Modbus RTU (master

Modbus ASCI {Master
MQaTT

EtherNet/IP

I Internal

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

/O Status File Setting

Internal Module List

All Enabled
MNao. *Module Name / Nickname Edit —

1 Internal-1 | Edit |

1]

| Save |

Fig. 176) Convert Setting > OPC UA > Internal > Module List

Tab. 90) Descriptions: Convert Setting > OPC UA > Internal > Module List

Convert Setting > OPC UA > Internal - Internal Module List

No. The module number in the module list (Not editable here)

Module Name | The module name set in the module list (Not editable here)

/ Nickname

Edit Click to enter the “Internal Client Setting” page to enable the 1/0.
Check [All Enabled] box to enable all modules in list for conversion.

All Enabled Default: Uncheck.

Enable Check the box of each module can enable just that module for
conversion.
= = The page number of the module list: Current page / Total pages. Click < or

> to go to the previous or next page.

Save Click to save the settings of this page.

This function is to enable the communication conversion module, please L4 check the

box of the converting module. If user wants to enable some 1/O of the module, please
click [Edit] button to enter the “Module Content Setting” page.
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[Module Content Setting] page:
Module Content Setting
Mo. 1
Module Name  Internal-1
Variable Table
) . Enabled
Variable Name Attribute Data Type l:l
Tag2 String |:|
Tag3 String |:|
Tagl Bool []
Tag Bool |:|
|E| | Cancel |

Fig. 177) Convert Setting > OPC UA > XV Module > Module List

Tab. 91) Descriptions: Convert Setting > OPC UA > XV Module > Module List

Convert Setting > OPC UA > Internal - Internal Module List > Module Content Setting

No. The module number in the module list (Not editable here)
Module Name Give a name, e.g. model number or name. Default: Name.
Convert Setting > OPC UA > Internal - Internal Module List > Variable Table
Variable Name | The Variable name in the module list (Not editable here)
Attribute Display data attribute of the variable. (Not editable)

Include: Read, Read/Write...

Data Type Display data type of the Internal variable. Include: Bool, Short,
Unsigned Short, Long, Unsigned Long, Float, Double, String.
(Not editable here)

Enabled Check [Enabled] box of the top row can enable all variables in list.
Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.

OK / Cancer Click [OK] to save and exit the page settings.

Click [Cancer] to exit without saving.
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5.4.7 MQTT and Modbus RTU/ASCII Conversion

This page provides MQTT and Modbus RTU/ASCIlI (Master) communication protocol
conversion. With the MQTT Service function, users can set the MQTT client to publish the
message to the specified broker or subscribe the topic, and so to read and write the single
channel of the Modbus device that connected to the controller.

The settings of Modbus RTU/ASCII are the same. Here will introduce them together.
For the certificate about the communication security, please refer to Chapter 7.

Function Diagram:

HMI sCM
MES ¢ r,l:theﬁ‘etﬂ ¥ CRM |
. SCADA o ERP |
Control T/ Management
System I System
' OPC UA Service MQTT Service
PID { IFTTT Local Remote
Operation Condition Trigger Data Logger Database

UA Main Control Program

Modbus RTU/TCP/ASCII
Driver

Modbus
Device

MQTT
Driver

EtherNet/IP
Driver

mMQaTT l EIP '
Device Device

Fig. 178) MQTT and Modbus RTU/ASCII Convert Setting Function Diagram
Application Solution:
(Modbus €= =3 MQTT)

Ethernet
(Modbus TCP)

PM series

Fig. 179) MQTT and Modbus RTU/ASCII Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [MQTT] > Modbus RTU
(Master) or Modbus ASCII (Master), the Modbus RTU/ASCII modules preset in the [Module
Setting] will show up in the Module List. (Refer to Chapter 5.2 for the Module Setting.)

System Setting Module Setting ol Platform Sefting Convert Setting Advanced Setting /O Status File Sett]

Convert Setting  Modbus RTU (Master)
OPC UA

Modbus RTU (Master

Modbus RTU Module List

) ) All Enabled
Modbus TCP (Master No. *Module Name / Nickname Edit
Maodbus ASCII (master
1 -7 Edit
MQTT
2 M-7055D Edit
MQTT

I Modbus RTU (Master)

Modbus TCP (Master
Save

Maodbus ASCII (master

Fig. 180) Convert Setting > MQTT > Modbus RTU > Module List
Tab. 92) Descriptions: Convert Setting > MQTT > Modbus RTU > Module List

Convert Setting > MQTT > Modbus RTU (Master) Module List

No. The module number in the module list (Not editable here)
*Module Name | The module name set in the module list (Not editable here)
/ Nickname

Check [All Enabled] box to enable all modules in list for conversion.
All Enabled Default: Uncheck.

Enable Check the box of each module can enable just that module for
conversion.
Edit Click to enter the “MQTT Client Setting” page to enable 1/O or set up

the Topic, QoS, Publish, Subscribe ...

The page number of the module list: Current page / Total pages. Click
< or > to go to the previous or next page.

Save Click to save the settings of this page.

This function is to enable the communication conversion module, please L4 check the

box of the converting module. If user wants to enable some I/0O of the module, please
click [Edit] button to enter the “MQTT Client Setting” page.
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The “MQTT Client Setting” page after clicking the [Edit] button:

MQTT Client Setting

No. 1
Module Name  Example1
Scan Rate(ms) 1000
DeadBand O
Will Topic
Will

« | Broker (Local)
MQTT Connection

Broker1 (Remote)

Fig. 181) Convert Setting > MQTT > Modbus RTU > Client Setting

Tab. 93) Descriptions: Convert Setting > MQTT > Modbus RTU > Client Setting
Convert Setting > MQTT > Modbus RTU (Master) — MQTT Client Setting

No. The module number in the module list (Un-editable)

Module Name The module name set in the module list (Not editable here)

Scan Rate(ms) | Set an update frequency for the task data. Default: 1000 (Unit: ms)

Dead Bend Give a dead bend value for updating a float signal. Default: 0
Dead Band: The minimum amount by which the tag value must
change in order for the new tag value to be saved.

Will Topic Enter the title of a disconnect notice. Default: Null.

Will Enter a disconnect notice. Default: Null.

MQTT Check the Broker for this MQTT connection, Local Broker or Remote
Connection Broker. Remote Broker option will appear only when set in advance.
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Publish & Subscribe
Details Show | | Hide
: Subscribe Subscribe Publish Publish Refain Enabled
Name Attribute Data Type Topic QoS Topic QoS
MRTU_No.1_M-
Tag0 Read Short 2w 7/Input_Registers/TagQ/Publi | |2 »
sh
MRTU_No.1_M- MRTU_No.1_M-
Tag0 Read / Write ¥ Short | 7/Holding_Registers/Tag0/Su 2w T/Holding_Registers/Tagl/Pu| |2 v
bscribe blish
MRTU_No.1_M-
Tag0 Read v Bool 2 T/Input_Status/Tagl/Publish 2w
MRTU_No.1_M- MRTU_No.1_M-
Tag0 Read / Write v Bool T/Coil_Status/Tag0/Subscrib 2w T/Coil_Status/Tag0/Publish 2w
e
MRTU_No.1_M- MRTU_No.1_M-
Tag1 Read / Write ¥ Bool T/Coil_Status/Tag1/Subscrib I T/Coil_Status/Tag 1/Publish 2w
e
OK Cancel

Fig. 182) Convert Setting > MQTT > Modbus RTU > Publish & Subscribe

Tab. 94) Descriptions: Convert Setting > MQTT > Modbus RTU > Publish & Subscribe

Convert Setting > MQTT > Modbus RTU (Master) — Publish & Subscribe

Details Click [Show] to display all fields, click [Hide] to hide some fields.
Name The variable name of the mapping address. (Not editable here)
Attribute Display data attribute of the variable. (Not editable)

Include: Read, Read/Write...

Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...

Subscribe Topic | The topic of receiving/subscribing data message.

The subscribe QoS (Quality of Service) levels. Default: 2

Subscribe QoS 0: Del?vering a message at most once.

1: Delivering a message at least once.
2: Delivering a message at exactly once.

Publish Topic The topic of sending/publishing data message.

The publish QoS (Quality of Service) levels. Default: 2

Publish QoS 0: Del?vering a message at most once.

1: Delivering a message at least once.
2: Delivering a message at exactly once.

Retain Check [Retain] box of the top row can store the broker message for
all variables in list. Check the box of each variable can store the broker
message just that variable. Default: Uncheck.

Enabled Check [Enabled] box of the top row can enable all variables in list.
Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.

OK Click to save this page settings and back to the module list page.
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5.4.8 MQTT and Modbus TCP Conversion

This page provides MQTT and Modbus TCP (Master) communication protocol conversion. With
the MQTT Service function, users can set the MQTT client to publish the message to the
specified broker or subscribe the topic, and so to read and write the single channel of the
Modbus device that connected to the controller.

For the certificate about the communication security, please refer to Chapter 7.

Function Diagram:

HMI SCM F)
MES |4 r,l:theﬁ\“et = :«ﬂ}
& SCADA T ERP
Control T/ Management
System I I System
' OPC UA Service MQTT Service
PD | IFTTT | Local Remote |
Operation Condition Trigger Data Logger Database

UA Main Control Program

Modbus RTU/TCP/ASCII
Driver

Device

Fig. 183) MQTT and Modbus TCP Convert Setting Function Diagram
Application Solution:

MQTT
Driver

EtherNet/IP
Driver

EIP
Device Device

(Modbus & =» MQTT)
@QOQ

Ethernet (MQTT)

RS-485
(Modbus RTU)

ET-7251 PM series

Fig. 184) MQTT and Modbus TCP Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [MQTT] > Modbus TCP
(Master), the Modbus TCP modules preset in the [Module Setting] will show up in the Module

List. (Refer to Chapter 5.2 for the Module Setting.)

System Setting Module Setting oT Platform Setting Convert Setting Advanced Setting /O Status File Setf
Convert Sefting  Modbus TCP (Master)
OPCUA Modbus TCP Module List
Viodbus RTU (master
All Enabled
Modbus TCP (Master No. *Module Name / Nickname Edit
Modbus ASCII Master
1 DL-302 Edit
-
MQTT S8 | LI L -
Modbus RTU (master
Save
I Modbus TCP (Master)
Modbus ASCII Master
Fig. 185) Convert Setting > MQTT > Modbus TCP > Module List
Tab. 95) Descriptions: Convert Setting > MQTT > Modbus TCP > Module List
Convert Setting > MQTT > Modbus RTU (Master) Module List
No. The module number in the module list (Not editable here)
*Module Name | The module name set in the module list (Not editable here)
/ Nickname
Check [All Enabled] box to enable all modules in list for conversion.
All Enabled Default: Uncheck.
Enable Check the box of each module can enable just that module for
conversion.
Edit Click to enter the “MQTT Client Setting” page to enable 1/O or set up
the Topic, QoS, Publish, Subscribe ...
—h i The page number of the module list: Current page / Total pages. Click
< or > to go to the previous or next page.
Save Click to save the settings of this page.

v

This function is to enable the communication conversion module, please

check the

box of the converting module. If user wants to enable some 1/O of the module, please

click [Edit] button to enter the “MQTT Client Setting” page.
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The “MQTT Client Setting” page after clicking the [Edit] button:

MQTT Client Setting

No. |1
Module Name |[Example1
Scan Rate(ms) 1000
DeadBand 0
Will Topic
Will

« Broker (Local)
MQTT Connection
Broker1 (Remote)

Fig. 186) Convert Setting > MQTT > Modbus TCP > Client Setting

Tab. 96) Descriptions: Convert Setting > MQTT > Modbus TCP > Client Setting
Convert Setting > MQTT > Modbus TCP (Master) — MQTT Client Setting

No. The module number in the module list (Un-editable)

Module Name The module name set in the module list (Not editable here)

Scan Rate(ms) | Set an update frequency for the task data. Default: 1000 (Unit: ms)

Dead Bend Give a dead bend value for updating a float signal. Default: O
Dead Band: The minimum amount by which the tag value must
change in order for the new tag value to be saved.

Will Topic Enter the title of a disconnect notice. Default: Null.

Will Enter a disconnect notice. Default: Null.

MQTT Check the Broker for this MQTT connection, Local Broker or Remote
Connection Broker. Remote Broker option will appear only when set in advance.
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Publish & Subscribe
Details Show | Hide
. Subscribe Subscribe Publish Publish Retain Enabled
Name Attribute Data Type Topic QoS Topic QoS
/MRTU_No.1_Name1/Input_
Tag0 Read Float  Registers/Tag0/Subscribe 2 2w
/MRTU_No.1_Name1/Holdin /MRTU_No.1_Name1/Holdin
Tag0 Read / Write Short  g_Registers/Tag0/Subscribe 2w g_Registers/Tag0/Publish 2v
/MRTU_No.1_Name1/Input_
Tag0 Read Bool Status/Tag0/Subscribe 2 2
/MRTU_No.1_Name1/Coil_S /MRTU_No.1_Name1/Coil_S
Tag0 Read / Write Bool tatus/Tag0/Subscribe 2w tatus/Tag0/Publish 2v
/IMRTU_No.1_Name1/Coil_S /IMRTU_No.1_Name1/Coil_S
Tag1 Read / Write v Bool tatus/Tag1/Subscribe 2 tatus/Tag1/Publish 2
OK Cancel

Fig. 187) Convert Setting > MQTT > Modbus TCP > Publish & Subscribe

Tab. 97) Descriptions: Convert Setting > MQTT > Modbus TCP > Publish & Subscribe

Convert Setting > MQTT > Modbus TCP (Master) — Publish & Subscribe

Details Click [Show] to display all fields, click [Hide] to hide some fields.

Name The variable name of the mapping address. (Not editable here)

Attribute Display data attribute of the variable. (Not editable)

Include: Read, Read/Write...

Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...

Subscribe Topic | The topic of receiving/subscribing data message.

The subscribe QoS (Quality of Service) levels. Default: 2

Subscribe QoS 0: Del?vering a message at most once.

1: Delivering a message at least once.
2: Delivering a message at exactly once.

Publish Topic The topic of sending/publishing data message.

The publish QoS (Quality of Service) levels. Default: 2

Publish QoS 0: Del?vering a message at most once.

1: Delivering a message at least once.
2: Delivering a message at exactly once.

Retain Check [Retain] box of the top row can store the broker message for
all variables in list. Check the box of each variable can store the broker
message just that variable. Default: Uncheck.

Enabled Check [Enabled] box of the top row can enable all variables in list.
Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.

OK Click to save this page settings and back to the module list page.
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5.4.9 MQTT and EtherNet/IP Conversion

This page provides MQTT and EtherNet/IP communication protocol conversion. With this
MQTT Service function, users can set the MQTT client to publish the message to the specified
broker or subscribe the topic, and so to read and write the single channel of the ICP DAS EIP-
2000 device that connected to the controller.

For the certificate about the communication security, please refer to Chapter 7.

Function Diagram:

HMI scM_ -
MES |« l:thernet ¥_CRM |
SCADA &« ERP |
Control T/ Management
System | System
I OPC UA Service MQTT Service
PID IFTTT oca Remote
Operation Condition Trigger Data Logger Database

UA Main Control Prog

Modbus RTU/TCP/ASCII
Driver

EtherNet/IP
Driver

EIP '
Device

Modbus I MQTT ‘
Device Device

Fig. 188) MQTT and EtherNet/IP Convert Setting Function Diagram
Application Solution:

(fE-therNetr/-'I'B Mth'T"T‘)

Fig. 189) MQTT and EtherNet/IP Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [MQTT] > EtherNet/IP, the ICP
DAS EtherNet/IP modules EIP Series preset in the [Module Setting] will show up in the
Module List. (Refer to Chapter 5.2 for the Module Setting.)

System Setting

OPC UA

Maodbus RTU (Master

Maodbus TCP (Master

Maodbus ASCII (Master
MQTT
EtherNet/IP
MaTT
Modbus RTU (Master

Modbus TCP (Master
Modbus ASCII (Master

EtherMet/IP

Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
I/O Status File Setting

Convert Setting EtherMet/IP

EtherNet/IP Module List

All Enabled
Mao. Madule Name Nickname Edit
1 EIP-2055 EIP-demo Edit
< |1 1] =
Save

Fig. 190) Convert Setting > MQTT > EtherNet/IP > Module List

Tab. 98) Descriptions: Convert Setting > MQTT > EtherNet/IP > Module List

Convert Setting > MQTT > EtherNet/IP Module List

No. The module number in the module list (Not editable here)

Module Name | The EIP series model selected in the module list (Not editable here)

Nickname The user defined name for the module (Not editable here)

All Enabled Check [All Enabled] box to enable all modules in list for conversion.

Enable Default: Uncheck.

Check the box of each module can enable just that module for
conversion.

Edit Click to enter the “MQTT Client Setting” page to enable 1/O or set up
the Topic, QoS, Publish, Subscribe ...

= = The page number of the module list: Current page / Total pages. Click

< or > to go to the previous or next page.

Save Click to save the settings of this page.

This function is to enable the communication conversion module, please L4 check the

box of the converting module. If user wants to enable some I/0O of the module, please
click [Edit] button to enter the “MQTT Client Setting” page.
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The “MQTT Client Setting” page after clicking the [Edit] button:

MQTT Client Setting

No. |1
Module Name |[Example1
Scan Rate(ms) 1000
DeadBand 0
Will Topic
Will

« Broker (Local)
MQTT Connection
Broker1 (Remote)

Fig. 191) Convert Setting > MQTT > EtherNet/IP > Client Setting

Tab. 99) Descriptions: Convert Setting > MQTT > EtherNet/IP > Client Setting
Convert Setting > MQTT > EtherNet/IP — MQTT Client Setting

No. The module number in the module list (Un-editable)

Module Name The module name set in the module list (Not editable here)

Scan Rate(ms) | Set an update frequency for the task data. Default: 1000 (Unit: ms)

Dead Bend Give a dead bend value for updating a float signal. Default: O
Dead Band: The minimum amount by which the tag value must
change in order for the new tag value to be saved.

Will Topic Enter the title of a disconnect notice. Default: Null.

Will Enter a disconnect notice. Default: Null.

MQTT Check the Broker for this MQTT connection, Local Broker or Remote
Connection Broker. Remote Broker option will appear only when set in advance.
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Publish & Subscribe

Details Show | Hide

‘ Subscribe Subscribe Publish Publish Retain Enabled
Name Attribute Data Type Topic QoS Topic QoS
/MRTU_No.1_Name1/Input_
Tag0 Read v Float |Registers/Tag0/Subscribe 2 2 v

/MRTU_No.1_Name1/Holdin /MRTU_No.1_Name1/Holdin

Tag0 Read / Write v Short  |g_Registers/Tag0/Subscribe 2 g_Registers/Tag0/Publish 2
/MRTU_No.1_Name1/Input_
Tag0 Read v Bool Status/Tag0/Subscribe 2 2y

/MRTU_No.1_Name1/Coil_S /MRTU_No.1_Name1/Coil_S

Tag0 Read / Write v Bool tatus/Tag0/Subscribe 2 tatus/Tag0/Publish 2
/MRTU_No.1_Name1/Coil_S /MRTU_No.1_Name1/Coil_S
Tag1 Read / Write v Bool tatus/Tag1/Subscribe 2 tatus/Tag1/Publish 2
OK Cancel

Fig. 192) Convert Setting > MQTT > EtherNet/IP > Publish & Subscribe
Tab. 100) Descriptions: Convert Setting > MQTT > EtherNet/IP > Publish & Subscribe

Convert Setting > MQTT > EtherNet/IP — Publish & Subscribe

Details Click [Show] to display all fields, click [Hide] to hide some fields.
Name The variable name of the mapping address. (Not editable here)
Attribute Display data attribute of the variable. (Not editable)

Include: Read, Read/Write...
Data Type Display data type of the variable that set in the Modbus Address

Mapping Table page. (Not editable) Include: Bool, Short, Float...
Subscribe Topic | The topic of receiving/subscribing data message.

The subscribe QoS (Quality of Service) levels. Default: 2

0: Delivering a message at most once.

1: Delivering a message at least once.

2: Delivering a message at exactly once.

Publish Topic The topic of sending/publishing data message.

The publish QoS (Quality of Service) levels. Default: 2

0: Delivering a message at most once.

Subscribe QoS

Publish QoS o
1. Delivering a message at least once.

2: Delivering a message at exactly once.

Retain Check [Retain] box of the top row can store the broker message for
all variables in list. Check the box of each variable can store the broker
message just that variable. Default: Uncheck.

Enabled Check [Enabled] box of the top row can enable all variables in list.
Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.

OK Click to save this page settings and back to the module list page.
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5.4.10 MQTT JSON and Modbus RTU/ASCII Conversion

This page provides MQTT JSON and Modbus RTU/ASCII (Master) communication protocol
conversion. With the MQTT Service function, users can set the MQTT client to publish the
message to the specified broker or subscribe the topic, and combine several messages that
converted in JSON format into a group to read and write the multiple channels of the Modbus
RTU/ASCII devices that connected to the controller.

The settings of Modbus RTU/ASCII are the same. Here will introduce them together.
For the certificate about the communication security, please refer to Chapter 7.

Function Diagram:

HMI scm
SCADA| CCwwm- ERP |
Control T/ Management
System | 1 System
:1
OPC UA Service MQTT Service
PID [ IFTTT Local Remote
Operation Condition Trigger Data Logger Database

4

UA Main Control Program

Modbus RTU/TCP/ASCII
Driver

Modbus '
Device

MQTT
Driver

EtherNet/IP
Driver

Device Device

Fig. 193) MQTT JSON and Modbus RTU/ASCII Convert Setting Function Diagram
Application Solution:
(Modbus & =» MQTT)

Ethernet (MQTT)

UA-5200

Ethernet
(Modbus TCP)

RS-485
(Modbus RTU)

ET-7251 PM series

Fig. 194) MQTT JSON and Modbus RTU/ASCII Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [MQTT JSON] > Modbus RTU
or Modbus ASCII (Master), the Modbus RTU/ASCII modules preset in the [Module Setting]
will show up in the Module List. (Refer to Chapter 5.2 for the Module Setting.)

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting File Setting
Convert Setting Modbus RTU (Master)
OPC UA
Modbus RTU Module List
Modbus RTU master
All Enabled
Modbus TCP masten) No. *Module Name / Nickname Edit Connection Name
Modbus ASCII aster
1 Name1 Edit
MQTT Apply
Modbus RTU (master
< (1 /1] >
Modbus TCP (masten
Save
Modbus ASCII aster
MQTT JSON
Modbus RTU astern
Modbus TCP (Masten
Modbus ASCII aster
Fig. 195) Convert Setting > MQTT JSON > Modbus RTU > Module List
Tab. 101) Descriptions: Convert Setting > MQTT JSON > Modbus RTU > Module List
Convert Setting > MQTT JSON > Modbus RTU (Master) Module List
No. The module number in the module list (Not editable here)
*Module Name / The module name set in the module list (Not editable here)
Nickname
Connection Name | Select a group connection name, and then click [Apply].
All Enabled Check [All Enabled] box to enable all modules in list for
nable .
conversion. Default: Uncheck. Check the box of each module
Enable . .
can enable just that module for conversion.
Edit If user wants to enable some I/O channels for conversion, click
[Edit] of that module to enable 1/O or check the “Module Content
Setting” and “Variable Tale” page.
—F = The page number of the module list: Current page / Total pages.
Click < or > to go to the previous or next page.
Save Click to save the settings of this page.

This function is to enable the communication conversion module, first select the

v of the

converting module. If user wants to enable some I/O of the module, please click [Edit]
button to enter the “Module Content Setting” page.

[Connection Name] and click [Apply] button, and then check the box
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Module Content Setting
No. |1
Module Name  Example1
Variable Table
Details Show | | Hide
i Enabled
Variable Name Alias Attribute Data Type Corrlnectlon
ame
Tag0 Tag0 Read v Float v
Tag0 Tag0 Read / Write ~ Short v
Tag0 Tag0 Read v Bool A\
Tag1 Tag1 Read v Bool v
Tag0 Tag0 Read / Write v Bool v
Tag1 Tag1 Read / Write ~ Bool v
OK Cancel

Fig. 196) Convert Setting > MQTT JSON > Modbus RTU > Module Content
Tab. 102) Descriptions: Convert Setting > MQTT JSON > Modbus RTU > Module Content

Convert Setting > MQTT JSON > Modbus RTU (Master) — Module Content Setting

No. The module number in the module list (Not editable here)

Module Name The module name set in the module list (Not editable here)
Convert Setting > MQTT JSON > Modbus RTU (Master) — Variable Table

Details Click [Show] to display all fields, click [Hide] to hide some fields.
Variable Name The variable name of the mapping address. (Not editable here)
Alias The user cannot change the variable name but can set an alias for

data separation and identification. It is used in the "Name" element
parameter of the MQTT JSON format. Refer to Appendix A.

Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...
Data Type Display data type of the variable that set in the Modbus Address

Mapping Table page. (Not editable) Include: Bool, Short, Float...
Connection Name | Select the group name that set in the group list page.

Enabled Check [Enabled] box of the top row can enable all variables in list.
Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.

OK Click to save this page settings and back to the module list page.
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5.4.11 MQTT JSON and Modbus TCP Conversion

This page provides MQTT JSON and Modbus TCP (Master) communication protocol
conversion. With the MQTT Service function, users can set the MQTT client to publish the
message to the specified broker or subscribe the topic, and combine several messages that
converted in JSON format into a group to read and write the multiple channels of the Modbus
TCP devices that connected to the controller.

For the certificate about the communication security, please refer to Chapter 7.

HMI SCM r‘>
MES ¢ /“Deme{ - » CRM ]
.| SCADA N\T; ERP |

Control Ma t

System | ISyEtem
J OPC UA Service MQTT Service

Function Diagram:

PID | IFTTT | Local " Remote |
Operation Condition Trigger Data Logger Database

UA Main Control Program

Modbus RTU/TCP/ASCII
Driver

Modbus
Device

maTT
Driver

EtherNet/IP
Driver

MQTT I
Device Device

Fig. 197) MQTT JSON and Modbus TCP Convert Setting Function Diagram

Application Solution:
(Modbus €= =» MQTT)

RS-485
(Modbus RTU)

PM series

Fig. 198) MQTT JSON and Modbus TCP Convert Setting Application Solution
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When entering the menu [Convert Setting] and the sub-menu [MQTT JSON] > Modbus TCP
(Master), the Modbus TCP modules preset in the [Module Setting] will show up in the Module

List. (Refer to Chapter 5.2 for the Module Setting.)

System Setting

Convert Setting
OPC UA
Modbus RTU master

Modbus TCP (master)

Modbus ASCII gaster
MQTT

Modbus RTU master

Modbus TCP (masten

Modbus ASCII Master
MQTT JSON

Modbus RTU vaster

Modbus TCP (Master)

Modbus ASCII master

Module Setting

loT Platform Setting

Modbus TCP (Master)

Modbus TCP Module List

No. *Module Name / Nickname

1 Examplet

Convert Setting

Advanced Setting File Setting

All Enabled

Edit Connection Name

Edit
Apply

Save

Fig. 199) Convert Setting > MQTT JSON > Modbus TCP > Module List

Tab. 103) Descriptions: Convert Setting > MQTT JSON > Modbus TCP > Module List

Convert Setting > MQTT JSON > Modbus TCP (Master) Module List

No. The module number in the module list (Not editable here)
*Module Name / The module name set in the module list (Not editable here)
Nickname

Connection Name

Select a group connection name, and then click [Apply].

Edit

If user wants to enable some I/O channels for conversion, click
[Edit] of that module to enter the “Module Content Setting” and

“Variable Tale” page.

Check [All Enabled] box to enable all modules in list for

All Enabled conversion. Default: Uncheck. Check the box of each module
Enable . ,
can enable just that module for conversion.
= = The page number of the module list: Current page / Total pages.
' Click < or > to go to the previous or next page.
Save Click to save the settings of this page.

This function is to enable the communication conversion module, first select the

[Connection Name] and click [Apply] button, and then check the box

v of the

converting module. If user wants to enable some I/O of the module, please click [Edit]
button to enter the “Module Content Setting” page.
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Module Content Setting
No. |1
Module Name  Example1
Variable Table
Details Show | | Hide
i Enabled
Variable Name Alias Attribute Data Type Corrslneotlon
ame
Tag0 Tag0 Read v Float v
Tag0 Tag0 Read / Write v Short v
Tag0 Tag0 Read v Bool v
Tag1 Tag1 Read v Bool A\
Tag0 Tag0 Read / Write ~ Bool v
Tag1 Tag1 Read / Write v Bool \
OK Cancel

Fig. 200) Convert Setting > MQTT JSON > Modbus TCP > Module Content
Tab. 104) Descriptions: Convert Setting > MQTT JSON > Modbus TCP > Module Content

Convert Setting > MQTT JSON > Modbus TCP (Master) — Module Content Setting
No. The module number in the module list (Not editable here)

Module Name The module name set in the module list (Not editable here)
Convert Setting > MQTT JSON > Modbus TCP (Master) — Variable Table
Details Click [Show] to display all fields, click [Hide] to hide some fields.

Variable Name The variable name of the mapping address. (Not editable here)

Alias The user cannot change the variable name but can set an alias for
data separation and identification. It is used in the "Name" element
parameter of the MQTT JSON format. Refer to Appendix A.

Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...
Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...
Connection Select the group name that set in the group list page.
Name
Enabled Check [Enabled] box of the top row can enable all variables in list.

Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.

OK Click to save this page settings and back to the module list page.
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5.4.12 MQTT Custom and loT Cloud Conversion

This page provides customized MQTT communication conversion for the loT Cloud Platform.
Users can customize the MQTT format layout and add the module value to the publishing
message. With customized MQTT message content, this function can support multiple loT
platforms.

For the certificate about the communication security, please refer to Chapter 7.

Function Diagram:
HMI SCM
39 —

ot s
.| SCADA . ERP

Control Manageﬁént

System | System
! OPC UA Service MQTT Service
PID | IFTTT ( Local Remote
Operation Condition Trigger Data Log_ger Database
| UA Main Control Program
Modbus RTU/TCP/ASCII MQTT EtherNet/IP
Driver Driver Driver

Modbus ' MQTT I EIP l
Device Device Device

Fig. 201) MQTT Custom and loT Cloud Convert Setting Function Diagram
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Enter the menu [Convert Setting] and the sub-menu [MQTT Custom] > [loT Cloud], then can
set up the customized MQTT loT Cloud settings.

Modbus RTU (Master
Modbus TCP (master
Modbus ASCII (Master
MQTT
EtherNet/IP
Internal

MQTT
Modbus RTU (Master
Modbus TCP (master
Modbus ASCII (Master
EtherNet/IP

MQTT JSON
Modbus RTU Master
Modbus TCP (Master
Modbus ASCII iMaster

MQTT Custom
I loTCloud

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
I/Q Status File Setting
Convert Setling loTCloud
OPC UA

MQTT loT Cloud List

Select
ﬁ No. *Setting Name / Nickname Edit Connection Name Enabled
;i_- |2 o | |Name |
[test v |
[ 1 test | Edit |
| Apply |
[Remove | <[]
| Save |

Fig. 202) Convert Setting > MQTT Custom> loT Cloud > List

Tab. 105) Descriptions: Convert Setting > MQTT Custom > IoT Cloud > List

Convert Setting > MQTT Custom > loTCloud — MQTT loT Cloud List

No. The number in the loT Cloud list (Not editable here)

*Setting Name / The Setting name or Nickname set in the |oT Cloud list (editable)
Nickname

Edit Click the [Edit] button to enter the Module List, select the module

and set up the message to be published.

Connection Name

Select a connection name set in the step of the “loT Platform”,
and then click [Apply].

Enabled Check the box of list to enable that conversion. Default: Enable
= = The page number of the list: Current page / Total pages. Click <
or > to go to the previous or next page.
Save Click to save the settings of this page.
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Click [Edit] button to enter the Module List page, the modules preset in the [Module Setting]
will show up in the selected items. (Refer to Chapter 5.2 for the Module Setting.)

MQTT loT Cloud Module List

No. 1

Setting Name  |test

Type

No. : -

Data Setting Mame -
Attribute :

TagName : |Al1 v | | Insert |

AIDSMRTU_No.1_M-7017C_ALAIDS
AI1:SMRTU No_1_M-7017C_ALAI13

Send Message

|E| | Cancel |

Fig. 203) Convert Setting > MQTT Custom> loT Cloud > List Edit

Tab. 106) Descriptions: Convert Setting > MQTT Custom > loT Cloud > List Edit

Convert Setting > MQTT Custom > loT Cloud — MQTT loT Cloud Module List
No. The number in the loT Cloud setting list (Cannot be changed here)
Setting Name The setting name set in the loT Cloud list, can change it here.
Type The user can find out the variable name of the current module tags
N through the following steps:
° 1. Select the type of module.
Name 2. Select the number of the set module you want to use.
Attribute 3. Select the module name you want to use.
4. Select the tag attribute of the module.
Tag Name 5. Select the tag name of the module.
Insert Click "Insert" to add the variable name of the module tag to the "Send
Message" field.
Message format editing interface, user can click the insert button to add
Send Message ,
I/0 tags and then edit the messages.
Click [OK] to save the settings of this page, and exit.
OK/ Cancel , e ,
Click [Cancel] to exit this page but do not save the settings.
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5.4.13 SNMP and Modbus RTU Conversion

This page provides SNMP and Modbus RTU (Master) communication protocol conversion.
With this function, the SNMP Agent can read and write the Modbus RTU device that
connected to the controller.

The SNMP is a new feature added to the UA-5200/2200/7200 series, supported starting
from Firmware version V1.5.0.0 and above. Users can configure settings via the [Function
Wizard] > [Module Communication Conversion - Modbus RTU & SNMP Agent] in the upper-
right corner of the UL.

Function Wizard (Click here) ~

»

Function Wizard (Click here)

Module Communication Conversion
(Master) Modbus RTU < OPC UA

(Master) Modbus TCP = OPC UA
(Master) Modbus ASCIl & OPC UA
MQTT < OPC UA

(EtherNet/IP) EIP = OPC UA

(Master) Modbus RTU < MQTT
(Master) Modbus TCP < MQTT
(Master) Modbus ASCIl & MQTT
(EtherNet/IP) EIP = MQTT

(Master) Modbus RTU < MQTT JSON
{(Master) Modbus TCP & MQTT JSON
(Master) Modbus ASCIl & MQTT JSON
Internal & OFPC UA

(Master) Modbus RTU < SNMP Agent
(Master) Modbus TCP < SNMP Agent

SNMP Setting Demo Video:

UA series provides a demo video of the Modbus RTU to SNMP communication. The video
can be viewed on the UA FAQ Cnv-09, the UA-7231M product webpage, and the ICP DAS
YouTube official channel.

UA-7231M Product Page: https://www.icpdas.com/tw/product/UA-7231M

/ﬁ
(168

P —  wmem e o

P Pl ) 001/7:56 - UAT23IM >
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When entering the menu [Convert Setting] and the sub-menu [SNMP] > Modbus RTU
(Master), the Modbus RTU modules preset in the [Module Setting] will show up in the Module
List. (Refer to Chapter 5.2 for the Module Setting.)

Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

aster)

Modbus RTU Module List

All Enabled

No. *Module Name / Nickname Edit D
SNMP 1 M-7055D | Edt | O
Modbus RTU (Master) o o
I <l Ji[]
Modbus TCP Mmaster —_—
‘ Save ‘

Convert Setting > SNMP > Modbus RTU Module List

No. The module number in the module list (Not editable here)
*Module Name / The module name set in the module list (Not editable here)
Nickname

Edit If user wants to enable some 1/O channels for conversion, click

[Edit] of that module to enable 1/O or check the “Module Content
Setting” and “Variable Tale” page.
All Enabled Check [All Enabled] box to enable all modules in list for

Enable conversion. Default: Uncheck. Check the box of each module
can enable just that module for conversion.

The page number of the module list: Current page / Total pages.
Click < or > to go to the previous or next page.
Save Click to save the settings of this page.

v check the

box of the converting module. If user wants to enable some I/0O of the module, please
click [Edit] button to enter the “Module Content Setting” page.

This function is to enable the communication conversion module, please
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Module Content Setting
No. 1
Module Name  M-70550
Variable Table
i i Enabled
Name Attribute Data Type Variable OID [
Bool [13.6.1.4.1.34321.50.1.1.1]
DI Bool .1.3.6.1.4.1.34321.50.1.1.1]
Bool |.1356.1.4.1.34321.50.1.1.1
Bool |.1.3.6.1.4.1.34321.50.1.1.1]
D06 Bool |.136.1413432150.11%| (]
DO7 Bool [.11.3.6.1.4.1.34321.50.1.1 2 ]
| OK| | Cancel |

Convert Setting > SNMP > Modbus RTU (Master) — Module Content Setting

No. The module number in the module list (Not editable here)

Module Name | The module name set in the module list (Not editable here)

Convert Setting > SNMP > Modbus RTU (Master) — Variable Table

Name Display the variable name that set in the Modbus Address Mapping
Table page (Not editable here)

Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...

Data Type Display data type of the variable that set in the Modbus Address

Mapping Table page. (Not editable) Include: Bool, Short, Float...

Variable OID The variable OID code of each module 1/0O channel (automatically
assigned by the system)

Enabled Check [Enabled] box of the top row can enable all variables in list.
Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.

OK Click to save this page settings and back to the module list page.
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5.4.14 SNMP and Modbus TCP Conversion

This page provides SNMP and Modbus TCP (Master) communication protocol conversion.
With this function, the SNMP Agent can read and write the Modbus TCP device that connected
to the controller.

The SNMP is a new feature added to the UA-5200/2200/7200 series, supported starting
from Firmware version V1.5.0.0 and above. Users can configure settings via the [Function
Wizard] > [Module Communication Conversion - Modbus TCP & SNMP Agent] in the upper-
right corner of the UL.

Funciion Wizard (Click here) w

Function Wizard (Click here) -~

Module Communication Conversion
(Master) Modbus RTU = OPC UA

(Master) Modbus TCP = OPC UA
(Master) Modbus ASCIl = OPC UA
MQTT = OPC UA

(EtherMNet/IP) EIP = OPC UA

(Master) Modbus ETU = MQTT
(Master) Modbus TCP = MQTT
(Master) Modbus ASCI = MQTT
(EtherMet/IP) EIP = MQTT

(Master) Modbus BETU = MQTT JSON
(Master) Modbus TCP = MQTT JSON
(Master) Modbus ASCIl = MQTT JSON
Internal <= OPC UA

(Master) Modbus RTU = SNMP Agent

(Master) Modbus TCP = SNMFP Agent

SNMP Setting Demo Video:

UA series provides a demo video of the Modbus RTU to SNMP communication. The video
can be viewed on the UA FAQ Cnv-09, the UA-7231M product webpage, and the ICP DAS
YouTube official channel.

UA-7231M Product Page: https://www.icpdas.com/tw/product/UA-7231M

/ﬁ
(168
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When entering the menu [Convert Setting] and the sub-menu [SNMP] > Modbus RTU
(Master), the Modbus RTU modules preset in the [Module Setting] will show up in the Module
List. (Refer to Chapter 5.2 for the Module Setting.)

Modbus TCP Module List
All Enabled
No. *Module Name / Nickname Edit l—
1 DL-302 | Edit | ]
SNMP —
Modbus RTU (maste ‘E|' 1 |E|
Modbus TCP (Master) | save

Convert Setting > SNMP > Modbus TCP Module List

No. The module number in the module list (Not editable here)
*Module Name / The module name set in the module list (Not editable here)
Nickname

Edit If user wants to enable some 1/O channels for conversion, click

[Edit] of that module to enable 1/O or check the “Module Content
Setting” and “Variable Tale” page.
All Enabled Check [All Enabled] box to enable all modules in list for

Enable conversion. Default: Uncheck. Check the box of each module
can enable just that module for conversion.

The page number of the module list: Current page / Total pages.
Click < or > to go to the previous or next page.

Save Click to save the settings of this page.

v check the

box of the converting module. If user wants to enable some I/0O of the module, please
click [Edit] button to enter the “Module Content Setting” page.

This function is to enable the communication conversion module, please
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Module Content Setting
No. 1
Module Name DL-302
Variable Table
_ . Enabled
Name Attribute Data Type Variable OID |—-
Short .1.3.6.1.4.1.34321.50.2.1.{] ]
Short .11.3.6.1.4.1.34321.50.2.1.{ ]
Short .1.3.6.1.4.1.34321.50.2.1.{] )
Short .11.3.6.1.4.1.34321.50.2.1.{ )
Short [.11.3.6.1.4.1.34321.50.2.1.{ ]
Short .11.3.6.1.4.1.34321.50.2.1.{ )
| OK | | Cancel |
Convert Setting > SNMP > Modbus TCP (Master) — Module Content Setting
No. The module number in the module list (Not editable here)
Module Name | The module name set in the module list (Not editable here)
Convert Setting > SNMP > Modbus TCP (Master) — Variable Table
Name Display the variable name that set in the Modbus Address Mapping

Table page (Not editable here)

Attribute Display data attribute of the variable. (Not editable)

Include: Read, Read/Write...

Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...

Variable OID The variable OID code of each module 1/0O channel (automatically
assigned by the system)

Enabled Check [Enabled] box of the top row can enable all variables in list.
Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.

OK Click to save this page settings and back to the module list page.
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5.5 Main Menu: Advanced Setting

Advanced Setting is the fifth (5") item of the Main Menu, mainly to provide advanced
monitoring and control related settings.

Advanced Setting provides virtual device function or cloud service function. The description is

on the page of the Main Menu. It will support more functions in the future.

The items in the advanced setting functions are “PID Operation” and “IFTTT Condition
Trigger”, SNMP Agent” and “Data Logger” that includes “Local Data Logger”, “MS SQL” and
“‘MySQL / MariaDB”. This chapter will introduce the function items and setting parameters.

System Setfing
O Status

Adwanced Settin

['¥]

PID Operation
IFTTT Condition Trigger
SHMP Agent
Data Logger
Local Dala Logger

WMySQL ! MariaDB
Block List
Elock Rule

Elock Status

Module Setting

File Setfing

loT Platform Setting

Converi Setting Advanced Setfing Logger Setting

Advanced Setting

FID Operation

FTTT Condition Trigger

SMHMP Agent

Data Logger

Local Diata Logger
MS SOL

MyS0QL / MariaDB

Block List

Block Rule

Block Status

The PID controller is a common feedback loop component in industrial control
applications. The controller compares the collected data with a reference value and then
uses this difference to calculate a new input value whose purpose is to allow the system
data to reach or remain at the reference value.

With the IF cloud platform, the users can send messages to IF -related cloud
services such as Line, Twitter, etc. when the special events ocour.

Provide SMMP Agent for easy access to device data.

Set local data log.

Set the M5 50L data log.

Set the MyS0QL f MaraDB data log.

Set the trigger condition for blocking IP connection. \When the conditions are met, this
function can add the IP to the blackiist and block it throwgh the firewall.

Provide the blocked IP information in the blacklist and unblock functions.

Fig. 204) CH5.5 Main Menu: Advanced Setting

The setting for UA series controllers is to set up from the left to the right of the main menu
functions. User can find the setting step and Web Ul information in the following chapters.
CH2 Quick Start 1: Hardware/Network Connection
CHS3 Quick Start 2: Web Ul / Setting Steps
CH4 Function Wizard: Project Quick Setup
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5.5.1 PID Operation

This page is about the virtual device function to allow users to simulate various devices with
the real I/O by using the tuning function of PID operation.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting /O Status Filg

Advanced Setting  PID Operation

I PID Operation PID List
IFTTT Condition Trigger PID Mame Edit
) Task
Remove [= o 0] =]
| save |

Fig. 205) Advanced Setting > PID Operation
PID (Proportional-Integral-Derivative) control is the most widely used in industrial control

systems. A regulator which is controlled in accordance with Proportional, Integral and
Derivative is called PID control for short, also called PID regulator. When the user cannot fully
grasp or measure parameters of the control system, the PID regulator is the best solution.

The PID controller is a common feedback loop component in industrial control applications.
The controller compares the collected data with a reference value and then uses this difference
to calculate a new input value whose purpose is to allow the system data to reach or remain at
the reference value.

Function Diagram:

HMI sCM_
N SCADA |  C_&iim ERP |
Control 14 Management
System | | System
‘.‘ ‘ 1
OPC UA Service MQTT Service
PID IFTTT ' Local | Remote |
Operation Condition Trigger Data Logﬁer Database
' UA Main Control Program I
Modbus RTU/TCP/ASCII MQTT EtherNet/IP
Driver Driver Driver

Modbus ! MaTT { EIP (
Device Device Device

Fig. 206) PID Operation Function Diagram
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Auto Tune| True
Sample Time| 100
SetValue 100.00

Controller
DIRECT
Mode

Kp 1.10
Kil 1.05
Kd| 1.00

PV (Input) PID_R[0]

ms

FID-

%[ —-

MV (CQutput) PID_RWI0]
Max 5.00
Min| 1.00

—

Fig. 207) PID Operation Solution Example
In the PID Operation function, UA controller collects the module’s data to operate via the

feedback loop component of PID control. The controller compares the collected data with a
reference value and then uses this difference to calculate a new input value whose purpose is
to allow the system data to reach or remain at the reference value.

The setting steps of the PID Operation are as below. The descriptions for the steps setting
please refer to Section 4.4 “PID” items in the Function Wizard.

[Step Box] of [PID Operation] :

Controller COM Port Setting g Module Setting @ PID Operation g Save Project 2 Run the project

[Step Box] of [PID Operation + OPC UA Conversion] :

Save Project 2 Run the project

Controller COM Port Setting g Module Setting @ PID Operation g OPC UA Connection

& Enable Converting Module  2»

Fig. 208) PID Operation Step Box

This section will introduce the function items and setting parameters of the PID Operation.
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PID List
PID Name Edit
&/ Task
Task1 Edit
Remove < |1 11>
Save

Fig. 209) Advanced Setting > PID Operation > PID List

Tab. 107) Descriptions: Advanced Setting > PID Operation > PID List
Advanced Setting > PID Operation > PID List

PID Name PID name, user can define, e.g. Task1. Default: Task.
* Click to add a new PID Task.

Edit / Remove | Click [Edit] can set the PID content.
Click the left box and [remove] can delete the PID list.

The page number of the PID list: Current page / Total pages. Click < or
> to go to the previous or next page.

Save Click to save the setting of this page.

Click [Edit] botton to enter the [Content Settings] page:

Content Settings

PID Name |Task1

Fig. 210) Advanced Setting > PID Operation > Content

Tab. 108) Descriptions: Advanced Setting > PID Operation > Content
Advanced Setting > PID Operation > Content Settings

PID Name PID name, user can define, e.g. Task1. Default: Task.
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Input Item

Module selection

Variable selection

Auto Tune
Sample Time(ms)
Setpoint
Controller Mode
Kp

Ki

Kd

Type : v

No. :
Flease select the number

When no option is available, add a module.

Name :
Attribute ¥ | Please select item.
Type : v | Please select item.
¥
Name :
Flease select name.
When there is no option, add the variables in the module.
# Enabled
500
0
DIRECT v

1

1

1

Flease select the module type.

ICP DAS

Fig. 211) Advanced Setting > PID Operation > Input Item

Tab. 109) Descriptions: Advanced Setting > PID Operation > Input Item

Advanced Setting > PID Operation > Input Item

Module Choose a predefined module for input data of the PID. Select the

selection type, number and name of the input module. If no option is available,
add a new module.

Variable Choose a predefined float variable as the input parameter for PID

selection operation. Select the attribute, type and name of the float variable.

Auto Tune Enable: Auto-tuning PID parameters for your system. Default: check.

Un-Enable: Tuning PID parameters manually, e.g. Kp, Ki, Kd.

Sample Time
(ms)

Set the sampling time. (Unit: ms) Default: 500 ms.

Setpoint

The target value for PID control. Default: 0.

Controller Mode

DIRECT: Set it as positive output value. Default: DIRECT.
REVERSE: Set it as reverse output value.

Kp Set the Proportional gain. Default: 1.
Ki Set the Integral gain. Default: 1.
Kd Set the Derivative gain. Default: 1.
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Output Item

Module selection

Variable selection

Max

Min

Type :

No. :

Name :

Please select the module type.

Please select the number.

When no option is available, add a module.

Attribute

Type :

Name :

Please select name.

When there is no option, add the variables in the module.

OK Cancel

v | Please select item.

Please select item.

Fig. 212) Advanced Setting > PID Operation > Output Item

Tab. 110) Descriptions: Advanced Setting > PID Operation > Qutput ltem

ICP DAS

Advanced Setting > PID Operation > Output Item

Module Choose a predefined module for output data of the PID. Select the type,

selection number and name of the input module. If no option is available, add a
new module.

Variable Choose a predefined float variable as the output parameter for PID

selection operation. Select the attribute, type and name of the float variable.

Max Set the upper-limit value for the variable. Default: 0.

Min Set the lower-limit value for the variable. Default: 0.

OK Click to save the settings of the page and back to the PID list page.

PID Operation Solution Example:

PV (Input) PID_R[0]
Auto Tune True
Sample Time| 100 ms

SetValue| 100.00
Controller
DIRECT
Mode

Kp 1.10
Kil 1.05
Kd 1.00

PID.

%[ —.
-Idr

MY (Output) PID_RWIO]

Max 5.00
Min 1.00

Fig. 213) PID Operation Application
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5.5.2 IFTTT Condition Trigger

This page is about use the IFTTT cloud platform function. Combine with the IFTTT Condition
Trigger function, when the special events occur, the users can send messages to IFTTT-related
cloud services (such as Line, Twitter, etc.).

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
1/0 Status File Setting
Advanced Setting IFTTT Condition Trigger
PID Operation IFTTT Condition Trigger List
I IFTTT Condition Trigger Re‘m""e Event Name Key Edit Tzl
Data Logger Add Message
Local Data Logger
MS SQL o o
MySQL / MariaDB | save |

Fig. 214) Advanced Setting > IFTTT Condition Trigger

IFTTT (if this then that) is a cloud service platform that easy to get your apps and devices
working together via creating chains of simple conditional statements (applets). An applet is
triggered by changes that occur within other web services such as Line, Twitter, Gmail,
Instagram, etc. For example, “if’ Line (Service A) has a new message, “then” send an email to
Gmail (Service B).

UA using the IFTTT cloud platform functions, the users can send messages to cloud services
such as Line, Twitter, etc. when the special events occur.

IFTTT

if B this then that

Fig. 215) Advanced Setting > IFTTT Condition Trigger Function Diagram
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The settings for sending the message to the APP with the "IFTTT Condition Trigger (Line,

Twitter)" function includes two parts:

1.

IFTTT Cloud Platform Setting: (Refer to FAQ-app-1.)

In the IFTTT website, set up the “if” side service and event (this: use webhooks for the
UA), the “then” side service and action (that: user can select the service, such as the Line,
twitter, etc.). And then fill the “Event Name” and “Key” getting from the IFTTT website
setting into the “Content Setting” of the UA We HMI. (Detail in the FAQ-app-1 & FAQ List.)

if Y then Bthat

UA Web Interface Setting: (Sec.5.5.2 Advanced Setting > IFTTT Condition Trigger)

In the UA Web HMI, set up the UA controller, modules, IFTTT trigger conditions, the
condition variable table, and the IFTTT event connection. (Fill the Event Name and Key
from IFTTT website into the “Content Setting” of the UA Web Ul.)

This section introduces the setting part on the UA Web Interface, including the IFTTT trigger
condition, variable table and the event message. About the setting on the IFTTT Cloud Platform,
user can set up on the IFTTT website and get the “Event Name” and “Key” for the configuration
here. If you are not familiar about the IFTTT, please refer to the FAQ-app-1 & FAQ List.

For the whole steps to send the message to an APP from setting the UA controller, module, 1/0
variables to the IFTTT Condition Trigger, the users can refer to the Section 4.5 and the step
box below.

[Step Box : IFTTT Condition Trigger (Line, Twitter)]:

Controller COM Port Setting @ Module Setting @ IFTTT Condition Trigger @ Save Project g Runthe project 2

10 Status

Fig. 216) Advanced Setting > IFTTT Condition Trigger (Line, Twitter) Step Box

This section will introduce the setting of the IFTTT condition trigger list, variable table and the
event message.
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IFTTT Condition Trigger List

Event Name Key Edit Status
Add Message
UA-5200 test fkCGvasDPR-xYe2ugpgQv Edit Enabled
Remove < |1 i1 =

Save

Fig. 217) Advanced Setting > IFTTT Condition Trigger > List

Tab. 111) Descriptions: Advanced Setting > IFTTT Condition Trigger > List

Advanced Setting > IFTTT Condition Trigger > FTTT Condition Trigger List

Add Message

Click to add a new IFTTT message. After setting, an IFTTT condition
trigger list will show on the bottom, includes left box, event name, key
and status.

Check the box in the left of the list is to select and to delete the list.
Check the box on the top will select all lists.

Event Name | Display the “Event Name” setting in the IFTTT website. (FAQ-app-1)
Key Display the “Key” getting from the IFTTT website. (FAQ-app-1)
Edit Click [Edit] can set the IFTTT condition trigger content.
Status Display the enable status of the IFTTT condition trigger list.
Remove Click the left box and [remove] can delete the IFTTT list.
= = The page number of the IFTTT list: Current page / Total pages. Click <
or > to go to the previous or next page.
Save Click to save the setting of this page.

Click [Add Message] botton to enter the IFTTT [Content Settings] page:

Content Setting
Event Name |UA-5200 test
Key |TkCGvasDPR-xYeZugpgQ7
Status ¥ Enabled

Fig. 218) Advanced Setting > IFTTT Condition Trigger > Content

Tab. 112) Descriptions: Advanced Setting > IFTTT Condition Trigger > Content

Advanced Setting > IFTTT Condition Trigger > Content Setting

Event Name | Input the “Event Name” setting in the IFTTT website. (FAQ-app-1)
Key Input the “Key” getting from the IFTTT website. (FAQ-app-1)
Status Check to enable the IFTTT condition trigger event.

Note: The “Event Name” and “Key” are set in the IFTTT website. If you are not familiar with
IFTTT, please see the FAQ-005 for the setting introductions.
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Condition Setting
Module Variables Operator Value
1 Module Type
Modbus RTU (Master) v
1 Module Name
MNo.1 M-7 ¥ Type | User-Defined v
=
| Variable Attribute Dead Band : |1
Read v
1 Variable Name
TagO (Short) v
Add
The condition setting field may different depending on the selected variable attribute.
Condition Setting
Module Varables Status
| Module Type
Modbus RTU (Master) v
| Module Name
No.2 M-7055D v
Status Change v
| Variable Attribute
Read v
| Variable Name
TagO (Bool) v

Fig. 219) Advanced Setting > IFTTT Condition Trigger > Condition Setting

Tab. 113) Descriptions: Advanced Setting > IFTTT Condition Trigger > Condition Setting

Advanced Setting > IFTTT Condition Trigger > Condition Setting

Module Select the module and variable for the condition trigger.

Variables Module Type: select the module type, Modbus RTU/TCP/ASCII...
Module Name: select the module that set for condition trigger.

Variable Attribute: select the variable attribute for condition trigger.
Variable Name: select the variable name for condition trigger.

The following condition fields may different depending on the selected variable attribute.
The condition trigger method will be descripted after this table.

Operator Select the operator for the trigger condition.

Value Set up the value for the condition, include Type and Dead Band.
Status Set up the status for the condition. Default: 0.

Add Click to add a condition trigger list in the Condition Table..
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Condition Trigger Descriptions:

The condition trigger method will different depending on the attribute of the selected variable
and the trigger will be different. There are two operation styles: DIO and AlO.

(A) If select DIO variable, then Condition is “Status Change”. When detecting the status is changed,
it will trigger the event and send the assigned message. (Below is a switch detecting example.)

On/Off
4 3. Trigger
1 L) .
5. Trigger
0 . » Time (Ms)
0 500 1000 1500 2000 2500

Fig. 220) Conditional Trigger Method: Variable DIO

DIO Trigger: (Detect per 500 ms)

1. Detect initial switch status "Off" (status = 0)
2. Detect "Off" (status = 0, status no change), no trigger

3. Detect "On" (status = 1, status changed), trigger a message notification
4. Detect "On" (
(

5. Detect "Off" (status = 0, status changed), trigger a message notification

status = 1, status no change), no trigger
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(B) If select AlO variable, then Condition is “Value” and can set the “Dead Band”. The condition
will be triggered and send the message when the detected value exceeds the upper or
lower Dead Band. (Below is a CO2 example. Detect per 500 ms)

A 3. Trigger

”7?7o +————————m—-N-—-
1100 +—— (S —— Y —— — — — — — — — — — — —
1000 -

900 A

800 A

700 A

\Wuu) uvijojuovuv) ¢UJ

0 500 1000 1500 2000 2500 Time(ms)
Fig. 221) Conditional Trigger Method: Variable AlIO

AIO Trigger: (Detect per 500 ms. The yellow block means the Dead Band.)

1. Detect initial CO2 concentration 600 (ppm).
Set Dead Band=400 (Initial Trigger Condition: >= 1000 or <= 200)

2. Detect CO2 concentration 800. It is in the range of Dead Band.

3. Detect CO2 concentration 1100. It exceeds the upper value (>= 1000) of Dead Band,
so trigger a message for danger notification.

4. Detect CO2 concentration 1100. It is in the new range of Dead Band.
Dead Band=400 (New Trigger Condition: >= 1500 or <= 700)

5. Detect CO2 concentration 650. It is below the lower value (<= 700) of Dead Band,
so trigger a message for safety notification.
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Please refer to the previous Condition Trigger Descriptions to set up your Condition.
When complete, click the “Add” button. The setting will show in the Condition Table.
Below Table is setting 2 conditions.

Condition Table
Module Variable Condition Define Message

Tag0
Modbus RTU (Master) -

Read / Write Status Change MRTU_MNo.2_M-705E
No.2 M-T053D = =

Bool

coz2
Modbus TCP (Master)

: Read / Write Deadband=400 MTCP_MNo.1_DL-302

No.1 DL-302

Short

Remove
oK Cancel

Fig. 222) Advanced Setting > IFTTT Condition Trigger > Condition Table

Tab. 114) Descriptions: Advanced Setting > IFTTT Condition Trigger > Condition Table

Advanced Setting > IFTTT Condition Trigger > Condition Table

Module Display the module type and name of the condition. (Not editable here)

Variable | Display the variable attribute and name of the condition. (Not editable
here)

Condition | Display the trigger condition. (Not editable here)

Define Default Message: module code variable code. The user can define own

Message | message in the format of English character, number, general symbol...

Remove | Click the left box and [remove] can delete the IFTTT list.

OK Click to save this page settings and back to the module list page.

Cancel Click to exit without saving and back to the module list page.

When back to the IFTTT Condition Trigger List, the condition trigger message will show
as below picture. If need more trigger conditions, click the “Add Message” again to
combine the IFTTT APP message sending and the UA system. At last, click the Save

button.
IFTTT Condition Trigger List
Event Name Key Edit Status
Add Message
UA-5200 test TkCGvasDPR-xYeZugpgQ? Edit Enabled
Remove < |1 )=

Save

Fig. 223) Advanced Setting > IFTTT Condition Trigger Completed Setting Picture
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5.5.3 SNMP Agent

ICP DAS

This function is mainly to set up SNMP connection encryption and device management. It

provides SNMP Agent to facilitate the acquisition of device information.

System Setting Module Setting loT Platform Setting Convert Setting
/O Status File Setting

Advanced Setting = SNMP Agent

Advanced Setting

PID Operation Function Status
IFTTT Condition Trigger Status O Run @ Stop
SNMP Agent
Data Logger Connection Setting
focallbatalbangey Version |3 {Recommend) V|
MS 3QL

Device CID |.1.3.6.1.4.1.34321.50

MySQL / MariaDB

Block List Port  [161 |
Block Rule
USM User  |icpdas |
Block Status

Auth Algorithm ~ [MD5

AUth Password  [------

SNMP (Simple Network Management Protocol) is a communication protocol for managing

network devices. It is one of the widely accepted communication protocols for managing and

monitoring network elements. The user can use it in wireless networks to detect malicious

wireless base stations. Network managers can isolate and dispose of them in real-time based

on the detection results to avoid leakage of internal information or deliberate external attacks

to maintain information security.

SNMP Agent presents the relevant information of the managed device in the form of

variables. Each variable has its unique Object Identifier (OID), and the OID hierarchically

describes in the Management Information Base (MIB). For example, the OID of the UA

device is ".1.3.6.1.4.1.34321.50".

[Advanced Setting] > [SNMP Agent] function:

[Function Status] Setting item ad below.

Function Status

Status ® Run O Stop

Advanced Setting > SNMP Agent > Function Status

Status Click to start or stop the SNMP Agent connection service immediately.

193




UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS
[Connection Setting] Setting item ad below.
Connection Setting
Version |3 (Recommend) v/
Device OID  |.1.36.1.4.1.34321.50 |
i i Port  [161
Connection Setting = | |
Version [2c v| USM User | |
Device OID  |.1.3.6.1.4.1.34321.50 | Auth Aigorithm | v|
Read Community | public | Auth Password | |
Write Community |private | Privacy Algorithm | v |

Port

SNMP Agent

161 | Privacy Password | |

Run at startup

SNMP Agent Run at startup

Save

Advanced Setting > SNMP Agent > Connection Setting

Version SNMP currently has versions: v1, v2, v3
v1 and v2 provide basic read/write MIB functions. v3 provides encrypted
data transmission and user authentication technology.

Device OID Object identifier of the device, automatically generated by the system

Read Community

Set the community string for read-only access

Write Community

Set the community string for read and write access permissions

Port

SNMP connection port. Default: 161

USM User Set the user name of the User-based Security Model, which can be
alphanumeric (case-sensitive), with no space, and within 32 characters.
Auth Algorithm Set the user authorization algorithm to encrypt and protect the password

Auth Password

Set user authentication password, at least 8 and within 32 characters.

Privacy Algorithm

Set encryption type, encrypt and protect privacy password

Privacy Password

Set user privacy password, at least 8 and within 32 characters.

SNMP Agent

Run at startup: Check box to run the SNMP Agent at startup.

Save

Click the Save button to save the settings on this page.
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5.5.4 Data Logger: Local Data Logger

UA's Local Data Logger function can automatically record the 1/O status at setting intervals and
save them in a CSV file on the local microSD card.

This function is for setting the local data logger and the microSD card. For the setting about
the logger and module, please refer to Chapter 5.6.

When the local data logger function is running, the system will allocate memory as a
read/write file cache temporarily. When the function runs for a long time, it will increase
the memory resource utilization. This situation is normal and does not affect the long-
term stability of UA operation.

Function Diagram:

HMI SCM r~>‘
MES ‘_Ememet/_’J | CRM | g
SCADA L ERP |
Control T/ Management
System I I System
J OPC UA Service f MQTT Service 1

Remote |
Database

PID | IFTTT
Operation  Condition Trigger,

Local
Data Logger

UA Main Control Program

Modbus RTU/TCP/ASCII
Driver

MQTT
Driver

EtherNet/IP
Driver

Modbus l MQTT ' EIP '
Device Device Device

Fig. 224) Local Data Logger Function Diagram
Application:

UA Series

Remote

I/0 Modules

Fig. 225) Local Data Logger Application
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Enter the main menu [Advanced Setting] > [Data Logger] > [Local Data Logger]:

110 Status

Advanced Setting

PID Operation

Data Logger

M

sl
€]

QL

[

Block List
Block Rule

Block Status

System Setting
ile Setting

Local Data Logger

IFTTT Condition Trigger

Local Data Logger

MySQL / MariaDB

Module Setting oT Platform Setting Convert Setting Advanced Setting

Local Data Logger

Folder Name  Datalog

File Length | 1 hour V|

Log Interval |1 minute V| Time Alignment

Max SD Card Usage Rate(%) |90 |

SD Card Currently Usage Rate 1%

SDCard @ Mount © Unmount

| Save |

Fig. 226) Advanced Setting > Data Logger - Local Data Logger
Tab. 115) Descriptions: Advanced Setting > Data Logger - Local Data Logger

Advanced Setting > Data Logger > Local Data Logger

Folder Name

The folder name in microSD card of UA, user definable. The I/O
data will save into the file “log.csv” under this folder.

File Length Unit: hour. User can select per 1, 2, 3, ... 8, 12, or 24 hours to
divide the log.csv into the file “log-Y-M-D-H-M-S.csv” under the
folder “Y-M”. (e.g. 2018-12)

Log Interval The interval to save I/O data per seconds, minutes or hours.

Time Alignment

Align records time at selected log intervals (default: unchecked).
When enabling the Time Alignment, it will record the first log at
the beginning time. And will align other log times with multiples of
the log interval (seconds, minutes, hours). For example, if the log
interval is 5 seconds, the first log time is 13:01:04, and the
following log records will be 13:01:05, 13:01:10, etc., the seconds
being multiples of 5 seconds.

Max SD Card
Usage Rate (%)

Set up the maximum usage rate (Unit: %) of UA microSD card. If
the data current rate meet the max rate, the oldest data will be
removed first.

SD Card Currently

Display the current usage rate of UA microSD card (show %).

Usage Rate

SD Card Mount: Click to mount microSD card and begin to record data.
Unmount: Click to unmount microSD card and stop record data.

Save Click to save the settings of this item.
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® CSV local data log file: fields and example

1. The Log record will be stored to the microSD card in the UA PAC, and the default name is
the folder “Datalog” which can be customized by the user.

2. 1/0O data records will be stored in the file “log.csv” under this folder.

3. The log data file is divided every 1, 2, 3... 8, 12 or 24 hours according to user settings,
and saved under the folder "YYYY-MM".

4. Save to the file "log-YYYY-MM-DD-HH-MM-SS.csv". Each tag data and status are
recorded in each separate row, the row is added down for each interval, and the tag

data is recorded in time sequence.

Local Data Logger
PID Operation Local Data Logger
IFTTT Condition Trigger Folder Mame
Data Logger File Length

Local Data Logger

Remote Database Log Interval
Max SD Card Usage Rate(%)
SD Card Currently Usage Rate

SD Card

[ EX ] Folder Name: [Datalog]®
Save I/0 data per 10 sec to the file [log.csv].@
Divide file per 1 hr to the folder of [Y-M-folder] ®
into the file [log-Y-M-D-H-M-S.csv] ®

Datalog

1 hour

10 seconds v

90

0%

® Mount

&} Dlatalog 1]

v

2020-12

1
1
|
}
| File Name

| © 2020-12

Unmount

Save

:\;n Iog.csve L

Fig. 227) Advanced Setting > Data Logger - Local Data Logger Setting Steps

Datalog
2020-12 €)

File Name

8. log-2020-12-19-16-03-27.csv
H.)log-2020-12-19-17-03-37.csv

Tab. 116) Descriptions: Advanced Setting > Data Logger - Local Data Logger “log.CSV”

A B C D
1 |#Log file created/rotated Thuraday 20 Cct 20 05:50:10 GMT
2 | Timestamp MName Yalue ctatus
3 |2020-10-29-13-50-10 MRTU Ne. 1 tM-ADAP2CI_AO Vind 11979 Good
4 |2020-10-20-13-50-10 METU Mol iM-ADAP2C2 AC.Vinl 5495 Good
5 |2020-10-29-13-50-10 MRTU Ne.2 DL-302_AO.C0O2 736 Good
6 (2020-10-29-13-50-10 MRTU Ne.2_DL-302_AO.RH 6371 Good
7 |2020-10-29-13-50-10 METU MNo.2 DL-302 AO.TC 2694 Good
8 |2020-10-29-13-50-10 MRETU MNo.2 DL-302 AO.TF 8049 Good
9 |2020-10-29-13-50-10 MRTU Ne.2_DL-302_AO.DC 1947 Good
10 |2020-10-29-13-50-10 MRTU Ne.2_DL-302_AO.DF 6704 Good
11 |2020-10-29-13-50-20 MRETU MNo.l iM-ADAPZ2CZ AO.Vind 11979 Good
12 |2020-10-29-13-50-20 MRTU No.l tM-AD4P2C2_AO.Vinl 5771 Good
13 |2020-10-29-13-50-20 MRTU Ne.2_DL-302_A0.C02 734 Good
14 |2020-10-29-13-50-20 METU Ne.2 DL-302 AORH 6370 Good
15 |2020-10-29-13-50-20 MRTU _No.2 DL-302_AOQ.TC 2694 Good
16 |2020-10-29-13-50-20 MRTU MNo.2_DL-302_AO0.TF 8049 Good
17 |2020-10-29-13-50-20 METU Ne.2 DL-302_A0.DC 1947 Good
18 |2020-10-29-13-50-20 MRTU MNe.2 DL-302 AO.DF 6704 Good
10 [2720 10 70 12 50 20 WARTIT W 1 thd A TWADI T AN T inll 11070 Heed

log-2020-10-29-13-51-20 ) 4
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5.5.5 Data Logger: MS SQL

UA's: MS SQL data logger function can automatically record /O status at setting intervals, and
write the data directly to remote MS SQL databases.

This function is for setting the remote database connection. For the setting about the logger
and module, please refer to Chapter 5.6.

Function Diagram:

HMI scm_

MES _Ememe{—‘_% ]

SCADA oS, __a ERP |

Control \1—/ Management

System I | System

‘ OPC UA Service ' MQTT Service

PID | IFTTT | Local
Operation Condition Trigger Data Logger Database

UA Main Control Program

EtherNet/IP
Driver

Modbus RTU/TCP/ASCII
Driver

Modbus I MQTT | EIP
Device Device Device

Fig. 228) Remote Database Function Diagram

Application:

UA Series

? i

aesryme

I/0 Modules

Fig. 229) Remote Database Application
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Enter the main menu [Advanced Setting] > [Data Logger] > [MS SQL] screen, enter a
Name (e.g. “ICPDAS_Cycle_DateTime”), and click the plus sign to add a MS SQL remote
database list as below.

Remove

MS SQL List

0

Identification Name Status Edit

ICPDAS_Cycle_DataTime o

| Copy || Remove |E|D f D|E|

| Save |
MS SQL List
Remove L ;
|—| Identification Name Status Edit
;hlr', Mame1
] ICPDAS_Cycle_DataTime Enable | Edit |

| Copy || Remove | |E|! 1 |E|

| Save |

Fig. 230) Advanced Setting > Data Logger — MS SQL > List

Tab. 117) Descriptions: Advanced Setting > Data Logger - MS SQL > List

Advanced Setting > Data Logger > MS SQL List

Check Remove box to remove all database connection in list.
Remove Check the box of each database and click the “Remove” button can

remove just that database connection.

Identification User defined name to identify the remote database.

Name Default: Name.

Status Display the status (Enable/Disable) of the database connection.
Default: Enable.

* Click to add a new remote database connection.

Edit Click to enter the “Content Setting” page of the remote database.

Copy Click the box of the list, then click 'Copy' to duplicate the DB settings.
* Copy Quantity: 1 ~ 10. * Name suffix: Default add a suffix “_copy”.

Remove Click the box of the list, then click 'Remove' to delete the DB list.

=R = The page number of the database list: Current page / Total pages.

Click < or > to go to the previous or next page.

Save Click to save the settings of this page.

Click “Edit” to enter the “MS SQL connect settings” page.
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MS SQL content settings

ICP DAS

Identification Name

Database Name

Table Name

Server Name

Port

Account

Password

Layout

|ICPDAS_CycIe_DataT| me | Log Mode | Cycle

|Databaser-lame | Use Scaling Value | |

|TabIeN ame |

Interval Seconds | 1 minute

d

127.0.0.1\SQLEXPRESS | Date Time Format

| [yyyy-MM-dd], [HH:mm'ss]

d

[1433 || | oOffine Data Recovery [ ]

[root | Enable

[ | Test Connection
| Vertical vl

Fig. 231) Advanced Setting > Data Logger — MS SQL > Content

Tab. 118) Descriptions: Advanced Setting > Data Logger - MS SQL > Content

Advanced Setting > Data Logger > MS SQL - Content Setting

Identification Name

User defined name to identify the database.

Database Name

The name of the remote database. If not exist, It will create one.

Table Name

The table name of the remote DB. If not exist, It will create one.

Server Name

The Server IP and name of the remote database.

Port The port to link with database. Default: 1433 (for MS SQL)
Account The login name of the remote database.

Password The login password of the remote database.

Layout Select Vertical or Horizontal (Note 1)

Log Mode Cycle: Record one log data at the interval time (set below).

Cycle-Time Alignment: Cycle mode with Time Alignment.
Time Alignment is to align records time at the selected interval. It
will record the first log at the beginning time. And will align other
log times with multiples of the log interval (seconds, minutes,
hours). For example, if the log interval is 5 seconds, the first log
time is 13:01:04, and the following log records will be 13:01:05,
13:01:10, etc., the seconds being multiples of 5 seconds.

Data Change: Only record when the data has changed.

Use Scaling Value

When checked, it will prefer to write the scaling value to the
database (need to enable Scaling in the [Module Setting] first).

Interval Seconds

Set up the interval time to save the I/O data to the remote
database. Unit: Second.

Date Time Format

Select to separate the date and time into two [Columns] or
combine the date and time in one [Column]. (Note 2)
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Advanced Setting > Data Logger > MS SQL - Content Setting
Offline Data Recovery | Check to enable the Offline Data Recovery. If the database is
(Appendix G) offline, UA will temporarily store the data in the SD card. When
the connection is online, UA will retrieve the data from the SD card
and re-sent it to the database. (Default: unchecked)
Enable Enable the data logger to the remote database. Default: check.
Test Connection Click to test the connection to the remote database.
Result: Success or Failure.
OK/ Cancel Click “OK” to save the settings of this page.

Click “Cancel” to exit the setting page without saving.

® Note 1: MS SQL Record Layout Format Horizontal Schematics

% SQLQuery3.sql - DESKTOP-OQB8CISQ\ICPDAS. DatabaseName (DESKTOP-DQACO5Q\Sun (58)) - Microsaft SQL Server Management Studio Quick Launch (Ctrl+Q) P~ B x
File Edit View Query Project Tools Window Help
Pe-0 (8- 0-2 P ANy BRS8N E0|2-C- |8 -5 B - =R
\‘,Il DatabaseMame - | b Execute v ES | [Tl | u’Elmrjl = %= | =€ = | %@
—

SQLQuery3.sql -..0QBC5QNSun (58)) & X (oo litere I slorle =
TR FEEEEE Script for SelectTopNRows command from SSMS ES
SEmEES Y x' o i —.SELE[T TOP iEBBBJ [Date] F 1_
o @ DESKTOP-OQBCOSQMCPDAS (SQLS A ,[Time]| -
= Databases ,[MTCP_No.1_DL-382_AI.C02]
System Databases L [MTCP_Mo.l DL-382_AI.Relative humidity] -
Database Snapshots 00% =
= i@ DatabaseMName BB Results 2 Messsces
Database Diagrams 2 -
o 5 Tables D Time MTCF Mol DL-202_ALCOZ  MTCP Mol _DL-202_Al Relative_huwmidite MTCP Mol _DL-202_AL Tempersture_Celsive  MTCPE_Mo1_DL
System Tables 1 | 145819 797 ag47 2108 5990
FileTables 2 145838 797 54T 2104 037
External Tables 3 30250108 145838 707 A58 2102 £0a5
Graph Tables 4 2025-01-08 14:58:48 7OR fi549 2104 B057
BB dbo TableName 5 2025-01-08  14:58:58 797 f650 2104 L
E2 dhohiehEm=] 5 20250108 145008 797 6651 2104 5987
Views
External Resources 7 Q0250108 145018 796 6652 2104 goa7
Synanyms 5 3025-0108 145033 79G 6552 2104 5037
Programmability o 20250108 145033 706 553 2104 037
Service Broker
Storage
Security
i DatabaseMame
@ manager N & >
P > @ Query executed successfully DESKTOP-OQ8CISQNCPDAS (15.... | DESKTOP-OQ8CISQ\Sun (58) | DatabaseMame | 00:00:00 | 9 rows

Fig. 232) Remote MS SQL Database Record Layout Horizontal Schematic

® Note 2: MS SQL Remote Database Example Descriptions:

Each tag data and status are recorded in each separate row, the row is added down for
each interval, and the tag data is recorded in time sequence.

For database operation, please refer to FAQ-Dev-001 of the UA series FAQ list:
FAQ-Dev-001 How to save the UA collected data into SQL and then show trend chart in
InduSoft? (Take MS SQL 2017 Express as an example)

The connection screen view of the MS SQL Remote Database.
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1. MS SQL database screen view: Date/Time column separated

Object Explorer SOLQuenyl sql - 1..eName (root (35)) + X

" frmmnas Script for SelectTopMRows command from SSMs =#==@® !
E G+ SSELECT TOP iaaa [Date] ‘
5 g 192.168.81.5\SQLEXPRESS (SQL - ,[Time]
Databases ; [Mame ]
% System Databases , [Attribute]
3 Database Snapshots , [DataType]
= i DatabaseMame %::L':Ez]
) ; u
- Database Diagrams FROM [Databasedame].[dbo].[TableNase)
2 1 Tables
i Systern Tables
7 1 FileTables

¥ External Tables
¥ Graph Tables
B dbo.TableMame

0% -
0 Columns

¥ Constraints Diee T Ml s Adribue DasTvge Valne  Siaios
" Tl"lggﬂri 1 I JLUJ"l |J.I'.'.’I ) : Ie3x=d METU Mool Bd-ADAEACY ADY@U Bead & Wole  Shact 1149 G0
Indf}(fs x A00-10.29 IA555Y METU _Ha l -ADAFICZE AC Winl Faed & Wak Shack (=3 [clnlaln)
i . 3 0108 175554 MRTU_o.3_DL-30E_a0 007 Resd & Witk Shott 63 GOOD
7 I Statistics 4 E-I0E 0PS54 METO_Ho% DL-306E_ac kA Fgad 4 Wrils  Shart 6351 GOOD
B I Views 5 QM0 75554 MRTU Mol DL-%E_ac 1o Red & Weite Shomt 3650 GOOD
0 External Resources [ ard-10-29 17:55:54 MRTO HaZ DL k2 _ADTF Fend & Wrike Eharct TO70 [c{uinln]
5 M Synonyms 7 Q@103 175550 MRIU Mol DL-30E_A0.LC Red & Woke Shot 1201 GOOD
8 i Programmabiity B Q0108 17555 MRTU Mot DL-30E_as LF Besd & Woke Shott 6631 GOOD
5 B Service Broker 3 GW-I03 125555 MRTU Mol N-ADFISIAOVD Rewd & Wik Do 71580 600D
10 A0R-10-39 173559 WMRTO_Hu | _Ih-ADAF2CE_AD Tinl  Fesd & Wik Sl Oz Ll lm] g
© M Storage 1 OI20-10-28 175550 MRTI o2 DiL-300_40003 Beai & Write Shatt 603 00D
o Securlbl. 7% arrn-n.gsa 175550 MR TIT Ha % Nl am PR Pasd B Wink Tk RECT [elninin}

Fig. 233) MS SQL database screen view: Date/Time column separated

2. MS SQL database screen view: Date/Time column combined

Object Explorer el SOLQueryZ sl - 1..CPOAS (chris (36)* & X

= " el cript for SelectToplRows command from SS5M5  =*===*® /!
il ] SIRIECT TOP (1000 [DztaTing]
5 | 192.168.81.5\SQLEXPRESS (SQLt & -
il I Ditabiaca [4ttribute]
0 Systemn Databases ' (DataTspe]
¥ Database Snapshats ' | F
= i DatabasaMarme [Value]
% 1 Database Diagrams [Status]
B Tl TRK [10PDAS] [dbo’ . [Module ALl DateTime]
r Systern Tables
¥ FileTables
G External Tables
¥ Graph Tables
5 dbo.TableMame eI
3 Calurmns
- Constraints DayTae ~ Mure B rbubs DaleType ¥eluw  Skeles
o o Triggere 1 A1 | MRTT Mol SATSE3CZ AOFind Teed & Won  Thon LIST8 GOOD
A MRTT Mo l_fM-ATSFICS_AC Finl  Tesd & Wrte  Skoct W4z GOOD
2 I“d"'_xf! 3 EHE0FIDMIS 1BN39L MRTTU_Me.2 DD-30Z_ACC00 Zinod & Wom  Shoot gz GodD
# I Statistics 4 SOG0HDES A0MZAL MRTU_Me.d DD-303_AORI Tasd & Wrte  Short B62T  GOOT
7 W Views ©  WO0-10-5 184291 MRTTU_Mo.2_DL-502_40.TC Fesd & Wetn  Short /59 A0OD
I External Rlesources i I0E0FI0-DS 1241 MRTU_Mo.2_DC-302_60.TF Rmad & Wow  Shoot 6 GOOD
5 1 Synonyms 9 OO-IDOS 180241 MRTU_Mo. DE-302_S0IIC Tresd & Wit  Skort 1977 GoOD
5 Wl Programmability 8 O0-ID0S 10291 BRI Wa.2 D0-J02_SOTE Tesd & Wrw koot g0 GOOD
g 9 IGOFID-DE 10226 MRTT Mool tM-ATCERCE ACFind  Fesd & Wome  Shoot LIE78 GOOD
* :"‘"" Broker 0 030-10-0% 1B29€  METT Wo.l S-ATEEDCI A0 Finl Tesd & Wom Skt 5198 G0OD
3 orage T T R T T R — e

Fig. 234) MS SQL database screen view: Date/Time column combined
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5.5.6 Data Logger: MySQL / MariaDB

ICP DAS

UA's: MySQL / MariaDB data logger function can automatically record 1/O status at setting

intervals, and write the data directly to remote MySQL and MariaDB databases.

This function is for setting the remote database connection. For the setting about the logger
and module, please refer to Chapter 5.6.

Function Diagram:

Application:

HMI scM_
MES |e=——cthermet—t_CRM | 4
SCADA S, ERP =
Control \1—/ Management
System | | System
I OPC UA Service ' MQTT Service 1
PID | IFTTT | Local Remote
Operation Condition Trigger Data Log_ger Database

UA Main Control Program

Modbus RTU/TCP/ASCII
Driver

MQTT
Driver

EtherNet/IP
Driver

Modbus | MQTT I EIP '
Device Device Device

Fig. 235) Remote Database Function Diagram

UA Series
Remote

Chas

aesryme

I/0 Modules

Fig. 236) Remote Database Application
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ICP DAS

Enter the main menu [Advanced Setting] > [Data Logger] > [MySQL/MariaDB], enter a
name (e.g. “ICPDAS_Cycle_DateTime”), and click the plus sign to add a MySQL or MariaDB

remote database list.

MySQL / MariaDB List
Remove - .
|—| Identification Name Status Edit
&}e |IGPDAS_CycIe_Date"ﬁme o
| Copy || Remaove |E|E ! D|E|
| Save |
MySQL / MariaDB List
Remove
|—| Identification Name Status Edit
;B Name1
] ICPDAS_Cycle_DateTime Enable | Edit |
| Copy || Remaove |E|.Ir 1 |E|
| Save |

Fig. 237) Advanced Setting > Data Logger — MySQL/MariaDB > List

Tab. 119) Descriptions: Advanced Setting > Data Logger - MySQL/MariaDB > List

Advanced Setting > Data Logger > MySQL/MariaDB — MySQL/MariaDB List

Check Remove box to remove all database connection in list.
Remove Check the box of each database and click the “Remove” button can

remove just that database connection.

Identification User defined name to identify the remote database.

Name Default: Name.

Status Display the status (Enable/Disable) of the database connection.
Default: Enable.

;[y Click to add a new remote database connection.

Edit Click to enter the “Content Setting” page of the remote database.

Copy Click the box of the list, then click 'Copy' to duplicate the DB settings.
* Copy Quantity: 1 ~ 10. * Name suffix: Default add a suffix “_copy”.

Remove Click the box of the list, then click 'Remove' to delete the DB list.

—F 1B The page number of the database list: Current page / Total pages. Click

< or > to go to the previous or next page.

Save Click to save the settings of this page.

Click “Edit” to enter the “Remote database connect settings” page.
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MySQL / MariaDB Connection Settings

|dentification Name |ICPDAS_GycIe_Da1e'I’|me | Log Mode |Cycle V|

Database Name |DatabaseName | Use Scaling Value |:|
Table Name |TabIeName | Interval Seconds | 1 minute V|
IP |127.0.0.1 | Date Time Format |[yyyy—MM—dd], [HH:mm:ss] V|

Port |3305 | Offline Data Recovery | |

Account | root | Enable

Password | ree | Test Connection |m|

Layout |Vertica| "| |E| |m

Fig. 238) Advanced Setting > Data Logger — MySQL/MariaDB > Content
Tab. 120) Descriptions: Advanced Setting > Data Logger - MySQL/MariaDB > Content

Advanced Setting > Data Logger > MySQL/MariaDB — Content Settings
Identification User defined name to identify the database.

Name
Database Name | The name of the remote database. If it does not exist, it will add a new
database with this name.

Table Name The table name of the remote database. If it does not exist, it will add a
new table with this name.

IP The Server IP and name of the remote database.

Port The port to connect with database. Default: 3306 (for MySQL/MariaDB)
Account The login name of the remote database.

Password The login password of the remote database.

Layout Select Vertical or Horizontal layout formatting

Log Mode Cycle: Record one log data at the interval time set below.

Cycle-Time Alignment: Cycle mode with Time Alignment.

Time Alignment is to align records time at the selected interval. It will
record the first log at the beginning time. And will align other log times
with multiples of the log interval (seconds, minutes, hours). For
example, if the log interval is 5 seconds, the first log time is 13:01:04,
and the following log records will be 13:01:05, 13:01:10, etc., the
seconds being multiples of 5 seconds.

Data Change: Only record when the data has changed.

Use Scaling When checked, it will prefer to write the scaling value to the database
Value (need to enable Scaling in the [Module Setting] first).

Interval Set up the interval time to save the 1/O data to the remote database.
Seconds Unit: Second.

Date Time Select to separate the date and time into two [Columns] or combine the
Format date and time in one [Column].

205




UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS

Advanced Setting > Data Logger > MySQL/MariaDB — Content Settings

Offline Data
Recovery

Check to enable the Offline Data Recovery. If the database is offline, UA
will temporarily store the data in the SD card. When the connection is

(Appendix G) online, UA will retrieve the data from the SD card and re-sent it to the

database. (Default: unchecked)

Enable

Check to enable the data logger to the remote database. Default: check.

Test Connection | Click to test the connection to the remote database.
Result: Success or Failure.

OK/ Cancel Click “OK” to save the settings of this page.
Click “Cancel” to exit the setting page without saving.

® MySQL/MariaDB Remote Database Example Descriptions:

Each tag data and status are recorded in each separate row, the row is added do
each interval, and the tag data is recorded in time sequence.

For database operation, please refer to FAQ-Dev-002 (MySQL) of the UA series FAQ

whn for

list:

FAQ-Dev-002_How to save the UA collected data into SQL and then show trend chart in

InduSoft? (Take MySQL Installer 5.7.31 as an example)

The connection screen view of the MySQL Remote Database.
1. MySQL database screen view: Date/Time column separated (reference)

_ chris

File Edit  View Cnery Database  Server Tools Scriping  Help

S e SE&&E L B &

SCHEMAS b (W] : ;E’ -5:1'\ %) Limit to 50000rows  ~ | 35 | =¥ @ (1] |
Q |Fi|te|‘c-bje-:ts | 1= SELECT * FROM icpdas.module_all_date_time;
chris
chris1234
chris321
database_dI302
databasename
= icpdas
‘I’@ Tables
module_all_date_time
module_all_datetime
WS
@ Stored Procedures

AYYYYY

@ Functions
> jason0929
> jason0930
> mychris <
: :al:la | Result Grid | 7'_3 4% Filter Rows: I:I | Export: S| |‘.\l'rap Cell Content: T&A
> v.\'florld Date Time Name Value Status
» 202010030  11:15:35 MRTU_MNo.1_tM-AD4P2C2_AC.VinD 146 GOOD
2020/10/30  11:15:35 MRTU_No.1 tM-AD4P2C2_AO.Minl 48 GOOD
2020/10/30  11:15:35 MRTU_MNo.2 DL-302_AQ.CO2 550 GOOD
2020/10/30  11:15:35 MRTU_No.2_DL-302_AQ.RH 6170 GOOD
2020/10/30  11:15:35 MRTU_MNo.2_DL-302_AO.TC 2622  GOOD
2020/10/30  11:15:35 MRTU_No.2_DL-302_AO.TF 7919  GOOD
20201030  11:15:35 MRTU_No.2_DL-302_A0O.DC 1828 GOOD
2020/10/30  11:15:35 MRTU_No.2_DL-302_AO.DF 6490  GOOD
2020/10/30  11:15:40  MRTU_MNo.1_tM-AD4P2C2_AC.MIND 146 GOOD
Administration  Schemas 2020/10/30  11:15:40 MRTU_No.1l tM-AD4P2C2_AOQ.Winl 42 GOOD
Information 2020/10/30  11:15:40 MRTU_Mo.2_DL-302_AOQ.CO2 650 GOOD
2020/10/30  11:15:40 MRTU_No.2_DL-302_AOC.RH 6153 GOOD
2020/10/30  11:15:40 MRTU_No.2_DL-302_AO.TC 2621  GOOD
Schema: icpdas 2020/10/30  11:15:40 MRTU_Mo.2_DL-302_AQ.TF 7917  GOOD

Mavigator new_table SaL File 27 cycle datachange module_sll_datetime module_all_date_time

Fig. 239) MySQL database screen view: Date/Time column separated (reference)
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2. MySQL database screen view: Date/Time column combined (reference)

()

File  Edit Query Database Server Tools

chris X

View Scripting  Help

Navigator::-
SCHEMAS ®
Q lFilter objects I

> chris
> chris1234
> chris321
> database_dI302
> databasename
v (& icpdas
v B Tables
> module_all_date_time
b module_all_datetime
Views
@ Stored Procedures
[Eﬂ Functions
| 2 jason0929
| 2 jason0930
> mychris
> sakila
> sys
> world

Administration Schemas

Information i SEEEET

Schema: icpdas

new_table SQL File 2* cycle datachange
W EH ¥ Fa © ‘ Limit to 50000rows  ~ | ¥i& | €|
1@ SELECT * FROM icpdas.module_all datetime;
<
| Result Grid | £ 4% Fiter Rowss: [:, [ Export: :.‘:H I Wrap Cell Content: A
DateTime Name Value Status
p | 2020-10-30 11:12:19 MRTU_No.1_tM-AD4P2C2_AO.Vin0 146 GOOD
2020-10-30 11:12:19 MRTU_No.1_tM-AD4P2C2_AO.Vin1 54 GOOD
2020-10-30 11:12:19 MRTU_No.2_DL-302_AO.CO2 636 GOOD
2020-10-30 11:12:19 MRTU_No.2_DL-302_AO.RH 6194 GOOD
2020-10-30 11:12:19 MRTU_No.2_DL-302_AOQ.TC 2616 GOOD
2020-10-30 11:12:19 MRTU_No.2_DL-302_AO.TF 7908 GOOD
2020-10-30 11:12:19 MRTU_No.2_DL-302_AO.DC 1829 GOOD
2020-10-30 11:12:19  MRTU_No.2_DL-302_AO.DF 6492 GOOD
2020-10-30 11:12:24 MRTU_No.1_tM-AD4P2C2_AO.Vin0 146 GOOD
2020-10-30 11:12:24 MRTU_No.1_tM-AD4P2C2_AO.Vin1 55 GOOD
2020-10-30 11:12:24 MRTU_No.2_DL-302_AO.CO2 636 GOOD
2020-10-30 11:12:24 MRTU_No.2_DL-302_AO.RH 6150 GOOD
2020-10-30 11:12:24 MRTU_No.2_DL-302_AO.TC 2616 GOOD
2020-10-30 11:12:24 MRTU_No.2_DL-302_AO.TF 7908 GOOD
2020-10-30 11:12:24 MRTU_No.2_DL-302_AO.DC 1827 GOOD
2020-10-30 11:12:24 MRTU_No.2_DL-302_AO.DF 6438 GOOD
2020-10-30 11:12:29 MRTU_No.1_tM-AD4P2C2_AO.Vin0 146 GOOD
2020-10-30 11:12:29 MRTII No.1 tM-AN4P2C2 AO.Vini 52 GOON

Fig. 240) MySQL database screen view: Date/Time column combined (reference)
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The connection screen view of the MariaDB Remote Database.

1. MariaDB database screen view: Date/Time column separated (reference)

php M y Admin b 7 S8 MaaDB 10 » @ £ ICPDAS » [ £85 Module_All Date Time
NEleI e Ews Mes Lsa o g2 s 5 Ex @ EA 2 @R P &F 3
ERER B2
-  BTE0-247 (E5r 256 =, EHF 7T 0.0002% )
‘5 é fng AS SELECT * FROM “Module_All_Date_Time’
g FE
(#_l# Module_All_Date_Time

8. kifarmdnon sehieme 1 v > > | Ozmmxs | Zanm: |25 v| s2Es5 | ZskEns

[#L13 mysql

|+ | performance_schema +EE
«—T— ¥ Date Time Name Value Status
O 7 £E Fc:m5 @ BE 2020/10/30 12:14:44 MRTU_No.1_tM-AD4P2C2_AO.Vin0 146 GOOD
O 7 EE FcEE @ B 2020/10/30 12:14:44 MRTU_No.1_tM-AD4P2C2_AO.Vin1 59 GOOD
O €= 388 @ R 2020/10/30 12:14:44 MRTU_No.2_DL-302_A0.CO2 637 GOOD
O =E 35S @ BE 2020/10/30 12:14:44 MRTU_No.2 DL-302 AO.DC 1822 GOOD
O FEE FcEs @ BE 2020/10/30 12:14:44 MRTU_No.2_DL-302_AO.DF 6479  GOOD
0 7%= 355 @ B 2020/10/30 12:14:44 MRTU_No.2 DL-302 AO.RH 6099 GOOD
O &= FcEE @ Wi 2020/10/30 12:14:44 MRTU_No.2_DL-302_AO.TC 2635 GOOD
O 7 E=E 3% @ BE 2020/10/30 12:14:44 MRTU_No.2_DL-302 AO.TF 7943 GOOD
0 EE FeEs @ ®mE 2020/10/30 12:14:49 MRTU_No.1_tM-AD4P2C2_AO.Vin0 146 GOOD
O 7 EE FcEE @ B 2020/10/30 12:14:49 MRTU_No.1_tM-AD4P2C2_AO.Vin1 63 GOOD
O €= FcEs @ B 2020/10/30 12:14:49 MRTU_No.2_DL-302_A0.CO2 636 GOOD
O 7 =E 3cEE @ ®E 2020/10/30 12:14:49 MRTU_No.2 DL-302 AO.DC 1819  GOOD
O g EE FeEs @ R 2020/10/30 12:14:49 MRTU_No.2_DL-302_AO.DF 6474  GOOD
[0 ¢7%=E 355 @ BE 2020/10/30 12:14:49 MRTU_No.2 DL-302 AORH 6093 GOOD
[0 & E:E FcEE @ B 2020/10/30 12:14:49 MRTU_No.2_DL-302_AO.TC 2634 GOOD
O 7 E=E 355 @ BE 2020/10/30 12:14:49 MRTU_No.2 DL-302 AO.TF 7941 GOOD
O g7 E=E FeEs @ ®E 2020/10/30 12:14:54 MRTU_No.1_tM-AD4P2C2_AO.Vin0 146 GOOD
O 7 %=#E 355 @ BE 2020/10/30 12:14:54 MRTU_No.1_tM-AD4P2C2_AO.Vin1 64 GOOD
O g EE i3 @ Bl 2020/10/30 12:14:54 MRTU_No.2_DL-302_A0.CO2 636 GOOD
O =E 3cEE @ FE 2020/10/30 12:14:54 MRTU_No.2 DL-302 AO.DC 1820 GOOD
O 7 EE FeEE @ Rz 2020/10/30 12:14:54 MRTU_No.2_DL-302_AO.DF 6476  GOOD
[0 7 %=E 355 @ BE 2020/10/30 12:14:54 MRTU_No.2 DL-302 AORH 6092 GOOD
O & EE FcEE @ BB 2020/10/30 12:14:54 MRTU_No.2_DL-302_AO.TC 2635 GOOD
O 7 £=E FciE% @ BE 2020/10/30 12:14:54 MRTU_No.2_DL-302 AO.TF 7943 GOOD

Fig. 241) MariaDB database screen view: Date/Time column separated (reference)
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2. MariaDB database screen view: Date/Time column combined (reference)

[+ | information_schema
liﬂ_’ I mysgql
[# | performance_schema

phpMyAdmin
DEleT#e
EEER =B
LEE
(=) ICPDAS
(3 =

I-Tl-;l_]ﬂ_ Module_All_DateTime
[#L# Module_All_Date_Time

7] 582 MariaDB 10 » @ F:E= ICPDAS » [ 3= Module_All DateTime

B 2= | 34 s | L saL

4 @8 ¥

FiE =S Ex | @ EA

ICP DAS

a5 R | S 1B | B

 BTE0-2475 (257328 % EFET 000027 - )

+E%

«—T—

(RO EOEBEORCNONROECOELEORKHONROSEOELE O RN O

& &8
o EE
& &
& EEH
o &
& &E
& &8
o FE
& &H
o EE
VL
o EE
& &/E
& &8
& EE
o EE
& E8E
o EE
& EE
& EE
& RBE
o &e
& &
) &E

Bn

v
¢ © MR
: @ M
¢ @ MR
: @ i
iEs @ BB
: @ RE
{ @ B
£ @RE
@ miEz
(= RS
¢ @ Rk
: @ Wi
O Rz
¢ @ M
: @ B
¢ @ Mk
¢ © Mg
: @ BE
: @ B
: @Rz
@ R
: @ Bz
£ R @ BE
£ 3EE @ RiE

1311
i
ar g

1 L gl
mns
it
]

L) gl L g Ll g Ll L
ne ns ns ns e ne .

dit W W

M 9 PRE AR

ne
a5

it

gl Ll Ll Lt Ll Lt Lgtl Ly
2 [mes A [Ewll s el = (s
WoOr WO dOF W W A
N AN B R A (RS A RO

L] Ll gl g
LR
i
Bl

T * FROM "Module All DateTime’

cmEr | Sanm: (25 v

DateTime
2020-10-30 12:22:17

2020-10-30 12:22:17
2020-10-30 12:22:17
2020-10-30 12:22:17
2020-10-30 12:22:17
2020-10-30 12:22:17
2020-10-30 12:22:17
2020-10-30 12:22:17
2020-10-30 12:22:22
2020-10-30 12:22:22
2020-10-30 12:22:22
2020-10-30 12:22:22
2020-10-30 12:22:22
2020-10-30 12:22:22
2020-10-30 12:22:22
2020-10-30 12:22:22
2020-10-30 12:22:27
2020-10-30 12:22:27
2020-10-30 12:22:27
2020-10-30 12:22:27
2020-10-30 12:22:27
2020-10-30 12:22:27
2020-10-30 12:22:27
2020-10-30 12:22:27

Name

MRTU_No.1_tM-AD4P2C2_AO.Vin0

MRTU_No.1_tM-AD4P2C2_AO.Vin1 61

MRTU_No.2_DL-302_A0.CO2
MRTU_No.2_DL-302_A0.DC
MRTU_No.2_DL-302_AO.DF
MRTU_No.2_DL-302_ AO.RH
MRTU_No.2_DL-302_A0.TC
MRTU_No.2_DL-302_AO.TF

MRTU_No.1_tM-AD4P2C2_AO.Vin0

MRTU_No.1_tM-AD4P2C2 AO.Vin1 62

MRTU_No.2_DL-302_A0.CO2
MRTU_No.2_DL-302_A0.DC
MRTU_No.2_DL-302_AO.DF
MRTU_No.2_DL-302_ AO.RH
MRTU_No.2_DL-302_AO.TC
MRTU_No.2_DL-302_AO.TF

MRTU_No.1_tM-AD4P2C2_AO.Vin0

MRTU_No.1_tM-AD4P2C2_AO.Vin1 59

MRTU_No.2_DL-302_A0.CO2
MRTU_No.2_DL-302_AO.DC
MRTU_No.2_DL-302_AO.DF
MRTU_No.2_DL-302_ AO.RH
MRTU_No.2_DL-302_AO.TC
MRTU_No.2_DL-302_AO.TF

Status
GOOD

GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD
GOOD

Fig. 242) MariaDB database screen view: Date/Time column combined (reference)
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5.5.7 Block List: Block Rule

UA supports a dynamic block list function for information security. This function can set up the
rules to block IP connections. When the conditions have met the rules, the system can add the
IP to the block list and block it through the firewall. It also provides the IP situation of the block
list and the function to unblock the current blocked IP.

The Block List function includes: Block Rule (this section) and Block Status (next section).

Enter the menu [Advanced Setting] > [Block List] - [Block Rule], the screen is as follows.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

/0 Status File Setting
Advanced Setting Elock Rule

PID Operation Block Rule

IFTTT Condition Trigger e Block Name Edit
Data Logger

Local Data Logger =+ BlockRule

MS S —

Ms sQL BlockRule1 | Edit |

MySQL / MariaDB -
Block List BlockRule2 |ﬂ|

Block Rule - _ -

[ Remove | (<l Jr1[=]
Block Status
| Save |

Fig. 243) Advanced Setting > Block List > Block Rule

Tab. 121) Descriptions: Advanced Setting > Block List > Block Rule

Advanced Setting > Block List > Block Rule — Block Rule

Select All Check “Select All” box can select all block rules in the list.
Check the box of each list can select one list, and click the “Remove”
button can remove just that rule.

Block Name User defined name to identify the block rules. Default: BlockRule.

@ Click ® can add a new Block Name, and then click the [Edit] to set

- up the Block Rule

Edit Click the [Edit] button to edit the block rules.

Remove Check the box of the list and click the “Remove” button can remove
that rule.

11 The page number of the list: Current page / Total pages. Click < or > to

go to the previous or next page.

Save Click to save the settings of this page.

Click the [Edit] button of the Block List to edit the block rules.
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Block Rule

Block Name | BlockRule1 |

Monitor Port | 48010 |

Condition

Established Connections | 10 |

SYN_RECV Connections |5 |

CLOSE_WAIT Connections |5 |

Interval Time(s) | 30 |

| OK| | Cancel |

Fig. 244) Advanced Setting > Block List > Block Rule Edit

Tab. 122) Descriptions: Advanced Setting > Block List > Block Rule Edit

Advanced Setting > Block List > Block Rule — Block Rule (Edit)

Block Name Set the Block Rule Name

Monitor Port Set the number of the monitor port

Condition Set and check the connection status threshold and the interval
for the IP block list of the monitoring port.

Established The threshold for established connections

Connections

SYN_RECV The threshold for SYN_RECV connections

Connections

CLOSE_WAIT The threshold for CLOSE_WAIT connections

Connections

Interval Time(s) Set the interval time to check (in seconds)

OK / Cancel Cl?ck [OK] to save the s'ettings of this page, and exit. |
Click [Cancel] to exit this page but do not save the settings.
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5.5.8 Block List: Block Status

UA supports a dynamic block list function for information security. This function can set up the
rules to block IP connections. When the conditions have met the rules, the system can add the
IP to the block list and block it through the firewall. It also provides the IP situation of the block
list and the function to unblock the current blocked IP.

The Block List function includes: Block Rule (previous section) and Block Status (this section).

Enter the menu [Advanced Setting] > [Block List] - [Block Status], the screen is as follows.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Sett
I/ Status File Setting

Advanced Setting Block Status
PID Operation Block Status

| Remove |

IFTTT Condition Trigger ] P Port

Data Logger 0J 192.168.80.60 45010
bl s e 192.168.80.50 1883
MS SQL [] 192.168.80.32 1883
MySQL / MariaDB

Block List
Block Rule

Block Status

Fig. 245) Advanced Setting > Block List > Block Status
Tab. 123) Descriptions: Advanced Setting > Block List > Block Status

Advanced Setting > Block List > Block Status — Block Status

IP Display the blocked IP and port number of the block list.

Port Can remove the blocked IP from the block list via the "Remove" button.

Remove Check the box of the list and click the “Remove” button can remove the IP
from the Block List.
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5.6 Main Menu: Logger Setting

Logger Setting is the 6! item of the Main Menu, mainly to provide the data logger and the
connecting modules related settings.

“Logger Setting” provides “Local Data Logger”, “MS SQL” and “MySQL/MariaDB”, and all have
RTU/TCP module two setting items. The Local Data Logger provides users to record data such
as RTU/TCP module (Master) channel data into Local CSV log files of the microSD card in UA.
The “MS SQL” or “MySQL / MariaDB” Remote Database provides users to record data between
RTU/TCP module (Master) channel data directly into remote database, such as SQL DB.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

/O Status File Setting

Logger Setting

Local Data Logger Logger Setting
RTU Module (master)

Local Data Logger

TCP Module (Master RTU Module Master) lr:jergi;il‘;usem to record data such as RTU module (Master) channel and intarnal
MS SaL
RTU Module (Master) TCP Module Master) Ir:gginsrild;?-users to record data such as TCP module (Master) channel and internal
TCP Module (Master
MQTT Module MS SQL

MySQL / MariaDB RTU Module (Mastery  Provide users to record data between RTU module (Master) channel and MS SQL

AL TS TCP Module (master;  Provide users to record data between TCP module (Master) channel and MS SQL,
TCP Module (master

MQTT Module  Provide users to record data between MQTT module channel and M3 SQL.
MQTT Module

MySQL / MariaDB

RTU Module Master) Er‘:r!.ir;d[?Busers to record data between RTU module (Master) channel and MySQL /

TCP Module (aster) Eqr;;;d;ausers to record data between TCP module (Master) channel and MySQL /

MQTT Module  Provide users to record data between MQTT channel and MySQL / MariaDB.

Fig. 246) CH5.6 Main Menu: Logger Setting

The setting for UA series controllers is to set up from the left to the right of the main menu
functions. User can find the setting step and Web Ul information in the following chapters.
CH2 Quick Start 1: Hardware/Network Connection
CHS3 Quick Start 2: Web Ul / Setting Steps
CH4 Function Wizard: Project Quick Setup
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5.6.1 Local Data Logger: RTU / TCP Module (Master)

“Local Data Logger” of “Logger Setting” provides users to record 1/O log data of the connecting
RTU/TCP module (Master) into the local microSD card.

This function is for setting the local data logger and the RTU/TCP modules, using “RTU”
module setting as an example. For the setting about the logger and microSD card, please

refer to Chapter 5.5.4.

Function Diagram:

HMI scM_
MES ‘_Emeﬁet_’ CRM } :
SCADA . ERP |
Control \14’ Management
System | | System
I OPC UA Service ' MQTT Service 1
PD | IFTTT Local Remote
Operation Condition Trigger Data Logger Database

UA Main Control Program

Modbus RTU/TCP/ASCII
Driver

MQTT
Driver

EtherNet/IP
Driver

MQTT EIP
Device Device

Fig. 247) Logger Setting Function Diagram
Application:

UA Series

CPas
aearymm

I/0 Modules

Fig. 248) Logger Setting Application
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Enter the main menu [Logger Setting] > [Local Data Logger] > [RTU Module (Master)].
This setting page is to enable the module(s) or I/O channels for data logger.
System Setting Module Setting loT Platform Setting Canvert Setting Advanced Setting Logger Setting
1/0 Status File Setting
Logger Setting RTU Module (Master)
Local Data Logger .
99 Modbus RTU Module List
I RTU Module Master)
All Enabled
TCP Module (Master) No. *Module Name / Nickname Edit
MS SQL
RTU Module (Master) 1 RTU_TeSt Edit
TCP Module (Master)
<1 (1=
MySQL / MariaDB
Save

RTU Module (Master)

Fig. 249) Logger Setting > Local Data Logger > RTU Module > List

Tab. 124) Descriptions: Logger Setting > Local Data Logger > RTU Module > List

Logger Setting > Local Data Logger - RTU Module (Master) — Modbus Module List

No. The module number in the module list (Not editable here)

*Module Name / | The module name set in the module list (Not editable here)

Nickname

Edit If user wants to enable some 1/O channels for data logger, click
[Edit] of that module to enter the “Variable Tale” setting. It is normal
to set all channels as enabled, and the conversion will not affect
the unconnected channels.

All Enabled Check [All Enabled] box to enable all modules in list for data

Enable logger. Default: Uncheck.
Check the box of each module can enable just that module for data
logger.
—h 1 The page number of the module list: Current page / Total pages.

Click < or > to go to the previous or next page.

Save Click to save the settings of this page.

This function is to enable the module for data logger, please check

4 the box of the

modaule. If user wants to enable some I/O of the module, please click [Edit] button to
enter the “Module Content Setting” page.
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The “Module Content Setting” page after clicking the [Edit] button:

Module Content Setting

No. |1

Module Name |RTU_Test

Variable Table
. . Enabled
Variable Name Attribute Data Type
Tag14 Read / Write v Unsigned Short v
Tag1b Read / Write \ Unsigned Short v

OK Cancel

Fig. 250) Logger Setting > Local Data Logger > RTU Module > Content
Tab. 125) Descriptions: Logger Setting > Local Data Logger > RTU Module > Content

Logger Setting > Local Data Logger > RTU Module (Master) — Content Setting

No. The module number in the module list (Not editable here)

Module Name | The module name set in the module list (Not editable here)

Logger Setting > OPC UA > Modbus RTU (Master) — Variable Table

Variable Name | Display the variable name that set in the Modbus Address Mapping Table
page (Not editable here)

Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...
Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...
Enabled Check [Enabled] box of the top row can enable all variables in list.

Check the box of each variable can enable just that variable for data
logger. Default: Uncheck.
OK Click to save this page settings and back to the module list page.

When complete the setting, click [OK] to save this page settings and back to the module list
page. Remember to click [Save] to save the Convert Setting.
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5.6.2 MS SQL: RTU/ TCP / MQTT Module (Master)

‘MS SQL” of “Logger Setting” provides users to record 1/0O log data of the connecting
RTU/TCP/MQTT module (Master) into the MS SQL remote database.

This function is for setting the remote data logger and the RTU/TCP modules, using “TCP

module” setting as an example. For the setting about the MS SQL data logger, please refer
to Chapter 5.5.5.

Function Diagram:

HMI scM
MES ‘_I_Ethernet_"CR—Ml
SCADA & ERP
Control T Management
System | | System
I OPC UA Service ' MQTT Service 1

PID L FTTT ' Local |
Operation Condition Trigger _ Data Logger

Database

UA Main Control Program
Driver Driver

Modbus I MQTT I EIP
Device Device Device
—

EtherNet/IP
Driver

Fig. 251) MS SQL Remote Database Function Diagram

Application:
UA Series
Loca Remote
Log
\\\ LOG »
— TCP .
SSESS AR tabass

"I-

Fig. 252) MS SQL Remote Database Application
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Enter the main menu [Logger Setting] > [MS SQL] > [TCP Module (Master)], e.g. the remote
database Name as below.

System Setting Module Setting leT Platform Setting Convert Setting Advanced Setting Logger Setting
11O Status File Setting
Logger Setling TCF Module (Master)

Local Data Logger Modbus TCP Module List

RTU Module (Master)
All Enabled
TCP Module (Master) Mao. *Module Mame / Nickname Edit Database Mams
sl L o RemoteDB (Remote) A
RTU Module (Master) 1 Name Edit L
Apply
I TCP Module (Master) o

My SQL / MariaDB
RTU Module (Master) Save

Fig. 253) Logger Setting > MS SQL > TCP Module > List
Tab. 126) Descriptions: Logger Setting > MS SQL > TCP Module > List

Logger Setting > MS SQL - TCP Module (Master) > Modbus TCP Module List
No. The module number in the module list (Not editable here)
*Module Name / | The module name set in the module list (Not editable here)
Nickname
Edit If user wants to enable some 1/O channels for data logger, click [Edit]
of that module to enter the “Variable Tale” setting. It is normal to set all
channels as enabled, and the conversion will not affect the

unconnected channels.

Database Name | Select the database name set in the “MS SQL” of the “Advanced
Apply Setting”. Click “Apply” (Text color will change from black to gray).
Check [All Enabled] box to enable all modules in list for data logger.

All Enabled Default: Uncheck.
Check the box of each module can enable just that module for data
Enabled logger.
G The page number of the module list: Current page / Total pages. Click <
or > to go to the previous or next page.
Save Click to save the settings of this page.

First select [Database name] and click [Apply] button, and check the enable box of the
modaule. If user wants to enable some I/O of the module, please click [Edit] button to
enter the “Module Content Setting” page.
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Module Content Setting
No. |[1
Module Mame  |Mame
Variable Table
Detail= | Show | | Hide
Enabled
Variable Name Attribute Data Type Database Name nevie
Tag30 Read v Short FRemoteDB (Remote) v v
eagle Read/ Write v Short RemoteDB (Remote) v o
OK Cancel

Fig. 254) Logger Setting > MS SQL > TCP Module > Content

Tab. 127) Descriptions: Logger Setting > MS SQL > TCP Module > Content

Logger Setting

> MS SQL > TCP Module (Master) — Module Content Setting

No.

The module number in the module list (Not editable here)

Module Name

The module name set in the module list (Not editable here)

Logger Setting

> MS SQL > TCP Module (Master) — Variable Table

Variable Name

Display the variable name that set in the Modbus Address Mapping
Table page (Not editable here)

Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...
Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...
Database Display the database name select in previous setting page. (Not
Name editable here)
Check [Enabled] box of the top row can enable all variables in list.
Enabled Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.
OK / Cancel Click “OK” to save this page settings and back to the module list page.

Click “Cancel” to leave this page without save.
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5.6.3 MySQL / MariaDB: RTU / TCP /| MQTT Module (Master)

“‘MySQL / MariaDB” of “Logger Setting” provides users to record 1/O log data of the connecting
RTU/TCP/MQTT module (Master) into the MySQL / MariaDB remote database.

This function is for setting the remote data logger and the RTU/TCP modules, using “RTU
module” setting as an example. For the setting about the MySQL / MariaDB data logger,
please refer to Chapter 5.5.6.

Function Diagram:

HMI scm_
MES ‘_Eﬁl\eﬁ“et_,_’J __CRM | ]
SCADA T ERP |
Control T Management
System | | System
| OPC UA Service ' MQTT Service 1

PID ( IFTTT ! Local |
Operation Condition Trigger _ Data Logger

Database

UA Main Control Program
Driver Driver

Modbus I mMQTT |
Device Device

EtherNet/IP
Driver

EIP
Device

Fig. 255) MySQL/MariaDB Remote Database Function Diagram
Application:

UA Series

Fig. 256) MySQL/MariaDB Remote Database Application
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Enter the main menu [Logger Setting] > [MySQL / MariaDB] > [RTU Module (Master)], e.g.
the remote database Name “Toshiba”, as below.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
/O Status File Setting
Logger Sefting  RTU Module (Master)

Local Data Logger Modbus RTU Module List

RTU Module (Master)

All Enabled
TCP Module (Master) MNao. “Module Name / Nickname Edit Database Mame

MS SQL o Toshiba v
RTU Module (Master) 1 RTU_Test Edit 4

Apply o
TCP Module (Master)
< |11 1) =
MySQL f MariaDB
I RTU Module (Master) Save

TCP Module (Master)

Fig. 257) Logger Setting > MySQL/MariaDB > RTU Module > List
Tab. 128) Descriptions: Logger Setting > MySQL/MariaDB > RTU Module > List

Logger Setting > MySQL/MariaDB - RTU Module (Master) - Module List
No. The module number in the module list (Not editable here)
*Module Name / | The module name set in the module list (Not editable here)
Nickname
Edit If user wants to enable some 1/O channels for data logger, click
[Edit] of that module to enter the “Variable Tale” setting. It is normal
to set all channels as enabled, and the conversion will not affect

the unconnected channels.

Database Name | Select the database name set in the “MS SQL” of the “Advanced
Apply Setting”. Click “Apply” (Text color will change from black to gray).
Check [All Enabled] box to enable all modules in list for data

All Enabled logger. Default: Uncheck.
Check the box of each module can enable just that module for data
Enabled logger.
—h 1 The page number of the module list: Current page / Total pages.
Click < or > to go to the previous or next page.
Save Click to save the settings of this page.

First select [Database name] and click [Apply] button, and check the enable box of the
modaule. If user wants to enable some I/O of the module, please click [Edit] button to
enter the “Module Content Setting” page.
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Module Content Setting
MNo. |1
Module Mame |RTU Test
Variable Table
Details | Show | | Hide
Enabled
Variable Name Attribute Data Type Database Mame nevie
Tag14 Read ! Write Unsigned Short Toshiba v v
Tagls Read/ \Write v Unsignad Short Toshiba v v
OK Cancel

Fig. 258) Logger Setting > MySQL/MariaDB > RTU Module > Content
Tab. 129) Descriptions: Logger Setting > MySQL/MariaDB > RTU Module > Content

Logger Setting

> MySQL/MariaDB - RTU Module (Master) — Module Content Setting

No.

The module number in the module list (Not editable here)

Module Name

The module name set in the module list (Not editable here)

Logger Setting

> MySQL/MariaDB - RTU Module (Master) — Variable Table

Variable Name

Display the variable name that set in the Modbus Address Mapping
Table page (Not editable here)

Attribute Display data attribute of the variable. (Not editable)
Include: Read, Read/Write...
Data Type Display data type of the variable that set in the Modbus Address
Mapping Table page. (Not editable) Include: Bool, Short, Float...
Database Display the database name select in previous setting page. (Not
Name editable here)
Check [Enabled] box of the top row can enable all variables in list.
Enabled Check the box of each variable can enable just that variable for
conversion. Default: Uncheck.
OK/ Cancel Click “OK” to save this page settings and back to the module list page.

Click “Cancel” to leave this page without save.
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5.7 Main Menu: I/O Status

I/O Status is the 6™ item of the Main Menu, mainly to display the retime I/O status of all the
modules.

I/O Status page offers an easy way to view monitoring page that allows you to view important
controller information in real time. The 1/O Status page includes the following information.

I. System default I/O Status page: It displays the all /O channel information based on the
sorting of all /0O Modules.

ii. Related settings and the user-defined I/O Status page: It displays the 1/0O channel status
based on the user-defined arrangement.

The user can click the module name on the left site, and the right will show all the real time
I/O status of the selected module.

System Sefting Module Setting loT Platform Setting Convert Seting Advanced Setting Logger Setting

10 Status File Setting

O Status

Modbus RTU Module Related Settings
(Master) =
Mo Mame Serial Por Mumber of wvariables 10 | (Updated 10 points per second)
I:l' o] Display Update Time (ms)} | 1000
Modbus TCP Module /0 Status I 2 L
(Master) : /O | Scaling Bitwise
Mo, Mame LAMN ‘Variable Mame Data Type Value Description Status
1 |DL-2o2 LAN =nert e | | o
R Relative_humidity Short 6452 | | Good
Modbus A SCIl Module
e | | oo
Mao. Name Serial Por
6251 | | Good
MQTT Module
Mo Mame LAM
[

And the I/O status for the following:

EtherNet/1IP Module XV Module Internal Module
Mo, Mame LAM Mo. Mame LaM Mo Mame LAM
|
[t i

Fig. 259) CH5.7 Main Menu: 1/O Status
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110 Status

(Master)

(Master)

1 [DL-202

System Setting

Modbus RTU Module
Mo. Mame

El_JeoE

Modbus TCP Module

Mao. Mame

A B

Module Setting loT Platform Setting Convert Setling Advanced Setting Logger Setting

File Setting

Related Settings

Serial Port Mumber of variables 10 | (Updated 10 points per second)

Display Update Time (ms) 1000

/O Status 0 | Sealin Bitwize

LAM ‘arable Mame Data Typ= Value Description Status

[¥)]

[=]
o
[=

nort 5452 | | Good

[¥}]

Relative_humidity

[¥)]
3

hort 2406 | | Good

Descriptions for Point Status of the [I/O Status]:

I/0O Status > I/O Status > Status

Good This indicates that the UA has successfully communicated with the 1/0
point, data reception is normal and reliable, and no errors or anomalies
are detected.

Bad This indicates that the UA has communicated with the 1/O point, but an
error has occurred, preventing data from being retrieved.

Possible causes include:

» The communication link is interrupted, preventing the UA from
establishing a connection with the device.

» Adata retrieval error occurs, such as a command not supported by the
device or an abnormal response data format.

Uncertain This indicates that the UA has not yet communicated with the I/O point,
and the point's value status is uncertain.

Not exist This indicates that the module point has been established but has not yet

been updated to the currently running project. You need to close the
current project and restart it. Ensure that the new module settings are
added to the project.
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5.8 Main Menu: File Setting

File Setting is the last item of the Main Menu, mainly to provide the settings about the files,
such as remove, update, upload and download the files of the project and certificate.

File Setting provides 4 sub-menu functions. This chapter will introduce the function items and
setting parameters.

~ "7 UA-2200/5200 —— ,
(ICP e T ‘Funcnon Wizard (Click here)
DAS ICP DAS CO..LTD.
Usage : CPU 34% Memory 56.75%
System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
I/O Status File Setting
File Setting Project File
I Project File Remove the File
OPC UA Cerificate Project File | Remove |
MQTT Certificate .
Upload the file to the controller
Log File Download ———— ]
° Project File | Select File | ' Upload |
Firmware Update
Download the file from controller
Project File ‘ Download |

Fig. 260) CH5.8 Main Menu: File Setting

The setting for UA series controllers is to set up from the left to the right of the main menu
functions. User can find the setting step and Web Ul information in the following chapters.
CH2 Quick Start 1: Hardware/Network Connection
CHS3 Quick Start 2: Web Ul / Setting Steps
CH4 Function Wizard: Project Quick Setup
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5.8.1 Project File

This page provides 3 setting items: Remove the file, Upload the file to the controller, and
Download the file to the local computer.

I/0O Status File Setting

File Setting Project File

I i Remove the File

OPC UA Certificate Project File | Remove |

VAT Certifieate Upload the file to the controller

Log File Download T S
° Project File | Select File | | Upload |

Firmware Update

Download the file from controller

Project File | Download |

Fig. 261) File Setting > Project File
ab. 130) Descriptions: File Setting > Project File

File Setting > Project File > Remove the File

Project File Click [Remove] to delete all project settings current in the UA series

controller.

File Setting > Project File > Upload the file to the controller

Project File Select File: click to select the project that want to upload to the UA
controller. (Extension name of the project file: “.tar”)

Upload: upload the project file into the UA controller.

If select a wrong file (extension name is not “.tar”), the system will show
an error message.

—

Select File |20191211 cav File name is incorrect, default name: Project tar.

Project File
Upload

Select a right format file with extension name of “.tar”, as below.

Project File Select File |Project 192.168.255. | Upload

File Setting > Project File > Download the file to the local computer
Project File Download: Download the project with all Web Ul settings to the current
computer. (Extension name of the project file: “.tar”)
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5.8.2 OPC UA Certificate

UA controller supports OPC UA Server security connection, including identity
authentication, data encryption, data signature. Server and Client authenticate each
other through x.509 certificate. Compared with the traditional method, it has the following
functional advantages.

a® Support Identity Authentication

OPC UA / MQTT
Identity Authentication / MQ

ID/Password, Yes Login Success
OPC UA | Anonymous, "mf"e“ﬁ,x’ ------ rRoN ------- b S Server
Certificate NS )
. X509 certificate
ID/Password, J
MQTT | Anonymous, Modbus
Certificate

Client:‘z ................. » < Server

101 EL Modbus None

Verification

a® Support Data Encryption

OPCUA / MQTT

Data Encryption Encrypted
e SO N S —— -
SSL/TLS Yes ‘.. Client.” w Encrypted ‘. Server
OPCUA Encryption -
e e e ee Cad----
MQTT SSL/TLS «
Encryption Modbus
Unencrypted
Ul Modbus None {‘J\‘\F"e"gf") b O bl -Jn-e;:r;;t;? Server
P [ ——— .. ‘ -

Fig. 262) OPC UA Identity Authentication / Data Encryption

This function is the certificate file management function of OPC UA Server. There are 3 setting
items about OPC UA Certificate: Remove, Upload the file to the controller, download the file
from the controller. If your project need not the certificate, you can skip this step.

In the [OPC UA Certificate] step, users can add mutual credentials on both side's devices to
strengthen security encryption.

@ First, obtain the OPC UA Client trust certificate file of the device from the connected party,
save it to the PC. In this step, select this file and upload it to the UA controller. (If there was
an old certificate file in UA, remove it first.)

@ The device of the other side needs the UA certificate also. In this step, download the OPC
UA Server certificate file (Certicate_IPAddress_.tar) to the other party, so that they can
decompress the file (icpdasuaserver.der) and upload to their device.
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I OPC UA Certificate Remove the File

File Setiing

OPC UA Server

Trusted Certificate Remowve

QOPC UA Server Cenrtificate Remowve

Upload the file to the controller

Trusted Certificate | Select File | o Upload ]

Download the file from controller

OPC UA Server Cenrtificate Download

Fig. 263) File Setting > OPC UA Certificate

Tab. 131) Descriptions: File Setting > OPC UA Certificate

File Setting > OPC UA Certificate > Remove the File

Trusted Remove: Click to delete the OPC UA client Trusted Certificate current in
Certificate the UA controller.

OPC UA Remove: Click to delete the OPC UA Server Certificate current in the UA
Server controller.

Certificate

File Setting > OPC UA Certificate > Upload the file to the controller

Trusted Select File: select the OPC UA Trusted Certificate file in PC to upload to
Certificate the UA controller.

Upload: upload the Trusted Certificate file to the UA controller.
e File format must be DER. Extension name must be “der / cer / crt”.

Trusted Certificate | Select File |icpdasuaserver.der Upload

o If select a wrong file, the system will show an error message.

Trusted Certificate | Select File |Cerfificate_192.168.255.10] Certificate type is wrong. | Upload

File Setting > OPC UA Certificate > Download the file from controller

OPC UA
Server
Certificate

Download: Download the OPC UA Server Certificate file to the current
using computer.
¢ File format: DER. File name: Certicate_IP-address_.tar

e.q. ‘E Certificate_192.168.255.102_tar |

Before using, decompress to icpdasuaserver.der, as below.

» icpdasuaserver.der
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5.8.3 MQTT Certificate

UA controller supports MQTT Client secure encrypted certificate file management.
There are three types of files: Trusted Certificate, Certificate, and Private Key. Compared
with the traditional method, it has the following functional advantages.

a® Support Identity Authentication

OPC UA / MQTT

Identity Authentication
ID/Password, | yes Login | Success
OPC UA | Anonymous, "~~\f"e“f,/ ------ > Q ------- > SServer
Ll Certificate N g
UA . X509 certificate
solution 1D/Password, ¢
MQTT | Anonymous, Modbus
Certificate .
CClient > vemcoccalee Moo » < Server
e = Modbus None N

Mo Verification

=" Support Data Encryption

OPCUA /f MQTT

Data Encryption A Encrypted
W= smf g mmmmmmmmmmaa b
SSL/TLS Yes ‘. Client T Encrypted “.Server
OPC UA . N - ~
Encryption J R rmmm——————— | 0 I ——
MQTT SSL/ T!.S
Encryption Modbus
Unencrypted

-
PN
-

i EIN Modbus None

e . e :

o S Tl e T el »

K\\CI'E"t// u— Unencrypted \\“Server
\\\ /i . - e .

Fig. 264) MQTT Identity Authentication / Data Encryption

The [MQTT Certificate] is for setting up security communications to upload and remove the
MQTT Certificate.

The users upload the file to the UA controller according to the type of obtained certificate. There
are 3 types of MQTT Certificate:

® Trusted Certificate

® Certificate

® Private Key

If you want to perform Broker authentication, you need to upload the Trusted Certificate. If
you want to perform the Broker/Client two-way authentication, you need to upload the
Credential and Private Key additionally. The user can skip this step if the user project does
not use certificate transmission security.
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This page provides 2 setting items: Remove the file, and Upload the file to the controller for
the MQTT Trusted Certificate, Certificate and Private Key.

110 Status

Project File

Log

File Setfing MQTT Cerificate

OPC UA Certificate Remove the File
MQTT Certificate Trusted Certificate Remaove

eDownlLoad

File Setting

MQTT Client

Certificate Remove

Private Key Remove

Upload the file to the controller

Trusted Cenrificate Select File Upload
Certificate Select File Upload
Private Key Select File Upload

Fig. 265) File Setting > MQTT Certificate

Tab. 132) Descriptions: File Setting > MQTT Certificate

File Setting > MQTT Certificate > Remove the File
Trusted Remove: delete the MQTT Trusted Certificate current in the UA series
Certificate controller.
Certificate | Remove: delete the MQTT Certificate current in the UA series controller.
Private Key | Remove: delete the MQTT Private Key current in the UA series controller.
File Setting > MQTT Certificate > Upload the file to the controller
Trusted Select File: select the MQTT Trusted Certificate file of the device.
Certificate | Upload: upload the MQTT Trusted Certificate file to the UA controller.

e File format must be PEM. Extension name must be “pem / cer / crt”.

o If select a wrong file, the system will show an error message.

Trusted Cerificate | Select File |Ceriificate_192.168.255.10] Certificate type is wrong. | Upload

Certificate | Select File: select the MQTT Certificate file of the device.

Upload: upload the MQTT Certificate file to the UA controller.

e File format must be PEM. Extension name must be “pem / cer / crt”.

o If select a wrong file, the system will show an error message.
Private Key | Select File: select the MQTT Private Key of the device.

Upload: upload the MQTT Private Key file to the UA controller.

e File format must be PEM. Extension name must be “.key”.

o If select a wrong file, the system will show an error message.
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5.8.4 Log File Download

This function page is to view and download the Local Data Logger files of the microSD card
in the UA series controller.

I/C Status File Setting

File Setfing Log FileDownLoad

Project File —
OPC UA Certificate FilaName FileSize Download
MQTT Certificate 2020-01
I Log FileDownLoad 2019-12
2019-1

<11 M=

Fig. 266) File Setting > Log File Download

When enable the [Local Data Loger] function, the module's Data log files will be regularly
generated and stored in the microSD card of the UA. The User can download the generated
data log files to a PC in this function.

FileMams Fil=Size DownlLoad
log-2020-01-16-13-57-54.csv 58 6K Download
log-2020-01-15-16-30-23 csv 116 1K Download
log-2020-01-15-15-30-13.csv 116.1K DownlLoad

Fig. 267) File Setting > Log File Download > Datalog

When enable the [System Log] of [controller service setting] or [boot], you can download the
[syslog] file here to view the UA system status.

File Name File Size Download

2024-06-07 33K Download

Fig. 268) File Setting > Log File Download > Datalog > syslog

Tab. 133) Descriptions: File Setting > Log File Download > DatalLog > syslog
File Setting > Log File Download > DatalLog

File Name At first, display the year-month folder (e.g. 2020-01), click the year-
month folder to list all log files in this month, with the file name
"log-YYYY-MM-DD-HH-mm-ss.csv ".

File Size The size of the log file. Unit: KB

Download Click to download the Log file to the specific folder of the PC.

The page number of the Log file list: Current page / Total pages. Click <
or > to go to the previous or next page.

<N 1950 >
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5.8.5 SNMP MIB File

This function is about downloading SNMP MIB files. Users can download all the settings of
[Advanced Settings] > [SNMP Agent Settings] into a file for subsequent use.

I/O Status File Setting

File Setting ~ SNMP MIB File

Project File Download the file from controller
OPC UA Certificate SNMP MIB File
MQTT Certificate

Log File Download

I SNMP MIB File

Firmware Update

File Setting > SNMP MIB File > Download the file from controller
SNMP MIB Click to download the SNMP MIB file to the specific folder of the PC.

File
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5.8.6 Firmware Update

This function is about the update operation of the firmware file, mainly uploading the firmware
file to update the version of the UA controller.

Before updating, please download the latest Firmware software file from ICP DAS UA series
download center, save it to your computer, and then can upload the file to the UA controller.

UA series Download Center):
https://www.icpdas.com/en/download/index.php?nation=US&kind1=&model=&kw=ua-
ftp://ftp.icpdas.com/pub/cd/UA-Series/middleware

Note: unzip the zip file to “.tar”, DO NOT decompress the “.tar” file again.

| M = | Extract
Home Share View Compressed Folder Tools e
« v 4 « |JSB Drive (G) > UA v O O Search UA
~ Mame Date modi
3 Quick access
— /RS
0.NBnow [ ya am335x_1.4.05_app.tar 2022/6/22
. USB Drive (G:)
beta_version
Eva-priv wll = >
litem  1item selected 69.6 MB =
/O Status File Setting
I
File Setting Firmware Update
Proiject File - :
oject File Firmware Update | Upload the Firmware | Update

MQTT Certificate

Log File Download

“ Firmware Update

Fig. 269) File Setting > Firmware Update
Tab. 134) Descriptions: File Setting > Firmware Update

File Setting > Firmware Update

Upload the | Go to the UA series download center of the ICP DAS website to download the
Firmware latest Firmware software file, save it to your computer. Note: unzip the zip
file to “.tar”, DO NOT decompress the “.tar” file again.

Click “Upload the Firmware” button and select the firmware file.

Update / Select the Firmware file and click the “Update” button, it will update the
Information | Firmware version automatically.

Box In the update operation, the information box below will display the updating
status, and a final message will show if the updating succeeded or failed.
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6. Factory Setting Recovering and Firmware Updating

This chapter will introduce the settings by hardware Rotary Switch, including “Factory Setting
Recovering” and “Firmware Updating” that supported since Version 1.0.0.3.

6.1 Recovering to Factory Setting (Rotary Switch: 8 / DIP
Switch: 4)

Switch the Rotary Switch of UA-5200/2200 to “8” or the DIP Switch #4 of UA-7200 to “ON” for
recover the UA Series to the factory setting. Before that, first to connect the UA controller via
a network cable to a PC or a Switch.

The steps:

1. After connecting the network, power off the UA hardware.
Turn the Rotary Switch of UA-5200/2200 to “8”,
or switch the DIP Switch #4 of UA-7200 to “ON”.

Fig. 270) CH6. Rotary Switch - 8

2. Reboot the UA and wait a long buzzer sound that means of doing the recovering.

3.  Wait about 3 minutes until 2 long buzzer sounds, and then turn the Rotary Switch of UA-
5200/2200 to “0”, or switch the DIP Switch #4 of UA-7200 back to “OFF”.
Note: If the buzzer makes 4 short beeps, it means the network is not connected
properly. Please check the network cable again.

4. Reboot the UA again, and the system will recover to the factory settings.

Tab. 135) Factory Default Settings of UA Series

Factory Default Settings of UA Series
LAN1: 192.168.255.1

IP
LAN2: 10.0.0.1 Assign UA a new IP address
according to your case.
Network | Mask 255.255.0.0 For UA-2200 series, set the
LAN1: 192.168.1.1 LAN1 for the connection.
Gateway

LAN2: 10.168.1.1

Username | root After login, change your

Web Ul password as soon as
Account p d ¢ possible.
assword | roo (Section 5.1.4 for Web UI)

234



UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS

6.2 Updating Firmware A — via Web Ul of UA

The user can update firmware via the Web Ul function of the UA controller.
Before updating, please download the latest Firmware software file from ICP DAS UA series
download center, save it to your computer, and then can upload the file to the UA controller.

UA series Download Center:
https://www.icpdas.com/en/download/index.php?nation=US&kind1=&model=&kw=ua-
ftp://ftp.icpdas.com/pub/cd/UA-Series/middleware

Note: DO NOT decompress the “.tar” Firmware file.

| M T = Extract
Home Share View Compressed Folder Tools e
&« v 4 <« USB Drive (G) * UA v &) O Search UA
~ Name - Date modi
JF Quick access
0_NBnow [ ya-am335x_1.4.0.5_app.tar 2022/6/22
= USB Drive (G)
beta_version
Eva-priv wll = >
litem  1item selected 69.6 MB =

Fig. 271) Download Firmware File

O Status File Setting o

Eilg *-':r.:: ng Firmware | :;_'_-'_!':_'r.

Project File Firmware Update | Upload the Firmware e date o

OPC UA Certificate

MQTT Cenrificate

oqg File Download

\I Firmware Update e
Fig. 272) Firmware Update - via Web Ul of UA

Tab. 136) Descriptions: File Setting > Firmware Update

File Setting > Firmware Update

Upload the | Go to the UA series download center of the ICP DAS website to download the
Firmware latest Firmware software file, save it to your computer.

Note: DO NOT decompress the “.tar” firmware file.

Click “Upload the Firmware” button and select the firmware file.

Update / Select the Firmware file and click the “Update” button, it will update the
Information | Firmware version automatically.

Box In the update operation, the information box below will display the updating
status, and a final message will show if the updating succeeded or failed.
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6.3 Updating Firmware B - via USB (Rotary Switch: 9)

Turn the Rotary Switch of UA series to “9” can update the Firmware version via USB.
Note: UA-7200 series has no USB, so it is not suitable for this method.

The steps:
1. Power off the UA hardware, and turn the Rotary Switch to “9”.

Fig. 273) Rotary Switch - 9

2. Download the Firmware package file of the UA hardware corresponding model.
UA Download Center:

https://www.icpdas.com/en/download/index.php?nation=US&kind1=&model=&kw=ua-

3. Save the Firmware package file into an empty FAT32 format USB drive and put to the
UA USB port.

4. Reboot the UA and wait a long buzzer sound that means of doing the version updating.
5. Wait about three minutes until two long buzzer sounds, and then turn the Rotary Switch
to “0”.
Note:
If the buzzer makes 4 short beeps, it means the USB may not connected properly.

Please check the USB again.

6. Reboot the UA again, and the system will update to the version of the package file.
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7 Security Certificate: Download / Upload

UA communication security includes the username/password protection, SSL/TLS
secure communication (Secure Socket Layer / Transport Layer Security), and OPC UA
Server /| MQTT Client certificate mechanism to protect data transmission security.

OPC UA certificate provides the certificate exchange with Server and Client side to
authenticate each other through the x.509 certificate to protect the data transmission security.
OPC UA default enables encryption and security mechanisms with advanced processing,
including: Authentication, Authorization, Confidentiality and Integrity.

MQTT certificate provides three certificate types: Trusted Certificate, Certificate, and
Private Key. Depending on the type of certificate obtained to perform the Broker verification
or Broker/Client mutual verification. It supports identity verification and data encryption, and
provides a secure connection. mechanism.

® OPC UA Server Certificate management

UA controller supports OPC UA Server security connection, including identity
authentication, data encryption, data signature. Server and Client authenticate each
other through x.509 certificate.

There are 3 items in OPC UA Certificate: Remove, Upload and Download the Certificate file.
Download is for providing the OPC UA Server certificate to the other side.

Upload is to save the other’s trust certificate into the UA. So before uploading, please get the
certificate file of the other side device first. Please refer to 7.2.1 for details.

® MQTT Client Certificate management

UA controller supports MQTT Client secure encrypted certificate file management.
There are three types of files: Trusted Certificate, Certificate, and Private Key. The users
upload the file to the UA controller according to the type of obtained certificate. If you want to
perform Broker authentication, you need to upload the Trusted Certificate. If you want to
perform the Broker/Client two-way authentication, you need to upload the Credential and
Private Key additionally.

Therefore, before uploading, you must confirm the required verification method, obtain the
required certificate file, and store it in your computer before you can configure the upload
certificate. Please refer to 7.2.2 for details.
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The upload and download of OPC UA and MQTT Certificates are in the main menu [File
Setting]. Before setting this function, you need to download or upload the relevant certificates.
This chapter is divided into two sections, download/upload, to explain the setting steps and
notices.

/O Status File Setting o

File Setting QOPC UA Certificate

Project File OPC UA Server
I OPC UA Certificate e Remove the File
MQTT Certificate Trusted Certificate

Fig. 274) CH7. OPC UA Certificate

11O Status File Setting o

File Setting MOTT Certificate

Project File MQTT Client

OPC UA Certificate Remove the File

I MOAQTT Certificate 9 Trusted Certificate

Fig. 275) MQTT Certificate

7.1 Download the Certificate from UA Controller
7.2 Upload the Certificate to UA Controller
7.2.1 OPC UA Certificate

7.2.2 MQTT Certificate
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7.1 Download the Certificate from UA Controller

Download is for providing the OPC UA Server certificate to the other side.

System Setting Maodule Setting laT Platform Setting Convert Setting Advanced Setting Lg
() Status 1
File Setbng QFC UA Certificate
Project File OPC UA Server
| forc ua n::en-rﬁcame Remove the File
MQTT Certificate Trusted Cerificate | Remove

Log FileDownLoad
: OPC UA Server Certificate | Remove

Upload the file to the controller
Trusted Cerificate @ Select File Upload

Download the file from controller
OPC UA Server Certificate | Download

Fig. 276) Download OPC UA Certificate

1. Click the main menu [ ©OFile Setting > @OPC UA Certificate > Download the file from
the controller — OPC UA Server Certificate] and then click on the button ® [Download].

2. Save the OPC UA Server certificate file to your designated folder. The downloaded
certificate file (*.tar) of the UA series controller looks similar to the figure below.

Certificate_192.1
688.51.200_tar

Fig. 277) OPC UA Certificate File
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7.2 Upload the Certificate to UA Controller

The user can store trusted certificates of the OPC UA client or the MQTT Broker from other
device into the UA project for setting up security communications.

7.2.1 OPC UA Certificate

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Ldg
File Seting  OPC UA Certificate
Project File OPC UA Server
I OPC UA Certificate 9 Remove the File
MQTT Certificate Trusted Certificate = Remove
Log FileDownLoad OPC UA Server Certificate | Remove
Upload the file to the controller

Trusted Certificate Select File Upload

Download the file from coaer
OPC UA Server Cedificate | Download

Fig. 278) Upload OPC UA Certificate

1. Get the trusted certificates from OPC UA Client and save in the PC.

2. Click the main menu [@File Setting > @ OPC UA Certificate > Upload the file to the
controller — Trusted Certificate], click on the button ® [Select File] to select the trusted
certificates from OPC UA Client.

3. Click the button @ [Upload], then can upload and exchange the certificate authentication.

Notes for OPC UA Certificate:

® The supported code format: “DER”.

® The supported file extension name: “ *.der / *.cer [ *.crt ” .
® The OPC UA Server Certificate downloaded from UA series:

File name: Certicate_|IP-address__.tar, e.g. ‘g Certificate 192.168.255.102_tar |

Before using, decompress to icpdasuaserver.der, e.g. | p icpdasuaserver.der

® Refer to 5.8.2 for detail parameter descriptions.

240



UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS
7.2.2 MQTT Certificate

If you want to perform Broker authentication, you need to upload the Trusted Certificate. If
you want to perform the Broker/Client two-way authentication, you need to upload the
Credential and Private Key additionally.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Lof

I/O Status File Setting "

MQTT Certificate

vject File MQTT Client

OPC UA Certificate Remove the File

I MQTT Certificate e Trusted Certificate = Remove

g FileDownlLoad
4 Certificate Remove

Private Key Remove

Upload the file to the conmﬂ a_

Trusted Certificate ~ Select File Upload
Certificate Select File Upload
Private Key = Select File Upload

Fig. 279) Upload MQTT Certificate

1. Get the trusted certificates from MQTT Client and save in the PC.

2. Click the main menu [ © File Setting > @ MQTT Certificate > Upload the file to the
controller — Trusted Certificate / Certificate / Private Key], click on the button
® [Select File] to select the Trusted Certificate, Certificate or Private Key from MQTT
Client.

3. Click the button @ [Upload], then UA system can exchange the certificate
authentication.

Notes for MQTT Client Certificate:

® The supported code format: “PEM”.

® The supported file extension name for Certificates: “ *.pem / *.cer [ *.crt” .
® The supported file extension name for Private Key: “ *.key ” .

® Refer to 5.8.3 for detail parameter descriptions.
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Appendix A. MQTT JSON Format of the UA Series

Tab. 137) Appendix A. MQTT JSON Format

MQTT JSON Example & Format Descriptions:

{

"Variable" : [ {
"Name" : "Bool_RJ[0]",
"Attribute" : "R",
"Datatype” : "Bool",
"Value" : 0,
"Quality" : "Uncertain”
A
"Name" : "Short_R[0]",
"Attribute" : "R",
"Datatype" : "Int16",
"Value" : 0,
"Quality" : "Uncertain”
A
"Name" : "Short_R[1]",
"Attribute" : "R",
"Datatype" : "Int16",
"Value" : 0,
"Quality" : "Uncertain”
A
"Name" : "Short_R[2]",
"Attribute" : "R",
"Datatype" : "Int16",
"Value" : 0,

"Quality" : "Uncertain”

b

"Name" : "Short_RWI[2]",

"Attribute" : "RW",
"Datatype" : "Int16",
"Value" : 0,

"Quality" : "Uncertain”

}H

Name Descriptions
Variable The array name of JSON.
Its structure includes several member
data as below.
Name The member name of the array element
Attribute The member attribute of the array
element:
“‘R”: can read
“W” . can write
"RW?” : can read and write
Datatype The member’s data type of the array
element:
"Bool"
"Int8"
"UInt8"
"Ulnt16"
"Int16"
"UInt32"
"Int32"
"Ulnt64"
"Int64"
"Float"
"Double"
"String"
Value The member’s current value of the array
element
Quality The member’s current status of the

array element:
"Uncertain"
"Good"

"Bad"
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Appendix B. Protocol Technical Reference

® OPC UA
https://opcfoundation.org/

® MQTT

http://mqtt.org/

® Modbus

http://modbus.org/
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Appendix C. LED Indicators

LED indicators of UA Series provide a very convenient way of status indications for faster,
easier diagnostics.

C.1 UA-5231/5231M LEDs

T s

\Chas

UA-5231M

-
-
-
o
j—

—

Fig. 280) UA-5231/5231M LED Indicators

Tab. 138) Appendix C.1 LED Status Description Table: UA-5231/5231M
UA-5231/ UA-5231M

LED LED Status Module Status
PWR Green: ON The module is powered on.
RUN Red: Blinking The system is functioning normally.

When power on UA, please wait about one minute for
completing the start-up procedure until the "RUN" LED
starts blinking.

L1 OFF Function reserved

L2 Green: When install or update the Firmware, L2 will blinking.
Blinking, then ON, |When complete the process, L2 will steady ON to notify
and then OFF. user and then OFF.
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UA-5231M-4GE/-4GC LEDs

\CHas
UA-5231M-4GE

1Chohs
UA-5231M-46C

Fig. 281) UA-5231M-4GE/-4GC LED Indicators
Tab. 139) Appendix C.2 LED Status Description Table: UA-5231M-4GE/-4GC

UA-5231M-4GE / UA-5231M-4GC

ON for 2 seconds, OFF for 1 sec,
and flashing alternately.

LED |[LED Status Module Status

PWR |Green: ON The module is powered on.

RUN |Red: Blinking The system is functioning normally.
When power on UA, please wait about one
minute for completing the start-up procedure
until the "RUN" LED starts blinking.

3G |Green: ON The modem is functioning normally, and SIM
card inside.

OFF The modem is not functioning, or no SIM card

inside.

4G |Green Light Flash:

The modem is functioning normally, and the
SIM card inside.

Green Light Flash:
ON for 1 second, OFF for 2 secs,
flashing alternately, or OFF .

The modem is not functioning, no SIM card
inside, or the PIN is still locked.

Green Light Flash: Quickly

Data is transmitting.

L1

OFF

Function reserved

L2

Green:
Blinking, then ON, and then OFF.

When install or update the Firmware, L2 will
blinking. When complete the process, L2 will
steady ON to notify user and then OFF.
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C3 UA-2241M/2241MX-4GE/2241MX-4GC LEDs
UA-2241M UA-2241MX-4GE/C

Fig. 282) UA-2241M/-4GE/-4GC LED Indicators
Tab. 140) Appendix C.3 LED Status Description Table: UA-2241M/-4GE/-4GC

UA-2241M / UA-2241MX-4GE / UA-2241MX-4GC

(UA-2241MX-4GE
UA-2241MX-4GC)

Flashing per 2 seconds,
and then ON.

LED LED Status Module Status
PWR Green: ON The module is powered on.
RUN Red: Blinking The system is functioning normally.
When power on UA, please wait about one
minute to complete the start-up procedure
until the "RUN" LED starts blinking.
L1/L3 OFF Function reserved
L2 Yellow Light: When install or update the Firmware, L2 will
Blinking, then ON, and blinking. When complete the process, L2 will
then OFF. steady ON to notify user and then OFF.
4G Orange Light:

The modem is functioning normally, and the
SIM card is functioning normally.

Orange Light:

Flashing per 2 seconds,
and then OFF.

Or OFF.

The modem is not functioning,
no SIM card inside,
or the PIN is still locked.

Light Flash: Quickly

Data is transmitting.
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UA-7231M LEDs

DAS
UVA-7231IM

E1: Ethernet 10/100 Base TX, I3

Fig. 283) UA-7231M LED Indicators

Tab. 141) Appendix C.4 LED Status Description Table: UA-7231M

UA-7231M

LED LED Status Module Status

PWR Red: ON The module is powered on.

RUN Green: Blinking The system is functioning normally.
When power on UA, please wait about one minute for
completing the start-up procedure until the "RUN"
LED starts blinking.

PoE Green: ON The module has been connected to a PoE Ethernet
switch

E1 Green: Blinking The Ethernet network is connected and

(Ethernet) communicating.
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Appendix D. Mounting the XV-board for UA Series

XV-board Expansion Module Supported List of UA Series :
Tab. 142) Appendix D. XV-board Supported List of UA Series

XV-board Type XV-board Model Supported UA Model

XV107, XV110, XV111, XV116, XV119,

XV303, XV306, XV307, XV310 UA-2200 / 5200 / 2800 Series

I/O Expansion

UA-2241M, UA-2841M,

RS-485 Expansion UA-5231, UA-5231M

XV511i

For more detailed information about the all XV-board specifications, please refer to the XV-

board Expansion Module.
Tab. 143) PIN Assignment Table of XV511i RS-485 I/O Expansion Board

Model Descriptions
4-channel RS-485 1/0 Expansion Board (RoHS)
PIN Assignment:
T o o + < o |, TSN T $+ &£ = -, + < <
XV511i L260z848038060z808033
A o o] &
bed Lgd Lgd Lzl
P4: ttyO9 P3:ttyO8 P2:ttyO7 P1: ttyO6

Note: After installing the XV511i, reinstall the UA firmware (see Chap. 6.2 or 6.3). Then
click [System Setting] > [COM Port Interface Setting] > [Serial Port] to see the newly
added expansion ports.

System Setting Advanced
—

I/O Status File Setting

Module Setting loT Platform Setting Convert Setting

System Setting COM Port Interface Setting

Controller Service Setting

COM Port Interface Setting Page

Time Setting
Network Setting
Account Setting

Boot

|| COM Port Interface Setting

Web and Secure

EZ-UAQ Utility

Serial Port  ttyO2 v

ttyO2

Baud Rate |ty04

05

Data Bits

ttyO7

Parity ttyO8

ttyO9
Stop Bits <

Silent Interval(ms) 500

Save |
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D.1 Mounting Steps For UA-2241M Series

UA-2241M has one /O expansion bus to expand the functions by insert one optional XV-
board. The supported XV-boards are listed after the mounting steps below.

Mounting Steps:

Step 1: Remove stripped screws and then remove the cover

ﬁ

v
......
v

oo R

Fig. 284) Appendix D.1 UA-2241M Mounting XV-board Step 1

249



UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS
Step 2: Hold the XV-board vertically and align the socket, and then carefully press the
XV-board onto the I/0O expansion bus

Step 3: Fasten the XV-board using the screws supplied

Fig. 285) Appendix D.1 UA-2241M Mounting XV-board Step 3
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Step 4: Close the cover and then fasten the screws

'

2.0
v
e ®
~*’,

Fig. 286) Appendix D.1 UA-2241M Mounting XV-board Step 4

Step 5: Insert the I/O terminal

Fig. 287) Appendix D.1 UA-2241M Mounting XV-board Step 5

251



UA-2200/UA-5200/7200 User Manual V8.1  ICP DAS

D.2 Mounting Steps For UA-5231

Fig. 288) Appendix D.2 UA-5231 Mounting XV-board Steps
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D.3 Mounting Steps For UA-5231M Series

Fig. 289) Appendix D.3 UA-5231M Mounting XV-board Steps
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Appendix E. Import Modbus Module Profile and CSV

File Field Descriptions

When UA connects many modules, setting multiple modules one by one is very time-consuming.
UA allows setting many modules at once by writing the setting data of many modules in a CSV
file and importing it to UA. Please write the different types of modules in different CSV files.

The following sections describe the Modbus RTU and TCP module configuration file functions
and the field data of the CSV file.

E.1 Modbus RTU Module Profile and Field Descriptions

The Import Modbus RTU module profile function is in the menu [Module Setting] > [Modbus >
RTU Module] > [Import Module Profile] — [Upload Module Profile] option. as follows.

Modbus RTU Import Module Profile function:

Click the [Upload Module Profile] button, then select the prepared CSV file, import it, and save
the settings. The setting modules will show on the [Module List], and click the [Edit] button to
see the module settings.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

I/O Status File Setting

Module Setting RTU Module (Master)
Modbus
RTU Module (master)

Modbus RTU Module List

Serial Port (tty02 v
TCP Module (master)
ASCI Module masten Import Module Profile | Upload Module Profile
Select All . .
MQTT —| No. *Module Name / Nickname Edit
MQTT Module =
@ S
EtherNet/IP o
ICPDAS Module l . SRS | Edit |
XV Board | Copy || Remove | <] 1>
XV Module - -
| Remove all | | Save |

Fig. 290) Appendix E.1 Modbus RTU Import CSV Module Profile function
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[ oduleMame
DL-302

SlavelD

VariableName  MeduleMame
02 DL-302
Relative_humidity DL-302
[emperature_Cels: DL-302
lemperature_Fahre DL-302
Dew_point_ternpe DL-302
Dew_point_tempe DL-302

Timecut

DataType
Short
Short
Short
Short
Short
Short

500

Function Address  FunctionGIsSwap  Description

3%
3x
3x
3x
3%
3x

[ R T =1

—

— = = = e

FALSE CO2
FALSE Hhumidity
FALSE

FALSE

FALSE

FALSE

Scaling Name Criginal
Co2 0~10000
Relative_humidity (0~10000

Temperature_Celsius ~ -100~500
Temperature_Fahrenheit 140~1220
Dew_point_temperature -100~500
Dew_point_temperature 140~1220

Target Offset
(0~10000

(0~1000

-10-50

14-122

-10-50

14~122

Scaling Description

Tab. 144) Field Setting Descriptions of CSV File for Modbus RTU Module

Fig. 291) Field Setting Example of CSV File for Modbus RTU Module

First Table Field Descriptions:

ModuleName

The module name. e.g. in the example, the module name is "DL-302".

SlavelD

The Slave ID of the module. e.g. In the example, the Slave ID is "1".

Timeout

The time no response, unit: ms. If the module does not respond within
this period, the communication is considered failed. In the example,

the timeout is "500" ms.

Second Table Field Descriptions:

VariableName

The variable name, e.g. "CO2", "Relative_humidity", etc.

ModuleName

The module name of the variable, e.g. this example sets "DL-302",

indicating that the variable belongs to DL-302.

DataType The type of data, includes "Bool", "Short", "Unsigned Short", "Long",
"Unsigned Long", "Int64", "Float", "Float64" and other types.

Function The Modbus function codes of the variable, includes "0x", "1x", "3x",
and "4x".

Address The address of the Modbus variable.

FunctionGroup Functional group of variable. Variables in the same group are
represented as being in the same Modbus command.

IsSwap Set whether the value of the variable swaps the byte positions.
"TRUE" means swap, and "FALSE" does not swap.

Description Description of the variable, such as "C0O2", "Hhumidity", etc.

Scaling Name

The name of the Scaling variable, fill in if you want to set Scaling.

Original The range of the original value is separated by the “~” symbol, such
as 0~1000.

Target The range of the value after scaling is separated by the “~” symbol,
such as 0~100.

Offset The offset of the value after scaling

Scaling Description

Description of Scaling variables
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E.2 Modbus TCP Module Profile and Field Descriptions

The Import Modbus TCP module profile function is in the menu [Module Setting] > [Modbus >
TCP Module] > [Import Module Profile] — [Upload Module Profile] option. as follows.

Modbus TCP Import Module Profile function:

Click the [Upload Module Profile] button, then select the prepared CSV file, import it, and save
the settings. The setting modules will show on the [Module List], and click the [Edit] button to
see the module settings.

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting
I/O Status File Setting
Module Setting  TCP Module (Master)
Modbus .
Modbus TCP Module List
RTU Module master
Import Module Profile | Upload Module Profile
TCP Module master)
Select All
ASCII Module asien M No. *Module Name / Nickname Edit
varT ® <
MQTT Module o -
[ 1 DL-302 | Edit |
EtherNet/IP - -
ICPDAS Module | Copy || Remove | (<l J[z]
XV Board | Remove all | | Save ‘

Fig. 292) Appendix E.2 Modbus TCP Import CSV Module Profile function
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Field Setting Descrptions of CSV File for Modbus TCP Module:

ModuleName P
DL-302 192.1668.101.15

VariableName MaoduleName
co2 DL-302
Relative_humidity DL-302
Temperature_Celsius  DL-302
Temperature_Fahrernheit DL-302
Dew_point_temperature. DL-302
Dew_point_temperature. DL-302

Port SlavelD Timeout PollingRate
502 1 500 300

DataType Function  Address  FunctionGIsSwap  Descriptio Scaling Mame Original Target  Cffset  Scaling Description
Short 3x 0 1 FALSE CO2 co2 0~10000 0~10000

Short 3x 1 1 FALSE Relative_humidity 0~10000 0~1000

Shart 3x 2 1 FALSE Temperature_Celsiug  -100~500 -10-50

Short 3x 3 1 FALSE Temperature_Fahrenheit 140~1220 14~122

Short 3x 4 1 FALSE Dew_point_temperature_-100~-500 -10-50

Short 3x 5 1 FALSE Dew_point_temperature. 140~1220 14~122

Fig. 293) Field Setting Example of CSV File for Modbus TCP Module
Tab. 145) Field Setting Descriptions of CSV File for Modbus TCP Module

First Table Field Descriptions:

ModuleName

The module name. e.g. in the example, the module name is "DL-302".

IP IP of the connected module

Port The connected TCP communication port

SlavelD The Slave ID of the module. e.g. In the example, the Slave ID is "1".

Timeout The time no response, unit: ms. If the module does not respond within
this period, the communication is considered failed. In the example,
the timeout is "500" ms.

PollingRate The interval time between polling commands

Second Table Field Descriptions:

VariableName

The variable name, e.g. "CO2", "Relative_humidity", etc.

ModuleName

The module name of the variable, e.g. this example sets "DL-302",
indicating that the variable belongs to DL-302.

DataType The type of data, includes "Bool", "Short", "Unsigned Short", "Long",
"Unsigned Long", "Int64", "Float", "Float64" and other types.

Function The Modbus function codes of the variable, includes "0x", "1x", "3x",
and "4x".

Address The address of the Modbus variable.

FunctionGroup Functional group of variable. Variables in the same group are
represented as being in the same Modbus command.

IsSwap Set whether the value of the variable swaps the byte positions.
"TRUE" means swap, and "FALSE" does not swap.

Description Description of the variable, such as "C0O2", "Hhumidity", etc.

Scaling Name

The name of the Scaling variable, fill in if you want to set Scaling.

Original The range of the original value is separated by the “~” symbol, such
as 0~1000.

Target The range of the value after scaling is separated by the “~” symbol,
such as 0~100.

Offset The offset of the value after scaling

Scaling Description

Description of Scaling variables
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Appendix F. VPN Settings OpenVPN Client Profile
Example

In 5.1.3 VPN Setting, when connecting to an OpenVPN Server, you need to set up an
OpenVPN Client Profile first, and its sub-file name must be “.conf”. Here is an example and
explanation. Users can edit the “.txt” text file first, then change the sub-name to “.conf” and
then upload the file.

Example of a VPN profile:

[Filename]: e.g. vpngate vpn614923953.opengw.net_udp_1326.conf
Edit the contents in “.txt” format (e.g. [Content] below), and then change the sub-
filename to the “.conf’ when finished.

[Content]:
# OpenVPN set to client mode
client

# Use the TAP virtual network interface
dev tap

# Use UDP protocol to connect to the server.
# Change “proto udp” to “proto tcp” if you want to use TCP protocol.
proto udp

# Hostname or IP address of the server and port number to connect to (example)
remote example-vpn-server.com 1194

# Specify the encryption method
cipher AES-128-CBC

# Specify the authentication algorithm
auth SHA1

# Infinitely retry to resolver the hostname of the server.
resolv-retry infinite

# unbind local port number
nobind

# Keep private key across reboots
persist-key

# persist TAP state across reboots
persist-tun

# ping the server every 10 seconds
# If no response within 60 seconds, it is considered lost and will auto-reboots
keepalive 10 60
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# CA certificate file (use comments here)
# <ca>

# [Your CA certificate content here]
# - END CERTIFICATE-----
# </ca>

# Client-side certificate file (use comments here)
# <cert>

# [Your client certificate content here]
# - END CERTIFICATE-----
# </cert>

# Client private key file (use comments here)
# <key>

# - BEGIN RSA PRIVATE KEY-----

# [Your client private key content here]

# - END RSA PRIVATE KEY-----

# <lkey>
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Appendix G. Offline Data Recovery Mechanism

ICP DAS

For general data collection, the sensor data will be sent to the control center and imported into
the Database at cloud. But when the network experience a disconnection, the data transmitted
during the offline period will be lost. UA Series supports the Offline Data Recovery mechanism.
When experiences network disconnection, all data will be stored in the SD cards in UA Series.
And when the network return to normal status, the data stored in SD card will be re-sent to UA,
and imported into Database to ensure the integrity of historical data.

Current General Data Collection

)

Data-Lost

2\

During-Disconnection

S 30A
/V\ 20A

N\

15:00

Current

\(‘\ o o o
Y N N

; Data-Recovery
/O\ —After-Network-Resume

o

15:30

16:00

Data Reoévew Mechanism

S 30A
/V\ 20A

~=

o o

\O/ \ 10A

15:30
Fig. 294) Offline Data Recovery Data Record Diagram

15:00 16:00

When offline occurs, the data storage capacity of the 4GB SD card and the time to write data
back to SQL after online again:

Tab. 146) Data storage capacity and the time to write data back after online again

MS SQL Database
1000 Tags | Data amount | Time to write data to Time capacity
Log Interval for offline 1 hr. | SQL after offline 1 hr. of 4 GB SD card
10 Seconds 22.4 MB 28 Minutes 5.5 Days (132 Hours)
30 Seconds 7.47 MB 9.34 Minutes 16.5 Days (396 Hours)
1 Minute 3.73 MB 4.67 Minutes 33 Days (732 Hours)
5 Minutes 0.47 MB 0.94 Minutes 165 Days (3960 Hours)
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