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a powerful, yet inexpensive industrial process control system.

WARRANTY

All products manufactured by ICP DAS are warranted against defective materials for a period of one year
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WARNING

ICP DAS assumes no liability for damages consequent to the use of this product. ICP DAS reserves the
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infringements of patents or other rights of third parties resulting from its use.
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1 Software Installation & Hardware Setting

1.1 Installing the Win-GRAF Workbench

Before installing the Win-GRAF Workbench, check the installation environment of your PC.

System requirements:
® O0.S.: Windows 7, Windows 8, Windows 10 (32-bits or 64-bits)
® Microsoft .Net Framework 3.5 (Download it from the Microsoft website:
http://www.microsoft.com/en-US/download/details.aspx?id=22)
® RAM: 1 GB minimum (Recommended: 2 GB or more)
® Available hard-disk space: 200 MB minimum

Installation Steps:
Download the Win-GRAF Workbench Installation file from ICP DAS website
(https://www.icpdas.com). Enter ‘SoftPLC'into the Tag search box, and click it.

/ \
2 || softpLc NOY i

SoftPLC
JLUTIONS ~ NEWS & BVEI ¥ ~ORATE  CONTACT

-
|

Click "Win-GRAF" and later opens a new Tab.

—

___VAJ'

\
i

num‘\
(AARRRAN!
it

All | Products | Solutions | News | Events | ProductFAQ | Training

|SaG RAF Products

https://www.icpdas.com/en/product/p04.php?root=614&kind=753#443

Win-G RAF Products
https://www.icpdas.com/en/product/p04.php?root=614&kind=6304547 k

This figure shows the Titles of Win-GRAF. Click "Software Download" and select the version of
"Win-GRAF Workbench" to install.

/ﬁ‘ HOME > PRODUCTS > Software > Development Tools > Win-GRAF

Win-GRAF PAC Features PAC Selection Comparison License and Software Function & Win-GRAF FAQ
Software Guide Table of Win- Information Download Application
Introduction GRAF PAC

Workbench Software:

1.08 2015-07-28 V1.08 Installation

11.0.0 2022-06-30 V11 Installation

% Programs developed with Win-GRAF Workbench V1.08 are NOT RECOMMANDED to be ported to Win-GRAF Workbench V11.
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Accept the License Agreement and click "Next". There shows an information dialog, please read and
click “Next”.

etup - Win-GRAF Workbench 10.0 - X Setup - Win-GRAF Workbench 10.0
License Agreement Information
Flease read the following important information befare continuing. n Please read the following important information before continuing. "
Flease read the following License Agreement. You must accept the terms of this agreement before When you are ready to continue with Setup, click Next.
continuing with the installation.
Jwelcome to the Win-GRAF workbench setup program. This program will install the Win-GRAF ~
End User License ~ workbench on your computer.
1 This software package including the user manual and any associated documentation ("the Itis strongly recommended that you exit all Windows programs before running this Setup program.
Licensed Software") is supplied under license from ICP DAS CO., LTD. ("ICPDAS"), upon the f another program is running on your computer then dick 'Cancel’ to quit Setup.
following terms and conditions which you are deemed to have accepted by installing the Licensed
Software, thereby becoming the Licensee of the Licensed Software. Click "Next” to continue with the Setup program.
1L All copyrights, title and ather intellectual property rights in the Licensed Software are owned by For technical support and sales service contact us at ser com or com
ICPDAS and its licensors. ICPDAS is authorized to permit the Licensee to load the Licensed Software Copyright 2021 by ICP DAS CO., LTD.
onto a computer and use the Licensed Software subject to the terms and conditions set out below.
v
(@) I accept the agresment
do not accept the agreement v
Cancel < Back cancel

Check "Create a desktop shortcut" to add a shortcut icon on your desktop, then click "Next" to
continue. Click "Install" to begin installing the Win-GRAF Workbench.

etup - Win-GRAF Workbench 10.0

GRAF Workbench 10.0

Select Additional Tasks Ready to Install /
Which additional tasks should be performed? in Setup is now ready to begin installing Win-GRAF Workbench on your computer. n
Select the additional tasks you would like Setup to perform while installing Win-GRAF Varkbench, then Click Install to continue with the installation, or click Back if you want to review or change any settings.
click Next.

Additional shortcuts:

Destination location:
C:\Program Files (x86)\Win-GRAF Workbench
C:\Users\Public\Documents\Win-GRAF Workbench

Additional tasks:
Additional shortcuts:
Create a desktop shortcut

Required disk space:
At least 441.0 MB of free disk space is required.
Available disk space: 74564 MB

< Back Next Cancel

< Back Install M Cancel

Finish the installation and Launch the Workbench.

Setup - Win-GRAF Workbench 10.0

Completing the Win-GRAF
Workbench Setup Wizard
Setup has finished installing Win-GRAF Workbench on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Launch Win-GRAF Workbench
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1.2 Run the Win-GRAF Workbench

After the installation process has successfully completed, the workbench is ready to get started by
clicking the "Win-GRAF Workbench ##.##" in the start menu.

Before running the Win-GRAF Workbench, make sure the USB License Key (Win-GRAF Dongle) is
plugged into your PC, otherwise, the workbench will run in demo mode.

Limitations in demo mode:
1. Applications are limited to 40 I/0 tags.
2. The code generated by the compiler stops after 15 minutes.

3. The simulation stops after 15 minutes.
Open the Windows Start menu, click on "Win-GRAF" folder and "Win-GRAF" to open this software.

Capture 1: Windows 7

/< J-Reaa i inGRAF '* Loz L
‘ Tgoalla Sl bl 2 Handbook
ICPDAS =l History
Ctlook Express ) Manual
| Mozills Firsfox E]

Cpera 18

1.2.1 Win-GRAF Operating Environment
Find the execution route from previous section. Run Win-GRAF Workbench and follow the steps below
to understand this development tool.

Win-GRAF
7~
ICP
DAS

Version 10.00
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a new p

Destination folder: ‘C:\USEFS\L‘;’HH‘PC\DESHOP - |
Name: ‘ Test Projects] I |
Type: Empty project list w

Cancel

File Edit View Insert Project Tools Window Help
[EE®| ¥ 5 e XS] 9 & maiTask il & MO o " i A
Workspace
4 [ Main task
Programs
i Fieldbus Configurations
813 Bincling O
1] yOs - PACIO (ICPDAS)
‘Ariable:
4 [ Taskz
Programs
& Fieldbus Canfigurations Double Click
%3 Binding Configuration
1 yos
{2} variables
4 [ Tasks Board
Programs il (Generic)
# Fisldbus Canfigurations ll PACID ICPDAS)
¥ Binding Configuration
1 yos
{2} variables
4 [ Taska
Programs
& Fieldbus Canfigurations PAC |/0 (|cp DAS)
4 Eindling Canfiguration
1 yos
{2} Variables
4 B Library
Blocks
§a Glabel defines Cance}
b F Types

(A1 Droia bl

Check both the box of
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The user interface (Ul) in the latest version of Win-GRAF workbench is shown below.

WX

- > BN I YiEe [Tpe— [Di. [Atib. 1
= \ @ Global variables

4
' ; ‘TfSl"f"E © 1l RETAIN variables
B roos3p
B raos3pv
4 [ Digital Outputs (DO)
0 re037P
0 ra040P =
0 4P -
i ra0s7P
0 r084
B Digital Input 8 Output (DI,
v B Analog Input (Al)
v B Analog Output (A0)
v B Miscellaneous

& Fisldbus Configurations
il 1105 - PACI0 (CPDAS)
G Varisbles
B Teske
Programs

EIREEEEIEEIR
g

=

& Fieldbus Configuretions
Gill yOs-PACIO (ICPDAS)
@ Varisbles

B Tasks

4 L Programs

B

B asD
& Fieldbus Configurations
il yos
() Variables
B Library
Blocks
§g Global defines K
v F Types
(Al Projects)

.
Lo0s e soton.
Name [Value Symbol [Name [Type
Slot 2 77 Status. BOOL
ame -9041P 77 Module Name: STRING
™\ Note " Error Cade WORD
DiiverVersi m
m
m

EI=EE]

[Setting Thote

D00 B0O0L
Dot B00L
Doz BOOL
D03 B0O0L
DO4 BOOL
DOS B0O0L
D06 BOOL
D07 BOOL hd > | Variables,

Rea WInGRAF.5k5 Default Offline 127.0.0.1:1100 20,0 0x0 00 100%

A. Workspace: the tasks name and it associated programes, fieldbus configuration, Spylist and global
variables are shown in the workspace in the left-hand window of the Workbench. The content of the
items listed in the workspace are shown in the main window by double clicking the item. The project
workspace is stored in a file with the format “.W5L". It basically stores the list of task folders and some
configuration data. The workbench creates for each task a separated folder for storing the program
source code, Fieldbus configuration, 10 settings, etc.

Hint: It is possible, to copy items from task to another task within the workspace. This can be done by either
selecting the copy command from the menu bar entries, using the shortcuts CTRL+C and CTRL+V or via drag
& drop.

B. Editor Area: double-click the item listed in the "A. Workspace" to display the editing area. Users can
call out the Main PAC (the default is XP-9000-WES7) with the relative PAC I/Os in this part to configure
all by adding or deleting the product pictures. For those who is used to edit in one of the five IEC-61131
defined PLC languages can also add and start to edit program in the workspace. Beneath window shows
PAC I/0 information include data type that are preloaded into the library of the Win-GRAF workbench.

C. Variable Tab: the declaration of global and local defined variables (include bind or unbind) are
displayed in the top-right area of the Workbench main window. The variable editor is a grid tool that
enables you to declare all variables of the application. Variables in the editor are sorted by groups:

e Global variables.

e "Retain" non volatile global variables.

¢ |/0O variables (each I/O device is a group).

e variables local to a program (including in and out parameters in case of a UDFB).

D. Output Message: shows the compiler messages and if connected to the runtime, all the messages
generated by the runtime and the status of each task.

Note: To change the language, click the "Help" in the Toolbar and select "Language". After the
Workbench automatically restart again, the language will be switch to the one you choose.

* Multi-lanquage support is determined by the language of the OS. i.e. When the OS is in German, the

Workbench language can switchover smoothly between German and English.
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1.3 Setting IP Address of the Win-GRAF PAC

[For Runtime Version users only|

Following figure shows how to complete wiring and set up the PAC IP. Take WinPAC (WP-5xx8-CE7,
WP-8x48, WP-8x28-CE7) for example:

Hardware Wiring Diagram

Power Supply

PC/Win-GRAF GND
3

e 5 Switch

Note: PC/Win-GRAF IP and the PAC IP must be in the same network segment.

For example,
IP of PC: "192.168.1.20" (Mask: 255.255.255.0)
IP of PAC: "192.168.1.10" (Mask: 255.255.255.0)

PAC Side Setting
Download and run PAC_Utility. Click @"Assign IP address" and enter the IP address for LAN1 (or LAN2)

in the "IP Config" Tab. Next, click the "Apply" button. Go to Toolbar, click File and choose @"Save and

Reboot" to apply settings.

;{p .-'J-.C_Utlht':.-' brifig | Metwark IDevice Infarmation I AUt Execution IRDtar\,f E}{EI bl I 4

Restore Utility Default Settings

Eat LAN 2:
MaC Address: 00-10-F3-31-B5-FS MaC Address: 00-10-F3-31-B3-ES
{7 Use OHCP to get IP address (;.) () Use DHCP to get IP address
gﬁ%ﬁi IP address i @ sssign IP address
IF ANcress:  |192.166.1.26 | IP Address:  [169.254.165.121 |
Mask: |255.255.0.0 | Mask: |z55.255.00 |
Gateway:  [192.168.1.1 | Gateway: | |
DS Server: |139,1?5,1,244 | DHS Server: |1IZI.IZI.D.3 |

Apply Apply

\
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2 ASimple Win-GRAF Program

2.1 Creating a Project

2.1.1 Create a Single-tasking Project
The basic steps for creating a single-tasking PLC project using Win-GRAF workbench:
1. Run the Win-GRAF workbench. The "Workspace" is empty and the “Start Page" list the available
manuals, demo projects and the recent opened projects. In addition, two green command boxes
are listed for directly creating a single- or multi-task project.

Recent
TESTPROJ_0127

PlcOpen_MC_MoveLinear_1

Demo Projects

DEMO
1_CoffeeMachine

WEBSite FAQ Downle

[ ] s g
uil

Ready WInGRAF.5k5 No

2. To open the project wizard for single-task project click either the green command button in the
"Start Page" or go to "File\Add New Project..."

File View Tools Window Help
i1 New Project List...
Open Project List

g Add New Project”k
Add Existing Project

Print Setup...

1 C\Users\Public\Documents\Win-GRA

[l* Exit
B Project wizard
3. Click the "Project", select the Sy e
mpol
destination folder and enter the CA
project name. Click "Next".
Create a new project
Note: For the project several folders —
— e projes 9
andfi[es are being generated. For Destination falder ‘C'\Users\Lynn-PCﬂncuments o Browse.
. . . P ame: My TestProject
easier maintains it is therefore § Tesiriec (89
Comment,
suggested to create a new folder for
. D INext Cancel Helg
the project or use an empty

destination folder.
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4. Set the programming language of the first

program (POU), compiling option, enter the IP
address of the remote device and leave the
protocol to "Logic Service". All settings still
can be modified after the project has been
created. Although the wizard allows you to
select only one programming language for the
first program, additional programs for
different programming language can be added
later on. Click "Next" to continue the
configuration.

. Select the additional components to use. If
you are unsure which components to add to
the project at the current stage, then leave

the field unchecked. They can be manually
added at any time during the project
development. Do not change the "Binding"
setting. Confirm the setting by clicking "Finish".
A new project with the current setting will be
generated.

Settings

Programs
Language: FBD: Function Block Diagram e e

Compiling options

(@) Debug

() Release

B

Communication options

Settings: ‘192.159.97.97 e |

‘TS protocol

T5 protocol
Remote access protocol

Protocol:

T5 multiple channel protocol
T5 protocol over CAN

Edit initial values with the Recipe editor

Other

Use the General Purpose Library

0}

Finish Cancel

1/0s and networking

1/0s and fieldbuses

eLogger HMI

InduSoft HMI

MODBUS Master
MODBUS Slave

OPC UA Server (ICPDAS)
PAC IO (ICPDAS)

Remote /O (ICP DAS)

Shared Memory (Embedded Systems)

Binding over Ethernet

Use binding for realtime data exchange

2000

Port:

B

< Previous > Next Cancel

6. Following figure shows the "Workspace" setting of a new single-tasking project. Double click the

"Main" item to open the main programming editor.

Win-GRAF 10.0 - MyTestProject

File Edit View
(M = ¥ h o XX o

Insert Project Tools Window Help
| % & MEe O F §o| & "=

Workspace
4 B MyTestProject
4 Exception programs

4 Programs
) Main
4 Watch (for debugging)
¥ Soft Scope
EH Initial values
%4 Binding Configuration
£ Profiles
§q Global defines
ul Variables
PE Types
Al Projects)
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2.2 Edit a Program

The main focus of this section is to give a brief introduction to the user interface of the workbench and
show how to use the tools provided by the workbench to edit the logic for a PLC program. The
Win-GRAF Workbench supports all the five PLC programming languages defined by IEC-61131. For each
programming language a separated editor is provided.

Basic procedure to declare variables and edit a function using the FBD programming editor:
1. Double click the name of the 'Main' program in the workspace to open the program editor:

Win-GRAF 10.0 - MyTestProject

File Edit View Insert Project Too
| W= X O o X

Workspace
4 3 MyTestProject
I Exception programs
4 Programs
@
4 YWatch (for debugging)
¥ Soft Scope

EH Initial values
¥4 Binding Configuration
2 Profiles
§g Global defines
u] Wariabhles
b E Types
(Al Projects)

Note: Double click the program name and not the icon.

The PLC logic can now be edited using the FBD language. In the following steps demonstrate how to add
a function block to the editor and declare its in- and output variables.

2. Addthe "AND" function block:
All the supported function blocks are listed in the "Blocks" tab of the Info window on the right. If
the Info window is not visible, then go to "View/Infos Tab2" in the menu bar to display the
window.

The function blocks are listed according to different categories. The "(All)" category list all the
supported function blocks.
Click the "(All)" tree node to display all function blocks.

All) ~

* (*Multiply*)

+ (*Addition*)

- (*Subtraction®)

! (*Divide®)

1 (“copy (1 gain)*)

< (*Less than™)

<= (*Less or equal®)

<>» (*Is not equal®)

= {*Is equal®) o

]

—

n+ u+ u+ N+ U+ 0+ N+ 0+ n+ o n+
MhE MW MmN MW M MW EMW M

Click the "& (*Boolean AND*)" function block and drag it onto the editor area.

Win-GRAF User Manual, V3.0, Jun. 2022 by ICP DAS 14



~ 7| Name [ Type [ Di.. [ Attrib.

?’ /////g//////////? D Main
g 555 ot 42 554 3 (@ Global variables
z pees iy . ¢ ° ° kil RETAIN variables
& = e & ("Boolean AND*)

IN
IN:-BOOL
IN:BOOL

ouT
Q:BOOL

Froperties

4 Ll

Lo & (*Boolean AND*) l
Drag & Drop T CMultipiy)

+ (“Addition™)
% - (*Subtraction®)

ot
28

The "AND" function block has got two input and one output variable. The "???" at the inputs and
output indicate that no variable has been assigned yet.

The size of the function block can be changed by clicking once on the block and pressing the "+"
or "-" key on the keyboard.

Moving the mouse pointer over the function displays the in- and output data type required:

&
1 B
I%{""I
& (*Boolean AND*)
IN
IN.BOOL
IN:BOOL
ouT
Q:BOOL

Assigning variables to the function block: Wi
- Double click on the grey input field with

o &
the question marks. 5 555 ? o . -
al
- Enter the name of the variable . x| — 8
- C||ck "OK" _ @) Variahles: (all)
=
; Wariables: (all) ~
F [JLocal variables only
JF D Hide FB instances
1
K
4
@
:‘;!‘;
[ns]
< > 7

As the variable has not been declared in the project before a windows pops up which allows you
to select the data type, initial value, etc...

- The function block input data type is boolean, therefore select BOOL

- The initial value is set to FALSE

- Click "Yes" to add the variable to the project
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Input

This symbol does not exist. Possible actions:
Fename wariahle k

(@ Declare new variable
Marne: Inputl
Type: |BOOL ~ |
Where: [Main ~|
Description: | |
Init value: |FALSE |
User Group: | v |
Tag: | |
Advanced: []Read Only []iNOUT Dim: [0 12

[JExternal [syh.
Fewer Yes Mo Cancel Help

Repeat the above procedure to add the variable "Input2" to the second function block input and
a "Output" variable to the output. All the newly declared variables are listed in the variables view,
on the right of the screen.

Main
i .
i &
5 ° Input1 BOOL O
= Input1 1 = Output Input2 - BOOL =

| = & Qutput BOOL |
= npu @ Global variables

i RETAIN variables

2.3 Build/ Compile Application

The workbench supports two types of code generation: Release and Debug mode. Application compiled
in 'Debug' mode supports cycle by cycle execution, breakpoints and step by step debugging. Breakpoints
can be placed anywhere in the source code of the application. The debugger also shows the call stack of
the UDFBs and sub-programs when in step by step execution. An application compiled in 'Debug' mode
includes additional information for stepping. This leads to bigger code size and less performances.

*It is recommended to compile your applications in 'Release' mode.

Following steps show how to build an application:

1. Click ,,Project” from Workbench menu, and select ,Settings“. A , Project settings” dialog shows up.
2. Find ,,Options” in the left side menu, on the right side shows a list of Workbench functions. Select
,Compiling” and double click to switch over the ,Release” or ,, Debug” method. Then click ,,OK”.
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Project Tools Window Help
nld All Projects F7
an All Projects

&% Download All Projects...

Settings... k
g
Task List... Project settings
i ~  Ci\Users\Public\Documents\Win-GRAF Workbench\Win-GRAF Wb 10.0\Samples\MyTestProject\MainTask
Al Online Ctrl+F5 | | |
options_________{If{ETE Value
k= Simulate F5 i
= Runtime W Cycle time: i
Compiling =
Test &
Ad d " . .
[AI\IT”CE [il. Stare complexvariables in a separate seqgrment T Release
= OnLine change INACTIVE
Breakpoints » (Ey version
3 Libraries Edit...
& Extern ohjects Edit...
L Code Checker rules Edit...
+ “ersion control Mo

DEBUG mode enables breakpoints and step by step debugging.
This option is time consuming.

Cancel

3. To build the project, choose from one of following methods:
a. Click the ,,Build all project” button from the Toolbar;

— = e a1
A M=
b. Click ,Project” from Workbench menu and select ,,Build all projects”;
Project Tools Window Help

Build All Projects k F7
Clean All Projects

% Download All Projects...

Settings...

Task List...

Al Online Ctrl+F5

®& Simulate F5

Breakpoints 4

c. Press ,F7”.

Then you will get a string in the Output Message window indicates whether the process is successful
or not.

Build
Build in progress... Flease Wait...
Mo error detected
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2.4 Download Application

After the application has been successfully compiled, the application has to be downloaded to the
runtime in order to be executed. The Win-GRAF workbench exchanges data with the runtime via TCP/IP
communication.

In order to establish a TCP/IP communication the workbench needs to know the IP address and the
socket port number of the target runtime. Consult the user manual of the target device to determine
how to set and get the communication configuration data.

Following steps show how to download the compiled application:
1. Set the communication parameters between workbench and runtime:
a. Workbench: Set the IP Address and socket port number of the target runtime.
i. Select,Tools/Communication Settings...” from the menu or double click the ,offline” section
in the status bar in the bottom of the window.
ii. Edit IP address and port number of the target runtime. Both parameters has to be separated
by a colon. Only Ethernet TCP/IP communication is being supported. Click ,,OK“.

Communication Settings X

Cancel

TE protocol b

Browse

Help

Timeout (seconds):

2. Download program to the PAC
a. Press the download icon as following captured picture:

= B H&EME L F §a| T
Tam Download ! / |
b. Confirm again the settings of the PAC IP and files, press “Load” button to run the download

processing to the PAC. While the finish screen is as following:
Load X

< project list > v

192.168.83.100:1100 - testfaq06

Password Load Cancel
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2.5 Debugging

The workbench allows the user to directly change the variable values while the PLC application is
running. The workbench has to be connected to the runtime to display the current variable value. This
chapter describes how to monitor the PLC program and manipulate the variables via the workbench.

The following procedure describes how to directly modify a PLC variable via the workbench. It is
assumed that the PLC application has already been download and is running.

Step 1: Establish a TCP/IP connection between the workbench and runtime:

Click the 'Online' button:

After a connection has been established all the current values of each variables are displayed next to the
variable names. These variable values are updates in each task cycle if the runtime is idling.

Step 2: Variable values can be directly changed via the workbench:

Double click the 'Inputl’ variable next to the function block and click the TRUE button of the popup
window.

The input variable changes now from FALSE to TRUE:

11

QOutput = FALSE

Input?2 = FALSE

< I b

All PLC data type can be manipulated in the described way. This allows direct testing of the PLC

program.
ﬂ- o
— & =
B 7 Input1 = FALSE . Output = FALSE
N Input2 = FA| Inputl ‘ x|
_ [ TRUE 3]
{IFE
[ FALSE [N
lubs
o Lock
I_
1k Lnlock
|
{H
_| - -
4 I b
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3 1/0 Modules in Workbench

ICP DAS bundle in almost all I/0 modules library into this version of Win-GRAF Workbench thus users
can now easily double-click and select the main PAC unit and the modules put on the PAC slot.
Please note that this library is not updated all the time. If you found modules not list while your
selecting, please contact with your Sales Representative.

3.1 Add PACI/O

First, take a glance at following sheet for number of PAC slot and corresponding I/O modules:

PAC Model (froms:::tT::.righ 1) The supported PAC I/0 modules
Support:
WP-9x28-CE7 Oto7
X © I-9K and I-97K series I/O modules.
WP-8x28-CE7 Oto7 Support:
I-8K and I-87K series (High Profile) I/O modules.
XP-8x38-CEG (*) 0107 (Eg., 1-8017HW and I-87055W)
Not Support:
VP-x2x8-CE7 (* 0to2 I-8K and 1-87K series (Low Profile) I/O modules.
“x2x8-CE7 (*) ° (Eg., 1-8017H and 1-87055)
The Palm-size PAC which can put-in one XV board.
WP-5238-CE7 i (Eg., XV107, XV116, XV308, etc.)

(*) The XP-8038-CE6, VP-x208, WP-5xx8-CE7 are the PAC without slot.

Following we will introduce how to add PAC along with the relative PAC I/O modules.

1. Click the Toolbar, select and Create a "New Project List".
File View Tools Window Help
ig Mew Project List...
QOpen Project List

g Add New Project...
Add Existing Project

2. Key in the Name and choose the type of your project list. The destination folder will be selected
automatically. We suggest to use the default route. Click OK.

Create a new project list

Destination folder: ‘C:‘\Users\PuhIic‘\DUcuments\Win—GRAF Wor...\TESTPROI_0127 «, ‘
Name: ‘M‘,.rTestProject ‘
Type: Multitask project list: Three tasks k W

Empty project list
Multitask project list: One task
Multitask project list: Two tasks

Multitask project list: Four tasks
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Create a new project list

Destination folder: c:\Users\Puhlic\[}ucuments\Win—:;RAF Wor...\TESTPROJ_0127 v‘

Name: | MyTestProject |

Multitask project list: Three tasks ~

Type:

Cancel

3. Double-click 1/Os and there pop-up a small window. Cancel the Generic checkbox and check both
checkboxes of PAC |0 (ICPDAS) and click OK.

Bl VT Win-GRAF 10.0 - MyTestProjectws

Window

File Edit View Insert Project Tools Help
(B = €0 5 X =] |9 & vaintask
Workspace
4 [Z Main task

Programs
@ Fieldbus Configurations

4 vos

W& WME O 0@ A

fai Variables
4 3 Task?
Programs

Double Click

Check both
boxes

Configure 1/O

& Fieldbus Configurata
T vos
fai Variables
4 [3 Task3
Programe
# Fieldbus Configurations
i vos
fai Variables
4 B Library
Blocks
§a Global defines
b E Types
(Al Projects)

Board
H# (Generic)
i PAC 10 (ICPDAS)

Cancel

4. After click OK will have a figure below. (Default PAC is XP-9000-WES7, which is not yet released).
To change to the PAC on hand, double-click "name" column beneath the product picture and there
shows a list of PAC unit.

o
HP-S000-WES7 4

[0] XP-3000-WEST (The XP-3000-WEST are WEST based PACs that combine computing, V0, a

H 4
Name [value | [Symbol [ Name
Siot 0 4
EMP-3000-MPAC
%/ wp-a000-CE7
Note WP-a000-CE7
7 i WP-RO00-AWES?
Driver Yersi... P-B000-CER
Baud Rate 9|5
Parity |
Checksurm i]
Wietchdog 5. 0 List{of.the
PAC/unit
« > M| Mair _
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5. Add PAC I/O modules to the PAC extension slots:
Open the module list on the upper-right of the window, select module number and drag left over the
space area of main PAC. In following figure, a multifunction module 1-8026 is added to the first slot.

Digital Inputs (D)
Digital Cutputs (DO

]
0
XP-2000-CES 3026 n
B
B Digital Input & Output (DI...
B
B
B

=

Analog Input (Al
Analog Output (A
Miscellaneous

4
[
4
[
4
[
F

-0
0 -a7028

op

[1] 3026 (The -80258W is a multifunction module that includes 6 Analog Input channels, 2 Analog Output ¢
H 4 L |

6. Following figure shows a 4 slots WP-9428-CE7 PAC with 3 I/0 modules putting in. ICP DAS provide
different PAC with different numbers of 1/0 slots, eg., 1/4/8 or 1/3/7. Please double check the
website to confirm the maximum 1/0 slot numbers of the PAC you have on hand. If in the Win-GRAF
Workbench you need less I/O modules than the exact number of slot, please drag an "EMPTY"
module from Miscellaneous list.

4 [ Digital Cutputs (DO) ~
0 2 3 4
WP-9000-CE7 19014 +9037P 19024U EMPTY 0 -a0azp

fi 1-a040r

[ rana1p

I -e0s7P

[l 19084

B Digital Input & Output (O

4 B AnslogInput (Al

f ooz
B o014
B 1-9014 (Single Ended
B -a014c
B rao17
B 19017 (Single Ended
B -e017-15
f

1-9017-15 (Single Enc
B rao7cs
4 B Anclog Output (A0)
A raoz4
B a0y

[0] WP-3000-CE7 (The WP-9000-CE7 is the new generation Windows CE 7.0 based PAC (Programmable Automation Controller) of ICP DAS.)
H 4 P H
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3.2 Add Remote I/O

3.2.1 Fieldbus Configuration

After adding the main PAC along with the I/0 modules, we can get a small system as in following figure.
Rectangle B+D is similiar to previous Chapter 1 we introduced the User Interface. We won’t go into
deta”s here.

Fle Edit View Insert Project Tools Window Help
ICENCE RS A EERTCRAE R

BV X
St

B C— TOr= At
" 0 Giobal variabes

i RETAIN variables

1) SFCPROJ

U

T
N/

LLLLL

) g

JJJJJJJ

Next, we have to define variables and bind to the individual channels to make the I/0 work for us.
1. Double click "Fieldbus Configuration" and get a window like following figure.

Workspace C:UsersiFubliciUocument:
4 [Z] Main task B
" Frograms =

b= Fieldbus Configurations

Gl 1105 - PAC 10 (ICPDAS)

ol Warighles ==
4 [F Tazke?

o
Frograms o

@z Fieldbus Configurations M
#1705 - PAC IO (ICPDAS) I

Lol Wariahles =

4 [2 Task3 L
A

2. Click left-top to "Insert Configuration" and here shows a pop-up window. Double click "All" to
choose "Remote I/O (ICPDAS)", click OK.

Wb \TESTPROJ_0127\My TestProjectiMainTask - 10 Drivers *
EE ) Name. [vae
aons |5
0aS)
i
i
aons |
pas) |
@ P m Add Configuration X
: ct ion
N 3 (03 Choose a configuration
@) iy
AR == o
v oPCUA 4 (Al
> Shored Memory Cancel
elogger HMI
InduSoft HM|

— MODBUS Master
MODBUS Slave
OPC UA Server (ICPDAS)
PAC 1O (ICFDAS)

5]
Embedded Systerns)

Shared Memory (|
b MODBUS

b OPCUA

b Shared Memaory

Remote /O (ICP DAS)
K5BusRemotelo.dll (1.0.0.1)
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3. Then click second-left-top "Insert Master/Port" to add a COMO. On the right side shows the
information of the COMO.

C:\Users\Public\DocumentsiWin-GRAF Workbench\Win-GRAF Wb 10.0\Samples\TE S TPROJ_012ANy TestProjectiliain Task=1C-Drivers

%‘ =8 Remote I/O (ICP DAS) | EEE [Value _
COM Part COM 0 (WinPAC On Board)

EICOMO : S600,N. 8.1 Baud Rate 3600
Ak Parity M8 1
3§ Checksurm Disahle
B Watchdog Period (sec) 0

: S
Bt

(+]

Note: Base on different PAC items (eg. XPAC/WInPAC...), they use different COM port to do slot
communication. For detail information, please refer to the hardware manual if you need help.

Note: Baudrate, Parity and Checksum should be matched with the hardware settings. The hardware
setting can be acquired by DCON Utility on PAC.

4. Click third-left-top icon "Insert Slave/Data Block" to add module of your main PAC. Here we have
XP-8000 for the main unit and 1/O module we choose I-87026PW. Click OK.

C:\Users\Public\Documents\Win-GRAF Workbench\Win-GRAF Wb 10.0\Samples\MyTestProject\Task

[E 4 B8 Remote /0 (ICP DAS)

g 4 i COKO: 960081
"8 0:

Module Selection

¥ Series 187K v
B

Types  MIO v
[+
3 Modules| 1-57026PW -
IJ\

ok [conce |

5. After add 1-87026PW module, at top-right window shows the slot address, 1/0O series and I/0 type
of this Remote I/0. The window beneath shows type of the data type and the detail description.

E:\users\Publlc\Dncumen(s\Wm-GRAF ‘Workbench\Win-GRAF Wb 10.0\Samples\TES TPROJ_0127\MyTestProject\MainTask - 10 Drivers *
4 % Remote I/O (ICP DAS) p T

4 & COMO : 9600,N 8,1
0 : 1-87026PW

T

® e

Note: Address should be matched with the hardware settings. The hardware setting can be acquired
by DCON Utility on PAC.
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3.2.2 Variable Binding

In most situation, variables should be "binding" to carry settings. Take I-87026PW for example:
Step 1. Double click the I1-87026PW picture to show this dialog. Select "Al" Tab to set the Ch.0 Signal
Type to +/-500mV. Click OK.

1-87026PW.

Global ALK A0 DI DO
o Basic High Level Alarm

signal Type Type DO
Ch.0  y500mv - €h.0  pisable my
Ch.1 w10 v Ch.1  Disable

¢h.2 w10V €h.2  pisable

¢h.3 w10V €h.3  Disable

Ch.4 w0V Ch.4  Disable

<l lelle]lc
<l lelle el e
< < < < <

C¢h.5 w10V Ch.5  pisable

Low Level Alarm
Type

3
<

Ch.0 pisable
Ch.1  Disable
€h.2  pisable

€h.3  Disable

Ch.4  Disable

<l lelle el e

g L UL

< < < < <

Ch.5  pisable

=

Cancel

Step 2. Double click "???" column of AlO in the Variable Area beneath the PAC picture. Key in variable
name in the space (here we key in Temp) and click OK.

Mame | "alue Symbol | Marme | Type | Setting
Slot 1 T Connection State DWwORD
MName 37 026PY T Scan Time DWwWORD
Mote Reset\Watchdog BOOL
Driverversi.. 1.0.0 Al REAL 08.0.0
Iy Al 08.0.D
79 A ok 08,00
7 Al3 08.0.0
299 Ald @ Variables: (all) 0500
By Temp o
79 AL 08.0.0
777 ADD 33.00.0.0.0
777 AO1 33.00.0.0.0
79 DIo O
7 DI : O
“ariables: (all) ~
7 Doa 00D
297 001 [ Local variables anly 000
[JHide FB instances

Thus, the signal type (or configurations of channels) will be carried by the binded variable to runtime
and the binding setting is done correctly.
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3.3 1/O Module Settings

In previous section we have added PAC and I/O modules into our Win-GRAF Workbench. We also finish
setting up the binding variable to allow data read/write. In following part, we will start to make some

basic settings of these PAC I/O products. We also provide some hints users should know about to
complete the settings.

3.3.1 I-8K Series

Take |-8K series (I-8026W with 6Al, 2A0, 2DI, and 2DO) for example:

As long as you double click the module you’d like to do setting up, below figure shows the product
picture and few bookmarks about this module.

Information Diagnostic Register Analog Input Analog Qutput Digital Input Digital Qutput

Slot I 1

Module Name ||'8{]'25

Description The [-8026W is a multifunction module that includes 6 Analog Input channels, 2 Analog Output channels, 2
Digital Input channels, 2 Digital Output channels.

MNote

a. Information: shows basic module detail and product description.

b. Diagnostic Register: Shows data type of this module and Allow PLC program to directly access
the module name, communication status and the error type for failed module access.

Information Diagnostic Register Analog Inputf
Symbol | Register | D3taType |Note ©
e Status BOOL
Y Module Name  STRING j
Y Error Code YWORD
-

L O e O e O O 0 . ¢
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c. Analog Input: Find "Range" and double click below column to choose the Voltage input, and
then double click column of "Value Format" to change into ADC and "Data Type" will accordingly
change to SINT.

1-8026 (Slot: 1) [ Range | Walue Format

Information Diagnostic Register Analog Input Analog Output Di™|+5Y

Symbol [Channel  [Range |'alue Format | Data Typ :ﬁg;’v |

+-20mA Yalue Format | Data Tvpe |

WimaA, REAL

d. Analog Output: As step c., the same to change the "Range" and the "Value Format".

1-8026 (Slot: 1)

4
Information Diagnostic Register Analog Input Analog Output Dif.
Syrnbol |Chanrel | Range [ value For... | D& Range - [Val
Y Woutl +-10% WimA REs . et
Y Wout] +-10% ima RE:# +I
799 Vout2 w10V VimA REX. oy
277 Vautd 10V WimA REA, +}-1 28Y
] Voutd 10V WimA RE#, | +-20mA
Y Wouth +-10% ma RE: +I
' | value Format | Data Type
b ol B g 8 | | T
Vimd REAL
Vimd REAL
Vima, REAL
L vima REAL
VimA REAL

e. Digital Input: This figure shows Digital Input of this module. Double click column of "Note" to
key in something if needed.

Information Diagnostic Register Analog Input Analog Output Digital Input  Digital Output

1
o
Symbol |Channel | DataType | Note | P
K [l BOOL )
799 DI BOOL ‘Key in sth. whila nesded| || y
4
o
FUSPRENY Y SEpRewe R e e RIS A

f. Digital Output: As step e., double click column to key in something in the below column of
"Note" if needed.

Information Diagnostic Register Analog Input Analog Output Digital Input Digital Output ;

Symbol | Channel | Data Type | Mote | '
e Don BOOL
797 Dol BOOL |Key|n sth. here || '
»” S il y ,—f-" ~ Y Wy ’
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3.3.2 1-87K Series

Take 1-87K series (1-87026PW with 6Al, 2A0, 2Dl and 2DO) for example:
Compared with I-8K modules, we provide different environment in setting up 1-87K modules. Please
check the following figure.

1-87026PW A B C D E
Global Al A0 DI DO
° Request Engineering v
Address D M
Note | /LZ'S Compllement
Analog format | Engineering (
Activation
O Periodic | | ms | | s (On Error)
O on Call
@® On Change

a

3

2

X H o Misc.
S Timeout # 100 ms
0|

A. Global: In Global tab shows the picture and information about the module.
a. Request
a-1. Address: A unique number for a module on the serial port.
a-2. Note: User’s note.
a-3. Analog Format (AIO modules only): There are 3 different types of Analog format. Please
choose one that suits your settings from the drop-down menu.

b. Activation

b-1. Periodic:
When module connected, PAC will send |0 commands periodically with settings.
When module disconnected, PAC will send initial commands to connect module periodically
with ,On Error’ setting.

b-2. On Call:
When module connected and enabled variable (auto generated) is triggered, PAC will send 10
commands.
When module disconnected and enabled variable is triggered, PAC will send initial commands
to connect module.

b-3. On Change:
When module connected, PAC will send DO or AO commands when the output values changing
and send DI or Al commands continuously.
When module disconnected, PAC will send initial commands by every 1 second.

¢. Misc.
c-1. Timeout:
When the module responds with timeout, the PAC determines that the module is disconnected.
c-2. Retry:
When the module responds timeout, the PAC will resend the last command according to the set
number of times. After the PAC resend reaches the set number of times, it will start to send the
initial command.
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B. Al: Al tab shows "Signal Type" of the
analog input signal. Left-click the drop-down
list and there are signal ranges to choose
from.

Furthermore, Al channels of I-87026PW
module can make the "High Level Alarm" or
"Low Level Alarm". Left-click the drop-down
list, choose type "Momentary" or "Latch",
key-in limit data of signal and set the output
channel in the last part of DO.

C. AO: Let’s get to AO tab. Here shows
2-channel AOs of I-87026PW and the signal
type is the same as previous part. Most
important part of AO is to set up the "Slew
Rate" which means how fast the output
channel can respond to an abrupt change of
input level. Maximum rate range from
0.0625V/sec. to 1024V/sec.

1-87026PW

Global Al AQ DI Do
Basic High Level Alarm
Signal Type Type Limit Do
Ch.0 w10 v v Ch.0 pisable v vV Dpoo
Ch.1 10 v ~ Ch.1 Momentary ~ | 0.000 |V D00 -
Ch.2 H-10 V “ Ch. 2 Latch ~ | 0.000 ¥V Do0 -
Ch.3 +H-10 V ~ Ch. 3 Disable © v
Chd oy v Ohd [pisable o[ |V
en5 [pisable o[ ]V
Low Level Alarm
Type Limit Do
Ch.3  pisable v v
Ch.4 | [Latch ~/|0.000 |V DoO -
Ch.5 | 'Momentary ~||0.000 |V Dpoo
OK Cancel
1-87026PW
Global Al AQ [N DI Do
Basic
Signal Type Slew Rate
Ch.0 H-10V ~ Immediate ~
el gy @
Value Slew Rate
Power On Value Safe Value
ch.0 0000 | v [ o000 |v - ;
Immediate
ch. 1 ‘ 0.000 ‘ v ‘ 0.000 |V 0.0625 Visec.
0.125 Visec.
0.250 Visec.
0.500 Visec.
1.000 Visec.
2.000 Visec.
4.000 Visec.
8.000 Visec.
16.00 Visec.
32.00 visec.
64.00 Visec.
128.0 Visec.
256.0 Visec.
512.0 Visec.
1024.0 Visec.
ok

D. DI: Check the box to enable DI counters. The DI channel of I-87K module supports digital input and
low speed (100Hz) counter input. The two function can work simultaneously. Enabling the counter,
the update rate of the module becomes slower.

1-87026PW

Global Al AO

Enable Counter

]| [N Do

CIplo
(b1
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E. DO: Set up the Power on Value and the Safe Value here if needed. Drop-down menu shows "ON"
or "OFF" to enable this function.

I-87026PW
Global Al AQ DI Do k
Yalue
Power On Yalue Safe Yalue
Ch.0 ON ~ | | OFF v
Ch.1  'OFF v | OFF v
r . il f_,.‘ St » S, wamauni® At et 5 F"’P_ . e e ../“‘ - .
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4 Retain Variables

What is Retain Variable? A retain variable is a variable which:

- is non-volatile and is stored in a normal disk file.

- is known by all programs (when its content is changed, the change is propagated to all equationsin
which this variable is used)

- normally does not contain real-time critical data.

In other words, retain variables are used to protect important data. The system can retain the latest
variable data while an unexpected shut down occurred.

4.1 Retain Variables

4.1.1 Add retain variables in Workbench

Retain variables are declared in the section of 'RETAIN variables' in variable editor. (Figure below)
1. Double-click ,Variables” in the Workspace.
2. Right-click ,RETAIN variables” in the editor area.
3. Select from the list to add one or multi variables.

Workspace C:\Users\Public\Documents\Win-GRAF WorkbenchiWin-GRAF Wb 10.0\Samples\MyTestProject\T:
» Z Main task T[Name ¥ [Type [Dim. [Public | Attrib [ Svb [Initvalue | User Groug
b E Taske m1_Global vanable
4 B Tess ITTREAIN variablos. I
Prograrms
@ Fieldbus Configurations
o X
S variakles n ] [}
4 = Lbrary =
Blocks
§0 Global defines X
F E Types
Al Projects) }
Cancel Sorting
M Enable Changes Space
i3 Add Variable Ins
Add Multi Variables... A
Edit Variables as Text...
Select Variables...
Rename Variables...

<Figure 4.1.1: Retain Variable declaration>

Here as an example, we choose ,,Add Multi
Variables”, then there shows a pop-up dialog.

Creation of N variables

Enter informations

P -_Create all ! . . .

Name [Varazs | ¥ First confirm the ,Group“ of variables shows

Type BOOL v Cancel X "
,RETAIN variables”.

Group RETAIN variables w Help

[]Read-only Dirm. L] . H H

Key in total number (dimensions) of the
variable. Here we key in ,8“ as an example.

Overview

Creation of 6 varishles :

Next part, we declare variables from 0 to 7,
thus we’ll create 8 retain variables.

From vanakle ¥ar000 to variable YarlD?

Feport

Click ,,Create all”“ button. Then click
,Cancel“ again to close this dialog.
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After closing the dialog, in the RETAIN variables area shows a list with the 8 added variables.

TlName & [Type | Dim. | Public | Attrib. | Svb. [Initvalue | User Group | Tag | Description
@ Global variables
4 [ RETAIN variablesk
VarQ0o BOOL [0..7]
Var001 ~ BOOL  [0.7]
Var0Q02 BOOL [0..7]
VarQ03 BOOL [0..7]
Var004  BOOL  [0.7]
Var005 BOOL [0..7]
VarQ06 BOOL [0..7]
Var007  BOOL  [0.7]

OooooOoooao
ooooOoooo

Note: When retain variables are modified, the saved retain value will be all erased.

4.2 Persistent Retain Variables

Due to the note in previous section, ICP DAS provide another ,Persistent Retain” to prevent from all
value erased. The general idea is ,each has his own task.” We recognize ID of the variables rather than
the name to read or write data.

There are 3 function blocks can implement persistent retain:

3 Miscellaneous ~
I On Line Prograrmming with scripts
3 FAC

3 PC_ECAT_WB00_Y1a

3 FID

I: Registers

I Fegisters (typed

Retain Varighles -

fF RET_RETAINARRAY (*Retain - Create an retain array™)
RET_RETAINRESET (*Retain - Reset all retain variahle®)
RET_RETAINYVARIABLE (*Retain - Create an retain variable)

Selectars
SHP
Standard
Strings

v T v v

w Spylist Fublicwvariables Define EMNUM  Graphics

4.2.1 RET_RetainVariable

RET_RetainVariable

This Function Block is used to create a Persistent Retain Variable.
NAME | TYPE | DESCRIPTION

Input

ID UINT A unique ID number in the Project
Data ANY Retained value

Output

OK BOOL TRUE: Successful / FALSE: Fail

RET_RETAINVARIABLE
77 D OK
77 DATA

77
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4.2.2 RET_RetainArray

RET_RetainArray

This Function Block is used to create a Retain Array.

NAME | TYPE | DESCRIPTION

Input

ID UINT A unique ID number in the Project
Data[ ] ANY[ ] Retained array

Output

OK | BOOL | TRUE: Successful / FALSE: Fail

RET_RETAINARRAY
277 ID oK
277 DATA]]

2?7

HINT: If you need a large scale of Retain Data, we suggest to use the method of ,,ARRAY” to be more
effective.

4.2.3 RET_RetainFormat

RET_RetainFormat

This Function Block is used to clear all the Retain Variables.
NAME | TYPE | DESCRIPTION

Input

ENABLE | BOOL | Rising edge to trigger CLEAR
Output

Q | ANY | No output

JRET_RETAINFORMATL

?77? ENABLE Q ?7?

4.3 Import & Export Retain Variables

Most of the condition, we can not get or know those variables that are temperarory stored in SRAM.
In this section, we will introduce how we get out variables/ settings in SRAM to backup and move to
another runtime.

1. Stop your Runtime Project.

General | Retain | Redundancy IMUdu\E Info |

Runtime License: Yes
Waorkbench License: Mo
Mode: Standard
State: Ide
Task: Mo Task

Derno Elapse: 00: 00 : 00

workbench Port: [1100 Set

‘ Start H Stop HTErminatel
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2. Key in the Target File Name and click ,Set” button. Then click the button ,,Export“. A dialog pop-ups.
Click ,,OK“ to close it.

Export: SRAM to binery file.

Import: Binery file to SRAM.

Win-GRAF 2.0.0 0K

| General | Retain |Redundancy | Module Info |

Target File Mame: |Retain | | Set |

| Import || Export || Clear |

| Start || Stop ||Terminate|

3. Open the System disk of PAC, find out a file name with ,,Retain, file type with ,.RET". Left click to copy
and backup this file to your PC or another external storage device.

4. Copy the RET file back to system disk of a new PAC. Click the botton ,,Import“. A dialog pop-ups. Click
»,OK“ to close it.

5. Click ,,Start” to execute Runtime again. Now the data in new PAC continue recording.

4.4 Retain Memory Space

Depend on PACs, the total memory size that store retain variables is different. Following table shows
the details:

PAC Number | Memory Type Total Size Retain Variable Size Persistent Retain Size
WP-5238 FRAM 8 KB 4 KB 4 KB
WP-8x28 MRAM 7 KB 3.5KB 3.5KB
WP-9x28 MRAM 7 KB 3.5KB 3.5KB
XP-8x38 MRAM 131 KB 65.5 KB 65.5 KB
VP-x238 MRAM 7 KB 3.5KB 3.5KB
VP-x208 MRAM 7 KB 3.5KB 3.5KB
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5 Modbus Master: Connecting to Modbus Slave Devices

Win-GRAF Modbus master supports three communication protocols: Modbus TCP, Modbus RTU and Modbus
ASCII. Several Modbus masters can be implemented by the same PLC application. Only one master (Modbus
RTU, Modbus ASCII) can be created per serial communication port (RS232, RS485, RS422) and several
Modbus TCP (Ethernet) masters.

5.1 Enabling the Win-GRAF PAC as a Modbus RTU/ASCII Master

The following shows how to create a Modbus RTU master which communicates via the serial port COM1
to a network of Modbus slaves.

Application Diagram:

Win-GRAF PAC

(Modbus RTU/ASCII Master)

(Max. 32 Ports)

i-8142iW/
i-8144iW

XP-8xx8-CE6

(Recommend to connect
Max. 32 devices/port) 4

Other
Modbus RTU/ASCII

\.\ .

WP-9xx8-CE7
WP-8xx8
WP-5xx8-CE7

. Slave Device
tM Series I/0 Modules

ViewPAC VP-x2x8-CE7

\-..

(one to one)

Modbus RTU/ASCII

RS-422/485 Modules
i-8142iW (2-ports)
i-8144iW (4-ports)

Slave Device

/

=y

(Check P1-1 to view all PAC models)

5.1.1 Configure Communication Interface

+* Select Modbus Master as the fieldbus configuration
1. Double click © "Fieldbus Configuration" button, and click @ to “Insert Configuration".

2.

W vt

File Edit View Insert Project Tools
W[ 8| ¥ o X = |9 & mainTask

Window Help

From the drop-down list of this pop-up dialog, select ® “MODBUS Master” and click OK.

HENE L A=@mA

Workspace

J\Users\Public\Documents\Win-GRAF Workbench\Win-GRAF Wb 10.0\Samples\MyTestProject\Main Task - 10 Drivers

Blocks
§q Global defines
b Types
(Al Projects)

4 5] Main task ( B
Program:
% Fieldbus Configurations ;|
1105 -
{2 Variahles H
4 [ Taske H
Programs
% Fieldbus Configurations
1102 B
{2 Variables =
4 Bl Taska P
Programs -
5 Fieldbus Configurations A
§## yios
{3 Variables
4 B Library

hame ['value

Add Configuration

Choose a configuration

Cancel

(Al
4 MODBUS

MODBUS Slave
b OPCUA
b Shared Memary

3 MODBUS Master
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¢ Add a Modbus RTU master to the workbench and configure it

1. Click “Insert Master/Port” to open a pop-up dialog. Select lower part of “Serial MODBUS-RTU” and
key in relative data to set up COM port. Click OK.
M|Serial Port Configuration Format|

[Com Port,Speed,Parity,Data Bits,Stop Bits] 2 eg. COM3,9600,N,8,1

C:\Users\Public\Documents\Win-GRAF Workbench\Win-GRAF Wb 10.0\Samples\MyTestProjectiMainTask - 10 Drivers *
B, Mo MODEUS Master Name

B MODBUS Master Port
e
3 (C)MODBUS on Ethernet
B Address: 127.0.0.1 Cancel
& Port 502
ort:
: For a Modbus ASCIlI Master,
a_ please add keyword ASCII in

Protocol: DS
UDP - MODBUS RTU
UDF - Open MODBUS front of the COM port:
ASCII:COM2:9600,N,8,1
(@) Serial MODBUS-RTU L r I
Com. port: Delay time between a

slave respond and next
master request.

Mode | Address

‘UI
@
]

Delay (ms):

[ Delay between requests

Unchecked means you want
[] Try to reconnect after communication error to use COM port setting.
Manage diagnostic info for slaves

@Disﬁblad (do not open and manage this port)

2. The master communication parameters are shown in the property window and can be modified by
either double clicking the master or by directly modifying the settings in the property window.

4 Mg MODBUS Master | EERE [Value
o Mode RTU

Address CORMZ:9600.M.8.1
Fart b0z

Feconnect after errar

HE

Slaves diagnostics
Delsy between requests (ms) 10
Disabled O

Delsy before reconnection (ms) 0

Diescription

J

+» Add a data block to the master which stores input data received from the slave and output data
to be sent to the slave.
Configure the data block which holds data from the slave. The data block setup of the master should
be an exact representation of the slave table. In other word it should be an image of the slave data
block in size and data type. Data read from the slave is being stored to the read section of the data
block and data which has been modified in the write section of the data block is being sent to the
slave.

Type Fug:;:m Modbus Request Description
1 Read coil bits Read digital output (DO) data
Read 2 Read input bits Read digital input (DI) data
3 Read holding registers Read analog output (AO) data
4 Read input registers Read analog input (Al) data
5 Write single coil bit Write digital output (DO) data
Write 6 Write single holding register | Write one analog output (AO) data (16-bits)
15 Write coil bits Write multiple digital output (DO) data.
16 Write Holding Registers Write multiple analog output (AO) data (16/32 bits)

<Table 5.1: Function Code Table>
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1. Following figure creates an input data block which holds 16 input bits and start reading from the
slave discreate input table at address 1. (Example: the number is set to 16).
a) Click the 'Insert Slave/Data Block' button on the left side to create a data block.
b) Slave/Unit: Enter the Net-ID of the Slave device. (Example: Remote slave ID is '1'").
c) MODBUS Request: Select the Modbus command type (function code) to be used for accessing
the slave table <Function code Table>. Example: <2> Read Input Bits

[F 4 Mg MODBUS Magter

#r 4 @ RTUCOMZIB00.M.81 MODBUS Master Request

‘g "8 <& Read InputBis O 0 Net-ID of the Slave Device
Description: P
Slave/Unit: .

Modbus Command Type
MODBUS Request (Function Code)

<1> Read Coil Bits ~

<2> Read Input Bits
<3> Read Holding Registers

4~ Raad Tnat Ranictare

B

Aler @ ||+

Data block

Base address:
Nb items:

p
Activation
@ Periodic: |2000 |rns |1snnu |

Oon cal (on error)
\ (") On change

| Syrbol | Operation | Q

Timeout: 300 ms
Nb trials:
"

Declare variables
Prefix: MbVarfe BOOL

MbVarl ... MbVarle

<Pic 5.1: Modbus Data Block Setting>

2. Each data block is identified by a MODBUS slave number, a base address and a number of
items/entries (bits or words). The number of items/entries is limited by MODBUS (2000 bits read,
1968 bits forced, 125 words read or 120 words forced).

3. Base address: Starts from '1' by default. It indicates the start address of the Modbus slave table from
which the master starts to read. The data read from the start address will be copied to the first
position of the master input block data area.

Note: If you want to change the 'Base address’, right-click the 'MODBUS Master' and then select the
'MODBUS Master Addresses' to modify the value.

4. Nb items: The number of slave table entries to read.

mm

Master Input Slave Input
Data Block Table <Base address set to 9 and Nb to 16>
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10.

11.

Activation: Set how the Modbus request is being triggered by the master.

Periodic: Sending the request periodically. (Example: send once every two seconds.) 'on error'
means the next sending time after a Modbus exception occurred (e.g., 15 seconds).

On call: The request is activated via a program call by using a variable. If the variable mapped to
‘Command (one shot)' operation turns from false to true, a Modbus request is being triggered.

On change: The request is triggered once a variable mapped to the output area has changed. This
option is can only be used for writing and not reading commands.

Timeout: Set a timeout value. If the slave does not respond to the master request within the
timeout period, a timeout error will be generated. (The recommended timeout value for the
Modbus RTU/ASCII communication is between 200 and 1000 ms.).

Nb Trials: If the slave fails to respond or the master receives an invalid response, the master will
then retry for the configured number of retries before moving on to the next command in the list.
Declare variables: This option allows the user to declare new variables and automatically map them
to the Modbus master data block. Enter a variable name and add the symbol '%' at the end of the
name and enter the start number for the '%' symbol. The workbench replaces the '%' with a number
which increases incrementally for each new variable as indicated at the bottom of the window. The
new variables are automatically mapped to the Modbus master data block (See following figure).

Note: Disable this option if variables have already been declared in the variable editor. In this case
the variables have to be mapped manually by dragging the variable from the variable editor and
dropping it to the mapping area.

| Symbol | Operation | Offset | Mask | Starage | Range (Lo.. | Range (Hi... | Signal (Low) | Signal (Hi... |
Cﬁfaﬂ Data exchan.. 0 FFFF Default\
bhvar2 Data exchan.. 1 FFFF Default :
Mavvard Dataexchan.. 2 FFFF Default Mapping Area
b ard Data exchan.. 3 FFFF Default
kbt arh Data exchan 4 FFFF Default
k' ark Data exchan.. 5 FFFF Default
ki ar? Data exchan.. & FFFF Default
kAl ard Data exchan.. 7 FFFF Default
hdltard Data exchan.. 8 FFFF Default
hdlatarl 0 Data exchan.. 9 FFFF Default
hiart Dataexchan.. 10 FFFF Default
bvarl2 Data exchan.. 11 FFFF Default
gm(aﬂ 3 Data exchan.. 12 FFFF Default/
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¢ Following step has only to be done if the 'Declare variables' option has not been selected as
Figure below.

Declare variables

Prefix: V% BOOL
From: 1
V1 ...Vi1e

Declare new variables and drag and drop the variable to the data block mapping area.

1. Right click @ “Global Variables” to add Multi Variables.

LAN_1_State

LAN_2_State Cancel Sorting

Enable Changes Space
Add Variable Ins
Add Multi Variables.. ) |

Edit Variables as Text...

Select Variables...

Rename Variables...

2. @Key in Variable Name with “%%%” in the end, select Type and the variable numbers (here as
an example from 1 to 16), and click “Create all”. Variables will show in the top-right column.
Click Cancel to close the N variable dialog.

Creation of N variables

Enter informations

‘ Create all

Cancel

MName

Type  |BOOL v

Group Global variables ~ Help

[JRead-onky Dim D L1

Owerview
Creation of 16 variables :

From variable Varl01 to variahle Varl1g

Feport
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3. ®Select all 16 variables just created and @drag and drop back to the Tabs area. Now the offset
numbers are all “0”.

C:\Users\Publi \Win-GRAF \Win-GRAF Wb 10. inTask - 10 Drivers * [ B4
[IB 4 MaMODBUS Master hame [alue Ywém [Type [Di. [Pu.. [atrib. S
&5 4 8 FTU: COMRIBOONET Request <2 Read Input Bits ~| [ Var0o1 \ BOOL O ~
| b B <2» Read Input Bits (0) [1..16] Slave/Unit 0 Var002 e BOOL m|
= 4 Mg MODBUS Slave Address 1 Var003 BOOL m|
fi 4 f Server-Slave number = 1 b ltem 18 Var004 O
| b “B Input Bits [1.10] - MylnputBitBlock Activation Periodic Var005 Select all O
", 4 B8 Remote /O (ICP DAS) Period {ms) 2000 Var006 : m|
b & COM3:115200N81 Period on error 15000 Var007 B variables m|
B Timeout (ms) 300 Var008 BOOL ]
sl . i ~1 | varoog BOOL O
= k |Starage | Range (Lo | Range (Hi.. | Signal {Low) | Signal (Hi... | Var010 BOOL O
Data exchange Detault \ Varo11 BOOL O
Data exchange Default /| varot2 BOOL O
Data exchange Default Var013 BOOL O
Data exchange Default Var014 BOOL O
Data exchange Default Var015 BOOL O
Data exchange Default \Var016 / BooL O v
Data exchange Default >
Data exchange Default
Data exchange Default
Deta Exchan:g Defoutt o Drag & Brop 7| Name [ value | Type | Dim | Description
Data exchange Default
Data exchange Default
Data exchange Default
Data exchange Default
Data exchange Default
Data exchange Default 7 ] -

4. Offset:
Set the data block offset of each variable. Each variable should have a different offset number
otherwise memory overlap occurs.

Nb Itern 16
Activation Periodic
Perind (ms) 2000
Period an error 15000
Timeout (ms) 300
MNurnber of trials 1
Description

f e ]

(i IZ & B I: = | Signal (Hi
Mbwarl Data exchan. Results
MhWar2 Data exchan
Mbvar3 Data exchan 5' Start "Offset”
Mbard Data exchan 2 Iteration from Zero.
MbWark Data exchan. 3
b ars Data exchan g
MbYar? Data exchan &
Mbard Data exchan 7
MbWard Data exchan.
Mharl 0 Data exchan Ok l% Cancel
Mbwarl1 Data exchan. TIETanT
MbWar12 Data exchan. Default
MbWarl3 Data exchan. Default
Mhari4 Data exchan Default
MbWarlb Data exchan. Default

Default

Syrnbal | Operation Mask | Storage |

Movarl Data exchan. . FE Default
Mbvar2 Data exchan... FFF Default
hbar3 Data exchan... FFF Default
hb*arg Data exchan... FFF Default
Mivarh Data exchan... FFF Default
Miark Data exchan... FFF Default
Mb*ar? Data exchan... FFF Default
Mivars Data exchan... FFF Default
Mbvard Data exchan... FFF Default
hinar i Data exchan... FFF Default
Mbarl 1 Data exchan... FFF Default
Mivar 2 Data exchan... FFF Default
Mbar 3 Data exchan... FFF Default
kbarl 4 Data exchan. . FFF Default
Mivarl s Data exchan... FFF Default
Mivarl B Data exchan... FFF Default
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5. Mask:
The mask in the mapping area only has to be set for input and holding registers and is being
ignored for coil and input bits.
A Modbus register has a memory size of 16 bit (same as INT, UINT, WORD). The mask (hex
number) can be used to filter out bits from the register.

<Example>
Register Value Mask (hex) Result
65565 0001 1
65565 OOFF 255
65565 FFFF 65565

6. Storage:
The storage column is only relevant for the input and holding register setting. For exchanging 32
bit variables (DINT, REAL...), two consecutive Modbus register can be mapped to one variable.
For exchanging strings multiple register can be mapped to one string.

Data exchan..

4 Mg MODBUS Master Narme [value %[ Name [Type [Di JrPu_ [attib. [S. [intv. [Us_ [Tag |
4 & RTU: COM2:9600,M,8,1 Create ‘Holding Fecuest <3> Read Holding Redisters 4_f Global variables
[} Slave/Unit 2 dwvarQ UDINT O O
48 Address 1 dwvar1 UDINT O O
- Wl | b item 5 dwVar2  UDINT [} [}
Q +2.3: dwivar! . Activation Petiadic dwVar3 UDINT e O O
@ +4.5 dwver? . Period (ms) 300 dwVar4  UDINT, O O
@ 6.7, dwverd . Cancel Periad on emar 0 ® M RETAINvariables [Declare 5
@ +8.9 dwvard e Timeout (ms) 3000 5 [ AAA - :
Nurber of vials 1 » D BBB UBINT"\ariables
Description b [ Main
8 proP
o o=
4 | Mask | Storage |Range (Lo |Range (Hi_ | Signal (Low) | Signal (Hi__|
Dotasxchan.. | 0 FFFF DWORD {Low- Hight
Data exchan... | 2 FREF DWORD (Low - High) Choose the
Datasxchan.. | 4 FFFF DWOPRD (Low - High) ' ' >
) WORD' order
8

Data exchan

<
FFFF DWORD (Low - Highy (<] variablesgl
FFFF Dy Default ~
g - 7| Name | value | Type | Dim | Description
h)

0

Increment the
offset by 2

<Pic 5.2: Mapping 32-bit variable to holding register>
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+¢ This step has only to be done if the 'On call’ checkbox has been selected (‘Activation’ part in Pic.
5.1). If the master is in the 'On call' mode, the Win-GRAF runtime does not automatically send a
request to the slave. The logic program of the PLC has to trigger a request. Two command types are
available to initiate a request:
1. Command (one shot)
- A request will be sent once the attached flag (Pic 5.3: 'ReqTrigger') changes from FALSE to TRUE.
Each time the PLC logic switches the flag to TRUE one Modbus command is being sent to the slave.
After the request has been sent the flag will automatically be reset to zero by the runtime.
2. Command (Enable)
- Once the BOOL variable mapped to the '‘Command (Enable)' operation is set TRUE by the PLC logic
the Modbus master will send requests to the slave until the variable is set to FALSE. No commands
will be sent if the variable is set to FALSE.

@ +5: Movards ~ | Name | value 7| Name | Type |Di.. [ Pu.. |Att
@ +9: Mbvarll Request <2> Read Input Bits ~ 4 (@ Global variables
Q +10:MbVarll Slawe/Unit 1 dwVarQ UDINT [m]
Q 11 Movarlz Address 1 dwVari UDINT O
@ 12 MbVarl3 Nb hem 16 dwVar2  UDINT [}
a +13 MbVarl4 Activetion Periadic dwVar3 UDINT [m]
@ +14 Mbvarls Period (ms) 2000 dw\/ar4 DN m}
@ 15 MbVarlh Period oneror 15000 O
@ Command (ane shat): RegTrigger Timeaut (ms) 300 & RETATN Varabig
b "B <3> Read Holding Registers (2) [1.5] o | Mumber cftisls 1 > [ AAA

| Symbol & | Operation | Offset | Mask | Storage | Range (Lo #TR E g :3'2:?1 Declarea

MbVail1 Dafaexchan.. 0 FFFF Default 'BOOL!

MbVamz Dataexchan.. 1 FFFF Default ~

MbVarld Dataexchan. 2 FFFF Default Val’lab|e

MbVarld Dataexchan.. 3 FFFF Default

MbVails Dataexchan... 4 FFFF Default

MbVarls Dataexchan.. § FFFF Default

MbVarl7 Dataexchan.. & FFFF Default 9 D) rag & Dro D

MbVailg Dataexchan.. 7 FFFF Default

MbVama Dataexchan.. 8 FFFF

MbVarl o Dataexchan.. 9 FFFF g

MbVar!1 Dafaexchan.. 10 FFFF Default [ > ] variabies g

Mivarl2 Dataexchan.. 11
Mbvarl3 Data exchan.
Mbarld Data exchan,
Mbarls Data

Default 7| Name | Value | Type
Default
FFFF Default
FFFF Default
. . ceem Default
Dats exchange ~

Error repart
Enable conection

FeqTrigger | C. Default

Errar report (Setonly)
On-gaing request

memmone @) Select'Command
3 (onejshot);

<

Command
< > | Mail
I Feset counters

ild Slave: last error

Slave: last errar date stamp
Slava lact arnrtivna ctamn e

<Pic 5.3: Create a “On call” variable>

«» Map a variable to the diagnostic and status information of the master. Information like
communication timeout, invalid data address, invalid command, number of failed request etc. are
recorded by the master. In the following a variable will be mapped to the ‘Error report' operation
which records the error of the last request. Table 5.2 shows all the error codes used by the 'Error
report' operation.
Error Code Description

0 The communication is OK.
1 MODBUS function not supported.
2 Invalid MODBUS address.
3 Invalid MODBUS value.
4 MODBUS Server failure.
6
8

Server is busy.
Data Parity Error.

10 Invalid gateway path.

11 Gateway target failed.

128 Communication timeout.

129 Bad CRC16.

130 RS-232 communication error.

<Table 5.2: Error code for 'Error report' operation>

Procedure for implementing the 'Error report' procedure (Pic 5.4):
1. Declare a INT variable (e.g. 'MbErrReport').
2. Drag and drop the new variable to the mapping list.
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3. Double click the 'Operation' column next to the variable and select 'Error report'. The offset and
storage column setting is ignored by this operation. The variable will show an error code when a

Modbus request error occurs, and will be reset to zero after the next request was successful.
"C:\Users\Public\Documents\Win-GRAF Workbench\Win-GRAF Wb 10.0\Samples\MyTestProject\Main Task - IO Drivers *

[E 4 Mu MODBUS Master ~ | Hame [ Value 7 Hame | Type | Di

# 4 3 RTU: COMZAB00NG1 Reguest <2> Read Input Bits ~ 4 (@ Global variables

‘B 4 "B <2> Read Input Bits (1) [1.15] Slawe/Unit 1 dwVarQ UDINT

= @ +0: MbVarll Address 1 dwVari UDINT

i 2 +1: MbWVarl2 M tem 16 dw\Var2 UDINT

A @ +2: Mhvarl3 Activatian Petiodic dwVar3 UDINT

- @ +3 MbWarid Perind (rns) 2000 dwVard UDINT

- @ +4: MbWarls Period on errar 15000 Reg I

£ @ +5: Movarls Timeout (ms) 300

o 2 +6: MiWarld? w || Mumberattials 1

¥ Syrmibol | Cperation | Offset & |Mask | Storage | Range (Lo..

a, Mibvari Data exchan.. 0 FFFF Default b il . .
War2 Data exchan... 1 FFFF Default DeclarerarIN|T;
MiWarld Data exchan 2 FFFF Default .

MbWarld Dataexchan.. 3 FFFF Default varl ab | e
hivarls Data exchan.. 4 FFFF Default
hlaWarlg Dataexchan.. § FFFF Default
MiWarl? Data exchan B FFFF Default
MbWarls Data exchan.. 7 FFFF Default
thvarlg Dataexchan.. & FFFF Default Drag & Drop
Miartl Data exchan.. 3 FFFF =
hibar!1 Data exchan.. 10 FFFF a6b
Wi arl 2 Dataexchan.. 11 FFFF Default | Marne | Value | Type
Mbwarl3 Data exchan.. 12 Default
hlWar! 4 Data exchan... Default
MiWarl§ Data exchan FFFF Default
Mbwarl Data e; 15 FFFF Default
1T LALRA Default
~ Default
Enable connection 1 1
Error report (Set onby SE|€Ct ErrOr report
Cn-going reguest
Success counter
a Fail counter
Retry counter

K ¢« » ¥ | Mai|Command fone shot)
Command (enakle)

Reset counters

Slave: last error

Slave: last error date stamp

Slzwva: lact arrnrfirma ctamn

<Pic 5.4: Error Report Setting>
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6 Modbus Slave: Connecting to Modbus Master Devices

This chapter describes how to setup the runtime to act as a Modbus slave. Three types of slaves can be
installed: Modbus TCP, Modbus RTU and Modbus ASCII. The Win-GRAF runtime can act as a multiple
slave.

The Modbus slave of the Win-GRAF runtime first has to be configured via the workbench in order for the
remote Modbus master to access it. The communication layer (Ethernet, serial), the register types and
number of registers (data block) of the slave have to be set. Below we will introduce in sequence:

6.1 Slave Data Block Configuration

6.1.1 Selectiong Slave

1. Double click “Fieldbus Configuration” to open 10 Drivers window. Click “Insert Configuration” from
the left-top window. Select Modbus—>select “MODBUS Slave” then click “OK”.

| Wl EY| = X = X | | @ & | mainTask WEMWES L "=A
Workspace 2 1 C:\Users\Public\Documents\Win-GRAF Workbench\Win-GRAF Wb 10.0\Samples\iMy TestProjectiMainT

4 [E} Main task 5 )4 Mg MODBUS Master [tame | /alue
4 Pragrams s A4
°m g .. Add Configuration

o “F EBB P ' Choose a configuration
B e
[eﬁx Fieldbus Configurations ] el Crameel
1105 - PAC 10 (ICPDAS) 4 MODBUS 3
&2 yariables MODBUS Slave
4 [F Taske
Frograms
2 Fieldhus Corfigurations
il 1105 - PAC 10 (ICPDAS)
[ul Wariables
4 [F Task3
Frograms

oy B

o OPC LA
b Shared Memory

m
Mode hled

RTU g

e T ]

% Fieldbus Configurations
W vos
(«] Variables
4 B Library
Blacks
§g Global defines
b E Types
(Al Projects)

2. Click “Insert Master/Port” button to set the slave number (here we key in ‘1’) and then click “OK”.

B Mg MODBUS Slawve
=
| MODBUS Slave Protocol

Note: If you add more than one slave, assign each slave a ID to identify the server in the PLC program.

4 Mg MODBUS Slave J Name [Value

B Server- Slave number = 1

lawe number 1

ServerID ]
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6.1.2 Define Slave Register
Following standard Modbus register and coils are supported by Win-GRAF:

e Input register (read by masters)

e Holding register (read/write by master)

e Coils (read/write by master)

e Discrete inputs (read by masters)

Modbus slave register type and size have to be configured through following figure.

MODBUS Slave Request

Request

:

Description:

Data read by the master
(@) Input Bits
() Input Registers
Data read or forced by the master e
() Coll Bits
() Holding Registers

Data block

Base address: |1

©

II

Nb

[ pedlare variables

Prefix: BOOL w

From:

II
B

vi..vi

Cancel

Description as below:

1. Description field allows you to shortly describe the purpose
of the data block. This field can be left empty.

2. First decide whether the master should only have read
access or have both read and write access to the data block.
In addition, decide the data format of the block.

Access Option Data type
Input Bits BOOL
Read -
Input Register BYTE, INT, DINT, REAL, etc.
] Coil Bits BOOL
Read/ Write - -
Holding Register BYTE, INT, DINT, REAL, etc.

3. Set the start address (base address) of the number of
register (Nb) for the data block. Depending on the selection
made in 2 the register size unit is either BIT or WORD. It is

recommended to set the start address to 1. If two blocks of the same register type are added, make
sure the start address of the second block continuous with the end address of the first block. This
allows the master to access the two blocks in one datagram and decrease the number of datagram
exchange between master and slave. If the data address requested from the Modbus Master (e.g.,
the SCADA software) is smaller than the start address or greater than the maximum address (start
address + Nb -1) than the slave of the Win-GRAF runtime will not respond.

4. Required the workbench automatically declares new variables and directly map them to the newly

created data block.

6.1.3 Define Holding Register ” [
+* This figure describes how to add a holding register data
block. A Request
1. Click ,,Insert Slave/ Data Block” to open slave configuration. @ peserpten:
Key in the name ,MyNewBlock’ and select ,Holding Registers". = e a
2. Set the Holding Register to have 10 registers (Nb=10) and \@ O =
base address at 1. Data road o forced b the mastr
3. Check the box to declare a number of 10 variables with data .
type ,INT“ and map it to the data block. Key in the variable name bata blck
as ,MyVar%‘; the ,%’ represents a value which starts from 1. fese addfess
4. Click ,0K" to finish. °
[~] Declare variables
Frei L
From:
yart .. Myvar10
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After add “MyNewBIlock” to the Modbus slave and new data block, new global variables are
automatically declared and assigned to the data block.

PIR-Y Halding Peaisters [1.10] - by Name ['value [ Name | Type |
2 +0: Myar Request Haolding Registers MbVar011 BOOL
2 +1: Myar? NeW data Address 1 MbVar012 BOOL
@ +2: Myard . Mb ltem 10 AyVarT  INT
2 +3: Myvard blOCk Wlth the Description MyVar2 INT
3 e assigned Variables mﬁﬁj i
+h: hyar .
@ 6 Myvar? variables. created by MyVars  INT
@ +7: hyWard Workbench ~MyVar6 INT
2 +8: MhyVard MyVar7 INT
2 +9: MyWarll MyVar8 INT
v MyVar9 INT
| Symbol | Crfset | Mask |Storage | Range [Lo... | Range (Hi... | Signal (Low) | Signal (HI... | \MyVar10 INT J
W\_faﬂ 0 FFFF Defaun\ i RETAIN variables
W are 1 FFFF Default
yhvard 2 FFFF Defauft <
W ard 3 FFFF Difault S
hWarh 4 FFFF Default ) | Name |\fa|ue
Ak 5 FFFF Default Variables
ar? [ FFFF Default mapped -to -the
yWard 7 FFFF Default
yarg 8 FFFF Defeul slave data block
M\faﬂ 1] 4 FFFF Defau\tj

+* This figure describes how to add a holding register and to map global variables.

[E 4 Mg MODEUS Slave
. @ 4 % Serser-Slave number=1
1. Click “Insert Slave/ Data Block” to open the Slave N b B Holding Registers [1.10] - MyNewBlock
Request configuration table. Key in “MyNewBlock2” as 8 Input it [1.1]
the name. 8 MODBUS Slave Request
2. Add a data block of the holding register type which T Request
holds 5 registers (Nb=5) and the first register address E Description: p—
. ancel
starts (base address) at 11. Because of the previous : bata read by the master
block ends with 10, so here we continue with 11 in AR Owse =
order to keep consistence address range for the same O mput Registers
H |d|n R | ter. Data read or forced by the master
olding Registe
3. Later we will declare and map the variables for the O co sits
N . . Hold Regist
holding register data block by users so we leave this box (@ roting Regiser
unchecked. Then click “OK”. Date block
Base address:
o B
Unchecked
'
Prefix: INT bl
Vil ...vi5
Following capture shows “MyNewBlock2” in workbench window.
[E 4 Mg MODBUS Slave Narme |value
® 4 @ Senver-Slave number=1 Reguest Halding Registers
B I 8 Holding Registers [1.10] - byMewBlock Address "
o S [11.15] - ck? Nb ltem 3
33 Description MyMNewBlock?
&
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| MNarme | Type | DI | Public | Attrib.

MbVarQ11 __BOOI 1
. MbVarg *?
Now we start to declare 5 global variables of INT type. MyVari o
1. Right click a global variable and select “Add Multi Variables...” MyVar2

MyVar3 & Cut
MyVard i copy

2. Key in variable name (here is ‘MyDefVar_%’). The % symble mixz:g =
indicates a number attached to the variable name at an Myvar7 % e
incremental order. Select the variable type to declare (later we mx::g fat
have to map INT type so we select ‘INT’). Cancel Sorting

Bl RE] W Epable Changes Space
3. Start number has to be entered in the ‘From’ and ‘To’ blank. < Swap Global <> Retain
Define the variable group as ‘Global variables’. ; N’am:ﬂ' & Add Variable Ins

Add Multi Vagables... ]

. . . Edit Variables as Text...
4. Click ‘Create all’ to declare the variables then click ‘Cancel’ to

close this window.

Select Variables...

Creation of N variables

Enterinformations

Type [ INT o l Cancel

Group Global vatiahles £ Help

CIread-ank Dim l:l []

Owerview
Crestion of & variables :

From wvariable MyDefVar_1 to variable MyDefvar_&

Fepart

Following figure shows the Workbench adds the declared variables to the variable editor.

| Marme 4 |Type | Di_. | Public
MyDefVar_1 INT [l
MyDefVar 2  INT [l
MyDefVar 3  INT L]
MyDefVar 4  INT [l
MyDefVar_5  INT L]

Now we can map the 5 variables of “MyDefVar” to the Modbus register data block.

|5 4 Mg MODBUS Slave Name [ Value

&5 4 3 Server-Slave number=1 Request Holding Registers 2 MyDefVar_1

"8 & "B Holding Registers [1..10] - MyMNewBlock Address 1 " A§MyDefvar_2

F I > B Holding Registers [11..15] - MyNewBlock2 ] b e = MyDefVar_3

i o ceseif Select all variables m;g:x:—‘;

. Select to map b

MyVar2

B "Holding &0 MyVar3 INT

® - " \0) MyVar4d INT

: Registers D‘@g % Mipver INT

i MyVar6 INT

A Symbol | Offget | Mask. | Storage [Range (Lo |Range (Hi.. |Signal (Low) \M MyVar? INT
MyDefvar 1 0 FFFF Default MyVarg INT
MyDefvar 2 0 FFFF Default e MyVar9 INT
MyDefvar 3 0 FFFF Default <
MyDetvar 4 0 FFFF Defeut Drag and drop to <
MyDetvar 5 0 FREE Defoutt the mapping area 7] Name | value 1
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There are 2 ways to change the Offset of variables.

1. Click the head line of the offset column® to select all variables. Then click the @ icon ® on the
left-side tool bar to open the Offset window. Key in the start number and the increment value. Confirm

again the result on the generated offset numbers, and click “OK”.

_________

MyDefvar_1
MyDefyvar_2
My Diefvar_3
My Defvar_4

A

Offset

Mame
| Storage | F
Default Frarm:
Diefault
Default Results
Default i
Default 1
___________________________________ 5
3
4

Generated

offset
numbers

Start
number

Offset
increment

2. Double-click the offset column to assign an offset position. The first variable start at the offset at 0,
the second one at 1, and etc....

Syrnbol | Offset 4 | Mask | Storage
kyDefvar_1 0 :'_FF Detfault
kyDefvar_2 1_ - IFF Detault
ki Defvar_3 b FFFF Detault
kA Defar_4 3 FFFF Detault
byDefvar_5 4 FFFF Detault

6.1.4 Define Input Bit Data Block

+» Following procedure describes how to add an input bit data block which can only be read by the

master.

K/
£ %4

Workspace EUsers\Pu blic\Documents\Win-GRAF Werkbench\Win-GRAF Wb 10.0\Samplesi\Re
4 @ Main task E 4 Mg MODBUS Slave
4 Frograrms 3 4 Server-Slave number =1

[T b dsin
“% Fieldbus Configurations ]
Hyos
i Variahles
4 i3 Library
Blocks
§q Global defines
o F Types
(Al Projects)

"B Input Bits [1..1]

MODBUS Slave Request

Request

InputBitBlock|

Description:

B
=— Data read by the master
[+
TE (@ Input Bits
- () Input Registers
ﬂ\

Data read or forced by the master

() Coil Bits

O Holding Registers
Data block

Base address: |1

Nb 10

Declare variables

Prefix: /ReadBool?| | BOOL

— From:
K¢

II

Build MyReadBooll ... MyReadBool10

Cancel

Lo... | Range
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6.2 Slave Type Configuration

The Modbus data block configuration done in the previous section defines the memory size and
structure of the slave. This chapter explains how to create a communication interface through which the
Master can exchange data with the slave data block (Figure 6.2.1~6.2.3).

1. Define a Modbus data block which contains sections for
- Input and output register
- Input and output bit

cuments\Win-GRAF Werkbench\Win-GRAF Wh10.0
F 4 5E Remote [0 (ICP DAS)

PR MODEUS Slave Data Block
b & COM3:115200H,81

# 4 3 Server-Slave number=1
— = <Figure 6.2.1>

"B I “B Holding Fegisters [1..10] - MyFirstBlock
I “B Holding Registers [11..15] - MySecondBlock
35 b "B Input Bits [1..10] - MylnputBitBlock

2. Map the data block to global variables

| Symbol | Offset | Mask | Storage \
w1 0 FFFF Default

vz 1 FFFF Deefault

V3 2 FFFF Default

W 3 FFFF Default

V5 4 FFFF Default

B 5 FFFF Deefault

w7 B FFFF Default

VB 7 FFFF Default

v 8 FFFF Default

w10 3 FFFF Default <Figure 6.2.2>

3. Set the Modbus protocol for accessing the data block
- Modbus TCP, Modbus RTU, Modbus UDP

Inst MBSLAVETCP

MBSLAVETCFP
TRUE 1IN OK output
502 1Fort NbHaost[]

<Figure 6.2.3>
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Win-GRAF provides Modbus slave function blocks which handles the communication between master
and the slave data block by processing the request received from the master. If the master request the
content of the slave data block, then the slave function block reads the data from the data block and
write it to the response data frame to the master. Function blocks are provided which supports Ethernet
and serial communication (Table 6.2).

Modbus Slave Function Blocks

Ethernet Serial (RS-232, RS-485)
MBSLAVETCP MBSLAVERTU
MBSLAVERTU
MBSLAVETCP e
TRUE IN OK Output s AN g Duipul

502 Bort COM1:9600,N,8,1 1PORT

o 1 1SLV
MBSLAVETCPEX MBSLAVERTUEX

MBSLAVETCPEX MBSLAVERTUEX
TRUE IN OK] Qutput TRUE IN Q QOutput
502 Port
1 Slave
‘Block_1' SviD
MBSLAVEUDP
Inst MBSLAVEUDP
MBSLAVEUDP
TRUE IN Q Output Lo e St
502 PORT COM1:9600,N,8,1 PORT Nrec ValidRegQty
1 SLv 1 SLV Nx ValidRegAllQty
TR RTU '‘Block_5' SnviD Nerr ProcessReqEmQty
Nok] SuccessRegQty
Nbr| BroadcastQty
NbBad BadQty

Qutput

<Table 6.2: Function blocks for setting the Modbus protocol type>
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7 Redundancy
In engineering, redundancy is the duplication of critical components or functions of a system with the
intention of increasing reliability of the system, usually in the form of a backup or fail-safe, or to improve
actual system performance. Redundancy sometimes produces less, instead of greater reliability — it
creates a more complex system which is prone to various issues, it may lead to human neglect of duty,
and may lead to higher production demands which by overstressing the system may make it less safe.

ICP DAS Win-GRAF CE PAC - XP-8xx8-CE6 series support the redundant system:

One redundant system is composed by two Win-GRAF PACs. When the PAC that running programs is
crashed or need to release its control authority by user-defined event, the PAC control authority will
automatically switch to the other one.

Name Definition Redundancy Settings

Main-PAC Rotary switch is set to 2

Backup-PAC Rotary switch is set to 4

Active-PAC The PAC that is running the program
Passive-PAC The PAC that is synchronizing data

Note: The Main-PAC is Active-PAC at the beginning and its control authority will automatically be
changed to the other PAC depends on conditions.

Rotary switch —__{ -

COM4 (RS-232/485)

COM2 (Rs-232) —M
COM3 (RS-485) ~

Notice:
1. Do not use two Main-PACs or two backup-PACs to form a redundant system.
2. Two PACs are communicating by using these communication ports.

Comunication Port Redundancy Mechanism (Rotary Switch: 2 & 4)

A. Public IP Port LAN1: used to communicate with Win-GRAF, SCADA, or HMI.

LAN2: data synchronization port.
B. Replication Port Two PACs are connected with an Ethernet crossover cable for
high-speed data synchronization.

C. Alive Port

COMS5 (RS-232): Used to detect if two PACs are running properly.
(or Heart-beat Port)
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Features of the Win-GRAF redundancy

1. Higher safety:
The redundant system conducts communication through LAN1, LAN2, and Alive-port. Active-PAC can
run Win-GRAF project even if only one cable works. If three cables are failed to communicate with
the PAC, the other PAC will automatically become an Active-PAC by a switching mechanism.

2. Unique Public IP: : SCADA/HMI
Win-GRAF redundant system provides a Backup (IP1+1) |
unique public IP address for SCADA/HMI to | | a
access it without needing to determine which ' —
one is the Active IP address.

Main (Ir1)

3. Easy maintenance:
If the redundant system is malfunctioning, the operator can power off and remove the broken one
and replace a spare one without re-installing all files. The normal PAC will automatically send
Win-GRAF project and data to the new PAC.

Notice:

® Do not shut down or dismounting the normal PAC, keep it running.

® Before powering on the PAC, adjust the rotary switch to the proper position and connect all
required communication cables or I/0 modules.

Exception:
Except the Win-GRAF project if there are other projects such as C, VB.net, C# and eLogger HMI,

running in the redundant system, these files need to pre-installed to the spare XPAC (or a repaired
PAC) before re-installing this PAC to the redundant system.

4. Simplifying the programming process:
Users do not need to specify what files or data should be sent to spare PAC because the Win-GRAF
redundant system will automatically handle these tasks.

5. Custom security mechanism:
Users can design a security mechanism in the program, for example, if Active-PAC is failed to
connect to SCADA because LAN1 or RS-485 is disconnected or damaged, it will automatically reboot
which means release its control authority to the other PAC.

6. 1/0 Redundancy:
Besides PAC Redundancy, users can choose iDCS-8000 system to achieve |I/O redundancy.
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7.1 Hardware Connection

Win-GRAF redundant system will automatically send a part of data from Active-PAC to Passive-PAC.

Alive Port
(RS-232)

Win-GRAF Switch ctive 1P

EX.192.168.71.37
255.255.255.0

LAN1

Active IP+ 1
EX. 192.168.71.38
Ethernet I/O 255.255.255.0

i Backub (4)

EX.192.168.71.128 Win-GRAF PAC

255.255.255.0

What Kinds of Data can Backup Automatically:

The user’s Win-GRAF applications.

The value of variables.

The private data of function block instance.
The PAC’s RTC (Real Time Clock) time.
Retain memory.

vk e

The most common data that cannot BackUp to the Passive-PAC Automatically?

1. The status of the Timer variable (Ticking or Sleeping).

2. Some files on the Active-PAC. For example, files stored in the "/system_disk" or "/mnt/microSD" or
non-Win-GRAF applications such as C or eLogger applications. These files should be pre-installed in
the PAC before mounting them to the redundant system.

3. If using the COM_OPEN() function to open the serial port, which will not automatically be opened on
the Passive-PAC.

4. The PAC’s data stored in FRAM memory cannot be backed up automatically.

Hardware
Two XPAC Rotary Switch One is set to "2" (called Main-PAC)
One is set to "4" (called Backup-PAC)
LAN1 2 x Ethernet cable
LAN2 1 x Ethernet crossover cable
COMS5 (RS-232) 1 x RS-232 crossover cable
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7.2 Software Settings

7.2.1 XPAC Utility
Set IP addresses for LAN1 and LAN2:

9 The factory default setting of LAN1 and LAN2 is DHCP that must be set as static IP by using
XPAC_Utility.

Set the rotary switch to "0" for redundant system.
Excute XPAC Utility and select the Manual Save To Flash option under HIVE Registery on the
General page.

KPAC Utility [1.2.7.7] !

File Help

| eneral2 IDlspIay IIP Config INetWDrk IDewce Inforrnation IAun: Execution IRDtary Exd 4 I 4

Welcome to use XPAC Utility
This toal will help you easy to
use XPAC CE serles.

Task Bar setting:
[ Auto Hide:
[ &lways On Tap

HIVE Registry:

\g‘;? XPAC “I]NCE S.eTicS O 4utn Save To Flash ©efault)

Q!
l g IMaunal Save Ta Flash '
Backplane Battery [ Enable ALtorun in plugging USE Disk

RTC Battery Ok

Configure the synchronization with a time server

Click on IP Config tab and configure LAN1 IP for redundant system. Note that,

1) Set LAN1 IP and Active_IP to be different to avoid IP address conflicts after rebooting PACs.

2) For Win-GRAF and the PAC can communicate properly, both the IP addresses of them must
on the same network segment.

XPAC Utility [1.2.7.7] |

o File Help

IGeneral IGeneraI2 IDispla | IP Config | Metwark IDevice Infor mation Iﬁub:u Execution I Rotary E}{EI 1 I 4

LAM 1: LAMN 2:
MAC Address: 00-00-E0-70-00-FF MAC Address: 0O0-00-E0-6E-OC-44
{ ) Use DHCP to get IP address 1 () Use DHCP to get IP address 2

@wgsign IP address @\ssign IF address

IF -"-'herSS: ‘ 192,168.1.26 IP .&Bdress : |199. 193,195.17

Note that LAN1 IP

| |

and Active IP must R ‘255-255-'3-'3 \ Mask: |255.255.255.D |
be different. Gateway: ‘ ‘ Gateway: | |
DMS Server: ‘ ‘ DMS Server: | |

__Apply By __Apply B

Check "Assign IP address" under the LAN2 setting for redundant system.
Click both two "Apply" buttons to save the settings.
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Set up communication cables and redundant mode (Rotary switch: 2 & 4)

A. Conncet each LAN1 port of PACs to an Ethernet switch.

B. In between two LAN2 ports of PACs must connect to an Ethernet crossover cable.

C. In between two COMS5 ports of PACs must connect to a RS-232 crossover cable.

D. Set the rotary switch of PAC to "2" (called Main-PAC) and the other one to "4" (called Backup-PAC).
E. Rebooting two PACs.

After rebooting, the LAN2 IP address and Mask address will automatically be set as follows:
Main-PAC (2): 199.193.195.17 / 255.255.255.0 ;

Backup-PAC (4) : 199.193.195.9 / 255.255.255.0

Download the Redundant Project

1. Set the Win-GRAF communication IP address
For the first time to download the redundant project, e.g., demo_rdn_2, enter the LAN1 IP address
of the Main-PAC (2).

X5
——

Communication Settings

T5 Runtirne i I
S Caricel
192.168.1.26:002 —L
Browse
| Hep

The communication IP.

2. Set the Active_IP address
Set the Active_IP and Mask address for the " i_redundancy" function depends on the network
environment.

. Download the Win-GRAF project

Click the "On Line" button ( 2| ) to connect, and download the redundant project to the Main-PAC.
After it’s downloaded, LAN1 IP address of the Main-PAC(2) will automatically set to the Active_IP
address and LAN1 IP address of the Backup-PAC(4) will set to Active IP + 1.

PCINFETCESB1 m
IP Information IIF‘VG Infarmation |

Internet Protocol (TCP{IP)
Address Type: Static

192,168.79.37 ]

PCIVFETCESB1

IP Information IIF‘VG Information |

Internet Protocol (TCP{IP)
Address Type: Static

192,168.79.38
255.255.0.0

Default Gateway: T

ok x

IP Address: IP Address:

Subnet Mask: 255.255.0.0

Default Gateway: T

Subnet Mask:

LAN1 IP address and Mask
of the Main-PAC (Active).

LAN1 IP address and Mask of
the Backup-PAC (Passive).
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4. Change the Win-GRAF communication IP address to the Active_IP address
Right now, Win-GRAF will show "Communication error" because the current IP address of the
Active-PAC is automatically set to the Active_IP address. Click the "On Line" button again to stop the
connection between the Win-GARF and the PAC.

A —

Stop the connection.

Next, change the Win-GRAF communication IP to the Active_IP address so that this project will
always download to the Active-PAC whenever the user wants to debug or change it.

Communication Settings

[TE Runtirne v]

[ Ky
o B
JEEEN

192 168.1 26502 N The communication IP.
1921687937510

Note: Since Win-GRAF Driver v1.10, users can know which one is Active-PAC by checking the
L1 LED indicator on PAC.

L1 LED indicator

Link/Act [ < S z
ON This PAC is Active PAC

N

LA
100M/1G

Blinking | This PAC is Passive PAC

Win-GRAF User Manual, V3.0, Jun. 2022 by ICP DAS 56



7.3 Switchover Mechanism

In this chapter we will introduce the mechanism of how XPACs have be back ups for each other.
Following figure shows the hardware cables:

Hardware
Two XPAC Rotary Switch One is set to "2" (called Main-PAC)
Oneis set to "4" (called Backup-PAC)
LAN1 2 x Ethernet cable
LAN2 2 x Ethernet cable
COMS5 (RS-232) 1 x RS-232 crossover cable

7.3.1 Main PAC and Backup PAC Switchover

The factory default setting of LAN1 and LAN2 is DHCP that must be set as static IP by using XPAC_U'tility.
A. Set the rotary switch to “0” for redundant system.
B. Excute XPAC Utility and select the Manual Save To Flash option under HIVE Registery on the
General page.

KPAC Utility [1.2.7.7] !
File Help

: General i Feneralz IDispIay IIF' Zanfig INehNDrk IDevice Infor mation Iﬁub:n Execution IRDtary Exe_{ I 4

Welcome 1o use XPAC Utility
This tool will help you easy to
uge ¥PAC CE series,

Task Bar setting:
[ Auta Hide
[ abways On Top

HIVE Registry:
(‘::.?1 XP/ -”LC VV]NCE SETIﬁ" () Auto Save To Flash (Default)

Maunal Save To Flash

Backplane Battery [] Enahle Autarun in plugging LSE Disk

RTC Battery Ok

Configure the synchronization with a time server | Configure

C. Click on IP Config tab and configure LAN1 IP for redundant system.
Note:
1) Set LAN1 IP and Active_IP to be different to avoid IP address conflicts after rebooting PACs.
2) For Win-GRAF and the PAC can communicate properly, both the IP addresses of them must
on the same network segment.
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XPAC Utility [1.2.7.7] _|

I General I Genaral2 I Displ3 | IP Config | etwork IDevice Infarmation I AUtn Execution IRDtary E}{EI 1 I »

LAN 1: LAN 2:
MaAC Address: D0-O0-E0-70-00-FF MAC Address: DOFOD-E0-BE-DC-44
{1 Use DHCP o get IP address 1 () Use DHCP to get IP address 2
Note that LAN1 IP %ﬂsign IF address %:ign IP address
and Active IP must IP Address: 192,168,126 | IP Adkress:  [192,168.79.21 |
be different.
Mask |255.255.0.0 | Mask: |255.255.255.0 |
Gateway: | | Gateway: | |
OMS Server: | | OMS Server: | |
2ot B

D. Configure the LAN2 settings for two PACs.
Note:
When using far-field redundant system, user needs to configure LAN2 IP for each PAC.
1) If the LAN2 IP of Main-PAC is x.x.x.n, the LAN2 IP of Backup-PAC must be x.x.x.n+1.
2) The first three octet of LAN2 IP for two PACs must be the same, and the Mask address for
LAN2 and LAN1 must be different.

Rotary Switch LAN2 Description

IP (E.g., 192.168.79.21) Download Win-GRAF project to this PAC.

Main PAC (2) ] . .
Mask (E.g., 255.255.255.0) It is Active PAC by default (L1 LED is ON).

IP+1 (E.g., 192.168.79.22)

Backup PAC (4)
Mask (E.g., 255.255.255.0)

It is Passive PAC by default (L1 LED is OFF)

E. Click both two "Apply" buttons to save the settings.

Win-GRAF User Manual, V3.0, Jun. 2022 by ICP DAS 58



7.3.2 Normal Working Sync. Condition

Win-GRAF Ethernet Switch

Win-GRAF PAC

Rotary Switch

n Alive Port
i (RS-232)

Step 1: Turn on two PAC with normal mode (i.e., Rotary Switch = 0 & 0) and set IP addresses for
LAN1 and LAN2.
Note: To avoid IP address conflicts after rebooting PACs, LAN1 and Win-GRAF Active_IP must be set to a
different IP address.

Step 2: Wiring three communication cables for each PAC and power on with redundant mode (i.e.,
Rotary Switch = 2 & 4).

Step 3: Modify both communication IP and Active IP in the Win-GRAF project, and download it to
Main PAC (2). After that, the project will automatically transfer to Backup PAC (4) via LAN2.

Note: Before updating the program of the Active-PAC, power off the Passive-PAC. After completing the
update, power on the Passive-PAC to ensure that the redundant system is work properly.

7.3.3 Concept of Syncronyzation

1. Switch_Time: Last synchronized. To switch Time Range. Not the time from Active to Passive.
2. Switch_Cycle: First cycle after switch
3. Lost Exchange: Always synchronize Data.

Inst_GETACTIVERTSTAT

GETACTIVERTSTAT
qRed Redundancy Run
qPassHere Passive Connected
gPassOK Passive Ready
nLostExch Lost Exchange
swicthCycle owitch_Cycle
SwitchTime Switch_Time

Win-GRAF User Manual, V3.0, Jun. 2022 by ICP DAS 59



7.4 Function Blocks

7.4.1 GetActiveRTStat

GetActiveRTStat

This function shows the status of active runtime

NAME TYPE ‘ DESCRIPTION

Output

gRed BOOL This parameter is TRUE if redundancy is possible. It is
FALSE if the runtime does not support redundancy.

gPassHere BOOL This parameter indicates if a passive runtime is
connected to the running active runtime.

gPassOK BOOL This parameter indicates if the connected passive
runtime has finished its initialization operations and is
now synchronized for data replication.

nLostExch DINT This parameter indicates the number of replication
exchanges failed on timeout.

SwitchCycle | BOOL This parameter is TRUE if the running runtime has
become active on a switch and is now running its first
cycle.

SwitchTime | TIME This parameter gives an indication of the last switch
duration.

7.4.2 GetActiveExStat

GetActiveExStat

This function shows the extra status of active runtime

NAME TYPE ‘ DESCRIPTION

Output

PAC_Mode INT This parameter indicates PAC mode.

0: Standard PAC;
1: Redundancy Main PAC;
2: Redundancy Backup PAC

Sync_LAN INT This parameter indicates current synchronization LAN
port. 1: LAN1; 2: LAN2.

LAN1_State | BOOL This parameter is TRUE if LAN1 is connected. It is FALSE
if LAN1 is disconnected.

LAN2_State | BOOL This parameter is TRUE if LAN2 is connected. It is FALSE
if LAN2 is disconnected.
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7.4.3 ActiveRTSwitch

ActiveRTSwitch

This function is used to switch active PAC and passive PAC

NAME | TYPE | DESCRIPTION

Input

bEnable BOOL Set this parameter as TRUE to enable active and passive
PAC switch.

Output

bOK ‘ BOOL ‘ This parameter is TRUE if switch successfully.

7.4.4 ActiveSYNSwitch

ActiveSYNSwitch

This function is used to switch synchronization LAN port

NAME | TYPE | DESCRIPTION

Input

bEnable BOOL Set this parameter as TRUE to enable synchronization
switch.

Output

bOK ‘ BOOL ‘ This parameter is TRUE if switch successfully.
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8 OPCUA Server

OPC Unified Architecture (UA) is an open standard created by the OPC Foundation and defines a
platform independent interoperability standard. OPC UA offers a secure method of client-to-server
connectivity and has the ability to connect securely through firewalls and over VPN connections.
For the majority of user applications, the most relevant components of the UA standard
are as follows:

e Secure connections through trusted certificates for client and server endpoints.

e Robust item subscription model to provide efficient data updates between clients and servers.

e An enhanced method of discovering available information from participating UA servers.
The purpose of this manual is to introduce the main functions and configuration supported by the
Win-GRAF OPC UA server. In addition configuration and testing procedure are given to familiarize
yourselves with the features, functions, limitations and operating characteristics of specific settings.

8.1 OPC UA Server Configuration

You should be familiar with the OPC UA specification and the communication methods used for the data
exchange between OPC UA servers and clients. If security plays a vital role in your application a deeper
understanding of how OPC UA certificate are used by the servers and clients to securely identify and
communicate with each other is being required.

This chapter gives a quick overview of the OPC UA server configuration procedure using the Win-GRAF
workbench and describes the supported configuration parameters.

8.1.1 Server Configuration Procedure

This section provides a quick overview how to add and configure a OPC UA server with the Win-GRAF
workbench. The next chapter describes the server parameters in more details.
e Step 1: Start the Win-GRAF workbench and create a new project
e Step 2: Open the Fieldbus Configurations window by clicking on the 'Fieldbus Configuration'
button in the toolbar or double clicking the 'Fieldbus Configuration' node in the workspace.
e Step 3: Open the 'OPC UA Server' plug-in: Click 'Insert Configuration' button on the left toolbar
and select 'OPC UA Server (ICPDAS)' from the 'Add Configuration' dialog.

.C:‘EUsers‘LPublic‘LDncuments‘LWin-GRAF Workbench\Win-GRAF Wb 10.0\Samples\Redundai
B jou iy

Winlls —onfiguration

Choose a configuration

.

b Al
4 OPCUA Cancel

35
o
| oPCUA Senver icPDAS) | 9
* F Shared Memory
B
o
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Step 4: Basic configuration parameters setting:

- Click on the "OPC UA Server (ICPDAS)" node to show a list of basic configuration parameters
with their default values. Double click a parameter entry in the 'Value' column to modify the

setting.

» Mg MODBUS Master
» Mg MODBUS Slave

L] OPC UA Server (ICPDAS)
4 =3 Remote |/O (ICP DAS)

b & COM3: 115200,N,8,1

-Double click the 'OPC UA Server (ICPDAS)' node (left hand side) to open a separate dialog which
beside the basic parameter allows you to do additional setting (e.g. user identity token, user

login account).

OPC UA Server

Mame | value

Server Marme UaSerear[ModeMame]

Server LRI

Product Marne Product MNarme
Product URI urn:Company:Product
hanufacturer Mame Manufacturer Mame
Max Session 2

hax Session Timeout 3600

hin Session Timeout 10

Min Keep Alive Interval 5

hax Publish Interval a

Min Publish Interval 50

hax Subscription Lifetime a

hin Subscription Lifetime 10000

Use Usermame and Password True

Use Anonymous False

Use Certificate False

Server Account Certificate
Information

Manufacturer Name
Product Name
Product Uri

Server Name

Server Uri

Server Settings

Maximum Sessions

Subscription Settings

Maximum Lifetime
Minimum Lifetime
Publishing Settings
Maximum Interval

Minimum Interval

User Identity Token

[Juse certificate

I:|Use Anonymous

Maximum Session Timeout

Minimum Session Timeout

Minimum Keep Alive Interval

Use Username and Password

Manufacturer Name

Product Name

urn:Company:Product

UaServer:[NodeName]

urn:Company:Product:OPCUA_Server

2 :

3600 = Second

10 = Second

5 = Second

] = Millisecond
10000 = Millisecond
0 = Millisecond
50 - Millisecond
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- If 'Use Username and Password' is selected, add the usernames with their passwords to the
account list in the 'Account’ tab.

OPC UA Server

Server HKDUﬂt Certificate

L
-
Add Remove
-
Username Password '
user password /
admin password 4

- Under the 'Certificate' tab make sure that the 'Enable Server Self-Signed' option is enabled and
the other detailed as shown below a filled in. The server will use this information to generate a
certificate with its private key and store it in the directories 'pkiserver\own\certs\' and
'pkiserver\own\private\'. The 'Enable Server Self-Signed' option only needs to be selected if no
server certificate with its key already exist in the directories, because the server can not start
without having a certificate.

Server Account Certificate

Enable Server Self-Signed

<
Certificate Information
Commaon Name
-«
L 4

[ServerName]

Organization Organization Unit

Organization Unit
-...i-r.- - _*.-—"—‘ .’.- -_\-’ﬂ.#u‘- i
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e Step 5: Endpoint setting:
- Add an endpoint node to the server:
1. Activate the 'OPC UA Server (ICPDAS)' node by clicking on the node
2. Click on the 'Insert Master/Port' button on the left toolbar. A 'Endpoint' dialog pops up.
3. Set the endpoint parameters. Only one endpoint is supported by the Win-GRAF server.
Confirm the setting with 'OK".

i ar¢ OPC UA Server (ICPDAS) o Name

Serser Mame

H
5
0
H Bind Address: | [NodeName] o—‘

” Port: A840 =
B
Security Policies:
- ty
I |:| None
a Basic128Rsal5 .
Basic256 e
BSwy

TR Default oK i Cancel

e Step 6: Create a monitoring group node:
1. Activate endpoint node ('Bind IP Address: opc.tcp://...")
2. Click 'Insert Slave/Data Block' command on the left toolbar. A 'Group' dialog will be displayed
3. Enter a group name in the dialog by double clicking the 'Value' column. Click 'OK'
The new node with the group name will added to the tree view.

[E 4 or¢ OPCUA Server (ICPDAS) Harme | Value
i # Bind Address opcicp:/[NodeName]: 4840 o TCR{IP Address [NodeMame]
‘B Ie Font 4840
b Security seftings 36
% Group: GroupName
i Properties [alue oK ks
B Cancel
ol Help
+
+
|\
Mame
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Step 7: Assign PLC variable to the group. Here the PLC variables are assigned to the UA server for
the client to access.
1. Declare variables to be accessed by the client
2. Select the group node by clicking on it
3. Drag and drop the variables to the mapping area
4. Enter a 'Tag name' for each variable. The tag name will be shown to the client. If the tag name
is empty, then the 'Symbol' name will use for the node name.
5. Select the client access mode: 'Read only', 'Write only' or 'Read/Write', 'No Access'. If 'No
Access' has been selected, then the variable represents the OPC UA server status. The type of
status to be shown has to be set in the 'Type' column.
6. In the 'Type' column the OPC UA server status type represented by the variable is set. The
"Type' column is only valid if the access mode 'No Access' has been selected. Available server
status type:

o - Server Status

o - Used Sessions

o - Used Subscription

o - Used Monitored Items

10 Drivers *
[ 4 ®%¢ OPCUA Server (ICPDAS) Name |“alue 17 [Name | Type |
&% 4 & BindAddress apotopModeMame]: 4840 f Mame  MyGroup kil RETAIN variables
B =W Croup: bywGroup 4 [ Main
i diVar( DINT
3t diVar1 DINT
=] divar2 DINT
; divar3 DIN
! @ divar4  DINT
B+ — diVars DINT
o diVart DINT
. diVar? DINT
* diVard DINT
a_ | Symbol | Tag name | Access Mode | Type divarg DINT
kain/divard Feadf it ser Data 4 11
bainfdiviar @ Readwrit@ User Data @ < * | “ariables
kain/divar? Feadfrite ser Data Y| Name | v/alue
kain/divard Feadfrite ser Data
kain/divard Feadfrite ser Data
kain/divark Feadfrite ser Data
kain/divarh Feadftrite ser Data
kain/divar? Feadftrite ser Data
kain/divard Feadftrite ser Data
rain/divard Readhtrite ser Data

Step 8: Built the program, download it to the runtime and start the application.

If no certificate exist in the folder ".\pkiserver\own\certs' of the runtime execution file directory
then a new certificate with its private key will be automatically created.

Step 9: Use a OPC UA client to connect to the server.
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8.2 Server Configuration Parameters

The communication settings for the OPC UA Server module determine how the server will appear on the
network, as well as how OPC UA clients may communicate with it.

8.2.1 Server Information

Information

Manufacturer Name Manufacturer Name

Product Mame
Product Uri
Server Name

Server Uri

Manufacturer Name

Product Name

Product Uri

Server Name

Server Uri

Product Name
urn:Company:Product
UaServer:[ModeMame]

urn:Company:Product: OPCUA_Server

The name of the manufacturer. This name will be used for the PLC application

program build information and is shown in the trace log file.

The name of this application. Same as the manufacturer name it is being used as

internal data to identify the build program and the trace log file.

Appears as a header in the trace log file.

A globally unique identifier for the product the server belongs to.

Default name: 'urn:Company:Product'

The following the key strings are supported:

- '[INodeName]' - gets the host name of the actual computer.

- '[ServerName]' - replaces the key string with the server name

example:

- 'urn:MyCompany:MyProduct'

- 'urn:[NodeName)]:MyProduct'

The name of the server. The default common name is 'Server'.

This name will be stored under the keyword '[ServerName]' which means strings

containing the keyword are modified by the server by replacing the keyword with

the server name. For example by default the keyword '[ServerName]' is assigned
to the 'Common Name' of the self-signed certificate, which means the server
name will be used as a 'Common Name'.

Use the key string '[NodeName]' to automatically gets the host name of the

actual computer.

- For example: If the computer name is 'DESKTOP123' then the string
'MyName@[NodeName]' will generate the common name
'MyName@DESKTOP123'

Every Server shall have a globally unique identifier called the ServerUri.

If a UA server is selected, the server URI will be displayed. The server URI can be

used as a reference to filter the discovery result.

The default name is 'urn:Company:Product:OPCUA_Server'

The following the key strings are supported:

- '[INodeName]' - gets the host name of the actual computer.

- '[ServerName]' - replaces the key string with the server name

example:

- 'urn:MyCompany:MyProduct:MyServer'

- 'urn:[NodeName]:MyProduct:[ServerName]'
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8.2.2 Session Settings

Server Settings

Maximum Sessions 2 =

Maximum Session Timeout 3600 = Second
Minimum Session Timeout 10 = Second
Minimum Keep Alive Interval 3 = Second

Server Setting Description

Maximum Sessions e This parameter specifies the limit of supported connections. The valid
range is 1 to 128. The default setting is 2.
Session Timeout e This parameter specifies the UA client's timeout limit for establishing a
session. Values may be changed depending on the needs of the application.
The default values are 10 to 3600.
e Minimum: This parameter specifies the UA client's minimum timeout limit.
The default setting is 10 seconds.
e Maximum: This parameter specifies the UA client's maximum timeout limit.
The default setting is 3600 seconds.
Subscriptions have a keep-alive counter that counts the time in which there
have been no Notifications to report to the Client. When the Keep Alive
timeout is reached, a Keep Alive Message informs the Client that the
Subscription is still active.
e In case that there is nothing to report (e.g. no values have changed) the server
will send a Keep Alive notification to the Client, which is an empty Publish, to
indicate that the server is still alive.

Keep Alive Interval

8.2.3 Server Subscription Setting

OPC UA supports polling and subscription mode.

- In polling mode the client is continuously updating the objects at a defined interval. This creates a
higher communication loading and is therefore only recommended for a few symbols.

- In subscription mode the server monitors a selected number of nodes. Only when the nodes value
changes will the server notify the client about the changes. This mechanism reduces the amount of
transferred data immensely and is therefore the recommended mode for reading information from a
OPC UA server.

Settings for Subscription and Monitored Items

’.\ Subscription
¢
i s _
(Y

Publish Publish
Interval Enabled

Monitored item for calculated aggregate

O Sampling Interval D Filter IIIIII]]] Queue ——"— Monitoring Mode
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In the following the subscription setting is described.
Subscription Settings

Maximum Lifetime 10000 = Millisecond

Minimum Lifetime 0 = Millisecand

Publishing Settings

Maximum Interval 1000 : Millisecond
Minimum Interval 0 = Millisecond
Lifetime e Interval, in which server publish data to Client

e The server will modify the 'Minimum Interval' interval to protect the source
from extensive load that may be caused by a high sampling rate.

e Maximum: The maximum Subscription lifetime (in milliseconds) the server
allows. (Default: 10000)

e Minimum: The minimum subscription lifetime (in milliseconds) the server
allows; 0 is no limitation. (Default: 0)

Interval Interval for sampling (and storing) data at server and send in each publishing
interval. The sampling interval defines is the time interval at which the server
checks the Monitored Item for data changes. The interval can be set to a faster
than the notification interval (Lifetime) to the Client, in which case the server
may queue the sampled data and publish the complete queue.

8.3 User Authentication Configuration

When a user is trying to connect from an OPC UA Client to an OPC UA Server, the OPC UA server needs
to confirm the identity of the user before allowing the connection from the OPC UA client. The
Win-GRAF server currently supports three different ways to authenticate a user during the activation of
a session:

e Anonymous ldentity Token

e User Name Identity Token

e X509 Identity Token
The 'User Identity Token' area determines the identity types of the client that will be allowed to log on
to the OPC UA server.

User Identity Token

v | Use Username and Password
Use Certificate

Use Anonymaus

Use Username and User Name Identity Token
Password e Require clients to enter a username and password that a match a user in
your project's security system. This option is available only if the security
system has been enabled.
e If this option has been selected it is necessary to enter the username and
password. The 'Account' tab (Figure 6) provides a list in which the user
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with the password can be entered.
e Default: Enabled
Use Certificate X509 Identity Token
e Instead of using a username and password to login into the server a
separate X509 certificate is being used for each user.
e The common name of the X509 certificate acts as the user name and its
private key functions as a password.
e Default: Disabled
Use Anonymous e Allow clients to log on to the server without entering a username or
password.
e Default: Disabled

Note:

- At least one of the available options have to be set. If none of the identity options have been selected
then the client will not be able to connect to the server.

- The options are not exclusive; more than one option can be selected .

In the following the three application based security configuration is explained.

8.3.1 Anonymous ldentity Token

The anonymous identity token does not perform any authentication (Figure 8.3.1.A). That means

- Every client which certificate has been added to the 'pkiserver/trusted/certs' directory can establish a
connection with the server without having to enter a user name and password.

- If the 'Security Policy' of the server is set to 'None' (Figure 8.3.1.B) then all clients regardless whether
they are trusted by the server or not can create a session with the server.

For security reasons it is recommended to use anonymous identity token.
User Identity Token

Use Username and Password
Use Certificate

v | Use Anonymous

Figure 8.3.1.A
Endpoint
Bind Address: | [NodeName]
[FaliE 4840 2
Security Policies:
None
[ pasici28Rsal5
[ vasic256
Default Cancel
Figure 8.3.1.B
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8.3.2 User Name Identity Token

This token type configuration (Figure 8.3.2.A) allows to authenticate the user using a username and
password. The password is passed to the UA Server in encrypted form, even when using a none secure
channel. The password is never stored in the memory as a plain text so it is always protected.

User Identity Token

|| Use Username and Password
|| use Certificate
|:| Use Anonymous
Figure 8.3.2.A
The following user account list allows you enter a number of usernames with the corresponding

password. In addition, the access right for each user can be limited to only read access by disabling the
'Write Authorization' checkbox. The default account entries are shown in following capture.

OPC UA Server
Server Account  Certificate
Add h Remove
Username Password Writable
user password true
admin password true
User
Username ‘ ‘
Password ‘ ‘
[ Jwrite Authorization
Apply

Note:
It is important to remove the default entries from the account list and replace them with your user login
account settings otherwise the security is impacted.
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8.3.3 X509 Identity Token
This allows authenticating users using X509 certificates (Figure below). The system administrator has to
provide for each user with a separate authentication certificate together with its private key which can
either be stored on a smart card or on the client itself which is less secure. In addition, the system
administrator has to add the authentication certificate file without its private key to the Win-GRAF
server directory '\pkiserver\trusted\certs\' which contains all the trusted OPC UA client’s certificates.
The client generates a signature using the private key of the X509 certificate and the server uses the
public key of the same certificate to verify the received cryptographic signature.

User Identity Token

[ ]use username and Password
Use Certificate

Use Anonymous

This identity token authorization mechanism is similar to the password authentication where the
'‘Common Name' (CN) field of the X509 certificate is mapped to a username and instead of a password
the private key of the certificate is being used to authenticate the user. In the same way as for the
password authentication the ‘Common Name' has to be added to the 'Username’ column of the user
account list.
In the following the procedure for configuring the server to support X509 authentication is shown:
e Step 1: Set the identity token to X509.
Double click the 'OPC UA Server (ICPDAS)' node in the 'lO Driver' window to open the main OPC
UA configuration interface. Enable 'Use Certificate' option as shown above.
e Step 2: Add the 'Common Name' (CN) to the user account list.
1. Click the 'Account' tab of the main configuration interface to display the account list.
2. Click 'Add' to add a new entry.
3. Enter the 'Common Name' (CN) of the X509 certificate (Figure 8.3.3.A) to the 'Username' edit
box (Figure 8.3.3.B).
4. The password setting will be ignored if only the 'Use Certificate' option is enabled (Figure 7). If
the 'Use Username and Password' option is selected as well then enter a secure password.
5. Determine whether the user should have both read and write access rights by selecting the
'Write Authorization' option.
6. Click 'Apply' and 'OK' to confirm the setting.

Certificate [éj
‘ Genera\| Details |Cer‘tiﬁcation Pathl
Show |<A\I> v|
Field Value -
DVa\id to Tuesday, October 20, 20...
=] Subject MyFirstCertificate, RDS, L..
[=] Public key RSA (2048 Bits)

(5| Netscape Comment "Generated with Unified A...
(5| Subject Key Tdentifier 1283 81522c223190...
{ii| Authority Key Tdentifier  KeyD=1e 83 81 52 2c 22...
G| Subject Alternative Name URL=urn:martin-PC:Unifi...
[i| Basic Constraints Subject Type=End Entity, ... o
— .

I_CN = MyFirstCertificate I

OU =RD5

0 = ICPDAS

L = Taichung
S = Taiwan

C=Tw

1

Copy to File...

Learn more about certificate details

(Figure 8.3.3.A)
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OPC UA Server

Sarvel Certificate

Add Remove
Username Password Writable
MyFirstCertificate Qwerty false
admin password true

User

Username ‘ MyFirstCertificate ‘

Password ‘ Qwerty o ‘
e @Nrite Authorization .

cors

Figure 8.3.3.B
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9 Technical Tips

In this chapter we will introduces some applications and driver/ firmware updates that ICP DAS suggest
users to implement or downloads.

9.1 How to Update Runtime on PAC?

1. Download the update pack from following linkage and unzip it.
https://www.icpdas.com/web/product/download/pac/win-graf/CE_PAC/driver/Win-GRAF Installer 2.1.0.zip

2. Copy the file into pen drive or into SD card.
3. Insert pen drive or SD card into PAC.
4. Open ,My Device” on the PAC Desktop. Select ,,Hard Disk”.

5. There are two executable files:
@ ... X86.exe is for XPAC series.

@ ... ARMvA4l.exe is for WinPAC-5K/8K/9K and ViewPAC.

[Ele Edit view Go Favorites | || @]+ | &] <[] = -

I]]Agdress I ‘Hard Disk\Win-GRAF_Installer_2.1.0

| harne | Size | Type | Date Modified |
12 Win-GRAF File: Folder 10/11/2022 3:11 PM
i 221KB  Application 10/14/2022 5:02 PM
Iﬂ"& 160KE  Application 10/14/2022 4:54 PM

6. Execute x86 installer. Click ,Install“ to start.

Click install to start. | Install | Start install
art instaling... Install
SRS e e s Executing Runtime: Mo \—l
Close | =5 piee KPS o] oo

£ KPR, Ok
Installing ICP DAS WinGRAF
Copying files...

‘Systern_diskiwinGRAFcoremodule.dil

1

7. Click ,,OK” to reboot.

Start installing. ..
Executing Runtime: Mo

Install
Close

PAC Type: XPEXEK, OK
Tnstall: Ok
Remove auto-execution

1
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