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Important Information

Warranty

All products manufactured by ICP DAS are under warranty regarding
defective materials for a period of one year, beginning from the date

of delivery to the original purchaser.

Warning

ICP DAS assumes no liability for any damage resulting from the use
of this product.ICP DAS reserves the right to change this manual at
any time without notice. The information furnished by ICP DAS is
believed to be accurate and reliable. However, no responsibility is
assumed by ICP DAS for its use, not for any infringements of patents

or other rights of third parties resulting from its use.

Copyright

Copyright @ 2019 by ICP DAS Co., Ltd. All rights are reserved.

Trademark

Names are used for identification purpose only and may be

registered trademarks of their respective companies.

Contact us

If you encounter any problems while operating this device, feel free to contact us

via mail at: service@icpdas.com .
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1. Getting Started

Before beginning to update Firmware, the wiring test, Ethernet configuration and
search/Modbus utility driver installation procedures must first be fully completed. Follow the

procedure described below:

Step 1: Connect both the module and the Host computer to the same sub-network or the same
Ethernet Switch, and then supply power to the module. (Do not connect the module to a router or
remote Internet, it may cause the update to fail.)

None PoE ]

@ 'Ethernet Etherne 5.[

Computer

Power supply jWSN-200E Hub/Switch
(+10~+30VDC)

Have PoE
Powered
by
Ethernet | Etherne 5[
iWSN-200E PoE Compute
Hub/Switch

Step 2: Downloaded the eSearch Utility and installed according to the installation instructions.
The eSearch Utility can be obtained from the ICP DAS web site. The location of the
download addresses is shown below:

@

http://www.icpdas.com/en/download/index.php?nation=US&kind1=&model=&kw=esearch

Step 3: Execute the eSearch Utility to search for the module and configure the correct
and effective network settings.

1. Double click the eSearch Utility shortcut on the desktop.

2. Click the “Search Servers” button to search your module.
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3. Once the search process is complete, double-click the name of the module
to open the “Configure Server” dialog box.
4. Enter the network settings information, including the IP, Mask and

Gateway addresses, and then click “OK” button.

-

@ eSearch Utility [v1.1.19, Jun.26, 2018 ] =RNCIN X
| File Server Tools
Alias IP Address Sub-net Mask | Gateway MAC Addre:
iYWSN-200E iYWSN 192.168.255.1 255.255.0.0 192.168.0.1 00:0d:e0:1€
eSearch.exe 3
4 [ m = P
2 M Search Server ‘ !' Web Exit ‘

Configure Server (UDP) ﬁ
Server Name : iWSN-200E 4
DHCP: |0: OFF ~|  Sub-netMask: |255.255.0.0 Alias:  [IWSN
IP Address : |192.1BB.255.112 Gateway : |1 92.168.0.1 MAC: |I]I]:I]d:el]:1 b:4a:la
Yyarning!!
Contact your Network Administrator to get correct configuration before any changing! Cancel
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2. Start updating Firmware

The module can directly update the Firmware via Ethernet. The update procedure is as

follows.

2.1 Firmware updating

The firmware update can fail when the computer has multiple network
interfaces (e.g., LAN and Wi-Fi). Therefore, enable only one network interface
for updating the firmware, and temporarilyturn off other network interfaces,
firewalls, and anti-virus software first. Two methods can be used to update the
firmware: “Local FirmwareUpdate” (traditional) and “Remote Firmware Update”
(TeamViewer). The Local Firmware Update method requires the user to manually adjust
the position of the Init/Run Switch and reboot the module in order toinitializethe firmware

update. Refer to Section 2.1.1"Local Firmware Update”for more details. The Remote

Firmware Update method allows the user to initialize the module via a web interface
withoutneeding to adjust the hardware switch. Initialization via the web interface is useful
when the module is installed ata remote site and can be accessed

viatheTeamViewerapplication installed on a remote PC. Refer to Section 2.1.2 “Remote

Firmware Update” for more details.
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2.1.1 Local Firmware Update
Step 1: In the eSearch Utility, click the “Search Servers” button to searchthe for any

modules connected to the network .

Step 2: Right clickon the name of the module to be updated.

Step 3: Select the “Firmware Update” item from the popup menu and the “Open” dialog
box will be displayed.

& eSearch Utility [v1.1.19, Jun.26, 2018 ] - Lol o e S

File Server Tools

Name | Alias | IP Address | Sub-net Mask| Gateway | MAC Address |
iYWSN-200E  iWSN a2 168.0.1 00:0d:e0:16:4a:1a
2 & Ping Server
@' Configure Server (UDF) ]
—_—
3 [!] Firmware Update 1
Locate »

% Copy to Clipboard !
4 | (1 | 3 "
M Search Server ] Configuration (UDP] | !. Web Exit |
Status y

Step 4: In the “Open” dialog box, select the firmware file
(IWSN_200E_M4FW _vxxx.dat) that will be used to update the moduleand then click the
“Open” button.

o REEN [, “S— " ot
':___.—"\_-_‘; | . w Armawes p ARG wi I'r!'IThI gt . --‘q, AW o) pugens -
HSTH - TR T =~ T 8
¢ mrER =L “HEL Lo
B 'R | SH_ZEO0_E_h Ak dat ] MN1ATE TF . Dol S
m S
o I
B el Tl E 4
=]
o Ei
B an
=g
! . W - i T v
WEEWED. AWIh_2200_E_WMPAdm = |lieonXgre fie it.dag -] \
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Step 5: Assign a valid IP Address (canbe different with the current IP) and the factory-
default MAC Address for the module. If this IP address is invalid (e.g. IP Address:
0.0.0.0) or a user-defined MAC addressis assigned. Refer to note2 and note3 for more

details.

Step 6: Click the “OK”button.

Firmware Update (Tiny Module only) ﬁ

File Name | MAPWAIWSN_200E_MAFW_v1.02.dat

Mote: This IP Address is depending on your network,
hile the MAC address in depending on your device.

IP Address |1 92.168.2550.112 For Updating
5
MAC Address |00:0d:e0:16:4a:1a MAC Finder
I Cancel |
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Step 7: You are now ready to update the firmware. A Command Prompt windows will be
displayed the progress of the update.

© -

B ChWindows\system 32 emd.exe O | B S
ARP TEEMlE:  EREIIEEEE R THIER

Waiting request from MAC BA—HAd-eB-16-4a—1a <IP:192.168.255.112>
Starting BOOTPATFTP Server ... \

w Complete: @

Waiting for a request from the module to

updating the device

F— == — == == & _::1

| o N T

Run<|*Init F.G. GND +Vs Link/Act 10/100M
N I-[ZI(,“rlnpulJ

Step 9: Power-onreset the module in “Init Mode” to initiatethe update.

Step 10: Confirm that the two MAC addresses (factory-default) listed in the Command
Prompt window, “Waiting request from MAC x.x.x.x” and “BOOTPREQ from MAC:
x.x.x.x”, are the same, as indicated in the image below. If these addresses do not
match, the update cannot proceed. Refer to note4 below for more details.

-

EE C\Windows\system32icmd exe l = | (=] |i“"'-‘?-lq|
arRp JE B iR  EEsREI{ESE4 Waiting for a request from this MAC

Haiting request from MAC AU-Bd-eB-16—4a—1a <IP:192_168.255_.112>
Starting BOOTP-TFTP Server ...
BOOTPREQ from MAC: AA—-BAD-EB-16—4A-1A

| Firmware update begins :I’_’ Request received from this MAC Address M|
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Step 11: Once the update is complete (i.e., when the progess indicator reaches 100%),

set the “Init Switch” to the “Run” position.
Step 12: Power-on reset the module to operate the module in “Run Mode”.
Step 13: In the eSearch Utility, search for the module again to verify thatit is functioning

correctly. Note that the network settings for the module may need to be reconfigured
after updating the firmware. Refer to Step3 in Chapterl above for more details.

Step 14: Click the name of the module to highlight it.

Step 15: Click the “Web” button and the default web browser will be opened.
] BRI

-
& eSearch Utility [v1.1.19, Jun 26, 2018 ]

|Fi|e Server Tools

iWSN-200E  iWSN 192.168.265.112  25b5.255.0.0  1892.168.0.1 00:0d:e0:16:4a:1a

il 13 15
I 'y 1 L J | 3
Search Server Configuration [UDP] !. Web | Exit I
Y

as=

Step 16: Login to the web configuration pages for the module (use the default password

“admin”).
Step 17: Verify that the firmware version and date details are correct.

~*+y |{WSN Data Concentrator
(1cp

DAS Lome | Port1 | Network | Filter | Monitor | Password | Logout

The system is logged out.
To enter the web configuration, please type password in the following field.

Login password: | |[ submit |

16

~*y iWSN Data Conceptrator
(1cp

DAS jome | Port1 | Network | Fiffer | Monitor | Password | Logout

s Name U
(PG EE 00-0d-e0-16-4a-1a

TCP Port Timeout 180

(Socket Watchdog, Seconds)
System Idle 300

(Network Watchdog, Seconds)

Model Name .

EHYETCAYEIETEE V1.0.2 [Feb. 10 2022] 1 7

URIGLICEE] 192.168.255.112

Initial Switch [old3
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2.1.2 Remote Firmware Update

In order to perform a Remote Firmware Update, use an application that allows an external
system to be remotely controlled, such as TeamViewer, to createa connection between
the localand the remote system.Note that all firmware update procedures need to be
carried out on the remote system.

User is there L@G].E eSearch Utility is
remotely = a running on the

controlling the computer to update

firmware update module's firmware.

procedures

i

Qt 3
Switch/Hub R Switch/Hub

Follow the procedure described belowto update firmware of the module on the remote PC:
Step 1: In the eSearch Utility, click the “Search Servers” button to search for any

iWSN-200E

modules connected to the network. (The network settings the module are described in
Step 3 of Chapterl)

Step 2: Right click the name of the module to be updated.

Step 3: Select the “Firmware Update” item from the popup menu and the “Open” dialog
box will be displayed.

& eSearch Utility [v1.1.19, Jun.26, 2018 ] SN
File Server Tools
Name Alias IP Address Sub-net Mask  Gateway MAC Address
iWSN-200E  iW5SN 1) 168.0.1 00:0d:e0:16:4a1a
2 ﬁ Ping Server
@' Configure Server (UDF) ]
—_—
3 m Firmware Update I

Locate 3

E@ Copy to Clipboard

4 | 1 | 3

M Search Server Configuration [UDF] ‘!. Web ‘ Exit ‘

Status
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Step 4: In the “Open” dialog box, select the firmware file

(IWSN_200E_M4FW _vxxx.dat) that will be used to update the module and then click the
“Open” button.

& REES 1
_'J_ '/ | b % Frmwses p POHRLING w100 p bl surtput bl |l o S L
'

HSTH - T =~ 0 8

¢ RroRR ER S -

R [ | WSH_ZEUHI_E M aHN. dak ] U813 TF
=)l

P e | |
a Ginogle TG B 4 [

- W

§ W i

off i
B an
=l

I = E

WEEWEL. WSk_2200_E_MEFSdm

Step 5: Assign a valid IP Address (can be different with the current IP) and the factory-
default MAC Address for the module. If this IP addressis invalid (e.g. IP Address:
0.0.0.0) or a user-defined MAC addressis assigned. Refer to note 2 and note 3 for more

details.
Step 6: Click the “OK” button.

Firmware Update (Tiny Module only) ﬁ

File Name |ﬁ_M4F‘W\iWSM_2I]I]E_M4FW_V1.I]2.|:Iat

Mote: This IP Address is depending on yvour network,
hile the MAC address in depending on your device.

IP Address |1 92.168.255.112 For Updating
5
MAC Address |00:0d:e0:16:4a:1a MAC Finder
i Cancel |
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Step 7: You are now ready to update the firmware. A Command Prompt windows will be
displayed the progress of the update.

B Ch\Windows\system32ycmd.exe E@lﬂ—hj )
ARP TE B R S HY HEEEERETHIER -

Waiting request from MAC BB-—Bd-ed-16—4a—1a <(IP:1%2_168_.255.112>
Starting BOOTPATFIP Server ...
w Complete: @

Waiting for a request from the module to begin

updating the device

Step 8: Open a web browser such as Internet Explorer or Firefox and enter the URL for
the module in the address bar of the browser and log in to the web configuration pages.

IE*; IWSN Data Concentrator
DAS Home | Port1 | Network | Filter | Monitor

The system is logged out.
To enter the web configuration, please type password in the following field.

Login password: | B | submit|| 8

Step 9: Click the “NetworkSetting” tab to displaythe Network Settings page.

Step 10: Click the “Update” button in the “RemoteFirmwareUpdate” section to start the
update.
—* iWSN Data Concentrator
(1cp
DAS | Port1} | | |

” | update Settings | H B

Restore Factory Defaults 9

HRestore all options to their factory default states: H | Restore Defaults | H

[Forced Reboot | [Reboot | |

Update by Ethernet

If the remote firmware update is failed, then the traditional firmware
update (on-site) is required to make the module working again.
Step 1: Refer to firmware update manaul first. 1 O ‘W|
Step 2: Run eSearch Utility to prepare and wait for update. |
Step 3: Click the [Update] button to reboot the module and start update.
Step 4: Configure the module again.

Copyright © 2018 ICP DAS Co., Ltd. All rights reserved.
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Step 11: Confirm that the two MAC addresses (factory-default) listed in the Command
Prompt window, “Waiting request from MAC x.x.x.x” and “BOOTPREQ from MAC:
Xx.X.X.X”, are the same, as indicated in the image below. If these addresses do not

match, the update cannot proceed. Refer to note4 below for more details.

Step 12: Once the update is complete (i.e., when the progess indicator reaches 100%),
close the Command Prompt window.

T | i
S '””duwsa‘s}memw‘cmci'e Waiting for a request from this MAC Address :J

[ e

-

=

Waiting request from MAC BO—B@d-eB-16-4a—1a <IP:192.168.255.112>
Starting BOOTP-TFTP Server ...

BOOTPREG from MAC: BA-AD-EB-16-4A-1A

L_* Firmware update begins :'_r Request received from this MAC Address ol

Note: If the Remote Firmware Update methodfails, please refer to Section 3.1

Firmware update in BOOT mode (local operation) to restore the module.
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Step 13: In the eSearch Utility, search for the module again to verify thatit is functioning

correctly. Note that the network settings for the module may need to be reconfigured

after updating the firmware. Refer to Step 3 in Chpaterl above for more details.

Step 14: Click the name of the moduleto highlight it.

Step 15: Click the “Web” button and the default web browser will be opened.

-
@ eSearch Utility [v1.1.19, Jun.26, 2018] '

|Fi|e Server Tools

Exit

il 13 15
l [ T LI
Search Server Configuration [UDP] !. Web |
Tl

| el —

Step 16: Login to the web configuration pages for the module.

Step 17: Verify that the version and date details for the firmware are correct.

~* i{WSN Data Concentrator
(1cp

DAS ome | Port1 | Network | Filter | Monitor | Password | Logout

The system is logged out.

To enter the web configuration, please type password in the following field.

Cogi pasoword [ St

16

~*y i{WSN Data Conceftrator
(1cp

DAS Home | Port1 | Network | Fifer | Monitor | Password | Logout

Model Name k.

EIEICAEERN] V1.0.2 [Feb. 10 2022] 1 7

EPGLIEEE] 192.168.255.112

[LIEIRSWI ) OFF

iIWSN-200E (iWSN Wireless Data Concentrator) Firmware Update Manual Version 1.0.1
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3. Troubleshooting

3.1. Firmware update in BOOTP mode

If the module is not functioning correctly (e.g.there isno response to the searchrequest,
orifthe system LED is always displayed as either offor on), please download a
newimage of the firmware from the ICPDAS websiteand then update the firmware for
the module usingthe following procedure.

Step 1: In the eSearch Utility, select the “BOOTP” item from the “Server” menu. A check

mark should be displayed next to the item after it has been selected.

File | Server | Tools

Na"& Ping Server ss
@' Configure Server

os Monitor
v BOOTP

Step 2: Set the “Init Switch” to the “Init Mode” position.
Step 3: Power-on and reboot the module and then click the “SearchServers” button to

search for the module at the same time.

Note: the module sends BOOTP messages about 5 seconds when booting in Init

Mode.If this step is not successful, reboot the module and execute the search again.

@il

| ==l NS

Rund-l—rInTt F.G. GND +Vs Link{Act 10/100M
N I—DC Ir1||::-u1J
_____ " -y
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Step 4: Right click on the name “BOOTP” and then select the “Firmware Update” item

from the popup menu.

’
& eSearch Utility [v1.1.19, Jun.26, 2018] =RRE X

File Server Tools

Name Alias IP Address Sub-net Mask | Gateway MAC Address DHCF

BOOTP Tiny 00:0D:ED:16:44:14  OFF

ﬁ Ping Server
@‘ Configure Server (UDP)

[ﬂ Firmware Update ]

Locate 3
|| E@ Copy to Clipboard
4 [l | r
M Search Server ‘ Configuration [UDF] ‘ !. Web ‘ ‘ Exit

Status

Step 5: Refer to Steps 4 to 17 in “Chapter 2-Firmware Update Procedure” to
complete the update process. Note, the module will response with no IP address in the

BOOTP mode. User has to assign a valid IP manually in step 5.
rF'|rr'r1'\.'\r.=.|re Update (Tiny Module only) @1

File Name | MAFWAIWSN_200E_MAFW _+1.02.dat

Mote: This IP Address is depending on your network,
hile the MAC address in depending on your device.

5 IP Address |1 92.168.255.112 For Updating

MAC Address [00:0d:e0:16:4a:1a MAC Finder

Cancel |

Step 6: After updating the firmware, disable BOOTP mode from the eSearch utility. By

selecting “BOOTP” item from the “Server” menu.

Ly
g ehaarch Uity [ w1115, Jun. 28, 2018 ]

File rver | Taolk

Nan h Fing Server .
E[' Configure Senver

e Monitar
| BOOTP
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3.2. How to update Firmware when the Different Network Segment for IP
Address of the tGW-700 and Host PC.

For example, the first time to get the module, the factory default IP address is
192.168.255.1, but the host PC IP address is 10.0.8.31, refer to the following two

methods to update firmware.

Method 1: Using“Dynamic Host Configuration Protocol (DHCP)”to automatically

assigns an IP address to module. Follow the procedure described below:

Step 1: Run the eSearch Utility to search for any modules to the network

Step 2: Double click the name of module to open the “Configure Server (UDP)” dialog

box.
& eSearch Utility [v1.118, Jun 26, 2018 ] A— = | B [t
File Server Tools
'jamp .ﬂ.liic |mcc Qllh-ng‘ uask ﬁa‘gniai‘ uﬁl ﬁddigss D
2 |l wwsn200E  twsh 192.168.255.1 255.255.0.0 192.168.0.1 00:0d:e0:16:4a:1a | O

Ll F

4
1 M Search Server | !l Web Exit

|8

Step 3: Select the “1: ON” option from the “DHCP:” drop-down menu and click the “OK”

button.

Configure Server (UDP) — - - - . A8 - - - ow &

||
Server Name : iWSN-200E 3

L
DHCP: :on  E Sub-net Mask : |255.255.0.0 Alias:  [IWSN

IP Address : |192.1EB.255.1 Gateway : |192.1EB.I].1 MAC: |I]I]:I]d:el]:1 G:dala

|| Warning!!
|| Contact your Network Administrator to get correct configuration before any changing! 0K | Cancel
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Step 4: Wait 2 seconds and then click the “Search Servers” button again to ensure the

module is working well with new configuration.

© N

& eSearch Utility [v1.1.19, Jun.26, 2018] = | E] |t
File Server Tools
Name Aliag IP Address Sub-net Mask | Gateway MAC Addres:
l[iWSN-ZI]I]E ivWSN 172.17.12.103 255.240.0.0 172.18.0.254 00:0d:eD:16:

T I

|

a4

M Search Server ‘ !'l Web Exit
i e

Step 5: Refer to “Chapter 2-Firmware Update Procedure” for details of how to complete

the update process.

Method 2: Using“Manual configuration” to assigns an IP address to module. Follow
the procedure described below:
Step 1: Run the eSearch Utility to search for any modules to the network.

Step 2: Double click the name of module to open the “Configure Server (UDP)” dialog

box.
& eSearch Utility [v1.1.19, Jun.26, 2018 ] J— =RNCIN X
File Server Tools
- D
2 ||iwsn-200E  iwsN 192.168.255.1 255.255.0.0 192.168.0.1  00:0d:eD:16:4alla | O
4 i F
l M Search Server | !. Weh Exit
S
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Step 3: Select the “0: OFF” option from the “DHCP:” drop-down menu.
Step 4: Contact your Network Administrator to obtain a correct network configuration

(such as IPAddress/Sub-net Mask/Gateway). Enter the network settingsand click the “OK”

button.
I’Cc\rrﬁgureS-er'ver(UDP) pa— pr— * — - — — re— @1
ServerName: IWSN-200E 3
DHCP: 0: OFF ~|  Sub-netMask: [255.255.0.0 Alias:  [iwWSN
IP Address:  [192.168.255.112| Gateway : [192.168.0.1 mac: 4 [00:0d:¢0:16:4a:1a
vwarning!

R

Contact your Network Administrator to get correct configuration before any changing! Cancel ‘

Step 5: Wait 2 seconds and then click the “Search Servers” button again to ensure the

module is working well with new configuration.

& eSearch Utility [v1.1.19, Jun.26, 2018 ] = | B [
Eile Server Tools
Name Alias IP Address Sub-net Mask Gateway MAC Addre:
iWSN-200E ivYW3N 192.168.255.112 255.255.0.0 192.168.0.1 00:0d:e0:1E
F 5 m = b

M Search Server | !I Wehb Exit

=L LS

Step 6: Refer to “Chapter 2-Firmware Update Procedure” for details of how to complete

the update process.
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4. Additional Information

The code contained in the boot loader, which isused to update the firmware image, is

not part of the firmware it-self. This means that, the firmware can still be updated even
if the built-in firmwarehas been corruptedor does not exist. If the firmware update fails,
simply executethe update procedures again in BOOTP mode, as described in Chapter

3, and the update should be successful.

The module obtains the IP address assigned by the user and retrieves thefirmware

image through the utility program. Note: that when updating the firmware, the module

uses the factory-default MAC address rather than any user-defined MAC addresses.

The module has a built-in flash protection feature that prevents any modification to the
firmware stored in the flash memory, before attempting to update the firmware, the “Init
Switch” should be set to the “Init” position and then the module can be powered-on
and rebooted to disable the flash protection. Since the flash memory then becomes
writable, the firmware can be updated via the Ethernet network.

Init No Yes Factory-default

Run Yes No User-defined

Note:

Note 1: If the IP address settings do not work correctly (e.g.there is no response to a
ping command), please contact your network administrator to obtain a valid IP address

for the module.

Note 2: If the settings displayed in the IP address field of the firmware update window
is incorrect or invalid (e.g. IP address: 0.0.0.0), then a valid IP address must be
manually specified for the module in order to process the update operation. Please

contact your network administrator toobtain avalid IP address before proceeding.

Note 3: When updating the firmware, the factory-default MAC address is used rather
than the user-defined MAC address. Thus, the MAC address (user-defined) displayed

in the firmware update window may not be the one required. If this is the case, the
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factory-default MAC address should be manually entered into the MAC Address field,
or restore theMAC address to the factory-defaultsettings via the web configuration

pages.

Note 4: The “BOOTPREQ from MAC: xx-XX-XX-XX-XX-XX” message indicates there
is a module with the factory-default MAC address “xx-xx...”that is asking for the
firmware to be updated. The update process will not begin if you assign a user-defined
MAC address in the firmware update window, since the addresses do not match. If
this situation occurs, repeat the update procedure and manually enter the factory-
default MAC address in the firmware update window, as described in Step 5. The

firmware update procedure is illustrated in the figure below.

Module eSearch Utility

Broadcasts its MAC address Checks whether the received

MAC address is the same as the

(Note: Some routers can block packets)

user-assigned MAC address

Applies this IP address
_ ‘ Assigns the IP address to the
module

Accepts the connection
Receives the new firmware image \
Begins the firmware update process

Note 5: BOOTP (Bootstrap Protocol) is defined in RFC-951 and usesUDP ports67 and
68.

Note 6: - TFTP (Trivial File Transfer Protocol) is defined in RFC-1350 and uses UDP
port 69.
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