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FAQ-Upd-009: UA-7231M OS and Firmware v1.5.6.4 Recovery Procedure (via MicroSD Card)

ICP DAS UA series products provide an OS recovery mechanism that allows users to restore the operating
system and firmware to their factory default state.

Note: This FAQ applies to the UA-7231M. It describes how to recover the UA-7231M OS and firmware
to version 1.5.6.4 using the OS recovery image.

When is OS recovery needed?
Perform OS recovery if the device experiences system issues, needs to be restored to a clean factory
state, or requires reinstallation of OS and firmware v.1.5.6.4.

Warning: This procedure is an OS recovery, not an online upgrade. All project configuration data, and

user files stored on the UA-7231M will be permanently erased. So, back up your project files
before proceeding.

Preparation: Required Hardware and Software

Before starting this procedure, prepare the following hardware and software.

Type Item Purpose / Notes

UA-7231M Device Target device for recovery

MicroSD Card
(included with UA-7231M)

Used directly as the OS burning media

Used for OS burning, MicroSD card formatting, and web

PC / Notebook (Windows)
access

Hardware

MicroSD Card Reader or
Adapter

Ethernet Cable x1 Direct connection between the UA LAN1 port and PC/NB

Most newer PCs/NBs do not have a built-in card reader

Power Supply (12 ~ 48 VDC) Provides power to the UA-7231M

OS recovery image file. Download from:
https://www.icpdas.com/en/download/show.php?num=
9383&nation=US&kind1=&model=&kw=UA-7231M

UA-7231M OS recovery imgc
Image File

OS burning utility. Download from:

Software |HpD
HDD Raw Copy Tool https://hddguru.com/software/HDD-Raw-Copy-Tool/

Used to format the MicroSD card as FAT32. Download

DiskGenius from: https://www.diskgenius.com/download.php
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UA-7231M OS and Firmware Recovery Procedure

Recovery Procedure Overview

Follow the steps below to complete the recovery process:
1. Back Up the Project File

Create the OS Recovery SD Card

Recover the OS on the UA-7231M

Verify the UA-7231M IP Address and Log In

Restore the Previously Backed-Up Project File

ik whn

1. Back Up the Project File

The recovery procedure will rewrite the underlying operating system. If there is a project in the UA-
7231M controller, please backup and save the project before the OS recovery process.

Log in to the UA web U, click the [File Setting] function.

—*7 uA-7200

( ICP 1ot communication Server i | Function Wizard (Click here) v
DAS ICP DAE COQ,. LTD.
Usage : Cru 4% Memory 32 28% S3Cand E Log Out
System Setting Module Setting oT Platiorm Setting Convert Setting Advanced Seiting Logger Setting

/0 Status

System Setiing
Controller Service Setting ~ Version & Device Information

Time Setting Firmware Version  Version 1.5.3.6

Network Setting Main Program  \ersion 1.2.00

Account Setting
Version : 9.2.0

Web Interface Date - 2026/212

Boot
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Click the [Download] button shown below, and save the project file to the folder you want. (This

backup file will be used for restoration in step 5.)

Convert Setting Advanced Setting Logger Setting

System Setting

File Selting  Project File
Project File

OPC UA Cerfificate
MQTT Certificate

Log File Download
SNMP MIE File

Firmware Update

Module Setting

IFQ» Status File Setting

loT Platform Setting

Remove the File

Project Fils

Upload the file to the controller

Project File

Download the file from controller

| Project File |

2. Create the OS Recovery SD Card

(For download links of the required files and software, please see the aforementioned "Preparation:

Required Hardware and Software" list.)

(1) Power off the UA-7231M, then remove the MicroSD card of the UA-7231M. (the location of the

MicroSD card is as shown below)
Then insert the MicroSD card into the card reader on your PC/NB.

AITINEY
123456738

;;Iu—Jo ‘j‘—l RS-232/485

Pull High/Low terminator M1 MO

1kQ
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(2) Run the software tool: HDD-Raw-Copy-Tool

- In the “Please select SOURCE” window (shows on the bottom).
- Click the “FILE” item (the last option) at the bottom. The screen displays as follows.
- Select the downloaded recovery image file.
- Click the “Continue” button.

SOURCE Device Selection - HDD Raw Copy Tool 1.10

HDD RAW COPY TOOL 1.10 Free

Free

WWW.HDDGURU.COM

BUS MODEL FIRMWARE SERIAL NUMBER LBA
SATA CT250MX500SSD1 (C:) M3CRO10 81901E13D204 488,397,168
SATA WDC WD1003FZEX-00K3CAQ... 01.01A01 W -DCWeC2YCXF30F 1,953,525,168
uUsB USB 3.0 SD Card Reader (G:) 1.00 4E260661397285C2 32,671

ISB Seneric. S uMMl (1) 1.00

FILE Double-click to open file

CAPACITY
250.05GB
1000.2 GB
16.72 MB

Disks found: 4

Open Disk Man

agement Console

Please select SOURCE

Continue >>>

(3) Select the target device.

- In the “Please select TARGET” window (shows on the bottom).

- Select the MicroSD card device (ex: “USB” item here).
[WARNING: Ensure you select the correct MicroSD card reader]

- Click “Continue” button. The screen displays as follows.

HDD RAW COPYTOOL 1.10 Free

TARGET Device Selection - HDD Raw Copy Tool 1.10 Free

WWW.HDDGURU.COM

Disks found: 4

BUS MODEL FIRMWARE SERIAL NUMBER LBA CAPACITY
SATA CT250MX500SSD1 (C:) M3CRO10 81901E13D204 488,397,168 250.05GB
SATA WDC WD1003FZEX-00K3CAO... 01.01A01 W -DCW6C2YCXF30F 1,953,525,168 1000.2 GB
Lic D LIeD 2 A O~ o D =) Lo 1 _0On Atml"l 29 £-24 46 29 AAn
uUsB Generic- SD/MMC (J:) 1.00 0270808100000000 15,704,064 8040.48 MB
FILE Double-click to open nie

Open Disk Management Console

Please select TARGET

Continue >>>
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(4) Verify Settings and Start Writing.

- Check the red box information: the first item shows the source image size; and the second item
shows the target device and capacity.

- If the information is correct, click the “START” button.

- Click the “Yes” to begin writing the downloaded image file into the microSD card.

B HDD Raw Copy Tool 1.10  Free

SOURCE: [0] IMAGE of Generic- SD/MMC 1.00 [3980.39 MB]
TARGET: [5] Generic- SD/MMC 1.00 [8040.48 MB]
copy

| 2026/5/27 1 4F 11:44:31

2026/5/27 b4 11:44:31
2026/5/27 b4 11:44:31
2026/5/27 b4 11:44:31
2026/5/27 b4 11:44:31
2026/5/27 L4 11:44:31
2026/5/27 b4 11:44:31

HDD Raw Copy Tool 1.10; http://hddguru.com

Copyright ©2005-2013 HDDGURU.COM

* * *** IMPORTANT: DURING THE DUPLICATION PROCESS
ALL DATA ON TARGET WILL BE IRREVERSIBLY OVERWRITTEN!

Source: [0] IMAGE of Generic- SD/MMC 1.00 [3980.39 MB]

O X

About

Current task progress

START

(5) Complete Recovery SD Card Creation.

When the "Task complete" message appears, the recovery image has been successfully
written to the MicroSD card.

SOURCE:
TARGET:

copyY

B HDD Raw Copy Tool 110 Free

[0] IMAGE of Generic- SD/MMC 1.00 [3980.39 MB]
[5] Generic- SD/MMC 1.00 [8040.48 MB]

Copyright ©2005-2013 HDDGURU.COM

O X

About

2026/5/27 b 4F 11:39:32
2026/5/27 _F 4 11:39:36
2026/5/27 b 4F 11:39:36

Target: [5] Generic- SD/MMC 1.00 [8040.48 MB]
Locking device...
Copying...

2026/5/27 £ 4 11:43:0 190 MB/s
2026/5/27 b 4F 11:43:0q Task complete.

Current task progress
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3. Recover the OS on the UA-7231M

(1) Set the DIP switch to “SD Card Boot” mode (See the Red box as shown below).

ALY
12345678

1kQ 1?)_‘0 ‘j j

Pull High/Low terminator M1 MO

RS-232/485

“SD Card Boot” mode: Adjust DIP Switch (1~7: OFF - 8: ON)

1 2 3 4 5 6 7 8
OFF OFF OFF OFF OFF OFF OFF
ON ON
Rw1 RW?2 RW3 RwW4 DO D1 D2 D3
v
.- BB B
152 %3" 4TS5 7787 ON,
- N W s U oY N o {}
ON
=2 222382 3
— o w -—

(2) Insert the recovery MicroSD card into the card slot of the UA-7231M. (See the blue box as
shown above).
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(3) Connect the UA-7231M's LAN1 ("E1") directly to the PC/NB using an Ethernet cable (as shown in
the diagram).

Note:
a. The device need to detect the network after powering on for to correctly reset the IP address.

b. The download operation in step 2 must be completed before this step.

c. If the PC/NB only has a single network port, do the download first, and then switch the
Ethernet cable to the UA-7231M.

LAN1

Power Supply
(12~ 48 VDC)

(4) Power on the UA-7231M to start the OS recovery process.
Warning: Do not power off during the recovery process, otherwise the process will fail.
Interpretation of prompt tones during the Recovery process:
* One long beep — Indicates that the process started.

* Continuous long beeps — Indicates that the recovery completed successfully.
* Four short beeps — Indicates recovery failed.

(5) After a successful process, power off the UA-7231M, and then remove the MicroSD card.

(Warning: If the recovery MicroSD card is not removed, the UA-7231M will repeatedly enter
recovery mode during startup.)
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(6) Insert the MicroSD card into a card reader on your PC/NB.

(7) Format the microSD card to FAT32 to ensure the UA-7231M can read it correctly.

You can use the DiskGenius program to handle the formatting.
DiskGenius download link: https://www.diskgenius.com/download.php

(8) Insert the MicroSD card back into the UA-7231M.

(9) Change the DIP Switch to the "eMMC Boot" mode (as the image below).

"eMMC Boot" mode: Adjust DIP Switch (5~6: ON, others: OFF).

ON

1 2 3 4 5 7 8
OFF OFF OFF OFF OFF OFF
ON ON
RW1 RW2 RW3 Rw4 DO D1 D2 D3

MY
MY
tMY

(10) Power on the UA-7231M again to complete the OS recovery procedure.
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4. Verify the UA-7231M IP Address and Log In
After completing the recovery process, you reboot and log in to the UA-7231M Ul webpage.

Default IP Address: 192.168.255.1
Note: Before logging into the UA Web Ul, set the network IP address of your PC/NB to the
same subnet as the UA, for example, 192.168.255.100, with a subnet mask of
255.255.255.0; otherwise, you will be unable to connect to the UA device.

Default Web Ul Username: root
Default Web Ul Password: root

For advanced management, please refer to the EZ-UAQ Utility; see the Utility manual for details:
https://www.icpdas.com/en/download/index.php?nation=US&kind1=& model=&kw=ua-

5. Restore the Previously Backed-Up Project File

Log in to the UA-7200 Ul webpage, click the [File Setting] page.
Click [Select File], select the previously backed up project file, and click [Upload].

System Setting Module Setting loT Platiorm Setiing Convert Setting Advanced Setting Logger Setting
I1C Status File Setting

File Sefling  Project File

Project File Remove the File

OPC UA Certificate Project File

MQTT Cericate Upload the file to the controller

Log File Download
= I Project File Select File Upload I

SNMF MIE File

Download the file from controller

Project File

Firmware Update

S ICPDAS Co., Ltd. All Rights Reserved
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