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FAQ-DBL-07: UA Web Ul Function Wizard — Data Log -
How to set up remote database function: MQTT / MS SQL ? (Use MQ-7255M)

This Function uses UA series to receive MQTT messages, and then write to MS SQL
database. The architecture is as following:

MQ-7255M UA-Series Database
(MQTT Client)

® 1.The Steps to set up the Project
Enter the UA Series Web UlI, Click [MQTT / MS SQL] in the [Function Wizard] at the top right.

—> Function Wizard (Click here) v

(Master) Modbus ASCI / MQTT JSON
Internal / OPC UA
Module Connecting to Azure
Platform Setting Cq  (Master) Modbus RTU / Azure
(Master) Modbus TCP / Azure
(Master) Modbus ASCIIl / Azure
Data Log
(Master) Modbus RTU / Local Data Logger
(Master) Modbus TCP / Local Data Logger
Int (Master) Modbus RTU / MS SQL
Master) Modbus TCP / MS SQL

b File yoQL(MariaDB)

i . {(Master) Modbus TCP / MySQL(MariaDB)
rusted Certificate Rem MQTT/ MYSOL(MEHEDB]
PID

Certificate | Rem E"D Operation _

After Clicking [MQTT / MS SQL], follow the Step Box to set up the project.

MQTT Certificate @ MQTT Broker Setting g Module Setting @ MS SQL Connection Setting  g»

Apply Connection & Enable Recording Module @ Save Project @ Run the project
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® (a) Enter [MQTT Certificate] (Skip this step if no encryption is required)

MQTT Certificate

Confirm the authentication setting of the remote Broker is one-way or two-way:

If the remote Broker setting is one-way authentication, upload the trust certificate of the
remote Broker on this setting page.

If the remote Broker setting is two-way authentication, upload the trust certificate of the
remote Broker, the certificate of the UA series, and the private key of the UA series on this
setting page.

MQTT Client

Remove the File

Trusted Certificate Remove

Certificate Remove

Private Key Remove

Upload the file to the controller

Trusted Certificate Select File Upload

Certificate Select File

Upload

Private Key Select File

1. Get the trusted certificates from MQTT Client and save in the PC.

2. Inthe [MQTT Client] > [Upload the file to the controller], click the button [Select File] to
select the file of the Trusted Certificate, Certificate or Private Key.

3. Click the button [Upload].

Notes for MQTT Client Certificate:
® The supported code format: “PEM”.
® The supported file extension name for Certificates: “ *.pem / *.cer / *.crt 7.

® The supported file extension name for Private Key: “ *.key .
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® (b) Click [ MQTT Broker Setting ]

MQTT Broker Setting

In MQTT Connection, select [Local Broker] or [Remote Broker] of the left menu.

Local Broker

The UA series has a built-in MQTT Broker service. When using MQTT communication, there is
no need to build a Broker system.

Set up according to the user case situation (if there is no encryption need, please uncheck the
SSL/TLS option), and click [Save].

loT Platform Setting

MQTT Connection

I <«— localBroker Setting

Port |1883

Remote Broker

Anonymous Login Enabled

WebSocket Enabled

OFC UA Connection

Port 9001

SSLTLS Enabled

Port [8883
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Remote Broker

messages to the remote Broker through this connection.

This function can set up the MQTT connection with the remote Broker. User can publish and subscribe

Advanced Setting

Logger Setting

System Setting Module Setting loT Platform Setting Convert Setting

I/O Status File Setting

loT Platform Setting ~ Remote Broker

MQTT Connection .
Remote Broker List

Local Broker
Remove ) )
Broker Name IP / Domain Port Edit

| e D

MQTT Group Connection @ Name

Microsoft Azure Platform S o e =
OPC UA Connection

Local Server ‘m‘ L= ! . Sl

| Save |
Add and set up a connection Broker name in the Remote Broker List.
Remote Broker List
Broker Name IP / Domain Port Edit
\1-, o Name o
Remove < (0| >
Save
After adding a list of the Remote Broker:
Remote Broker List
Broker Mame IP / Domain Port Edit
;‘t_,' Name1
Broker1 + 127.0.0.1 1883 6 Edit ]
Remove < |1 f1] =
Save
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Click [Edit] to set up the group in the Broker Content Setting page. (if there is no encryption need,
please uncheck the SSL/TLS option)

Broker Content Settings

Broker Name  BrokerT
IP / Domain |127.0.0.1
Port |1883
Keep Alive Time(second) |60

SSL/TLS « Enabled

Trusted Certificate A
Certificate A
Private Key v

Anonymous Login  « Enabled

OK Cancel

ICP DAS Co., Ltd. Technical Document




Classification UA-Series English Function Wizard FAQ-dbl-07

Author Eva Li Version (1.0.0 Date (2022, 09 Page 6/11

(c) Click [Module Setting]

Module Setting

System Setting Module Setting loT Platform Setting Convert Setting Advanced Setting Logger Setting

I/C Status File Setting

Module Setting MQTT Module

Modbus

RTU Module (Master) MQTT Module List

LAN  |LAN v
TCP Module {Master)
Select All

ASCI Module (Master) ® MNao. *Module Name [ Nickname Edit
MaTT &_, 1 v Name

MQTT Module

Copy || Remove L= =]

EtherMet/1P

ICPDAS Module Remove all Save

Setting Steps:

1.Give the module name or nickname, e.g. MQ-7255, DL-302. Default: Name
2.Click the button [ (& ] to add a new module

3.Click the button [Edit] to enter the Module Content Setting page
Set up the Modbus Mapping Table for the UA controller and module I/O channels

MQTT Module List
" LAN LAMN v
2. Click to add
se J Mo. *Module Nams [/ Nickname Edit
y 1. Give a name, Default: Name
& |2 v MQ-7255 i
1 MQ-7255 Edit
| Copy || Remave | AIL 1> T
3. Click to set the module content
Remove all . Save |
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Select the MQTT Connection.

MQTT Client Setting

No. 1

Module Name [MG-7255

(@) Broker (Local)
MQTT Connection |
.i:j Cloud1 (Remote)

MQTT Variable Setting: Add the variables of the attribute/type/number for your project. EX: 2

variables for this case.

MQTT Variable Setting

Attribute | Read

Data Type | Bool

Data Number |1

Create Tables Add

Details

The completed table looks like the following image:

MQTT Variable Table
Remove Tables

- Subscribe Publish

Name Aftribute Data Type Topic Topic
MMQTT_No.1_MQ-
] Read v Bool 7255/Tag1/Subscribe
MMQTT_No.1_MQ-
[] Read v Bool 7255/Tag2/Subscribe
oK Cancel

Description
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® (d) Click [MS SQL Connection Setting]

MS SQL Connection Setting

Add a database identification name (Ex: ICPDAS_Cycle_DateTime) as below, and then click
[Edit] button to enter the “MS SQL Content Setting” page.

Advanced Setting

N MS SQL List

Remove ; )
D Identification Name Status
Data Logger
d—,o [icCPDAS_Cycle_DateTime o
Block List
MS SQL List
Remove o )
|:| |dentification Mame Status Edit
\;i-_,- Name
|:| ICPDAS Cycle DateTime Enable Edit

SmE

click [Edit] button to enter the “MS SQL Content Setting” page.
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[MS SQL Content Setting] can set up the database relational setting.

MS SQL content settings

|dentification Name
Database Mame
Table Name
Server Name

Port

Account
Password

Log Mode

Interval Seconds
Date Time Format
Enable

Test Connection

ICPDAS_Cycle_DateTime |

|ICPDAS

|Module_All_DateTime |

|192.168.85 11\ICPDAS |

|1433

|r00t

.

| Cycle

|5

| yyyy-MM-dd HH:mm:ss] v |

| CIK| | Cancel |
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® (e) Click [Apply Connection & Enable Recording Module]

Apply Connection & Enable Recording Module

[MQTT Module List

All Enabled
MNO. *Module Name / Nickname Edit Database Name I:l

2
< 3]

ICPDAS_Cycle_DateTime m
1 MQ-7255 z

® (f) Click [Save Project]

Save Project

Click [Save Project], the Step Box will show an animation as below picture, that means the
project is saving. When the animation vanished, the project is saved completely.

@ Save Project § 4

® (g) Click [Run the Project]

‘ Run the project ‘

When the words “Please wait” disappears, the new words “Success” appears, that means
the UA controller is running new project successfully.

Run the project  Success.
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® 2. Check the MQTT Real-Time Status
Click the menu [I/O Status].
Convert Setting Advanced Setting Logger Setting

System Setting Module Setting loT Platform Setting

File Setting

Check the left menu [MQTT Module] and Click the module hame you want to check.

Modbus ASCI Module
(Master)
Mo MName Serial Port

[l Jrol=]

MQTT Module
Mo MName LAN

| an

EtherNet/IP Module
MNo. MName LAMN

[<]][r  Jro[-]

status will show [Good].

The I/0 Status will display the [MQTT Module] status. If the Broker connection success, the

/O Status /O | Scaling Bitwise
Variable Name Data Type Value Description Status
| Tag1 | Bool | | Good
| Tag2 | Bool | Good
[ ]
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