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ICP DAS CO., LTD. would like to thanks for your purchasing of our Win-GRAF PACs. The ease to 
integration of the controller system and the power of the Win-GRAF software program combine to make 
a powerful, yet inexpensive industrial process control system. 

 
 
 

 

WARRANTY 
All products manufactured by ICP DAS are warranted against defective materials for a period of one year 
from the date of delivery to the original purchaser. 
 
 
 
WARNING 
ICP DAS assumes no liability for damages consequent to the use of this product. ICP DAS reserves the 
right to change this manual at any time without notice. The information furnished by ICP DAS is believed 
to be accurate and reliable. However, no responsibility is assumed by ICP DAS for its use, nor for any 
infringements of patents or other rights of third parties resulting from its use. 
 
 
 
TRADEMARKS 
Names are used for identification purposes only and may be registered trademarks of their respective 
companies.  

 
 
COPYRIGHT 
Copyright © 2022 by ICP DAS CO., LTD. All rights are reserved. 
 
 
 
TECHNICAL SERVICE 
If you have any questions, please feel free to contact us via email at: service@icpdas.com   

mailto:service@icpdas.com
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1 Software Installation & Hardware Setting 
1.1 Installing the Win-GRAF Workbench 
Before installing the Win-GRAF Workbench, check the installation environment of your PC.  
 

System requirements: 
 O.S.: Windows 7, Windows 8, Windows 10 (32-bits or 64-bits) 
 Microsoft .Net Framework 3.5    (Download it from the Microsoft website: 

http://www.microsoft.com/en-US/download/details.aspx?id=22) 
 RAM: 1 GB minimum (Recommended: 2 GB or more) 
 Available hard-disk space:  200 MB minimum  

 
Installation Steps: 
 Download the Win-GRAF Workbench Installation file from ICP DAS website 
(https://www.icpdas.com).  Enter ‘SoftPLC' into the Tag search box, and click it.   
 
 
 
 
 
 
 
 

 
 
Click "Win-GRAF" and later opens a new Tab.  

 
 
 
 
 
 
 
 
 
 

This figure shows the Titles of Win-GRAF. Click "Software Download" and select the version of 
"Win-GRAF Workbench" to install. 

 
 
 

http://www.microsoft.com/en-US/download/details.aspx?id=22
https://www.icpdas.com/
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Accept the License Agreement and click "Next". There shows an information dialog, please read and 
click “Next”.  

  
 
 
 
 
 
 
 
 
 
 
 
 

 Check "Create a desktop shortcut" to add a shortcut icon on your desktop, then click "Next" to 
continue. Click "Install" to begin installing the Win-GRAF Workbench. 

 
 
 
 
 
 
 
 
 
 
 
 

 Finish the installation and Launch the Workbench. 
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1.2 Run the Win-GRAF Workbench 
After the installation process has successfully completed, the workbench is ready to get started by 
clicking the "Win-GRAF Workbench ##.##" in the start menu.  
Before running the Win-GRAF Workbench, make sure the USB License Key (Win-GRAF Dongle) is 
plugged into your PC, otherwise, the workbench will run in demo mode.  
 
Limitations in demo mode:  
1. Applications are limited to 40 I/O tags.  
2. The code generated by the compiler stops after 15 minutes.  
3. The simulation stops after 15 minutes.  
 
Open the Windows Start menu, click on "Win-GRAF" folder and "Win-GRAF" to open this software.  
 

Capture 1: Windows 7 
 
 
 
 
 
 
 
 
 
 
 

Capture 2: Windows 8 & 10 

 
 
1.2.1 Win-GRAF Operating Environment 
Find the execution route from previous section. Run Win-GRAF Workbench and follow the steps below 
to understand this development tool. 
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The user interface (UI) in the latest version of Win-GRAF workbench is shown below.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A. Workspace: the tasks name and it associated programs, fieldbus configuration, Spylist and global 
variables are shown in the workspace in the left-hand window of the Workbench. The content of the 
items listed in the workspace are shown in the main window by double clicking the item. The project 
workspace is stored in a file with the format “.W5L”. It basically stores the list of task folders and some 
configuration data. The workbench creates for each task a separated folder for storing the program 
source code, Fieldbus configuration, IO settings, etc. 
 
Hint: It is possible, to copy items from task to another task within the workspace. This can be done by either 
selecting the copy command from the menu bar entries, using the shortcuts CTRL+C and CTRL+V or via drag 
& drop. 
 
B. Editor Area: double-click the item listed in the "A. Workspace" to display the editing area. Users can 
call out the Main PAC (the default is XP-9000-WES7) with the relative PAC I/Os in this part to configure 
all by adding or deleting the product pictures. For those who is used to edit in one of the five IEC-61131 
defined PLC languages can also add and start to edit program in the workspace. Beneath window shows 
PAC I/O information include data type that are preloaded into the library of the Win-GRAF workbench.  

C. Variable Tab: the declaration of global and local defined variables (include bind or unbind) are 
displayed in the top-right area of the Workbench main window. The variable editor is a grid tool that 
enables you to declare all variables of the application. Variables in the editor are sorted by groups: 
• Global variables. 
• "Retain" non volatile global variables. 
• I/O variables (each I/O device is a group). 
• variables local to a program (including in and out parameters in case of a UDFB). 

D. Output Message: shows the compiler messages and if connected to the runtime, all the messages 
generated by the runtime and the status of each task. 
 
Note: To change the language, click the "Help" in the Toolbar and select "Language". After the 
Workbench automatically restart again, the language will be switch to the one you choose. 
 
＊Multi-language support is determined by the language of the OS. i.e. When the OS is in German, the 
Workbench language can switchover smoothly between German and English. 
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1.3 Setting IP Address of the Win-GRAF PAC  
For Runtime Version users only 
 
Following figure shows how to complete wiring and set up the PAC IP. Take WinPAC (WP-5xx8-CE7, 
WP-8x48, WP-8x28-CE7) for example: 
 
Hardware Wiring Diagram 

 
 
Note: PC/Win-GRAF IP and the PAC IP must be in the same network segment. 
       For example, 

IP of PC: "192.168.1.20" (Mask: 255.255.255.0)   
IP of PAC: "192.168.1.10" (Mask: 255.255.255.0) 

 
 
PAC Side Setting 

Download and run PAC_Utility. Click ○1 "Assign IP address" and enter the IP address for LAN1 (or LAN2) 

in the "IP Config" Tab. Next, click the "Apply" button. Go to Toolbar, click File and choose ○2 "Save and 

Reboot" to apply settings. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

1
 

2
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2 A Simple Win-GRAF Program 
2.1 Creating a Project 
2.1.1 Create a Single-tasking Project  

The basic steps for creating a single-tasking PLC project using Win-GRAF workbench: 
1. Run the Win-GRAF workbench. The "Workspace" is empty and the "Start Page" list the available 

manuals, demo projects and the recent opened projects. In addition, two green command boxes 
are listed for directly creating a single- or multi-task project.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. To open the project wizard for single-task project click either the green command button in the 
"Start Page" or go to "File\Add New Project..." 

 
 
 
 
 
 

 
3. Click the "Project", select the 

destination folder and enter the 
project name. Click "Next". 

 
 
 

Note: For the project several folders 
and files are being generated. For 
easier maintains it is therefore 
suggested to create a new folder for 
the project or use an empty 
destination folder. 
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4. Set the programming language of the first 

program (POU), compiling option, enter the IP 
address of the remote device and leave the 
protocol to "Logic Service". All settings still 
can be modified after the project has been 
created. Although the wizard allows you to 
select only one programming language for the 
first program, additional programs for 
different programming language can be added 
later on. Click "Next" to continue the 
configuration. 

 
 
 
 

5. Select the additional components to use. If 
you are unsure which components to add to 
the project at the current stage, then leave 
the field unchecked. They can be manually 
added at any time during the project 
development. Do not change the "Binding" 
setting. Confirm the setting by clicking "Finish". 
A new project with the current setting will be 
generated. 

 
 
 
 
 
 

6. Following figure shows the "Workspace" setting of a new single-tasking project. Double click the 
"Main" item to open the main programming editor. 

 
 
 
 
 

 
  
 
 
 
 
 
 
 
 



Win-GRAF User Manual,  V3.0,  Jun. 2022  by ICP DAS     14 

 

2.2 Edit a Program 
The main focus of this section is to give a brief introduction to the user interface of the workbench and 
show how to use the tools provided by the workbench to edit the logic for a PLC program. The 
Win-GRAF Workbench supports all the five PLC programming languages defined by IEC-61131. For each 
programming language a separated editor is provided. 
 
Basic procedure to declare variables and edit a function using the FBD programming editor: 

1. Double click the name of the 'Main' program in the workspace to open the program editor: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
   Note: Double click the program name and not the icon. 
 
The PLC logic can now be edited using the FBD language. In the following steps demonstrate how to add 
a function block to the editor and declare its in- and output variables. 
 

2. Add the "AND" function block: 
All the supported function blocks are listed in the "Blocks" tab of the Info window on the right. If 
the Info window is not visible, then go to "View/Infos Tab2" in the menu bar to display the 
window. 
The function blocks are listed according to different categories. The "(All)" category list all the 
supported function blocks.  
Click the "(All)" tree node to display all function blocks. 
 
 
 
 
 
 
 
 
 
 
 
 
Click the "& (*Boolean AND*)" function block and drag it onto the editor area. 
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The "AND" function block has got two input and one output variable. The "???" at the inputs and 
output indicate that no variable has been assigned yet. 
The size of the function block can be changed by clicking once on the block and pressing the "+" 
or "-" key on the keyboard. 
 
Moving the mouse pointer over the function displays the in- and output data type required: 
 
 
 
 
 
 
 
 
 

3. Assigning variables to the function block: 
- Double click on the grey input field with 
the question marks. 
- Enter the name of the variable 
- Click "OK" 
 
 
 
 
 
 
 
 
 
 
 
As the variable has not been declared in the project before a windows pops up which allows you 
to select the data type, initial value, etc... 
- The function block input data type is boolean, therefore select BOOL 
- The initial value is set to FALSE 
- Click "Yes" to add the variable to the project 
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Repeat the above procedure to add the variable "Input2" to the second function block input and 
a "Output" variable to the output. All the newly declared variables are listed in the variables view, 
on the right of the screen. 
 
 
 
 
 
 
 
 
 

2.3 Build/ Compile Application 
The workbench supports two types of code generation: Release and Debug mode. Application compiled 
in 'Debug' mode supports cycle by cycle execution, breakpoints and step by step debugging. Breakpoints 
can be placed anywhere in the source code of the application. The debugger also shows the call stack of 
the UDFBs and sub-programs when in step by step execution. An application compiled in 'Debug' mode 
includes additional information for stepping. This leads to bigger code size and less performances. 
*It is recommended to compile your applications in 'Release' mode. 
 
Following steps show how to build an application: 
1. Click „Project“ from Workbench menu, and select „Settings“. A „Project settings“ dialog shows up. 
2. Find „Options“ in the left side menu, on the right side shows a list of Workbench functions. Select 
„Compiling“ and double click to switch over the „Release“ or „Debug“ method. Then click „OK“. 
 
 
 



Win-GRAF User Manual,  V3.0,  Jun. 2022  by ICP DAS     17 

 

3. To build the project, choose from one of following methods: 
a. Click the „Build all project“ button from the Toolbar; 

 
b. Click „Project“ from Workbench menu and select „Build all projects“; 

 
c. Press „F7“. 

 
Then you will get a string in the Output Message window indicates whether the process is successful 
or not. 
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2.4 Download Application 
After the application has been successfully compiled, the application has to be downloaded to the 
runtime in order to be executed. The Win-GRAF workbench exchanges data with the runtime via TCP/IP 
communication. 
In order to establish a TCP/IP communication the workbench needs to know the IP address and the 
socket port number of the target runtime. Consult the user manual of the target device to determine 
how to set and get the communication configuration data. 
 
Following steps show how to download the compiled application: 
1. Set the communication parameters between workbench and runtime: 

a. Workbench: Set the IP Address and socket port number of the target runtime. 
i. Select „Tools/Communication Settings...“ from the menu or double click the „offline“ section 

in the status bar in the bottom of the window.  
ii. Edit IP address and port number of the target runtime. Both parameters has to be separated 

by a colon. Only Ethernet TCP/IP communication is being supported. Click „OK“. 

 
 

2. Download program to the PAC 
a. Press the download icon as following captured picture: 

 
b. Confirm again the settings of the PAC IP and files, press “Load” button to run the download 

processing to the PAC. While the finish screen is as following: 
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2.5 Debugging 
The workbench allows the user to directly change the variable values while the PLC application is 
running. The workbench has to be connected to the runtime to display the current variable value. This 
chapter describes how to monitor the PLC program and manipulate the variables via the workbench. 
 
The following procedure describes how to directly modify a PLC variable via the workbench. It is 
assumed that the PLC application has already been download and is running. 
Step 1: Establish a TCP/IP connection between the workbench and runtime: 
Click the 'Online' button: 
After a connection has been established all the current values of each variables are displayed next to the 
variable names. These variable values are updates in each task cycle if the runtime is idling. 
Step 2: Variable values can be directly changed via the workbench: 
Double click the 'Input1' variable next to the function block and click the TRUE button of the popup 
window. 
The input variable changes now from FALSE to TRUE: 

 
 

All PLC data type can be manipulated in the described way. This allows direct testing of the PLC 
program. 
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3 I/O Modules in Workbench  
ICP DAS bundle in almost all I/O modules library into this version of Win-GRAF Workbench thus users 
can now easily double-click and select the main PAC unit and the modules put on the PAC slot. 
Please note that this library is not updated all the time. If you found modules not list while your 
selecting, please contact with your Sales Representative. 
 
3.1 Add PAC I/O  
First, take a glance at following sheet for number of PAC slot and corresponding I/O modules: 

 PAC Model Slot No.  
(from left to right) The supported PAC I/O modules 

WP-9x28-CE7 0 to 7 Support: 
I-9K and I-97K series I/O modules. 

WP-8x28-CE7 0 to 7 Support: 
 I-8K and I-87K series (High Profile) I/O modules.  
(Eg., I-8017HW and I-87055W) 
Not Support: 
I-8K and I-87K series (Low Profile) I/O modules. 
(Eg., I-8017H and I-87055) 

XP-8x38-CE6 (*) 0 to 7  

VP-x2x8-CE7 (*) 0 to 2 

WP-5238-CE7 - The Palm-size PAC which can put-in one XV board. 
 (Eg., XV107, XV116, XV308, etc.) 

(*) The XP-8038-CE6, VP-x208, WP-5xx8-CE7 are the PAC without slot. 
 
 
  
Following we will introduce how to add PAC along with the relative PAC I/O modules.  

 
1. Click the Toolbar, select and Create a "New Project List".  

 
 
 
 
 
 
 
 
 

 
2. Key in the Name and choose the type of your project list. The destination folder will be selected 
automatically. We suggest to use the default route. Click OK. 
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3. Double-click I/Os and there pop-up a small window. Cancel the Generic checkbox and check both 
checkboxes of PAC IO (ICPDAS) and click OK. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
4. After click OK will have a figure below. (Default PAC is XP-9000-WES7, which is not yet released). 
To change to the PAC on hand, double-click "name" column beneath the product picture and there 
shows a list of PAC unit. 
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5. Add PAC I/O modules to the PAC extension slots: 
Open the module list on the upper-right of the window, select module number and drag left over the 
space area of main PAC. In following figure, a multifunction module I-8026 is added to the first slot. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
6. Following figure shows a 4 slots WP-9428-CE7 PAC with 3 I/O modules putting in. ICP DAS provide 
different PAC with different numbers of I/O slots, eg., 1/4/8 or 1/3/7. Please double check the 
website to confirm the maximum I/O slot numbers of the PAC you have on hand. If in the Win-GRAF 
Workbench you need less I/O modules than the exact number of slot, please drag an "EMPTY" 
module from Miscellaneous list. 
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3.2 Add Remote I/O 
3.2.1 Fieldbus Configuration 
After adding the main PAC along with the I/O modules, we can get a small system as in following figure. 
Rectangle B+D is similiar to previous Chapter 1 we introduced the User Interface. We won’t go into 
details here.  
 
 
 
 
 
 
 
 
 
 
 
 
Next, we have to define variables and bind to the individual channels to make the I/O work for us. 

1. Double click "Fieldbus Configuration" and get a window like following figure. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. Click left-top to "Insert Configuration" and here shows a pop-up window. Double click "All" to 
choose "Remote I/O (ICPDAS)", click OK. 
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3. Then click second-left-top "Insert Master/Port" to add a COM0. On the right side shows the 
information of the COM0.  

 
 

Note: Base on different PAC items (eg. XPAC/WinPAC...), they use different COM port to do slot 
communication. For detail information, please refer to the hardware manual if you need help. 
 
Note: Baudrate, Parity and Checksum should be matched with the hardware settings. The hardware  
setting can be acquired by DCON Utility on PAC. 
 
4. Click third-left-top icon "Insert Slave/Data Block" to add module of your main PAC.  Here we have 
XP-8000 for the main unit and I/O module we choose I-87026PW. Click OK.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
5. After add I-87026PW module, at top-right window shows the slot address, I/O series and I/O type 
of this Remote I/O. The window beneath shows type of the data type and the detail description. 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
Note: Address should be matched with the hardware settings. The hardware setting can be acquired 
by DCON Utility on PAC. 
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3.2.2 Variable Binding 
In most situation, variables should be "binding" to carry settings. Take I-87026PW for example: 

Step 1. Double click the I-87026PW picture to show this dialog. Select "AI" Tab to set the Ch.0 Signal 
Type to +/-500mV. Click OK. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Step 2. Double click "???" column of AI0 in the Variable Area beneath the PAC picture. Key in variable 
name in the space (here we key in Temp) and click OK.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Thus, the signal type (or configurations of channels) will be carried by the binded variable to runtime 
and the binding setting is done correctly. 
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3.3 I/O Module Settings 
In previous section we have added PAC and I/O modules into our Win-GRAF Workbench. We also finish 
setting up the binding variable to allow data read/write. In following part, we will start to make some 
basic settings of these PAC I/O products. We also provide some hints users should know about to 
complete the settings. 
 
 
3.3.1 I-8K Series 

Take I-8K series (I-8026W with 6AI, 2AO, 2DI, and 2DO) for example:  
As long as you double click the module you’d like to do setting up, below figure shows the product 
picture and few bookmarks about this module. 

a. Information: shows basic module detail and product description. 
 
b. Diagnostic Register: Shows data type of this module and Allow PLC program to directly access 
the module name, communication status and the error type for failed module access.  
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c. Analog Input: Find "Range" and double click below column to choose the Voltage input, and 
then double click column of "Value Format" to change into ADC and "Data Type" will accordingly 
change to SINT. 

 
 
 
 
 
 
 

 
 
d. Analog Output: As step c., the same to change the "Range" and the "Value Format". 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
e. Digital Input: This figure shows Digital Input of this module. Double click column of "Note" to 
key in something if needed. 

 
 
 
 
 
 
 
 
 

f. Digital Output: As step e., double click column to key in something in the below column of 
"Note" if needed. 
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3.3.2 I-87K Series 
Take I-87K series (I-87026PW with 6AI, 2AO, 2DI and 2DO) for example: 
Compared with I-8K modules, we provide different environment in setting up I-87K modules. Please 
check the following figure. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A. Global: In Global tab shows the picture and information about the module.  
a. Request  

a-1. Address: A unique number for a module on the serial port. 
a-2. Note: User’s note. 
a-3. Analog Format (AIO modules only): There are 3 different types of Analog format. Please 
choose one that suits your settings from the drop-down menu.  
 

b. Activation  
b-1. Periodic:  

When module connected, PAC will send IO commands periodically with settings.  
When module disconnected, PAC will send initial commands to connect module periodically 
with ‚On Error‘ setting. 

b-2. On Call:  
When module connected and enabled variable (auto generated) is triggered, PAC will send IO 
commands.  
When module disconnected and enabled variable is triggered, PAC will send initial commands 
to connect module. 

b-3. On Change:  
When module connected, PAC will send DO or AO commands when the output values changing 
and send DI or AI commands continuously.  
When module disconnected, PAC will send initial commands by every 1 second. 

  
c. Misc.  

c-1. Timeout:  
When the module responds with timeout, the PAC determines that the module is disconnected.  
c-2. Retry:  
When the module responds timeout, the PAC will resend the last command according to the set 
number of times. After the PAC resend reaches the set number of times, it will start to send the 
initial command. 
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B. AI: AI tab shows "Signal Type" of the 
analog input signal. Left-click the drop-down 
list and there are signal ranges to choose 
from.  
Furthermore, AI channels of I-87026PW 
module can make the  "High Level Alarm" or 
"Low Level Alarm". Left-click the drop-down 
list, choose type "Momentary" or "Latch", 
key-in limit data of signal and set the output 
channel in the last part of DO. 

 
 
 
 
 
 
 
 
 

C. AO: Let’s get to AO tab. Here shows 
2-channel AOs of I-87026PW and the signal 
type is the same as previous part. Most 
important part of AO is to set up the "Slew 
Rate" which means how fast the output 
channel can respond to an abrupt change of 
input level. Maximum rate range from 
0.0625V/sec. to 1024V/sec.  

 
 
 
 
 
 
 
 
 
 
 

D. DI: Check the box to enable DI counters. The DI channel of I-87K module supports digital input and 
low speed (100Hz) counter input. The two function can work simultaneously. Enabling the counter, 
the update rate of the module becomes slower. 
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E. DO: Set up the Power on Value and the Safe Value here if needed. Drop-down menu shows "ON" 
or "OFF" to enable this function. 
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4 Retain Variables 
What is Retain Variable? A retain variable is a variable which: 
- is non-volatile and is stored in a normal disk file. 
- is known by all programs (when its content is changed, the change is propagated to all equations in 
which this variable is used) 
- normally does not contain real-time critical data. 
In other words, retain variables are used to protect important data. The system can retain the latest 
variable data while an unexpected shut down occurred. 

4.1 Retain Variables 
4.1.1 Add retain variables in Workbench 
Retain variables are declared in the section of 'RETAIN variables' in variable editor. (Figure below) 

1. Double-click „Variables“ in the Workspace.  
2. Right-click „RETAIN variables“ in the editor area. 
3. Select from the list to add one or multi variables. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

<Figure 4.1.1: Retain Variable declaration> 
 

Here as an example, we choose „Add Multi 
Variables“, then there shows a pop-up dialog. 
 
First confirm the „Group“ of variables shows 
„RETAIN variables“. 
 
Key in total number (dimensions) of the 
variable. Here we key in „8“ as an example. 
 
Next part, we declare variables from 0 to 7, 
thus we’ll create 8 retain variables. 
 
Click „Create all“ button. Then click 
„Cancel“ again to close this dialog. 
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After closing the dialog, in the RETAIN variables area shows a list with the 8 added variables. 

Note: When retain variables are modified, the saved retain value will be all erased.  
 
 
4.2 Persistent Retain Variables 
Due to the note in previous section, ICP DAS provide another „Persistent Retain“ to prevent from all 
value erased. The general idea is ‚each has his own task.‘ We recognize ID of the variables rather than 
the name to read or write data.  
There are 3 function blocks can implement persistent retain: 

 
 
 

4.2.1 RET_RetainVariable 
 
 
 
 
 
 
 
 
 

 

 
 
 

RET_RetainVariable 
This Function Block is used to create a Persistent Retain Variable. 
NAME TYPE DESCRIPTION 
Input 
ID UINT A unique ID number in the Project 
Data ANY Retained value 
Output 
OK BOOL TRUE: Successful / FALSE: Fail 
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4.2.2 RET_RetainArray 
 
 
 
 
 
 
 
 

 
 

 
 

HINT: If you need a large scale of Retain Data, we suggest to use the method of „ARRAY“ to be more 
effective. 
 
 
4.2.3 RET_RetainFormat 
 
 
 
 
 
 
 
 
 

 
 
4.3 Import & Export Retain Variables 
Most of the condition, we can not get or know those variables that are temperarory stored in SRAM.  
In this section, we will introduce how we get out variables/ settings in SRAM to backup and move to 
another runtime. 
 
1. Stop your Runtime Project.  
 
 
 
 
 
 
 
 

 

RET_RetainArray 
This Function Block is used to create a Retain Array. 
NAME TYPE DESCRIPTION 
Input 
ID UINT A unique ID number in the Project 
Data[ ] ANY[ ] Retained array 
Output 
OK BOOL TRUE: Successful / FALSE: Fail 

RET_RetainFormat 
This Function Block is used to clear all the Retain Variables. 
NAME TYPE DESCRIPTION 
Input 
ENABLE BOOL Rising edge to trigger CLEAR 
Output 
Q ANY No output 
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2. Key in  the Target File Name and click „Set“ button. Then click the button „Export“. A dialog pop-ups. 
Click „OK“ to close it.  
Export: SRAM to binery file.  
Import: Binery file to SRAM. 
 

 
 

3. Open the System disk of PAC, find out a file name with „Retain“, file type with ‚.RET‘. Left click to copy 
and backup this file to your PC or another external storage device. 

 
 

4. Copy the RET file back to system disk of a new PAC. Click the botton „Import“. A dialog pop-ups. Click 
„OK“ to close it.  

 
 

5. Click „Start“ to execute Runtime again. Now the data in new PAC continue recording. 
 
 
 

4.4 Retain Memory Space 
Depend on PACs, the total memory size that store retain variables is different.  Following table shows 
the details: 
 
PAC Number Memory Type Total Size Retain Variable Size Persistent Retain Size 
WP-5238 FRAM 8 KB 4 KB 4 KB 
WP-8x28 MRAM 7 KB 3.5 KB 3.5 KB 
WP-9x28 MRAM 7 KB 3.5 KB 3.5 KB 
XP-8x38 MRAM 131 KB 65.5 KB 65.5 KB 
VP-x238 MRAM 7 KB 3.5 KB 3.5 KB 
VP-x208 MRAM 7 KB 3.5 KB 3.5 KB 
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5 Modbus Master: Connecting to Modbus Slave Devices 
Win-GRAF Modbus master supports three communication protocols: Modbus TCP, Modbus RTU and Modbus 
ASCII. Several Modbus masters can be implemented by the same PLC application. Only one master (Modbus 
RTU, Modbus ASCII) can be created per serial communication port (RS232, RS485, RS422) and several 
Modbus TCP (Ethernet) masters. 

5.1 Enabling the Win-GRAF PAC as a Modbus RTU/ASCII Master 
The following shows how to create a Modbus RTU master which communicates via the serial port COM1 
to a network of Modbus slaves. 
 
Application Diagram: 

 
(Check P1-1 to view all PAC models) 

5.1.1 Configure Communication Interface 
 Select Modbus Master as the fieldbus configuration 
1. Double click ○1  "Fieldbus Configuration" button, and click ○2  to “Insert Configuration". 

2. From the drop-down list of this pop-up dialog, select ○3 “MODBUS Master” and click OK. 
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 Add a Modbus RTU master to the workbench and configure it 
1. Click “Insert Master/Port” to open a pop-up dialog. Select lower part of “Serial MODBUS-RTU” and 

key in relative data to set up COM port. Click OK. 
Note: Serial Port Configuration Format  
           [Com Port,Speed,Parity,Data Bits,Stop Bits]  eg. COM3,9600,N,8,1 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
2. The master communication parameters are shown in the property window and can be modified by 

either double clicking the master or by directly modifying the settings in the property window. 

 Add a data block to the master which stores input data received from the slave and output data 
to be sent to the slave.  

Configure the data block which holds data from the slave. The data block setup of the master should 
be an exact representation of the slave table. In other word it should be an image of the slave data 
block in size and data type. Data read from the slave is being stored to the read section of the data 
block and data which has been modified in the write section of the data block is being sent to the 
slave. 

Type Function 
Code Modbus Request Description 

Read 

1 Read coil bits Read digital output (DO) data 
2 Read input bits Read digital input (DI) data 
3 Read holding registers Read analog output (AO) data 
4 Read input registers Read analog input (AI) data 

Write 

5 Write single coil bit Write digital output (DO) data 
6 Write single holding register Write one analog output (AO) data (16-bits) 

15 Write coil bits Write multiple digital output (DO) data. 
16 Write Holding Registers Write multiple analog output (AO) data (16/32 bits) 

<Table 5.1: Function Code Table> 
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1. Following figure creates an input data block which holds 16 input bits and start reading from the 

slave discreate input table at address 1. (Example: the number is set to 16). 
a) Click the 'Insert Slave/Data Block' button on the left side to create a data block. 
b) Slave/Unit: Enter the Net-ID of the Slave device. (Example: Remote slave ID is '1'). 
c) MODBUS Request: Select the Modbus command type (function code) to be used for accessing 

the slave table <Function code Table>. Example: <2> Read Input Bits 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

<Pic 5.1: Modbus Data Block Setting> 

2. Each data block is identified by a MODBUS slave number, a base address and a number of 
items/entries (bits or words). The number of items/entries is limited by MODBUS (2000 bits read, 
1968 bits forced, 125 words read or 120 words forced). 

3. Base address: Starts from '1' by default. It indicates the start address of the Modbus slave table from 
which the master starts to read. The data read from the start address will be copied to the first 
position of the master input block data area. 
Note: If you want to change the 'Base address', right-click the 'MODBUS Master' and then select the 
'MODBUS Master Addresses' to modify the value. 

4. Nb items: The number of slave table entries to read.  
 
 
 
 
 
 
 

 
                                                                                                     <Base address set to 9 and Nb to 16> 
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5. Activation: Set how the Modbus request is being triggered by the master.  
6. Periodic: Sending the request periodically. (Example: send once every two seconds.) 'on error' 

means the next sending time after a Modbus exception occurred (e.g., 15 seconds). 
7. On call: The request is activated via a program call by using a variable. If the variable mapped to 

'Command (one shot)' operation turns from false to true, a Modbus request is being triggered. 
8. On change: The request is triggered once a variable mapped to the output area has changed. This 

option is can only be used for writing and not reading commands. 
9. Timeout: Set a timeout value. If the slave does not respond to the master request within the 

timeout period, a timeout error will be generated. (The recommended timeout value for the 
Modbus RTU/ASCII communication is between 200 and 1000 ms.). 

10. Nb Trials: If the slave fails to respond or the master receives an invalid response, the master will 
then retry for the configured number of retries before moving on to the next command in the list. 

11. Declare variables: This option allows the user to declare new variables and automatically map them 
to the Modbus master data block. Enter a variable name and add the symbol '%' at the end of the 
name and enter the start number for the '%' symbol. The workbench replaces the '%' with a number 
which increases incrementally for each new variable as indicated at the bottom of the window. The 
new variables are automatically mapped to the Modbus master data block (See following figure).  
 
Note: Disable this option if variables have already been declared in the variable editor. In this case 
the variables have to be mapped manually by dragging the variable from the variable editor and 
dropping it to the mapping area. 
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 Following step has only to be done if the 'Declare variables' option has not been selected as 

Figure below.  

 
Declare new variables and drag and drop the variable to the data block mapping area. 

1. Right click ○1  “Global Variables” to add Multi Variables. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
2. ○2 Key in Variable Name with “%%%” in the end, select Type and the variable numbers (here as 

an example from 1 to 16), and click “Create all”. Variables will show in the top-right column. 
Click Cancel to close the N variable dialog. 
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3. ○3 Select all 16 variables just created and ○4 drag and drop back to the Tabs area. Now the offset 
numbers are all “0”. 
 
 
 

4. Offset:  
Set the data block offset of each variable. Each variable should have a different offset number 
otherwise memory overlap occurs. 
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5. Mask: 

The mask in the mapping area only has to be set for input and holding registers and is being 
ignored for coil and input bits. 
A Modbus register has a memory size of 16 bit (same as INT, UINT, WORD). The mask (hex 
number) can be used to filter out bits from the register. 
 

<Example> 
Register Value Mask (hex) Result 
65565 0001 1 
65565 00FF 255 
65565 FFFF 65565 

 
 
 

6. Storage: 
The storage column is only relevant for the input and holding register setting. For exchanging 32 
bit variables (DINT, REAL...), two consecutive Modbus register can be mapped to one variable. 
For exchanging strings multiple register can be mapped to one string. 

 

<Pic 5.2: Mapping 32-bit variable to holding register> 
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 This step has only to be done if the 'On call' checkbox has been selected (‘Activation’ part in Pic.  

5.1). If the master is in the 'On call' mode, the Win-GRAF runtime does not automatically send a 
request to the slave. The logic program of the PLC has to trigger a request. Two command types are 
available to initiate a request: 
1. Command (one shot) 
- A request will be sent once the attached flag (Pic 5.3: 'ReqTrigger') changes from FALSE to TRUE. 
Each time the PLC logic switches the flag to TRUE one Modbus command is being sent to the slave. 
After the request has been sent the flag will automatically be reset to zero by the runtime. 
2. Command (Enable) 
- Once the BOOL variable mapped to the 'Command (Enable)' operation is set TRUE by the PLC logic 
the Modbus master will send requests to the slave until the variable is set to FALSE. No commands 
will be sent if the variable is set to FALSE. 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

<Pic 5.3: Create a “On call” variable> 
 

 Map a variable to the diagnostic and status information of the master. Information like 
communication timeout, invalid data address, invalid command, number of failed request etc. are 
recorded by the master. In the following a variable will be mapped to the 'Error report' operation 
which records the error of the last request. Table 5.2 shows all the error codes used by the 'Error 
report' operation. 
Error Code Description 

0 The communication is OK. 
1 MODBUS function not supported. 
2 Invalid MODBUS address. 
3 Invalid MODBUS value. 
4 MODBUS Server failure. 
6 Server is busy. 
8 Data Parity Error. 

10 Invalid gateway path. 
11 Gateway target failed. 

128 Communication timeout. 
129 Bad CRC16. 
130 RS-232 communication error. 

<Table 5.2: Error code for 'Error report' operation> 
 
Procedure for implementing the 'Error report' procedure (Pic 5.4): 
1. Declare a INT variable (e.g. 'MbErrReport'). 
2. Drag and drop the new variable to the mapping list. 
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3. Double click the 'Operation' column next to the variable and select 'Error report'. The offset and 

storage column setting is ignored by this operation. The variable will show an error code when a 
Modbus request error occurs, and will be reset to zero after the next request was successful. 

 
     <Pic 5.4: Error Report Setting> 
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6 Modbus Slave: Connecting to Modbus Master Devices 
This chapter describes how to setup the runtime to act as a Modbus slave. Three types of slaves can be 
installed: Modbus TCP, Modbus RTU and Modbus ASCII. The Win-GRAF runtime can act as a multiple 
slave. 
The Modbus slave of the Win-GRAF runtime first has to be configured via the workbench in order for the 
remote Modbus master to access it. The communication layer (Ethernet, serial), the register types and 
number of registers (data block) of the slave have to be set. Below we will introduce in sequence: 
 
6.1 Slave Data Block Configuration 
6.1.1 Selectiong Slave 
1. Double click “Fieldbus Configuration” to open IO Drivers window. Click “Insert Configuration” from 

the left-top window. Select Modbusselect “MODBUS Slave” then click “OK”. 

 
2. Click “Insert Master/Port” button to set the slave number (here we key in ‘1’) and then click “OK”. 
 
 
 
 
 
 
 
 
Note: If you add more than one slave, assign each slave a ID to identify the server in the PLC program.   
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6.1.2 Define Slave Register 
Following standard Modbus register and coils are supported by Win-GRAF: 

• Input register (read by masters) 
• Holding register (read/write by master) 
• Coils (read/write by master) 
• Discrete inputs (read by masters) 

Modbus slave register type and size have to be configured through following figure. 
Description as below: 
1. Description field allows you to shortly describe the purpose 

of the data block. This field can be left empty. 
2. First decide whether the master should only have read 

access or have both read and write access to the data block. 
In addition, decide the data format of the block. 

3. Set the start address (base address) of the number of 
register (Nb) for the data block. Depending on the selection 
made in 2 the register size unit is either BIT or WORD. It is 

recommended to set the start address to 1. If two blocks of the same register type are added, make 
sure the start address of the second block continuous with the end address of the first block. This 
allows the master to access the two blocks in one datagram and decrease the number of datagram 
exchange between master and slave. If the data address requested from the Modbus Master (e.g., 
the SCADA software) is smaller than the start address or greater than the maximum address (start 
address + Nb -1) than the slave of the Win-GRAF runtime will not respond. 

4. Required the workbench automatically declares new variables and directly map them to the newly 
created data block. 

 

6.1.3 Define Holding Register 
 This figure describes how to add a holding register data 

block. 
1. Click „Insert Slave/ Data Block“ to open slave configuration. 
Key in the name ‚MyNewBlock‘ and select ‚Holding Registers‘. 
2. Set the Holding Register to have 10 registers (Nb=10) and 
base address at 1. 
3. Check the box to declare a number of 10 variables with data 
type ‚INT‘ and map it to the data block. Key in the variable name 
as ‚MyVar%‘; the ‚%‘ represents a value which starts from 1. 
4. Click ‚OK‘ to finish. 
 
 
 
 

Access Option Data type 

Read 
Input Bits BOOL 
Input Register BYTE, INT, DINT, REAL, etc. 

Read/ Write 
Coil Bits BOOL 
Holding Register BYTE, INT, DINT, REAL, etc. 
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After add “MyNewBlock” to the Modbus slave and new data block, new global variables are 
automatically declared and assigned to the data block. 

 This figure describes how to add a holding register and to map global variables. 
 
1. Click “Insert Slave/ Data Block” to open the Slave 
Request configuration table. Key in “MyNewBlock2” as 
the name. 
2. Add a data block of the holding register type which 
holds 5 registers (Nb=5) and the first register address 
starts (base address) at 11. Because of the previous 
block ends with 10, so here we continue with 11 in 
order to keep consistence address range for the same 
Holding Register. 
3. Later we will declare and map the variables for the 
holding register data block by users so we leave this box 
unchecked. Then click “OK”. 
 
 
 
 
 
 
 
 
 
Following capture shows “MyNewBlock2” in workbench window.  
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Now we start to declare 5 global variables of INT type. 
1. Right click a global variable and select “Add Multi Variables…” 
 
2. Key in variable name (here is ‘MyDefVar_%’). The % symble 
indicates a number attached to the variable name at an 
incremental order. Select the variable type to declare (later we 
have to map INT type so we select ‘INT’). 
 
3. Start number has to be entered in the ‘From’ and ‘To’ blank. 
Define the variable group as ‘Global variables’. 
 
4. Click ‘Create all’ to declare the variables then click ‘Cancel’ to 
close this window. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Following figure shows the Workbench adds the declared variables to the variable editor. 

 
 
 
 
 
 
 

Now we can map the 5 variables of “MyDefVar” to the Modbus register data block. 
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There are 2 ways to change the Offset of variables. 
1. Click the head line of the offset column○A  to select all variables. Then click the □+  icon ○B  on the 
left-side tool bar to open the Offset window. Key in the start number and the increment value. Confirm 
again the result on the generated offset numbers, and click “OK”. 

 
2. Double-click the offset column to assign an offset position. The first variable start at the offset at 0, 
the second one at 1, and etc…. 

 
 

 
 
 
 
 

 
6.1.4 Define Input Bit Data Block 
 Following procedure describes how to add an input bit data block which can only be read by the 

master. 
  
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6.2 Slave Type Configuration 
The Modbus data block configuration done in the previous section defines the memory size and 
structure of the slave. This chapter explains how to create a communication interface through which the 
Master can exchange data with the slave data block (Figure 6.2.1~6.2.3).  
 
1. Define a Modbus data block which contains sections for  
- Input and output register 
- Input and output bit 

 
 
 
 
 
<Figure 6.2.1> 

 
2. Map the data block to global variables 

 
 
 
 
 
 
 
<Figure 6.2.2> 

 
 
3. Set the Modbus protocol for accessing the data block 
- Modbus TCP, Modbus RTU, Modbus UDP 

 
 
 
 
 
<Figure 6.2.3> 
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Win-GRAF provides Modbus slave function blocks which handles the communication between master 
and the slave data block by processing the request received from the master. If the master request the 
content of the slave data block, then the slave function block reads the data from the data block and 
write it to the response data frame to the master. Function blocks are provided which supports Ethernet 
and serial communication (Table 6.2).  
 

 
Modbus Slave Function Blocks 

Ethernet Serial (RS-232, RS-485) 
MBSLAVETCP MBSLAVERTU 

MBSLAVETCPEX

 

MBSLAVERTUEX

 
MBSLAVEUDP

 

MBSLAVERTUEXD

 
MBSLAVEUDPEX

 

 

<Table 6.2: Function blocks for setting the Modbus protocol type> 
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7   Redundancy 
In engineering, redundancy is the duplication of critical components or functions of a system with the 
intention of increasing reliability of the system, usually in the form of a backup or fail-safe, or to improve 
actual system performance. Redundancy sometimes produces less, instead of greater reliability – it 
creates a more complex system which is prone to various issues, it may lead to human neglect of duty, 
and may lead to higher production demands which by overstressing the system may make it less safe. 
 
ICP DAS Win-GRAF CE PAC -  XP-8xx8-CE6 series support the redundant system: 
 
One redundant system is composed by two Win-GRAF PACs. When the PAC that running programs is 
crashed or need to release its control authority by user-defined event, the PAC control authority will 
automatically switch to the other one.  
 

Name Definition Redundancy Settings 

Main-PAC Rotary switch is set to 2 

Backup-PAC Rotary switch is set to 4 

Active-PAC The PAC that is running the program 

Passive-PAC The PAC that is synchronizing data  

 
Note: The Main-PAC is Active-PAC at the beginning and its control authority will automatically be 
changed to the other PAC depends on conditions. 
 
 

 
 
 
 
 
 
 
 
 

Notice: 
1. Do not use two Main-PACs or two backup-PACs to form a redundant system. 
2. Two PACs are communicating by using these communication ports. 

 

Comunication Port Redundancy Mechanism (Rotary Switch: 2 & 4) 

A. Public IP Port LAN1: used to communicate with Win-GRAF, SCADA, or HMI.  

B. Replication Port 
LAN2: data synchronization port. 
Two PACs are connected with an Ethernet crossover cable for 
high-speed data synchronization.  

C. Alive Port  
(or Heart-beat Port) 

COM5 (RS-232): Used to detect if two PACs are running properly. 

 
 

COM4 (RS-232/485) 

Rotary switch 

COM3 (RS-485) 

LAN2 

LAN1 

COM2 (RS-232) 

COM5 
 (RS-232) 
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Features of the Win-GRAF redundancy 

1. Higher safety:  
The redundant system conducts communication through LAN1, LAN2, and Alive-port. Active-PAC can 
run Win-GRAF project even if only one cable works. If three cables are failed to communicate with 
the PAC, the other PAC will automatically become an Active-PAC by a switching mechanism. 

 
 
2. Unique Public IP:  

Win-GRAF redundant system provides a 
unique public IP address for SCADA/HMI to 
access it without needing to determine which 
one is the Active IP address. 

 
 
3. Easy maintenance:  

If the redundant system is malfunctioning, the operator can power off and remove the broken one 
and replace a spare one without re-installing all files. The normal PAC will automatically send 
Win-GRAF project and data to the new PAC. 

 
Notice: 
 Do not shut down or dismounting the normal PAC, keep it running.  
 Before powering on the PAC, adjust the rotary switch to the proper position and connect all 

required communication cables or I/O modules. 
 

Exception: 
Except the Win-GRAF project if there are other projects such as C, VB.net, C#  and eLogger HMI, 
running in the redundant system, these files need to pre-installed to the spare XPAC (or a repaired 
PAC) before re-installing this PAC to the redundant system. 

 
4. Simplifying the programming process:  

Users do not need to specify what files or data should be sent to spare PAC because the Win-GRAF 
redundant system will automatically handle these tasks. 

 
 

5. Custom security mechanism:  
Users can design a security mechanism in the program, for example, if Active-PAC is failed to 
connect to SCADA because LAN1 or RS-485 is disconnected or damaged, it will automatically reboot 
which means release its control authority to the other PAC. 

 
 

6. I/O Redundancy: 
Besides PAC Redundancy, users can choose iDCS-8000 system to achieve I/O redundancy.  
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7.1 Hardware Connection 
Win-GRAF redundant system will automatically send a part of data from Active-PAC to Passive-PAC. 

 
 
What Kinds of Data can Backup Automatically: 

1. The user’s Win-GRAF applications. 
2. The value of variables. 
3. The private data of function block instance. 
4. The PAC’s RTC (Real Time Clock) time. 
5. Retain memory. 
 
The most common data that cannot BackUp to the Passive-PAC Automatically? 

1. The status of the Timer variable (Ticking or Sleeping). 
2. Some files on the Active-PAC. For example, files stored in the "/system_disk" or "/mnt/microSD" or 

non-Win-GRAF applications such as C or eLogger applications. These files should be pre-installed in 
the PAC before mounting them to the redundant system. 

3. If using the COM_OPEN() function to open the serial port, which will not automatically be opened on 
the Passive-PAC. 

4. The PAC‘s data stored in FRAM memory cannot be backed up automatically. 
 
 Hardware 

Two XPAC 
Rotary Switch 

One is set to "2"  (called Main-PAC) 
One is set to "4"  (called Backup-PAC) 

LAN1 2 x Ethernet cable 

LAN2 1 x Ethernet crossover cable 

COM5 (RS-232) 1 x RS-232 crossover cable 
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7.2 Software Settings  
7.2.1 XPAC Utility 
Set IP addresses for LAN1 and LAN2: 

 The factory default setting of LAN1 and LAN2 is DHCP that must be set as static IP by using 
XPAC_Utility. 

 

 Set the rotary switch to "0" for redundant system. 
 Excute XPAC Utility and select the Manual Save To Flash option under HIVE Registery on the 

General page. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Click on IP Config tab and configure LAN1 IP for redundant system. Note that,    
1) Set LAN1 IP and Active_IP to be different to avoid IP address conflicts after rebooting PACs. 
2) For Win-GRAF and the PAC can communicate properly, both the IP addresses of them must  
    on the same network segment. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Check  "Assign IP address" under the LAN2 setting for redundant system. 
 Click both two "Apply" buttons to save the settings. 

Note that LAN1 IP 
and Active IP must 
be different. 

1
 

2
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Set up communication cables and redundant mode (Rotary switch: 2 & 4) 

A. Conncet each LAN1 port of PACs to an Ethernet switch. 
B. In between two LAN2 ports of PACs must connect to an Ethernet crossover cable. 
C. In between two  COM5 ports of PACs must connect to a RS-232 crossover cable.  
D. Set the rotary switch of PAC to "2" (called Main-PAC) and the other one to "4" (called Backup-PAC). 
E. Rebooting two PACs. 

 
 

After rebooting, the LAN2 IP address and Mask address will automatically be set as follows: 

Main-PAC (2) : 199.193.195.17 / 255.255.255.0 ;  

Backup-PAC (4) : 199.193.195.9 / 255.255.255.0 

 
Download the Redundant Project 

1. Set the Win-GRAF communication IP address 
For the first time to download the redundant project, e.g., demo_rdn_2, enter the LAN1 IP address  
of the Main-PAC (2).  

 
 
 
 
 
 
 
 
2. Set the  Active_IP address 

Set the Active_IP and Mask address for the " i_redundancy" function depends on the network 
environment. 

 
 

3. Download the Win-GRAF project 

Click the "On Line"  button (  ) to connect, and download the redundant project to the Main-PAC. 
After it’s downloaded, LAN1 IP address of the Main-PAC(2) will automatically set to the Active_IP 
address and LAN1 IP address of the Backup-PAC(4) will set to  Active IP + 1. 

 
 
 
 
 
 
 
 
 
 
 

LAN1 IP address and Mask 
of the Main-PAC (Active). 

LAN1 IP address and Mask of 
the Backup-PAC (Passive). 

The communication IP. 
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4. Change the Win-GRAF communication IP address to the  Active_IP address 

Right now, Win-GRAF will show "Communication error"  because the current IP address of the 
Active-PAC is automatically set to the Active_IP address. Click the "On Line"  button again to stop the 
connection between the Win-GARF and the PAC. 
 

 
 
 

Next, change the Win-GRAF communication IP to the Active_IP address so that this project will 
always download to the Active-PAC whenever the user wants to debug or change it. 

 
 
 
 
 
 
 
 
 
 
 
 

Note: Since Win-GRAF Driver v1.10, users can know which one is Active-PAC by checking the 
L1 LED indicator on PAC. 

 

L1 LED indicator 

ON This PAC is Active PAC 

Blinking This PAC is Passive PAC 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Stop the connection. 

The communication IP. 
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7.3 Switchover Mechanism 
In this chapter we will introduce the mechanism of how XPACs have be back ups for each other. 
Following figure shows the hardware cables: 

Hardware 

Two XPAC 
Rotary Switch 

One is set to "2"  (called Main-PAC) 
One is set to "4"  (called Backup-PAC) 

LAN1 2 x Ethernet cable 

LAN2 2 x Ethernet cable 

COM5 (RS-232) 1 x RS-232 crossover cable 

 
 
7.3.1 Main PAC and Backup PAC Switchover  
The factory default setting of LAN1 and LAN2 is DHCP that must be set as static IP by using XPAC_Utility. 

A. Set the rotary switch to “0” for redundant system. 
B. Excute XPAC Utility and select the Manual Save To Flash option under HIVE Registery on the 

General page. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

C. Click on IP Config tab and configure LAN1 IP for redundant system.  
Note:  
1) Set LAN1 IP and Active_IP to be different to avoid IP address conflicts after rebooting PACs. 
2) For Win-GRAF and the PAC can communicate properly, both the IP addresses of them must  
    on the same network segment. 
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D. Configure the LAN2  settings for two PACs. 
Note: 
When using far-field redundant system, user needs to configure LAN2 IP for each PAC. 
1) If the LAN2 IP of Main-PAC is x.x.x.n, the LAN2 IP of Backup-PAC must be x.x.x.n+1. 
2) The first three octet of LAN2 IP for two PACs must be the same, and the Mask address for  
     LAN2 and LAN1 must be different. 

Rotary Switch LAN2 Description 

Main PAC (2) IP       (E.g., 192.168.79.21) 
Mask (E.g., 255.255.255.0) 

Download  Win-GRAF project to this PAC. 
It is Active PAC by default (L1 LED is ON). 

Backup PAC (4) IP+1   (E.g., 192.168.79.22) 
Mask (E.g., 255.255.255.0) 

It is Passive PAC by default (L1 LED is OFF) 

 
E. Click both two "Apply" buttons to save the settings. 

 
 
 
 
 
 

 
 

 
 
 
 
 

 

Note that LAN1 IP 
and Active IP must 
be different. 

1
 

2
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7.3.2 Normal Working Sync. Condition 
 
 
 
 
 
 
 
 
 
 
 
 
 

Step 1:  Turn on two PAC with normal mode (i.e., Rotary Switch = 0 & 0) and set IP addresses for 
LAN1 and LAN2. 

Note: To avoid IP address conflicts after rebooting PACs, LAN1 and Win-GRAF Active_IP must be set to a 
different IP address. 

 
Step 2: Wiring three communication cables for each PAC and power on with redundant mode (i.e., 

Rotary Switch = 2 & 4). 
 

Step 3: Modify both communication IP and Active IP in the Win-GRAF project, and download it to 
Main PAC (2). After that, the project will automatically transfer to Backup PAC (4) via LAN2. 

Note: Before updating the program of the Active-PAC, power off the Passive-PAC. After completing the 
update, power on the Passive-PAC to ensure that the redundant system is work properly. 

 
7.3.3 Concept of Syncronyzation 
1. Switch_Time: Last synchronized. To switch Time Range. Not the time from Active to Passive. 
2. Switch_Cycle: First cycle after switch 
3. Lost Exchange: Always synchronize Data. 
 

 
 
 

Rotary Switch 
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7.4 Function Blocks  
7.4.1 GetActiveRTStat 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
7.4.2 GetActiveExStat 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

GetActiveRTStat 
This function shows the status of active runtime 
NAME TYPE DESCRIPTION 
Output 
qRed BOOL This parameter is TRUE if redundancy is possible. It is 

FALSE if the runtime does not support redundancy. 
qPassHere BOOL This parameter indicates if a passive runtime is 

connected to the running active runtime. 
qPassOK BOOL This parameter indicates if the connected passive 

runtime has finished its initialization operations and is 
now synchronized for data replication. 

nLostExch DINT This parameter indicates the number of replication 
exchanges failed on timeout. 

SwitchCycle BOOL This parameter is TRUE if the running runtime has 
become active on a switch and is now running its first 
cycle. 

SwitchTime TIME This parameter gives an indication of the last switch 
duration. 

GetActiveExStat 
This function shows the extra status of active runtime 
NAME TYPE DESCRIPTION 
Output 
PAC_Mode INT This parameter indicates PAC mode.  

0: Standard PAC;  
1: Redundancy Main PAC;  
2: Redundancy Backup PAC 

Sync_LAN INT This parameter indicates current synchronization LAN 
port. 1: LAN1; 2: LAN2. 

LAN1_State BOOL This parameter is TRUE if LAN1 is connected. It is FALSE 
if LAN1 is disconnected. 

LAN2_State BOOL This parameter is TRUE if LAN2 is connected. It is FALSE 
if LAN2 is disconnected. 
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7.4.3 ActiveRTSwitch 
 
 
 
 
 
 
 
 
 
 
7.4.4 ActiveSYNSwitch 
 
 
 
 
 
 
 
 
 
 
 

ActiveRTSwitch 
This function is used to switch active PAC and passive PAC 
NAME TYPE DESCRIPTION 
Input 
bEnable BOOL Set this parameter as TRUE to enable active and passive 

PAC switch. 
Output 
bOK BOOL This parameter is TRUE if switch successfully. 

ActiveSYNSwitch 
This function is used to switch synchronization LAN port 
NAME TYPE DESCRIPTION 
Input 
bEnable BOOL Set this parameter as TRUE to enable synchronization 

switch. 
Output 
bOK BOOL This parameter is TRUE if switch successfully. 
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8 OPC UA Server 
OPC Unified Architecture (UA) is an open standard created by the OPC Foundation and defines a 
platform independent interoperability standard. OPC UA offers a secure method of client-to-server 
connectivity and has the ability to connect securely through firewalls and over VPN connections. 
For the majority of user applications, the most relevant components of the UA standard 
are as follows: 

• Secure connections through trusted certificates for client and server endpoints. 
• Robust item subscription model to provide efficient data updates between clients and servers. 
• An enhanced method of discovering available information from participating UA servers. 

The purpose of this manual is to introduce the main functions and configuration supported by the 
Win-GRAF OPC UA server. In addition configuration and testing procedure are given to familiarize 
yourselves with the features, functions, limitations and operating characteristics of specific settings. 
 
8.1 OPC UA Server Configuration 
You should be familiar with the OPC UA specification and the communication methods used for the data 
exchange between OPC UA servers and clients. If security plays a vital role in your application a deeper 
understanding of how OPC UA certificate are used by the servers and clients to securely identify and 
communicate with each other is being required. 
This chapter gives a quick overview of the OPC UA server configuration procedure using the Win-GRAF 
workbench and describes the supported configuration parameters. 
 
8.1.1 Server Configuration Procedure 
This section provides a quick overview how to add and configure a OPC UA server with the Win-GRAF 
workbench. The next chapter describes the server parameters in more details. 

• Step 1: Start the Win-GRAF workbench and create a new project 
• Step 2: Open the Fieldbus Configurations window by clicking on the 'Fieldbus Configuration' 

button in the toolbar or double clicking the 'Fieldbus Configuration' node in the workspace. 
• Step 3: Open the 'OPC UA Server' plug-in: Click 'Insert Configuration' button on the left toolbar 

and select 'OPC UA Server (ICPDAS)' from the 'Add Configuration' dialog. 
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• Step 4: Basic configuration parameters setting: 
- Click on the "OPC UA Server (ICPDAS)" node to show a list of basic configuration parameters 
with their default values. Double click a parameter entry in the 'Value' column to modify the 
setting. 

 
-Double click the 'OPC UA Server (ICPDAS)' node (left hand side) to open a separate dialog which 
beside the basic parameter allows you to do additional setting (e.g. user identity token, user 
login account). 
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- If 'Use Username and Password' is selected, add the usernames with their passwords to the 
account list in the 'Account' tab. 

 
- Under the 'Certificate' tab make sure that the 'Enable Server Self-Signed' option is enabled and 
the other detailed as shown below a filled in. The server will use this information to generate a 
certificate with its private key and store it in the directories 'pkiserver\own\certs\' and 
'pkiserver\own\private\'. The 'Enable Server Self-Signed' option only needs to be selected if no 
server certificate with its key already exist in the directories, because the server can not start 
without having a certificate. 
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• Step 5: Endpoint setting: 
- Add an endpoint node to the server: 
1. Activate the 'OPC UA Server (ICPDAS)' node by clicking on the node 
2. Click on the 'Insert Master/Port' button on the left toolbar. A 'Endpoint' dialog pops up. 
3. Set the endpoint parameters. Only one endpoint is supported by the Win-GRAF server. 
Confirm the setting with 'OK'. 

 
• Step 6: Create a monitoring group node: 

1. Activate endpoint node ('Bind IP Address: opc.tcp://...') 
2. Click 'Insert Slave/Data Block' command on the left toolbar. A 'Group' dialog will be displayed 
3. Enter a group name in the dialog by double clicking the 'Value' column. Click 'OK' 
The new node with the group name will added to the tree view. 

• 
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• Step 7: Assign PLC variable to the group. Here the PLC variables are assigned to the UA server for 
the client to access. 
1. Declare variables to be accessed by the client 
2. Select the group node by clicking on it 
3. Drag and drop the variables to the mapping area 
4. Enter a 'Tag name' for each variable. The tag name will be shown to the client. If the tag name 
is empty, then the 'Symbol' name will use for the node name. 
5. Select the client access mode: 'Read only', 'Write only' or 'Read/Write', 'No Access'. If 'No 
Access' has been selected, then the variable represents the OPC UA server status. The type of 
status to be shown has to be set in the 'Type' column. 
6. In the 'Type' column the OPC UA server status type represented by the variable is set. The 
'Type' column is only valid if the access mode 'No Access' has been selected. Available server 
status type: 

o - Server Status 
o - Used Sessions 
o - Used Subscription 
o - Used Monitored Items 

 
• Step 8: Built the program, download it to the runtime and start the application. 

If no certificate exist in the folder '.\pkiserver\own\certs' of the runtime execution file directory 
then a new certificate with its private key will be automatically created. 

• Step 9: Use a OPC UA client to connect to the server. 
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8.2 Server Configuration Parameters 
The communication settings for the OPC UA Server module determine how the server will appear on the 
network, as well as how OPC UA clients may communicate with it. 
 
8.2.1 Server Information 

 
 

Server Setting Description 
Manufacturer Name  • The name of the manufacturer. This name will be used for the PLC application 

program build information and is shown in the trace log file. 
Product Name  • The name of this application. Same as the manufacturer name it is being used as 

internal data to identify the build program and the trace log file. 
• Appears as a header in the trace log file. 

Product Uri • A globally unique identifier for the product the server belongs to. 
• Default name: 'urn:Company:Product' 
• The following the key strings are supported: 

- '[NodeName]' - gets the host name of the actual computer. 
- '[ServerName]' - replaces the key string with the server name 

• example: 
- 'urn:MyCompany:MyProduct' 
- 'urn:[NodeName]:MyProduct' 

Server Name • The name of the server. The default common name is 'Server'. 
• This name will be stored under the keyword '[ServerName]' which means strings 

containing the keyword are modified by the server by replacing the keyword with 
the server name. For example by default the keyword '[ServerName]' is assigned 
to the 'Common Name' of the self-signed certificate, which means the server 
name will be used as a 'Common Name'. 

• Use the key string '[NodeName]' to automatically gets the host name of the 
actual computer. 
- For example: If the computer name is 'DESKTOP123' then the string 

'MyName@[NodeName]' will generate the common name 
'MyName@DESKTOP123' 

Server Uri • Every Server shall have a globally unique identifier called the ServerUri. 
• If a UA server is selected, the server URI will be displayed. The server URI can be 

used as a reference to filter the discovery result. 
• The default name is 'urn:Company:Product:OPCUA_Server' 
• The following the key strings are supported: 

- '[NodeName]' - gets the host name of the actual computer. 
- '[ServerName]' - replaces the key string with the server name 

• example: 
- 'urn:MyCompany:MyProduct:MyServer' 
- 'urn:[NodeName]:MyProduct:[ServerName]' 



Win-GRAF User Manual,  V3.0,  Jun. 2022  by ICP DAS     68 

 

8.2.2 Session Settings 

 
 

Server Setting Description 
Maximum Sessions • This parameter specifies the limit of supported connections. The valid 

range is 1 to 128. The default setting is 2. 
Session Timeout • This parameter specifies the UA client's timeout limit for establishing a 

session. Values may be changed depending on the needs of the application. 
The default values are 10 to 3600. 

• Minimum: This parameter specifies the UA client's minimum timeout limit. 
The default setting is 10 seconds. 

• Maximum: This parameter specifies the UA client's maximum timeout limit. 
The default setting is 3600 seconds. 

Keep Alive Interval • Subscriptions have a keep-alive counter that counts the time in which there 
have been no Notifications to report to the Client. When the Keep Alive 
timeout is reached, a Keep Alive Message informs the Client that the 
Subscription is still active. 

• In case that there is nothing to report (e.g. no values have changed) the server 
will send a Keep Alive notification to the Client, which is an empty Publish, to 
indicate that the server is still alive. 

 
8.2.3 Server Subscription Setting 
OPC UA supports polling and subscription mode. 
- In polling mode the client is continuously updating the objects at a defined interval. This creates a 
higher communication loading and is therefore only recommended for a few symbols. 
- In subscription mode the server monitors a selected number of nodes. Only when the nodes value 
changes will the server notify the client about the changes. This mechanism reduces the amount of 
transferred data immensely and is therefore the recommended mode for reading information from a 
OPC UA server. 
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In the following the subscription setting is described. 

 
 

Server Setting Description 
Lifetime 
 

 

• Interval, in which server publish data to Client 
• The server will modify the 'Minimum Interval' interval to protect the source 

from extensive load that may be caused by a high sampling rate. 
• Maximum: The maximum Subscription lifetime (in milliseconds) the server 

allows. (Default: 10000) 
• Minimum: The minimum subscription lifetime (in milliseconds) the server 

allows; 0 is no limitation. (Default: 0) 
Interval Interval for sampling (and storing) data at server and send in each publishing 

interval. The sampling interval defines is the time interval at which the server 
checks the Monitored Item for data changes. The interval can be set to a faster 
than the notification interval (Lifetime) to the Client, in which case the server 
may queue the sampled data and publish the complete queue. 

 
8.3 User Authentication Configuration 
When a user is trying to connect from an OPC UA Client to an OPC UA Server, the OPC UA server needs 
to confirm the identity of the user before allowing the connection from the OPC UA client. The 
Win-GRAF server currently supports three different ways to authenticate a user during the activation of 
a session: 

• Anonymous Identity Token 
• User Name Identity Token 
• X509 Identity Token 

The 'User Identity Token' area determines the identity types of the client that will be allowed to log on 
to the OPC UA server. 

 
 
Identity Token Option Description 
Use Username and 
Password 

User Name Identity Token 
• Require clients to enter a username and password that a match a user in 

your project's security system. This option is available only if the security 
system has been enabled. 

• If this option has been selected it is necessary to enter the username and 
password. The 'Account' tab (Figure 6) provides a list in which the user 
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with the password can be entered. 
• Default: Enabled 

Use Certificate X509 Identity Token 
• Instead of using a username and password to login into the server a 

separate X509 certificate is being used for each user. 
• The common name of the X509 certificate acts as the user name and its 

private key functions as a password. 
• Default: Disabled 

Use Anonymous • Allow clients to log on to the server without entering a username or 
password. 
• Default: Disabled 

 
Note: 
- At least one of the available options have to be set. If none of the identity options have been selected 
then the client will not be able to connect to the server. 
- The options are not exclusive; more than one option can be selected . 
 
 
In the following the three application based security configuration is explained. 
 
8.3.1 Anonymous Identity Token 
The anonymous identity token does not perform any authentication (Figure 8.3.1.A). That means 
- Every client which certificate has been added to the 'pkiserver/trusted/certs' directory can establish a 
connection with the server without having to enter a user name and password. 
- If the 'Security Policy' of the server is set to 'None' (Figure 8.3.1.B) then all clients regardless whether 
they are trusted by the server or not can create a session with the server. 
 
For security reasons it is recommended to use anonymous identity token. 

 
Figure 8.3.1.A 

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 8.3.1.B 
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8.3.2 User Name Identity Token 
This token type configuration (Figure 8.3.2.A) allows to authenticate the user using a username and 
password. The password is passed to the UA Server in encrypted form, even when using a none secure 
channel. The password is never stored in the memory as a plain text so it is always protected. 

 
Figure 8.3.2.A 
 
The following user account list allows you enter a number of usernames with the corresponding 
password. In addition, the access right for each user can be limited to only read access by disabling the 
'Write Authorization' checkbox. The default account entries are shown in following capture. 

 
Note: 
It is important to remove the default entries from the account list and replace them with your user login 
account settings otherwise the security is impacted. 
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8.3.3 X509 Identity Token 
This allows authenticating users using X509 certificates (Figure below). The system administrator has to 
provide for each user with a separate authentication certificate together with its private key which can 
either be stored on a smart card or on the client itself which is less secure. In addition, the system 
administrator has to add the authentication certificate file without its private key to the Win-GRAF 
server directory '\pkiserver\trusted\certs\' which contains all the trusted OPC UA client’s certificates. 
The client generates a signature using the private key of the X509 certificate and the server uses the 
public key of the same certificate to verify the received cryptographic signature. 

 
 
This identity token authorization mechanism is similar to the password authentication where the 
'Common Name' (CN) field of the X509 certificate is mapped to a username and instead of a password 
the private key of the certificate is being used to authenticate the user. In the same way as for the 
password authentication the 'Common Name' has to be added to the 'Username' column of the user 
account list.  
In the following the procedure for configuring the server to support X509 authentication is shown: 

• Step 1: Set the identity token to X509. 
Double click the 'OPC UA Server (ICPDAS)' node in the 'IO Driver' window to open the main OPC 
UA configuration interface. Enable 'Use Certificate' option as shown above. 

• Step 2: Add the 'Common Name' (CN) to the user account list. 
1. Click the 'Account' tab of the main configuration interface to display the account list. 
2. Click 'Add' to add a new entry. 
3. Enter the 'Common Name' (CN) of the X509 certificate (Figure 8.3.3.A) to the 'Username' edit 
box (Figure 8.3.3.B). 
4. The password setting will be ignored if only the 'Use Certificate' option is enabled (Figure 7). If 
the 'Use Username and Password' option is selected as well then enter a secure password. 
5. Determine whether the user should have both read and write access rights by selecting the 
'Write Authorization' option. 
6. Click 'Apply' and 'OK' to confirm the setting. 

(Figure 8.3.3.A) 
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Figure 8.3.3.B 
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9      Technical Tips 
In this chapter we will introduces some applications and driver/ firmware updates that ICP DAS suggest 
users to implement or downloads. 
 
9.1 How to Update Runtime on PAC? 
1. Download the update pack from following linkage and unzip it. 
https://www.icpdas.com/web/product/download/pac/win-graf/CE_PAC/driver/Win-GRAF_Installer_2.1.0.zip 
 
2. Copy the file into pen drive or into SD card. 
 
3. Insert pen drive or SD card into PAC. 
 
4. Open „My Device“ on the PAC Desktop. Select „Hard Disk“.  
 
5. There are two executable files: 
○1  ......X86.exe is for XPAC series. 

○2  ......ARMv4I.exe is for WinPAC-5K/8K/9K and ViewPAC. 

 
 
6. Execute _x86 installer. Click „Install“ to start.  

     
7. Click „OK“ to reboot. 

 

https://www.icpdas.com/web/product/download/pac/win-graf/CE_PAC/driver/Win-GRAF_Installer_2.1.0.zip
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